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EVENT BRIEFING

Biotechnologies
Mature Biotechnologies & Society:  
What to Consider

Biotechnologies cover a broad spectrum of techniques and prod-
ucts involved in the manipulation of living organisms. 

The Sustainability Accounting Standards Board has identified 
several issues as material for investors to evaluate in biotechnology 
companies:1 

• Access to Medicines

• Drug Safety and Side Effects

• Safety of Clinical Trial Participants

• Affordability and Fair Pricing

• Ethical Marketing

• Employee Recruitment, Development and Retention

• Employee Health and Safety

• Counterfeit Drugs

• Energy, Water, and Waste Efficiency

• Corruption and Bribery

• Manufacturing and Supply Chain Quality Management

During the pre-commercial development phase of biotechnologies, 
there are a range of standards, rules, and institutions oversee-
ing ethics in research and clinical trials set forth by government 
funders, university institutional review boards, and scientific 
journals.2 Included in these standards are guidelines on informed 
consent, safety, and privacy of clinical trial participants, as well as, 
integrity in data analysis and publication rules. 

The biotechnology industry is highly regulated compared to many 
other frontier technology categories. Products which are being 
marketed and sold for disease diagnosis or treatment must pass a 
review process by a drug regulatory body (i.e. U.S. Food and Drug 
Administration). These processes seek to ensure safety and efficacy 
of products before they are brought to market as well as bolster 

trust and integrity in their on-going manufacturing, distribution, 
marketing, and management. 

Voluntary Governance

Current voluntary industry governance frameworks for compa-
nies and investors in biotechnology applications to human health 
focus on access to health care.  The Guiding Principles on Access to 
Health Care3 and the Access to Medicines Index4 track company 
commitments and performance on the affordability of medical 
treatments as well as R&D spending on rare diseases and condi-
tions prevalent in emerging economies.

Frontier Biotechnologies & Society:  
What to Consider

There are several categories of frontier biotechnologies, including 
consumer genetics, biobanks, biosensor data services, CRISPR-
enabled genome engineering, synthetic biology, and neuro-technol-
ogies. Frontier biotechnologies share the same materiality issues as 
current biotechnologies. Yet these technologies also bring some new 
issues—many of which reflect the issues of digital technologies with 
which they interface including AI algorithms and IoT sensors.

Genomics and Data Platforms

In recent years, there has been an exponential rise in the use of 
direct-to-consumer genetic testing kits. In 2018, 1 in 25 adult 
Americans had access to their genetic profiles through companies 
like 23andme and AncestryDNA.5   Additionally, several major 
U.S. and international hospital networks have created BioBanks 
that combine patient medical records with genetic information to 
inform research and treatment of disease. These activities have led 
to concerns about genetic information privacy—involving the col-
lection, storage, management and sharing of genetic information.6 

A related area of concern relates to AI algorithms which collect 
non-health data that can subsequently be analyzed to infer health 
status. Some companies including start-up MindStrong Health 
and ShareCare, are currently building products that use digital 
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phenotyping—a practice that uses AI algorithms to analyze meta-da-
ta collected from smartphones (typing speed, GPS, accelerometers, 
etc.) to predict onset and worsening of neurological and behavioral 
disorders.7 

Some advertising algorithms can also be used to reveal medi-
cal conditions through analysis of web browsing and purchase 
history—such as the infamous case where Target’s AI algorithms 
analyzed browsing patterns of a teenage girl and informed her 
parents that she was pregnant before she knew it herself. 8 

Investors in genetic and health data platforms may have to evaluate 
business models that propose using customer genetic or health data 
matched with other data, such as social media usage or web browsing, 
for a wide range of applications. These applications could involve the 
sale of data for use in algorithms used in the context of pricing and 
access to health insurance, life insurance, education, criminal justice, 
financial credit screening, and employment screening. These practic-
es could lead to concerns of anti-discrimination. While there are some 
U.S. federal regulations that protect against use of genetic or health 
data, such as prohibitions on asking family medical history questions 
in employment screenings, there are significant loopholes that leave 
considerable discretion on when it is permissible to apply genetic and 
other health data to decision making.9  Miscalculating how consum-
ers will perceive the fairness of using health data to inform decisions 
can have serious implications—as several health insurance companies 
have recently experienced in consumer backlash over use of sensor 
data from Fitbits and other wearables in premium pricing.10

Genome Editing, Synthetic Biology, and 
Neurotechnology

Genome editing is “a group of technologies that give scientists the 
ability to change an organism’s DNA” which is achieved through 
adding, altering or removing genetic material at target places 
inside an organism’s genome.11 While genome editing is not new, 
applications of CRISPR and synthetic biology technologies could 
vastly expand capabilities in the future.

The immediate concerns surrounding CRISPR technologies focus 
on non-human applications.  Issues related to ecological impacts 
of Genetically Modified Organisms (GMOs) have been around 
for decades, CRISPR-enabled gene drive technologies will allow 
the process to become scaled in new ways.12  In 2019, the Target 
Malaria project funded by the Bill and Melinda Gates Foundation 
created gene drives to alter mosquito DNA with the goal of reduc-
ing malaria infections in humans. 13 

Scientists have expressed ecological concerns that this technology 
could have unintended consequences across entire ecosystems 
impacting biodiversity, food security, and climate, among other 
issues. The Odin, a crowd-funded start-up company, sells mail order 
‘CRISPR kits’ direct-to-consumer online.14 Some scientists have 
expressed biosecurity concerns that widely available access to CRISPR 
technologies could facilitate either accidental pandemics or creation 
of bioweapons. Although, experts have assessed that CRISPR’s overall 
contribution to biosecurity risk levels is still ‘modest’ at this time.15

Most applications of frontier biotechnologies in humans are 
subjected to existing requirements for clinical trials and regulatory 
oversights. Yet there are some product categories which have a lack 
of regulatory oversight due to not making claims to diagnose or 
treat a medical condition. Neurotechnologies such as EEG headsets 
for monitoring cognitive function and wearable brain stimulation 
devices are sold direct to consumers without regulatory approvals. 
Sometimes these products do not provide safety or efficacy training 
to users and have limited data privacy protection.16  

Frontier biotechnologies raise complex questions of autonomy—
the situations under which an individual has the power to make 
treatment decisions. In the short term, these issues have arisen 
around patient monitoring platforms—in which behavior algo-
rithms or ingestible sensors inside drugs are used to track treat-
ment compliance.17   In the longer term, as CRISPR technologies 
become more advanced, health insurance payers may incentivize 
or require patients to receive gene editing as prevention.  Identity 
issues may also arise due to differing concepts of what constitutes 
disease and disability (i.e. autism, ADHD, dwarfism, etc.).

In the long term, if genome editing becomes mature and pervasive, 
societal level consequences could arise.  Many countries today 
including Canada, Germany, France, South Korea and U.S. have 
laws banning the use of genome editing technologies in human 
reproduction services.18  

However as the technology becomes more established and mature, 
there could be clinics offering elective treatments for individuals 
or reproductive services for parents seeking to create a specific 
genetic profile for ‘designer babies.’ Depending on affordability 
and access there could be widespread inequalities in education, 
intelligence, athletic ability, or wealth based on genetic profiles.  In 
the case of authoritarian states, it is plausible that CRISPR technol-
ogies may also one day be used for shifting population diversity and 
eugenics to change the distribution of traits or ethnic composition 
of a population.19 
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Appendix. SASB Standards:  Biotechnology

“Biotechnology: Sustainability Accounting Standard, SICS: HC0101.” 

Full Definitions Available at: https://www.sasb.org/wp-content/uploads/2013/07/SASB_Standard_Biotechnology.pdf
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