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1. Introduction

The internet has changed the way power is perceived, built and pro-
jected (1). It has changed the way countries make decisions, create 
policy and interact with one another. The physical world is increas-
ingly enmeshed with cyberspace. This brings innovations, efficiencies 
and conveniences; however, the greater our dependence on cyber-
space, the more our daily lives can be disrupted and our identities 
usurped by malicious actors online (2). 

Cyber capabilities are increasingly woven into the traditional tools of 
statecraft (3). A country is able to enhance the power of its military 
and security organizations through cyber means. Indeed, non-state 
actors have been empowered too, with companies such as Microsoft 
and Google seeking to set global cybersecurity and artificial intelli-
gence norms and principles (4). 

It is not clear how exactly cyber has altered the global balance of 
power, but there is general agreement that the balance of power has 
been altered (5). Offensive cyber capabilities—in contrast to tradi-
tional tools wielded by states—are cheaper, harder to track and exploit 
vulnerabilities to inflict significant harm on the victim. The asymmet-
ric nature of cyber capabilities means smaller countries can punch 
above their weight, exerting more influence using cyber means than 
with traditional tools (6). Despite this, the overall trend has been the 
consolidation of power in all its forms, traditional and cyber, in favor 
of traditionally more powerful players. 

There is no well-defined or generally agreed-upon definition of cyber 
power. The term “cyber superpower” has been applied to China, Israel, 
Russia, the U.K. and the U.S. by influential organizations such as the 
World Economic Forum (7). However, this title has been bestowed 
without any clear explanation of the criteria for what a “cyber power” 
or “cyber superpower” is or is not capable of. 

Nevertheless, cyber is fast becoming a strategic tool for countries. 
Increasing numbers of countries are developing offensive capabilities 
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(8) and cyberspace is becoming an ever-contested area (9). Countries are 
dedicating more resources to cyber defense and offense. In the 2020 U.S. 
President’s Budget, at least $17.4 billion is earmarked for cybersecurity-re-
lated activities, a $790 million or five percent increase from 2019 (10). 

Is Cyber Power Distinct from 
Traditional Military Power?

Military power is part of cyber power and vice versa. Military power has 
always been complemented by the other capabilities that can be deployed 
by a state. Take information operations as an example. Radio Free Europe/ 
Radio Liberty was an important tool used by the U.S. to undermine the 
Soviet Union (11). The use of Facebook by Russia to sabotage Ukraine and 
to support the invasion of Crimea or to subvert election security to weaken 
liberal democracies can be seen as an even more effective information 
operation given that it was targeted and insidious. Thus, cyber is indeed a 
part of military power, and having cyber capabilities can greatly increase 
overall military power.

In many respects, cyber power can deliver an effect similar to that achieved 
by other conventional military means. The effect of disabling critical infra-
structure could be achieved by cyber or a conventional weapons attack. 
Indeed, a cyber attack might be preferred over a kinetic strike as its effect 
could be reversible in a way that a missile strike is not.

However, cyber power should be considered as a domain in its own right 
and not only be considered as complementary to or an amplifier of other 
forms of power. Cyberspace is already considered the fifth domain after 
space, sea, land and air (12). However, the cyber domain has multiple 
characteristics which make it more difficult to assess than the others. 
As highlighted by many observers, cyber capabilities do not require the 
expensive industrial base of traditional military capabilities. The lack of 
such overt development also means the wielder can remain relatively anon-
ymous. This lowers the barrier to entry, broadening the pool of potential 
actors to include both state and non-state entities. 
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As Inkster (13) highlights, having the best possible understanding of the 
capabilities of allies and adversaries has always been a vital tool of state-
craft. Anonymity in cyberspace makes it more difficult for states to assess 
an adversary’s capabilities, making deterrence difficult.

In recent years there has been a developing school of thought that attempts 
to restrain the perceived over-enthusiasm towards cyber power; support-
ers of this thinking argue that cyber power does not have independent 
war-winning capability (14). We do not disagree, however, our view is that 
the threat of cyber-enabled capabilities is so broad that thinking of cyber 
power only in the traditional mindset of war and conflict is a mistake. 
Cyber power must be considered as a means to pursue and affect other 
spheres of competition and cooperation between states, such as the eco-
nomic and societal arenas. 

Our Approach

Our intention is to provide the best possible understanding of cyber power 
capabilities to inform public debate. The Belfer approach proposes eight 
objectives that countries pursue using cyber means; provides a list of capa-
bilities required to achieve those objectives that demonstrates the breadth 
of sources of cyber power; and compares countries based on their capabil-
ity to achieve those objectives. Our work builds on existing cyber indices 
such as the Economist Intelligence Unit and Booz Allen Hamilton’s 2011 
Cyber Power Ranking (15), by, for example, including a policy dimension 
and recognizing that cyber capabilities enhance military strength. 

The Belfer Cyber Power Index reconceptualizes the notion of “cyber 
power” at the country-level to reflect the different objective(s) that each 
country is pursuing—demonstrated through national strategies, rhetoric 
and action—and their ability to achieve these objectives. We do not include 
non-state actors in our ranking. Our objective is to provide a measure for 
cyber power at the national level, reflecting strength, resilience and com-
prehensiveness, which we define as using cyber means to achieve multiple 
objectives as opposed to a few. We hope this tool will broaden and deepen 
the cyber power discussion and incorporate countries beyond those that 
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are already extensively covered in the media—like the U.S., China and 
Russia—thus contributing to effective long-term cyber strategies for a more 
stable world. 

To date we have found sufficient data to assess the cyber power of 30 coun-
tries. The Cyber Power Team at the Belfer Center will release our initial 
Cyber Power Index in Summer 2020 based on these 30 countries, which 
includes the most prominent state-actors.
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2. Reconceptualizing 
Cyber Power

The original meaning of “superpower” can be traced to the Cold War. 
During the Cold War, “superpower” was used most often to describe the 
U.S. and the Soviet Union, the most powerful countries at the time. Each 
country was able to exert significant influence globally. However, due to the 
geographically borderless nature of cyber, virtually any player in the cyber 
arena is capable of projecting themselves globally. Cyber power to some 
extent removes the geographical conditions that constrain other traditional 
types of power (16). Therefore today, “superpower” in its traditional defi-
nition is not an accurate or useful way to describe or compare cyber power 
wielded by a country. 

In defining cyber power we face the following challenges: 

On the one hand, countries employ cyber capabilities for offensive oper-
ations, to ensure cyber security and to gain economic advantage. For 
example, the U.S. conducts offensive operations to counter cyber espionage 
by China (17), the DPRK uses cyber means for financial gain (18) and 
Russia exploits social media to spread disinformation (19). In our frame-
work, we account for the different objectives that countries may pursue 
with their cyber capabilities.

On the other hand, many cyber activities are difficult to attribute. Often 
state actors deliberately obfuscate attribution efforts or allow their actions 
to be misattributed to other groups. In addition, the most technically 
accomplished and effective attacks may only come to light years after they 
were first launched, when the target organizations, or others, finally detect 
them. Still, it is possible to draw useful conclusions about cyber power 
from the wealth of data on successful attacks and breaches.
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The definition of national cyber power that we propose is as follows: a 
country’s ability to pursue its objectives using cyber means. The greatest 
global cyber power is the country that:

• sets clear national objectives in cyberspace1;

• has the essential capabilities to pursue these objectives;

• achieves multiple objectives using cyber means.

Using the Council on Foreign Relations’ Cyber Operations Tracker, which 
tracks cyber operations since 2005 (20), we conducted a historical analysis 
of state-sponsored cyber activities and identified the core objectives coun-
tries have pursued in cyberspace. We identified eight objectives that range 
from strengthening and enhancing cyber defenses, to surveillance and 
monitoring of domestic groups, financial gain and the destruction and dis-
ablement of an adversary’s infrastructure and capabilities. These objectives 
are listed within the Framework section.

A more specific understanding of cyber power, how it is wielded and how 
it fits alongside traditional tools of statecraft will help policy makers under-
stand the opportunity costs associated with cyber operations. 

This is not the first effort to provide a framework to measure a country’s 
cyber power. However, previous indices such as the Economist Intelligence 
Unit and Booz Allen Hamilton’s Cyber Power Index focused on the ability 
of each country to wield digital infrastructure with only a limited focus 
on defense (21). In addition, the dual nature of some indicators does not 
appear to feature in their assessment. For example, digital infrastructure 
can be both a strength and a vulnerability, a duality which is reflected in 
our ranking.

Other indices, such as the International Telecommunication Union’s 
annual “Global Cybersecurity Index,” focus solely on domestic cyber resil-
ience (22) and do not take into account offensive cyber capabilities. To 
our knowledge, existing cyber indices do not consider a country’s specific 

1 Not all 30 countries assessed have a national cyber strategy. In the absence of a national cyber 
strategy we examined broader defense and security related policy documents and rhetoric from 
senior leaders.
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objectives and how those individual priorities are reflected in the capabili-
ties that a state develops. 

We take an all-of-country approach to measuring cyber power, i.e. assum-
ing that the government in power can wield these components effectively. 
The Belfer Cyber Power Index will allow policymakers and strategists 
to more effectively assess the capabilities of countries and their abilities 
to pursue their national interests in cyberspace. As more data becomes 
available over the coming years, we will expand our cyber power index to 
include assessments of more countries.



8 Reconceptualizing Cyber Power: Cyber Power Index Primer

3. Framework

Cyber power, as stated previously, is a measure of a country’s ability to 
pursue its national objectives using cyber means. 

As a starting point we conducted a historical assessment of state-sponsored 
cyber activities from 2005 to the present day to identify the core objectives 
that countries have pursued in cyberspace. 

To assess an individual country’s cyber power, we used a three-step 
approach which assesses a country’s potential ability to achieve its objec-
tives and then ranks each country from more to less capable. 

First, we examine what objectives a country has stated or demonstrated 
it wants to achieve in cyberspace. Second, we assess a country’s ability to 
pursue these objectives based on our mapping of their capabilities against 
the objectives. Third, we consider the number of objectives a country is 
pursuing in cyberspace and then rank each country against the others - the 
more objectives a country pursues the more comprehensive a cyber actor 
that country is and the higher up in the index they will be.

Objectives 

Measuring cyber power in contextual terms requires analysis of the objec-
tives that countries are trying to pursue via cyber means. Drawing on 
military doctrine, objectives are what an actor “desires to accomplish in a 
given set of circumstances.” (23)

While the specific goals that countries try to pursue are specific to each, 
international relations theory typically defines three broad overarching 
objectives that all countries seek to pursue in some form (24):

1. Defense and security. Protecting citizens remains the primary 
objective of national governments.
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2. Economic growth and prosperity. Increasing flows of global trade, 
strengthening the domestic economy, and increasing government 
revenues to pay for essential services. 

3. International power projection. Projecting influence overseas and 
growing its international reputation to enhance its defense and 
security and economic prosperity.

To pursue these objectives, countries plan and conduct operations and dis-
crete activities. 

Based on analysis of national cyber strategies and publicly known 
state-sponsored cyber operations since 2005 (25), we have inferred eight 
objectives that countries have pursued using cyber capabilities. These 
objectives help to achieve the overarching defense and security, economic 
growth and prosperity and international power projection goals mentioned 
above. 

In no particular order of importance, they are:

1. Surveilling and monitoring domestic groups;

2. Strengthening and enhancing national cyber defenses;

3. Controlling and manipulating the information environment;

4. Intelligence gathering and collection in other countries for national 
security objectives;

5. Amassing wealth and/or extracting cryptocurrency;

6. Extracting IP overseas for commercial gain to enhance domestic 
industry growth; 

7. Destroying and disabling an adversary’s infrastructure and 
capabilities; 

8. Defining international cyber norms and technical standards.
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3.1 Assessing Intention

Cyber power involves using cyber capabilities to pursue policy objectives. 
However, because a country’s resources are limited, objectives must be 
prioritized.

To measure intent, we have assessed:

1. Each country’s track record in perpetrating cyber attacks; 

2. Cyber military strategies to date;

3. Participation in international cooperation agreements on 
cyberspace. 

By analyzing official government policy and inferring the objectives of 
previous state-backed cyber operations, we can begin to understand how 
a country is prioritizing their objectives in cyberspace. Furthermore, how 
often a country has exercised cyber power is a leading indicator of how 
much influence it will have in the future.

A country makes financial, policy, and opportunity trade-offs when it seeks 
to achieve one of the eight objectives above. Declared objectives achieved 
through cyber means are often included in national cyber and defense 
strategies and planning documents. 

National cyber strategies are a relatively recent phenomenon but are rap-
idly proliferating. We have read all of the available cyber strategies and 
available documents for the 30 countries in our ranking and conducted 
textual analysis, using natural language processing, to identify declared 
objectives and to understand how each country seeks to develop the capa-
bilities to achieve them.

For example, the U.S. cyber strategy (26) outlines how the government 
and all of its agencies will work together to fulfill four objectives: defend 
domestic infrastructure and data; nurture a secure digital economy and 
domestic innovation; work with allies and partners to deter malicious 
actors through punishment; and expand America’s vision of an open, 
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interoperable, reliable and secure internet (27). All of these activities are 
therefore tied with the U.S.’ vision of enhancing its cyber capability and 
resilience and are elements of an all-of-country approach.

Of course, there is strategic advantage to be gained in not declaring certain 
objectives. When assessing intent, how a country seeks to articulate the 
objectives it will pursue using cyber means is often as important as the 
objective it is trying to pursue. For example, countries conducting cyber 
espionage may choose not to publicly state they are conducting cyber 
espionage. Therefore, it is important to also look at metrics that reflect 
a country’s actions, which could demonstrate intent. To measure this, 
we have examined publicly available data on state-sponsored operations 
by both private sector cyber threat analysts and governments to assess 
the consistency—or inconsistency—between a country’s declared and 
demonstrated intent.

3.2 Measuring Capability 

Cyber power relies upon a set of resources that relate to the creation, con-
trol and communication of electronic and computerized information: 
infrastructure, networks, software and human skills (28). To assess a coun-
try’s capabilities we have mapped each objective onto lists of indicators. 
This process allows us to assess to what extent countries have the necessary 
capabilities to pursue their objectives. 

For example, the “Strengthening and enhancing national cyber defenses” 
objective depends on state’s ability to: 

• Assess, detect and mitigate threats and attacks; 

• Educate and inform users of the threats they face;

• Regulate and legislate on data privacy and cyber activity within its 
borders.

Therefore, a list of capabilities that map to strengthening and enhancing 
national cyber defenses would include (but not be limited to) the following:
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• Existence of comprehensive critical infrastructure, cyber security, 
and user content laws;

• Skilled employees in cyber security;

• Inter-agency partnerships to shore up national cyber defenses;

• Number of cyber military units dedicated to defending the 
homeland; 

• Number of top domestic cyber security firms. 

Some resources may add to cyber power for one national objective but be det-
rimental for another. For example, while a highly connected population can 
boost productivity in the workforce and create prosperity, the potential risk 
of attacks becomes more likely and more severe for that country. This can be 
compounded by weak cyber security standards and practices and high infec-
tion rates for devices. A country’s lack of cyber security and resilience, then, 
can expose it to risk and can be measured by the level of its cyber security 
standards, the infection rate of devices and the connectivity of its population. 
In this vein, some of the world’s most developed countries have a higher risk 
of cyber attack due to extensive digital infrastructure but older legacy systems 
that are harder to update. One can argue that the DPRK has a lower risk of 
cyber attacks as a result of its relative lack of internet connectivity. 

While a national strategy or plan lays the framework for how a country 
will build national cyber security and resilience, each of these individual 
elements brings a resource and capability burden that a country must be 
able to meet. This not only requires financial or technical resources, but 
also human and industry resources. Our metrics reflect the fact that an 
educated and skilled workforce, complemented by effective public-private 
relationships, is essential for most countries to meet their objectives.

Our final step is assessing the comprehensiveness of each country as a 
cyber actor. Countries may pursue anywhere between none to all eight of 
these objectives. The more objectives a country successfully pursues using 
cyber means, the more comprehensive a cyber actor it is.

We will issue case studies for each country to explain our findings in detail. 
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4. Conclusion

Cyberspace and cyber means are multi-use: every measure of cyber power can at 
once empower a country and also expose it to vulnerabilities. As the rate of cyber 
threats increases alongside the expansion of cyberspace, a better understanding of 
the components of what can strengthen and weaken a state is critical in order to 
design effective solutions. 

The Belfer Cyber Power Index reconceptualizes the notion of ‘cyber power’. We 
propose a new framework for measuring a country’s cyber capabilities against 
their individual objectives and provide a global ranking of countries based on how 
comprehensive a cyber actor they are. Our work differs from existing attempts to 
measure cyber power because it is holistic in assessing security, resilience, offen-
sive capabilities against objectives and realistic, where we recognize that cyber 
capabilities do not stand alone and enhance traditional tools of statecraft such as 
military strength. Our assessment of the most capable and comprehensive cyber 
power is the country that has the highest potential capability to achieve multiple 
objectives. 

Our assessment of 30 cyber powers will be released by Summer 2020.
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5. Frequently Asked Questions

How do I compare how effectively Country A is achieving its national 
objectives in cyberspace versus Country B?

The most capable cyber power is the state that most effectively uses cyber means to 
pursue its objectives. For each national objective, we will show the current capacity 
for each country to pursue said objective, ranking each country against the others. 
For countries whose objectives are directly comparable to one another, the method-
ology for how countries are ranked will be included in detail in the comprehensive 
cyber power assessment which will be released in Spring 2020. However, it is import-
ant to note that countries may not all prioritize the same objectives. 

Consider the following example: Country A’s primary objective in cyberspace is 
financial gain, while Country B has no desire for financial gain but rather seeks 
domestic infrastructure security. Measuring Country A’s ability to use cyberspace 
for financial gain versus Country B’s ability to do the same would not be a proper 
measurement of each country’s cyber power. This is because financial gain as an 
objective has not been prioritized by Country B in cyberspace, and Country B is 
not actively trying to develop capabilities towards that objective.

Why are you only considering cyber power at the state level, and not 
including cybercriminal or other non-state actors? 

Some interpretations of cyber power consider non-state actors as “passive intellec-
tual capital” (29) whereby the state is the political entity that needs to learn how 
to optimize its cyber power. We quantify cyber power at the all-of-country level 
to illustrate its contribution to national power where, if harnessed correctly, it can 
contribute to a state’s ability to pursue its domestic and foreign policy objectives 
using cyber means. 

Our assessment of components is holistic, including not only cyber resilience and 
power projection capabilities, but also national policies and regulatory frame-
works, as well as domestic resources and pipelines. These components create a 
better understanding of the cyber power a state can wield. 
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To what extent is the ranking representative of reality? 

Capturing the scale, unique attributes and potency of cyber capabilities, as 
mentioned above, is a blend of art and science. Due to the sensitivity of some 
information, any attempt at measuring cyber power will suffer from the same gaps 
as other measurements of power. This is further exacerbated by the diffuse nature 
and intangibility of cyber power. 

This intangibility makes compiling public sources of data on the issue more chal-
lenging because cyber tools are not manifest like tanks and guns, and the owner of 
cyber tools has a relatively high level of anonymity. Most of this information does 
not exist in the public sphere and technical capabilities tend to be decipherable 
only by technical experts.

In some states, political tradition limits the availability of access to data. Demo-
cratic governments are answerable to the electorate and have a duty to disclose, 
among other things, budgets and expenditures. For example, the U.S., U.K., and 
Australia have disclosed expenditures on building cyber capabilities. 

Still the framework that we use to assess cyber power allows us to measure a wide 
and meaningful range of objectives, capabilities and comprehensiveness. We can 
thus provide a more holistic measure of cyber power than the measures delivered 
by existing indices. 



16 Reconceptualizing Cyber Power: Cyber Power Index Primer

Endnotes:

1. Erik Huizer, et al., A Brave New World: How the Internet Affects Societies (London, UK: Cha-

tham House, 2017), accessed April 9, 2020, https://www.internetsociety.org/resources/

doc/2017/a-brave-new-world-how-the-internet-affects-societies.

2. Daniel T. Kuehl, “From Cyberspace to Cyberpower: Defining the Problem,” in Cyberpower 

and National Security, eds. Franklin D. Kramer, Stuart Starr, and Larry K. Wentz (Washing-

ton, D.C.: National Defense UP, 2009), 24.

3.  Mike Orcutt, “We’re Thinking about Cybersecurity All Wrong,” MIT Technology Review, 

Massachusetts Institute of Technology, July 31, 2017, accessed April 9, 2020, https://www.

technologyreview.com/2017/07/31/150241/were-thinking-about-cybersecurity-all-wrong.

4. For more on this subject, see Scott Charney, “Cybersecurity norms for nation-states and 

the global ICT industry,” Microsoft On the Issues, Microsoft, June 13, 2016, accessed April 6, 

2020, https://blogs.microsoft.com/on-the-issues/2016/06/23/cybersecurity-norms-na-

tion-states-global-ict-industry. Google, “Artificial Intelligence at Google: Our Principles,” 

Google AI, accessed April 6, 2020, https://ai.google/principles.

5. Hannes Ebert and Tim Maurer, “Contested Cyberspace and Rising Powers,” Third World 

Quarterly 34.6 (2013). 

6. Christopher S. Chivvis and Cynthia Dion Schwarz, “Why It’s So Hard to Stop a Cyberat-

tack—and Even Harder to Fight Back,” The RAND Blog, RAND Corporation, March 30, 2017, 

accessed April 9, 2020, https://www.rand.org/blog/2017/03/why-its-so-hard-to-stop-a-

cyberattack-and-even-harder.html.

7. Keith Breene, “Who are the cyberwar superpowers?” World Economic Forum, May 4, 2016, 

accessed January 30, 2020, https://www.weforum.org/agenda/2016/05/who-are-the-cy-

berwar-superpowers.

8. U.S. Congress, Senate, Committee on Armed Services, Foreign Cyber Threats to the United 

States, 115th Cong., 1st sess., 2017, https://www.armed-services.senate.gov/imo/media/

doc/Clapper-Lettre-Rogers_01-05-16.pdf.

9. Ebert and Maurer, “Contested Cyberspace.”

10. White House, Cyber Security Funding (Washington, DC: 2019), https://www.whitehouse.

gov/wp-content/uploads/2019/03/ap_24_cyber_security-fy2020.pdf.

11. Olesya Tkacheva, et al. Internet Freedom and Political Space (Santa Monica, CA: RAND 

Corporation, 2013), https://www.rand.org/pubs/research_reports/RR295.html. 

https://www.rand.org/blog/2017/03/why-its-so-hard-to-stop-a-cyberattack-and-even-harder.html
https://www.rand.org/blog/2017/03/why-its-so-hard-to-stop-a-cyberattack-and-even-harder.html
https://www.armed-services.senate.gov/imo/media/doc/Clapper-Lettre-Rogers_01-05-16.pdf
https://www.armed-services.senate.gov/imo/media/doc/Clapper-Lettre-Rogers_01-05-16.pdf


17Belfer Center for Science and International Affairs | Harvard Kennedy School

12. Tomáš Minárik, “NATO Recognises Cyberspace as a ‘Domain of Operations’ at Warsaw 

Summit,” The NATO Cooperative Cyber Defence Centre of Excellence, July 9, 2016, accessed 

April 9th, 2020, https://ccdcoe.org/incyder-articles/nato-recognises-cyberspace-as-a-do-

main-of-operations-at-warsaw-summit.

13.  Nigel Inkster, “Measuring Military Cyber Power,” Survival: Global Politics and Strategy 59.4 

(2017): 27-34.

14. David Betz, “Cyberpower in Strategic Affairs: Neither Unthinkable nor Blessed,” Journal of 

Strategic Studies, 35.5 (2012): 689-711.

15.  Economist Intelligence Unit, “Cyber Power Index: Findings and Methodology,” Economist 

Intelligence Unit and Booz Allen Hamilton, accessed January 30, 2020, https://www.sbs.ox.ac.

uk/cybersecurity-capacity/system/files/EIU%20-%20Cyber%20Power%20Index%20Find-

ings%20and%20Methodology.pdf.

16. Isaac R. Porche III, et al. “An Enemy Without Boundaries,” Proceedings 138.10.1316, October 

2012, https://www.usni.org/magazines/proceedings/2012/october/enemy-without-boundar-

ies

17.  Warren P. Strobel, “Bolton Says U.S. Is Expanding Offensive Cyber Operations,” The Wall Street 

Journal, Dow Jones & Company, June 11, 2019, https://www-wsj-com.ezp-prod1.hul.harvard.

edu/articles/bolton-says-u-s-is-expanding-offensive-cyber-operations-11560266199.

18. U.S. Department of the Treasury, “Treasury Sanctions North Korean State-sponsored Mali-

cious Cyber Groups” (Washington, DC: 2019), https://home.treasury.gov/index.php/news/

press-releases/sm774.

19. U.S. Congress, Senate, Committee on Intelligence, Russian Active Measures Campaigns and 

Interference in the 2016 U.S. Election. Volume 2: Russia’s Use of Social Media with Additional 

Views, 116th Cong., 1st sess., 2019, S. Rep. 116-XX, https://www.intelligence.senate.gov/sites/

default/files/documents/Report_Volume2.pdf.

20. Council on Foreign Relations, “Cyber Operations Tracker,” accessed April 2, 2020, https://

www.cfr.org/interactive/cyber-operations.

21.  The index created by the Economist Intelligence Unit and Booz Allen Hamilton measures 19 

indicators: (1) Legal and Regulatory Framework (government commitment to cyber develop-

ment, cyber protection policies, cyber censorship or lack thereof, political efficacy, intellectual 

property protection), (2) Economic and Social Context (educational levels, technical skills, 

openness of trade, degree of innovation in business environment), (3) Technology Infrastruc-

ture (access to ICT, quality of ICT, affordability of ICT, spending on ICT, and number of secure 

servers), and (4) Industry Application (smart grids, e-health, e-commerce, intelligent trans-

portation).

22.   International Telecommunications Union, “Global Cybersecurity Index 2018,” ITU Publica-

tions, ITU, 2019, accessed January 30, 2020, https://www.itu.int/dms_pub/itu-d/opb/str/D-

STR-GCI.01-2018-PDF-E.pdf. 

https://ccdcoe.org/incyder-articles/nato-recognises-cyberspace-as-a-domain-of-operations-at-warsaw-summit
https://ccdcoe.org/incyder-articles/nato-recognises-cyberspace-as-a-domain-of-operations-at-warsaw-summit
https://www.usni.org/magazines/proceedings/2012/october/enemy-without-boundaries
https://www.usni.org/magazines/proceedings/2012/october/enemy-without-boundaries
https://www-wsj-com.ezp-prod1.hul.harvard.edu/articles/bolton-says-u-s-is-expanding-offensive-cyber-operations-11560266199
https://www-wsj-com.ezp-prod1.hul.harvard.edu/articles/bolton-says-u-s-is-expanding-offensive-cyber-operations-11560266199
https://home.treasury.gov/index.php/news/press-releases/sm774
https://home.treasury.gov/index.php/news/press-releases/sm774
https://www.intelligence.senate.gov/sites/default/files/documents/Report_Volume2.pdf
https://www.intelligence.senate.gov/sites/default/files/documents/Report_Volume2.pdf
https://www.cfr.org/interactive/cyber-operations
https://www.cfr.org/interactive/cyber-operations
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2018-PDF-E.pdf
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2018-PDF-E.pdf


18 Reconceptualizing Cyber Power: Cyber Power Index Primer

23. Curtis E Lemay Center for Doctrine Development and Education, “An Effects-Based Approach 

to Planning,” Air University Alabama, last modified November 4, 2016, https://www.doctrine.

af.mil/Portals/61/documents/Annex_3-0/3-0-D19-OPS-Effects-Based-Plan.pdf.

24. Ibid.

25. Council on Foreign Relations, “Cyber Operations.”

26. White House, National Cyber Strategy, (Washington, DC: 2018), https://www.whitehouse.gov/

wp-content/uploads/2018/09/National-Cyber-Strategy.pdf .

27. U.S. Department of Commerce and U.S. Department of Homeland Security, “A Report to 

the President on Supporting the Growth and Sustainment of the Nation’s Cybersecurity 

Workforce: Building the Foundation for a More Secure American Future,” Computer Security 

Resource Center, National Institute of Standards and Technology, May 10, 2018, https://csrc.

nist.gov/publications/detail/white-paper/2018/05/30/supporting-growth-and-sustain-

ment-of-the-cybersecurity-workforce/final.

28.  Kuehl, “From Cyberspace.”

29. Ibid.









China Cyber Policy Initiative 

Belfer Center for Science and International Affairs 

Harvard Kennedy School 

79 JFK Street 

Cambridge, MA 02138

www.belfercenter.org/CCPI

Copyright 2020, President and Fellows of Harvard College 

Printed in the United States of America

http://www.belfercenter.org/ENRP

	1.	Introduction
	Is Cyber Power Distinct from Traditional Military Power?
	Our Approach


	2.	Reconceptualizing Cyber Power
	3.	Framework
	Objectives 
	3.1	Assessing Intention
	3.2	Measuring Capability 

	4.	Conclusion
	5.	Frequently Asked Questions
	Endnotes:


