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1. Introduction 

When a crisis occurs, be it a hurricane, forest fire, or a pandemic , 
highly skilled disaster teams are on standby to assess situations, deploy 
resources, and coordinate amongst multiple organizations allowing the 
fastest possible recovery. Every crisis manager asks similar questions 
when confronted with a significant issue. Successful crisis managers 
utilize a similar thought process, one that can be replicated when 
dealing with any crisis. 
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Figure 1: Issues Management Model (IMM)

Successful crisis managers have the ability to break down an issue into 
its simplest form and apply a five-stage thought process which estab-
lishes the foundational thinking for any issue or crisis: Knowledge, 
Establish Operations, Assess Risk & Update Operations, Executive 
Five Part Process, and Review (Figure 1). Customer facing business 
employees can learn and apply all five parts to better understand a 
business’s risks, goals, and how early issues diagnoses can prevent a 
crisis. While applying the five-stage process, an organization must 
maintain appropriate communications and assess political risk allow-
ing the preservation of established visions, missions, and values. 
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The public sector crisis management process translates to the private sector.  
A business, more specifically, a customer service manager, can utilize the 
same thought process that the Administrator of United States Federal 
Emergency Management Agency (FEMA) uses during a hurricane if they 
apply the Issues Management Model. The model allows issues management 
while ensuring communications and political risk management are weaved 
into solutions. 

National organizations have developed frameworks to manage crisis 
incidents by mobilizing local, national and international efforts. The most 
recognized structure, with ingrained systems training is the National 
Incident Management System, which was created and refined by FEMA. 
The structure provides frameworks that guide first responders on 
commands, processes, and functions during a crisis. FEMA’s framework is 
operational and also teaches how to think through various crises. 

Disaster management experts have a thorough understanding of the FEMA 
structure and how they fit into this command structure. Seasoned crisis 
managers can utilize FEMA’s framework and apply the five step thought 
processes—situational diagnosis, analysis, scenario planning, appropriate 
risk assessments, execution —with relative ease. The same thought process 
that is utilized to manage a disaster is useful for day-to-day crisis and 
issues management. The crisis management thought processes becomes a 
structured approach to manage any issue that may rise.

When resolving an issue  that may escalate to a crisis, the disaster 
management thought process would allow customer facing workers to 
diagnose a situation, determine the appropriate response while assessing 
risk, and activate the action plan. Through analysis, this essay will present 
how crisis management thought processes can help guide employees in 
various industries by utilizing a five- step thought process. The five- step 
process can be utilized within existing structures, day-to-day issues, and 
major crisis situations. 
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Client Facing Frontline Worker

In the public sector we define a frontline worker as someone who engages 
directly with the public. A doctor, nurse, social service worker, teachers, 
and others that directly deal with the public are considered “frontline.” 
Similarly, in the private sector, the frontline worker is someone who 
directly engages with the customers. Businesses refer to frontline workers 
as “customer facing” or “client facing roles.”  Customer facing roles include 
retail workers, customer service representatives, mechanics, and many 
others that directly speak with customers.

This paper views frontline workers as private sector employees who manage 
client relations. For example, a customer care agent that resolves a credit card 
issue for a client, or a technical support worker who resolves a data issue 
while directly speaking with the customer would be considered frontline. 

It is prevalent that the majority of frontline workers have received corporate 
training and also have complimentary education and experience allowing 
optimal job performance. Businesses with frontline employees equipped with 
the five-stage thought process will develop a new line of risk defence. 
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2. FEMA: The Foundation 
and Standard 

FEMA’s frameworks are standardized and implemented in some form through-
out most developed countries. Currently, FEMA’s framework is active and 
being utilized by every state, local, tribal and territorial government throughout 
the USA.1  FEMA’s role is to prepare and assist the nation during large scale 
disasters or crises.2 FEMA has developed its capacity to train, align, equip, and 
mobilize resources from around the country within a relatively short period 
of time.  FEMA’s five missions areas—Prevention, Protection, Mitigation, 
Response, and Recovery—can be attributed to widespread implementation suc-
cess. Each area is covered through the standardization of the National Incident 
Management System (NIMS). The first version of NIMS was put into effect in 
2004 and revisions occurred four years later in 2008.3 Today, the NIMS struc-
ture is the standard framework that is utilized by most first responders. 

The goal of NIMS is to provide “flexibility, standardization, and unity of the 
effort.”4 NIMS’s structured approach was adopted by agencies nationwide.5 
It allows every agency to understand their role during a national disaster 
and contribute to the overall efforts. By following NIMS, organizations are 
aware of the structure, operations, communications, and roles of each unit. 
Operational units within NIMS are broken into three particular areas: the 
Incident Command System (ICS), Emergency Operations Center (EOC), 
and the Multiagency Coordination Groups (MAC Groups). It is important 
to note, NIMS is a systems approach that structures crisis preparedness 
and relief efforts. Each unit cannot operate individually and the system is 
designed to be utilized for day-to-day incidents and scaled accordingly for 
large crisis situations. The NIMS systems “is always active.”6 

When the COVID-19 pandemic hit the United States, the NIMS frame-
work was active, and FEMA immediately started “coordinating with federal 

1  “Coronavirus (COVID-19) Response | FEMA.Gov.”

2  “NIMS Frequently Asked Questions | FEMA.Gov.”

3  “NationalPreparednessGoal_InformationSheet_2015.Pdf.”

4  “National Incident Management System.”

5  “National Incident Management System.”

6  “National Incident Management System.”
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partners at the state, local, tribal and territorial governments to execute a 
while-of-America response to the COVID-19 pandemic.7 Teams knew where 
they stood within incident command, had knowledge of the emergency 
operations center, and were well aware of multiagency coordination that was 
required. Similarly, when category four hurricane Harvey came barrelling 
down Texas and Louisiana, leaving $125 billion in damages and 68 dead, the 
NIMS structure provided the coordination to prepare and respond. NIMS 
activation kept millions of residents informed of changing parameters during 
the storm response process preventing a greater number of casualties.8  

The Incident Command System (ICS) allows any organization to under-
stand the hierarchy and authority that will be in effect during a particular 
crisis. It helps frontline workers and management to understand chain of 
command. The structure utilizes a single or unified command framework, 
which outlines responsibilities of each area. COVID-19 and other disas-
ters have shown that the private sector is in theory apart of the incident 
command structure. The private sectors human capital and capacities are 
leveraged by governments when responding to disasters. 

The Emergency Operations Center (EOC) is a central point for agencies 
to come together and manage an urgent situation. Management includes 
organizing frontline workers, tracking, outlining risks, and forecasting 
possible future needs.9 EOC team structures vary based on the incident.  

The Multiagency Coordination Group (MAC) is responsible for activities 
that are long-term and usually occur offsite. These activities include 
creating policies, consensus amongst agencies for long-term planning, 
assisting in resource prioritization and assessment during crisis.10

However, it must be noted that FEMA’s training is primarily focused on 
disaster management teams (forest fire teams) and first responders. The 
structure is not regularly utilized by businesses and non-profits. However, 
the thought process that FEMA teaches crisis responders is regularly 
utilized by experienced business professionals. 

7  “Coronavirus (COVID-19) Response | FEMA.Gov.”

8  “Scientific Investigations Report.”

9  “National Incident Management System.”

10  “National Incident Management System.”
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3. FEMA’s Core Mission Areas

FEMA’s thought process and training is ingrained in their five-part 
framework. By breaking down each area, the thinking behind why a 
particular function is important and how it resolves an issue can be 
identified. FEMA as an agency is situated within the Department of 
Homeland Security (United States), framing the overall objective to keep 
the nation secure. 

Figure 2

Most countries such as Australia, Italy, France and India, have adopted 
similar frameworks that capture all five areas. The stages to prevent and 
overcome a disaster, be it natural or created, are the same.  

Australia created the Australasian Inter-Service Incident Management 
System which captures the same five areas.11 India has adopted the FEMA 
approach (Figure 2) and presented the framework through a flow chart. 

Figure 2.1 shows the FEMA framework and outlines the process and 
actions under each stage.12 The following breaks down the five stages. 

11  “Fundamentals-EMC1.Pdf.”

12  “National Incident Management System.”
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Figure 2.1

Prevention: Creating the capacity to prevent harm from being done by 
a terrorist.13 The functions outlined within Prevention include planning, 
public information warnings, operations, screening, intelligence and shar-
ing any information gathered with relative parties.14

Protection: Positioning resources and capacity to enable appropriate 
planning, warnings, and operational & precautionary measures to protect 
against natural and human events. 

Mitigation: Enabling resources and human capital to ensure the least 
impact on human life and property.

Response: Mobilization after the impact event occurs in the hopes of lim-
iting the loss of life and property while ensuring the basic human needs of 
the population are met. 

Recovery: Developing capacity (resources and human capital) to help 
affected populations overcome significant events. 

13  “NIMS Frequently Asked Questions | FEMA.Gov.”

14  “NIMS Frequently Asked Questions | FEMA.Gov.”

 

Visit us at http://www.fema.gov/national-preparedness-goal 

“FEMA’s mission is to support our citizens and first responders to ensure that as a nation we work together to build, sustain, 
and improve our capability to prepare for, protect against, respond to, recover from and mitigate all hazards.” 

Federal Emergency Management Agency 

Capabilities to Reach the Goal 
The National Preparedness Goal identifies 32 
distinct activities, called core capabilities, which 
are needed to address our greatest risks. The core 
capabilities serve as both preparedness tools and 
provide a common language for preparedness 
activities. They are highly interdependent and  

require us to use existing preparedness networks 
and activities, coordinate and unify efforts, 
improve training and exercise programs, promote 
innovation and ensure that the administrative, 
finance and logistics systems are in place to 
support these capabilities. 
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Figure 2. Core Capabilities, Organized by Mission Area 

Whole Community Involvement  
The National Preparedness Goal follows a whole 
community approach to preparedness. It recognizes 
that everyone can contribute to and benefit from 
national preparedness efforts. The Goal, itself, is a 
result of contributions from the whole community, 

including  individuals, communities, the private and 
nonprofit sectors, faith-based organizations and all 
levels of government (local, regional/metropolitan, 
state, tribal, territorial, insular area and Federal). 
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Thinking about Risk and Planning Scenarios 

Risk management is the process of mitigating threats that may undermine 
core operations and causes economic, human capital, or reputational/
political losses. All government, business, and non-profits are striving to 
achieve greater resiliency in order to overcome highly likely and high-im-
pact risks, but also continue to think creatively to manage improbable 
events that Nassim Taleb describes as “black swans.”15 

Risk thought processes should be structured to address the most probable 
issues but also have strategy in place for unlikely events. Routine events 
such as fires, or severe events such as hurricanes, can be prepared for using 
the plans in place. 

Arnold Howitt describes the emergent crisis as the event that causes the 
most impact.16 Emergent events do not seem out of the ordinary, there-
fore first responders and their teams prepare for the emergency utilizing a 
standard prepared approach. However, these events can escalate to become 
severe incidents. The increase in scale leaves first responders ill equipped 
to manage the overall issue. The Australian forest fires are an example 
of an emergency that scaled to a severe event, leaving first responders 
unprepared for response efforts. COVID-19 is another example that left us 
scrambling for Personal Protective Equipment. 

Figure 3 outlines how a routine emergency—an event that has been pre-
pared for—becomes a sudden crisis. As time passes, the regular operations 
can no longer support the influx resulting in serious operational concerns.

15  “‘The Black Swan: The Impact of the Highly Improbable’ - The New York Times.”

16  Howitt and Hui, “Arnold M. Howitt & Herman B. ‘Dutch’ Leonard.”
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Figure 3

Similar events occur within business and humanitarian contexts. European 
Union (EU) Migration crisis is an example of a “slow-role” emergent crisis 
that developed over a year and sparked a serious crisis in Europe. Leading 
up to the 2015 crisis, the EU believed that the arrival of displaced refu-
gees was a normal occurrence due to unrest in the Middle East. It was 
believed that normal channels of preparation that included asylum quotas, 
supportive policies and government assistance programs during refugee 
application processing would be sufficient. However, as time passed, the 
severity increased causing the routine issue to become a sudden crisis.17 
In 2009 the number of refugee arrivals, usually occurring through illegal 
channels was 105,000. From 2009 to 2015, the slow-rolling crisis brought 
the refugee numbers to approximately 1.82 million.18 

A risk analysis should occur on emerging issues that include scenario plan-
ning. The possibility of a regular routine emergency becoming a sudden 
crisis has to be assessed. 

17  Howitt and Hui.

18  Hatton, “Asylum Migration to the Developed World.”
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Figure 4

In the case of refugee arrivals emergent crisis, the leading cause of dis-
placement was escalating and could have been predicted. War is Iraq led 
to large numbers of refugees traveling to Syria. Conflicts in Syria resulted 
in many fleeing to Italy, and other parts of the European Union. Figure 4 
shows how refugees migrated from war, famine, and lack of opportunity 
in the hopes of safety and receiving employment in the EU. The crisis itself 
was slow moving, and one that could have been anticipated. Scenario plan-
ning should have been utilized to see what was required if a possible large 
migration occurred in a short period of time. 
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Scenario planning consists of utilizing the current facts and the knowledge 
gained from past events to outline possible situations that may unfold.

In early January 2020, North American governments could have analysed 
a scenario where the USA had the highest COVID-19 infection rates. 
As of May 11, 2020, that is a reality with infection rates within the USA 
reaching 1,354,504 with a total of 80,900 deaths according to John Hopkins 
University of Medicine.19 

The scenario should have outlined what the possible needs may have been 
for health care providers, the time it would take to produce required equip-
ment and enforce lockdowns, and the human capital required to support 
the largest infected population in the world. Further, the economic impli-
cations and the supportive measures for effected employees and employers 
could have been structured through scenario planning. Figure 5 outlines 
questions that should be addressed when designing a scenario. 

Scenario Planning Questions 

1. What are we trying to prevent? What is the worst-case scenario? 

2. What can go wrong? What is the likelihood?

3. What metrics are in place, how are we tracking them, and what is our trigger 
threshold?

4. If our threshold is met, what steps do we have to take?

5. After we complete the steps, how do we proceed?

Figure 5

Today, COVID-19 is a slow rolling crisis that is stretching the limits of 
government, health care networks, and the economy. The World Health 
Organization reports that COVID-19 was first brought to their attention 
on December 31st, 2019.20As the numbers drastically increased in China, 
other countries did not start preparing for the onset of the virus. As cases 
started to show in Europe, Germany, and the United States, administra-
tions did not take immediate actions–they let the numbers build. When 
reviewing the crisis, which unfortunately still continues, a governments 
early intervention determines spread numbers and deaths rates. When the 
slow-roll crisis started, early risk management in the form of acquiring 

19  “COVID-19 Map.”

20  “Coronavirus Disease (COVID-19) - Events as They Happen.”
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Personal Protective Equipment (PPE) and other essential items could 
have saved more lives. However, risk management planning did not take 
effect until mid-March, well after the World Health Organization had 
determined that COVID-19 reached the classification of a Public Health 
Emergency.21 

The ability to conduct analysis with available data and build operational 
abilities for a sudden crisis—or an event that is  rarely anticipate —is vital. 
In order to complete the analysis, organizations should think about threats 
that prevent delivery of core missions. In regards to the health emergency, 
the predictive abilities should have tripped the alarm bells that there is a 
public health emergency on the horizon. A nimble organizational culture 
that allows unique ideas and thought processes to rise to the forefront, can 
assist with predictive risk analysis. 

21  “Coronavirus Disease (COVID-19) - Events as They Happen.”
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4. Public and Private 
Organizations Utilizing 
FEMA’s Approach 

The FEMA five-part mission and command structure has become a bench-
mark in the industry. Today it is active as the Covid-19 crisis continues. 
Organizations from various sectors continue to adopt the model as a way 
of coordinating teams, and structuring a response plan. 

This can be seen within the Center for Disease Control (CDC), an agency 
that manages health related crisis that occur throughout the United 
States. Although the mandate, processes, and the overall human capital 
skills required to resolve a health crisis are different than FEMA, a similar 
framework is applied as the thought process of managing a crisis is similar. 
The CDC outlines their crisis tenants as Pre-Crisis, Initial, Maintenance, 
Resolution and the finally Evaluation. These tenants align with FEMA. 
The CDC further applies the NIMS framework to structure their staff and 
resources.  Figure 6 shows the alignment between the CDC and FEMA.

CDC FEMA

Pre-Crisis → Prevention

Initial → Protection

Maintenance → Mitigation

Resolution → Response

Evaluation → Recovery

Figure 6

Government agencies from around the world have adopted similar FEMA 
frameworks. Canada Australia, and the United Kingdom all have similar 
frameworks in effect. The framework allows international communities to 
support relief efforts and add value within a relatively short period of time. 
This has been seen in the 2020 Australian forest fires. Firefighting teams 
from around the world were deployed to support relief efforts. The NIMS 
structure allowed the teams to fit into the overall strategic relief efforts and 
perform their duties.22

22  “National Incident Management System.”
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Similarly, business and non-profits utilize FEMA’s thought process 
structures to manage crises and issues that arise. The structure allows 
teams to coordinate, diagnose, command, and effectively channel internal 
and external resources. 

Johnson & Johnson (JNJ), a company founded in 1886 and one of the 
oldest companies in the United States utilizes a similar risk management 
framework as FEMA. JNJ is a fortune 500 company, a world leader in 
healthcare products, and has revenues of $82 billion in 2019. 

JNJ Enterprise Risk Management Framework (ERM) is one example 
of how businesses apply similar frameworks as disaster management 
teams. The ERM framework is designed to mitigate risks and issues that 
could disrupt the organizations ability to maximize profits. The five steps 
outlined in the ERM are Strategy & Objective Setting, Performance, 
Review & Revisions, 

Information, Communications and Reporting, and Governance and 
Oversight.23 As figure 7 outlines, each ERM process that JNJ continues to 
rely on has the same structure as FEMA’s model. 

FEMA and JNJ have different missions, but their thought process towards 
managing risk and creating capabilities to mitigate crises is aligned. 
For instance, the first stage in FEMA’s process is Prevention through 
capacity building. Similarly, the JNJ process is developing the strategy 
and setting clear objectives to create capacity to reach overall goals. The 
thought processes to resolve issues and develop capacity so situations are 
appropriately resolved is aligned.  

23  “About Johnson & Johnson.”
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FEMA Johnson & Johnson24

Mission: Helping 
people before, during, 
and after disasters. 

Mission: Aim to keep people well at every age and every 
stage of life.25

Prevention → Strategy & Objective - Setting: Senior management is 
responsible for setting goals and developing the appropri-
ate strategy to reach the objective. 

Protection → Performance: Issues that are affecting the organization 
are identified and continuous monitoring occurs. Business 
metrics are assessed to see progress towards goals/
objectives. 

Mitigation → Review and Revision: Appropriate assessments are com-
pleted by specialized units and adjustments to practices 
can be initiated. 

Response → Information, Communication and Reporting: 
Information is disseminated, training takes place, 
departments begin meetings, policies are in place for 
noncompliance, and anonymous communication channels 
allow greater information gathering.  

Recovery → Governance and Oversight: Assessing the risks that 
resulted in profit losses and ensuring that risk is mitigated 
in the future. Completed through oversight of the risk mit-
igation process, department meeting, revamping policies, 
and ensuring the framework is appropriately functional to 
meet objectives and goals.  

Figure 7

Mckinsey’s Sanjay Kalavar and Mihir Mysore outline a similar five-part 
framework to manage a crisis that they describe as “ parallel pathways 
to resolution.” These steps include controlling the organization, stabilize 
stakeholders, resolve the central technical challenges, repair the root 
causes, and restore the organization.26 The pathways to manage a crisis 
follow the same thought process as FEMA’s five mission areas. Although 
the different organizations have different missions and values, the thought 
process they apply to thinking through crises is similar within a disaster 
and business environment. 

Figure 8 shows a comparison between FEMA’s outline approach for large-
scale disasters and Mckinsey’s framework for crisis management within 
business. Both organizations have different missions, however the thought 

24  “About Johnson & Johnson.”

25  “About Johnson & Johnson.”

26  “Are You Prepared for a Corporate Crisis?”
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process to resolve issues aligns. Figure 9 shows a side-by-side comparison 
between FEMA, CDC, JNJ and Mckinsey. 

FEMA Mckinsey 27

Mission: Helping 
people before, during, 
and after disasters. 

Prevention → Control the Organization: Create crisis management 
team that is cross-functional and covers key divisions led 
by an internal leader. A reporting structure is created. 

Protection → Stabilize Stakeholders: Creating protective measure 
through risk assessment, early communications, and pro-
active steps 

Mitigation → Resolve the Central Technical and Operational 
Challenges: Begin structuring to manage a crisis by opti-
mizing operations, reviewing processes and making the 
appropriate changes. 

Response → Repair the Root Cause: Resolve technical and operational 
challenges and address the human capital issues that 
may have caused the crisis. 

Recovery → Restore the Organization: Begin rebuilding competitive-
ness, morale and stabilize core operations to ensure the 
organization once again works towards long-term goals. 

Figure 8

Mckinsey FEMA JNJ CDC
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Figure 9

From the onset, a business should be training frontline workers to 
understand problems  —as they relate to each specific industry—and apply 

27  “Are You Prepared for a Corporate Crisis?”
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a structured framework. The crisis management framework and thought 
process allows frontline workers to think through important components 
of a problem, while taking operations, risk, communications, and resiliency 
into consideration. Training regularly occurs within the public sector, but 
only occurs within particular risk departments within the private sector. 
Businesses should train employees that are in customer facing roles the 
Issues Management Processes. The ability to detect and mitigate issues 
early will protect the business from larger crises emerging.  

FEMA’s comprehensive framework becomes difficult to learn and apply 
for smaller and medium size businesses, non-profits and frontline workers 
with specialised training. However, the crisis management thought 
process that is synced between all crisis managers, regardless of industry 
can be broken down into a five part framework. The framework includes: 
understanding the organization, building operations, assessing risk and 
updating operations, managing the crisis and reviewing what occurred. 
This framework  allows you to think like a crisis manger. By creating the 
new Issues Management Model, we are able to establish an appropriate 
emergency framework for small to medium organizations. 
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5. Thinking like a Crisis Manager 

Frontline workers in business, government, and non-profits have varying 
priorities, knowledge scopes, and different causal risk. As stated earlier, 
thought process to resolve a crisis is the same, regardless of the event—hur-
ricane, data breach, health pandemic, or managing casework at a political 
constituency office—the same thought process applies. 

Each organization or business has a structure in place to deliver on their 
overall mission. However, many businesses fail to incorporate appropriate 
issues management and risk assessments. In order to deliver on businesses 
mission, employees must gain basic knowledge of the organization, their 
function, and the communications to engage with the public or customers. 
Their function is supported by established operations that apply pre-ex-
isting risk assessments. Those risk assessments are further reviewed by 
ongoing situations and applied to issues that may rise. After the issue has 
been resolved, a review process takes place to see what lessons can be 
learned to further grow the knowledge base for future issues. 

The Issues Management Model (Figure 10) provides a new structured 
approach to thinking like a crisis manager. The model brings together 
the five core areas of crisis management and makes them operational for 
businesses. It takes into consideration the importance of maintaining 
ongoing communications and assessing political risk throughout the five 
stages of crisis.  
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Issues Management Model (IMM)

Crisis Management Thought Process

Knowledge
•Learning history, 
missions, values, short 
& long term goals

•Understanding current 
systems and past 
failures

•Understanding 
business, 
organizational, and 
competitive structures

•Knowledge of your 
role and how you fit 
into the organization

•Awareness and 
assessment 
of risk to the 
organization 

Establish 
Operations

•Creating capacity to 
perform core 
functions in various 
departments

•Utilizing knowledge to 
serve clients/public

•Gathering 
information, recording 
and assessing risk

• Refining 
communications and 
information reporting 
process 

Assess Risk
&

Update 
Operations

•Outline risk elements 
and areas  that require 
improvement 
(technical, human 
capital, adaptive)

• Refine reporting and 
feedback  methods

•Refine communication 
channels and record 
high-risk entities  
(political, reputation)

• Put updated 
operational plans into 
action 

Issue or Crisis 
Emerges

•Issue or crisis occurs, 
risk element is 
exposed

•Prepare to follow five-
stage crisis resolution 
approach

•Assign team led, refer 
to the preplanned 
reporting structure

Execute Five Stage 
Issues and Crisis 

Management 
Process

•1. Situational 
Diagnosis

•2. Analysis

•3. Scenario Planning

•4. Risk Assessment 

•5. Execute 

Review
• Ask the following 
questions:

•1. What was the root 
cause of the issue?

•2. Do prior 
preparations assist in 
the response?

•3. Where is the 
bottleneck?

•4. Process delays? 
•5. Rate of response 
delays?

•Develop process for 
integrating leadings 
into knowledge and 
updating operations 

Vision, Missions, Values
All issues and crisis management processes aim to re-establish normal operations while preserving the 

organization's established visions, missions, and values
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Political Risk Management
Ongoing political risk analysis to assess blind spots, upcoming concerns, and scenario planning alignment. 

Figure 10

The Issues Management Model allows an organization to train employ-
ees how to manage issues and develop crisis mitigation capabilities. The 
organizations frontline staff should bse aware of the five-part process, and 
understand how each builds on one another.  It also allows communications 
and risk analysis to take place from the onset, ensuring that key information 
is relayed to the appropriate departments. If information is disseminated 
early, future risks can be mitigated before they become a crisis. 

The response to COVID-19 has shown how the five-stage crisis model is 
applied. The virus was first declared a public health emergency on January 
30, 2020 and the lockdown measures began in North America the third 
week of March 2020. Health authorities began gathering and disseminating 
information on what the virus was, the possible causes of the spread, and 
protective measures. Within days, based on previous and new knowledge, 
hospitals had policies for employees, visitors, and patients who may have 
virus symptoms. Operations had been established and further assessments 
were occurring on possible future risks. Health workers state that they 
were first told that masks were not required all the time within a hospital 
and only required if and when interacting with a patient that had tested 
positive for COVID-19. Further risk assessments were completed on 
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established operations and it was determined that if health workers were 
exposed, there would be greater pressure on the system. Therefore, all 
health workers within the hospital were required to wear masks through-
out the hospital, and specialized masks when interacting with COVID-19 
patients directly. 

When an issue occurred, such a healthcare worker becoming infected, 
the five-stages of crisis management were activated. Once an infection 
was confirmed, the situation would be diagnosed, an appropriate analysis 
would occur, management would outline possible future scenarios, risk 
assessment of the proposed plan would be reviewed, and finally the plan 
would be activated. As healthcare workers tested positive, they followed the 
Issues Management Model thought process to build capacity and enacted 
the five steps to resolve the issue. 
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6. Training Frontline Staff 
to Utilize the Model

As stated earlier, training frontline staff is costly, time consuming, and may 
vary based on the position. Many organizations develop comprehensive 
manuals that outline the vision, values, norms, and overall missions. They 
also outline core functions, responsibilities and processes. To support learn-
ing, in-class modules are prepared, shadow programs are designed, and a 
“bubby” system is regularly utilized. Most often training processes are rigid 
and structured so new hires understand what they should be doing day-to-
day. However, training processes do not teach new hires how to assess risk 
and build problem-solving skills. Further, most new hires do not understand 
how their work contributes to the overall functions of the organization. 

Frontline workers should be taught the Issues Management Model. This 
can be accomplished through case based training. Cases teach and test 
frontline employees to think through the multiple stages of a problem. This 
allows employees to understand what information is required and the diffi-
culties that ensue when an issues/crisis occurs. Training through cases also 
allows frontline staff to understand how the information they are gathering 
is utilized by management. 

Figure 11 is an example of a case.  The case outlines how a software com-
pany, Patient Match, that prides itself on safe data storage is hacked, 
resulting in thousands of patient records being compromised. The case can 
be presented to a frontline team to see how they understand the organiza-
tional structure, process, and different team functions. By working through 
a case, frontline workers can validate how important their work is to the 
entire organization. It also allows frontline service teams to begin thinking 
about risks that they see day-to-day and how it can threaten the organiza-
tion. Frontline workers develop the mindset that issues they are observing 
are not merely a simple problem, but can threaten the entire organizations 
existence. The cases allows frontline workers to be empowered as they real-
ize how the organization cannot function without the work they complete. 
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Data security is an area that most health authorities continue to grapple with, 
as they try to find new ways to store and appropriately share patient informa-
tion. The Patient Match case was piloted at Harvard’s John F. Kennedy School 
of Government through the Mitigating and Managing Crisis course taught 
by Belfer Senior Lecturer, Juliette Kayyem in April 2020. 

The case assessed the ability of students to work together, understand Patient 
Match’s business model, short and long-term goals, assess risk, and present a 
plan to resolve the data breach crisis. Student’s drafted comprehensive plans 
to present to the Board of Directors, press releases, and internal and external 
communications. Students applied classroom learnings through the case, and 
saw how early interventions can prepare an organization for a crisis. Further, 
students learned how steps taken during a crisis can shape a business and/or 
the entire industry for many years to come. 

The Issues Management Model allows frontline staff to learn problem 
solving and risk management skills. The process allows early risk detec-
tion providing management the opportunity to mitigate an issue before it 
becomes a crisis.  
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Patient Match Simulation Case 
 

MLD 381: Mitigating and Managing a Crisis 
Professor: Juliette Kayyem 

Case Authors and Teaching Team: Jasjeet Ajimal and Zeita Merchant
April 6, 2020

 
 
Patient Match is a private company that started in Cambridge, Massachusetts in 2009. The company 

specializes in digitally storing patient healthcare information and helping public and private organizations 
transition their paper records to secure digital files.  
  

Patient Match has grown significantly in the past 11 years and currently has 500 staff members across 
the USA and has annual revenues of $2 billion. 
 

Patient Match makes 90% of its revenues from three business lines: data storage, product licensing, and 
consulting. The data storage team manages patient records for hospitals through cloud and hardware storage. 
The product licensing team manages software that allows hospitals and national non-profits to manage their 
information more effectively. The software allows a hospital to track patient flows, billing, inventory, and other 
key metrics. The consulting team works with hospitals and private clinics to transition paper records to digital 
files and utilize Patient Match's software and storage.  
  

Patient Match has also started making 10% of its revenues from an international expansion outside the 
USA. They have recently invested in the European market. Investments include significant campaigns to 
reassure health care professionals, regulatory bodies, and private health investors that Patient Match is secure 
and is the future of healthcare patient record management. 
 

This past week, it has come to the Patient Match's CEO and Board of Director's attention that a 
significant data breach occurred seven days ago. The security team estimates that, at a minimum, hundreds of 
thousands of patient records (adults and children) have been compromised. The team continues to investigate 
and states that the number of records compromised could be in the millions. It will take the security team 
another week to provide definitive numbers as the attack was a black swan.  
  

The security team can confidently state that patient's names, social security numbers, addresses, medical 
history, insurer information, family history, and billing information have been compromised. The security team 
has also stated that patient photos and x-rays may have also been compromised. Photos are regularly taken by 
private health care offices that conduct cosmetic surgeries and provide patient consultations, which include 
before and after pictures. 
 

The security team has taken preliminary lockdown steps outlined in standard procedures. A lockdown 
means that records will be frozen, which will significantly impact the client's ability to access their files. Patient 
Match is looking to the executive team for directions on the next steps after the lockdown is complete. 
 

This is the first data breach that has occurred at Patent Match. In the past five years, the company has 
spent millions of dollars on lobbyists and external public relations consultants to move the industry towards 
digital health records. 
 

The survival of Patient Match is at risk. 
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Patient Match Simulation Case 

 
MLD 381: Mitigating and Managing a Crisis 

Professor: Juliette Kayyem 
Case Authors and Teaching Team: Jasjeet Ajimal and Zeita Merchant 

April 6, 2020 
 
 
Overview 

 
Your team has been given the responsibly to manage the crisis. The executive team will rely on 
your guidance and follow your directions to ensure the business overcomes this breach. Your 
team must outline the current situation, create a presentable strategy for leadership, and 
effectively communicate to restore confidence.  
 
 
Deliverables  
 
1. Identify the Situation: The team must identify where the situation would be placed within the 
five-part framework. Populate a five-stage crisis management graph and outline details 
regarding the steps required for Protection, Prevention, Response, Recovery and Resiliency.  
 
2. Action Plan: The team must create a plan that will be presented to the CEO and Board of 
Directors.  The action plan should stand alone as a document and clearly present actions that are 
going to be taken. The action plan should be no more than one page.  
 
3. Communications External: A short public information note/press release (500 words or 
less) that outlines the situation, steps being taken, resources available, and restores confidence.  
 
4. Communications Internal: Draft an email (no more than one page) that will be sent to all 
employees. The email should inform employees about the current situation, the action being 
taken, and what to relay to customers/public.  
 
5. Class Presentation: One group member will be the Spokesperson and present a two to three 
minute statement (verbal statement only) of what happened and a summary of their Action Plan 
on zoom. Remember, the statement should restore confidence and outline the plan.  
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Patient Match Simulation Case 

 
MLD 381: Mitigating and Managing a Crisis 

Professor: Juliette Kayyem 
Case Authors and Teaching Team: Jasjeet Ajimal and Zeita Merchant 

April 6, 2020 
 

Objective: This simulation will assess a student’s understandings of the Five-Part Framework 
and their ability to work in a team to develop an appropriate action plan. The action plan will be 
created by utilizing the framework taught in class, class discussions, appropriate readings, and 
information drawn from the simulation case. The goal is to help students understand that during a 
crisis all facets of the response must be structured, well organized, and assure the 
public/customers that issues are being managed responsibly.   
 
 
Deliverables: 
 
Five Stage Crisis Management Graph: (Score on a scale from 1-10) 

1. Clearly identified the stage they believe the crisis is now.  
2. Based on their identification of where the crisis is now, does the “Boom” they 

identified make sense?  
3. Have they clearly outlined their action plan within the chart?  
4. Have they built in the resiliency capacity to ensure further protection and 

prevention in the future?  
 

Action Plan: (Score on a scale from 1-10) 
1. Is the Action Plan easy to read and practical?  
2. Does the action follow similar logic as the Five Stages of Crisis Management 

Framework submitted?  
3. Does the plan outline responsibilities, appropriate timelines, steps forward? 
4. Does the plan reassure the public/customers/investors, that the situation is 

being managed appropriately? 
5. Business has been interrupted and millions of health records are frozen, does 

the Action Plan reassure current health care providers that they can continue 
accessing their records?  

6. The company spent millions on national and international public relations. 
Does the Action Plan reassure the public that online records are still the way 
forward?  
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Communication External: (Score on a scale from 1-10) 

1. Does the press release briefly identified what happened, and the action plan 
going forward? 

2. Does the press release reassure customers that the company has things under 
control? Or provide customers comfort to not panic? 

3. Does the press release outline what Patient Match will do for clients who are 
affected? Will they get contacted by Patient Match? In what form?   

4. Is the press release more then 500 words?  
5. Do they leverage the support of other stakeholders to reassure that their action 

plan is the most creditable?  
 
Communication Internal: (Score on a scale from 1-10) 

1. Does the email clearly state what occurred and how employees are to address 
public/customer concerns? 

2. Does the email outline a reporting structure? Who is in charge?  
3. Does the email outline resources that employees can access for more 

information and where to direct public/customers?  
4. Does the email reassure employees that Patient Match will do what is right 

and together the company will once again continue to grow?  
 
 Class Presentation: (Score on a scale from 1-10) 
 

1. Does the statement clearly outline what occurred and who was affected? 
2. Does the statement outline the Action Plan in a clear manner?  
3. Does the presenter show confidence and reassure you that everything will be 

business as usual soon?  
4. Does the presenter address questions well?  
5. Does the statement align with the Action Plan, the Five Part framework, the 

press release, and the internal communications? All submissions should be 
aligned and convey the same message? 
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7. Issues Management Model Applied

The following sections will analyse and apply the Issues Management 
Model and provide an example of how a company, Patient Match, would 
utilize the model. Patient Match is a fictitious medium sized company that 
specializes in storing patient healthcare information and helping public 
and private organizations transition their paper records to secure digital 
files. Patient Match has established Vision, Mission, and Values and each 
employee is aware of the company’s goals, product offerings, and their 
commitment to secure digital storage.

Knowledge

Patient Match has an onboarding process for new hires that consists 
of understanding the company’s history, internal software systems, 
product offerings, and basic communication guidelines. The first 
stage of any employment –regardless of the previous working 
knowledge of the industry—is understanding the competitive 
advantage of a company. This basic knowledge will allow the 
frontline worker to understand how the operations support the 
business model in the company’s various divisions. 

Therefore all human capital learns basic functions of the 
organization, how they are to perform in their role, programs and 
resources that can be accessed, and lessons and/or learnings from 
previous issues management or crisis situations. 

These basic processes apply to every new hire. However, external 
knowledge required to be successful varies based on the position. 
For instance, if you are hired as a social worker for a private 
hospital, your knowledge scope will contain the basic onboarding 
information including product/services offerings, but your external 
knowledge of government and community program offerings 
will set you apart. The ability to bring external knowledge into 
a structured system is an asset.  At the Knowledge stage, the 
employee must understand the organizations structure and how 
they add value.  
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As a frontline worker the Knowledge stage grows during training, 
where you interact with test cases, clients, shadow employees, and 
develop an understanding of the product/service offering that are 
unique to the organization.  

Establish Operations 

Creating the operational capacity to perform the organizations 
overall objectives, as they align with the vision and values, sets the 
basis to operate. This includes the functions of the offices —through 
various departments such as legal, marketing, logistics, human 
resources—while management navigates the appropriate political 
and operational risk. 

These functions are already established by the organization and as a 
frontline worker must be utilized. 

At this phase, Patient Match’s employees starts reviewing 
information and understanding the planning that is in place to 
mitigate any issues that are on the horizon.  This process involves 
utilizing the internal and external knowledge to situationally 
understand a scenario that is about to present itself. For instance, 
Patient Match’s frontline customer service teams begin to notice 
that clients are updating their hardware and changing operating 
systems from Windows to macOS. Customer Service teams can 
foresee clients requesting assistance transferring and accessing 
across the platforms. Similarly, clients may begin questioning 
customer service on new applications they have seen in use 
at competing health care providers. A new entrant threat may 
be on the horizon, thus innovation, software updates, and risk 
management could resolve client issues. The knowledge obtained 
through training and experience can assist in the ability to predict 
upcoming client challenges. Once an issue is predicted, risks can be 
assessed and operational capabilities can be updated. 
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Assess Risk and Update Operations 

Thorough risk assessments provide insights into an organizations 
vulnerabilities. This occurs through proper reporting and data 
entry.  At Patient Match, the customer facing frontline employees 
must be aware of risks, understand the reporting methods, 
and have the capacity to accurately enter the information into 
established systems. Operationally, there must be a system that 
aggregates data allowing management to view entries and flag 
concerns.

In a disaster management context, Hurricane Katrina, a category 
five storm that left approximately 1,200 dead, is an example of 
risk management thresholds that were clear, but failed to provide 
appropriate warnings. The failures in the aggregate reporting 
system prevented authorities from predicting that water levies 
would not hold rising tides.28  Comfort, Boin, and Demchak 
describe how failures in data integration result in failures in risk 
assessments. These failures will ultimately paint a picture that 
everything is operating the way it should be.29 

Organizations must create systems to aggregate data from different 
departments allowing accurate risk analysis. This enables an 
organization to take appropriate actions when risk thresholds are 
breached. Training provided to frontline workers should enable 
employees to determine when operational abnormalities are on the 
rise and clear processes to notify central management.  Frontline 
workers should be aware of the information that is being recorded, 
how it affects the organization, the mitigation process, and overall 
reporting structure. 

Employees are well aware of satisfactory and unsatisfactory 
performance. However, most employees are unaware of the risks 
that arise for the organization even if they are performing well. For 
instance, a political member’s constituency staff could be successfully 

28  Comfort, Boin, and Demchak, Designing Resilience.

29  Comfort, Boin, and Demchak.
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preparing paperwork for welfare and health care supports for their 
affected population. Positive performance as defined by the elected 
member is resolving constituency concerns. Even though constituent 
concerns may be resolved, the troubling statistics that an increasing 
number of people in the constituency require welfare support may be 
alarming and never be brought to the elected members attention. The 
risk for the elected member is failure to advocate for new businesses 
or policies that allow their community to break cycles of poverty. The 
frontline staff ’s failure to identify risks and communicate them, may 
result in the member losing their seat. 

Similarly, a manager of a credit agency may have noticed a spike 
in call volumes on January 31st when COVID-19 lockdowns first 
began in different parts of the world. The majority of calls were 
regarding travel interruptions and cancelations. Having thought 
through the Established Operations process within the Issues 
Management Model, the risk assessment would have concluded 
that in the coming weeks there would be additional increases in 
travel related cancelations. Therefore, operationally, the manager 
could have begun organizing external capacity, staggering shifts 
for peak call volumes, establishing new communication tools 
(dedicated website pages) and taking proactive operational steps 
before domestic lockdowns were announced.   

Frontline risk analysis is vital to an organization. It allows 
management to receive operational and issues information as soon 
as possible. Early risk identification can save companies millions 
of dollars, or in the health context, could save lives. Therefore, 
frontline workers must be trained on how to assess potential risks. 

Risk assessments vary based on the industry. Frontline employees 
should be aware of risks that could cause harm to the company. 
Five basic questions allow scenario planning to take place at the 
frontline. These questions allow frontline employees to gather 
enough information for management to begin mitigation and 
change operations accordingly.  
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1. What are we trying to prevent? What is the worst-case scenario? 

2. What can go wrong? What is the likelihood? 

3. What metrics are in place and how are we tracking progress? 
What is our trigger threshold?

4. If our threshold is met, what steps do we have to take?

5. After we complete the steps, how do we proceed? 

Figure 12 briefly answers these five questions for Patient Match. 
These five risk management steps provide frontline workers basic 
guidelines to assess risk that they may encounter during their daily 
duties.  A number of these questions will be addressed by senior 
management, including trigger thresholds, reporting during a 
crisis, and others based on the industry. Frontline workers have the 
ability to detect issues as they arise that can prevent a crisis from 
emerging. Leaders should invest in training to ensure frontline 
workers understand risk, thresholds, and issue triggers. 
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Patient Match Risk Assessments 

What are we trying to prevent?

What is the worst-case 
scenario?

• Trying to prevent software failures while 
maintaining security.

• Worst-case scenario is data breach 
resulting in our clients recordings becoming 
compromised. 

What can go wrong?

What is the likelihood?

• Clients lose access to their files for various 
reasons, clients are attacked by hackers, a 
corrupt device is added to the server exposing 
the clients network, or an overall hack of 
the system occurs resulting in automated 
shutdowns locking client files. 

• The likelihood of this occurring varies based 
on client, their current network security, and 
many other factors. An overall hack is not 
likely. 

What metrics are in place and 
how are we tracking progress? 

What is our trigger threshold? 

• Metrics state that a client site with 300 
devices should not have more than four 
problems a day accessing Patient Match’s 
system. 

• Tracking is completed through phone requests 
that are placed by the client. Similarly, for 
larger sites, a software technician may be 
onsite at all times and will coordinate with 
central office. Similar thresholds apply. 

If our threshold is met, what 
steps do we have to take? 

• If thresholds exceed four problems, an 
internal team will be automatically be alerted. 
Customer service teams should also follow 
protocol to alert their mangers.  

After we complete the steps, 
how do we proceed?

• Inform the client that the appropriate team 
is reviewing the issue and records remain 
accessible. In an unlikely case of record locks, 
inform the client that a backup onsite systems 
can provide file accessibility.   

Figure 12

Issues and Crisis Emerge

At this stage, a Patient Match employee has identified that a 
data lockdown protocol was initiated, however not detected 
immediately. This may occur due to a cyber breach which may 
have exposed client data containing patient information. Since 
the structure supports early risk analysis and scenario planning, 

Figure 13
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the situation may have already been thought through. The Patient 
Match employee has determined that the situation is in progress, 
and immediately moves to Execute the Issues Management Process 
to prevent further exposure. 

The determination of when a “situation” is occurring or at its peak 
will depend on the industry.  

Execute the Issues Management Process

Training frontline staff is difficult, time consuming, and costly. 
Repetitive training processes allow frontline employees to learn a 
structured approach to issues management. 

The structured issues management thought process that allows risk 
detection is the same for day-to-day issues and crisis situations. 
Timing is the only difference between the two. 

During a crisis there are five steps that can provide you a structure 
to determine the best course of action. They are Situational 
Diagnosis, Analysis, Scenario Planning, Risk Assessment, and 
Execution.

In the case of Patient Match, an employee has just detected a 
possible major data breach. The employee has started diagnosing 
the situation by initiating cyber security software to detect 
breaches. While the program scans the system, the employee 
manually follows steps to “spot check” files. The situational 
diagnosis and analysis show a very significant data breach occurred. 
The software employee conducts scenario planning and assessing 
the risk of locking the remaining files that may prevent clients from 
accessing patient records. After running scenarios and assessing 
risks, the employee determines that the attack may still be in 
progress and the best course of action is to lock down all files. He 
executes full lockdown procedures. 
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This process helps employees think through crisis management 
allowing rapid response that aligns with protocols. Figure 13 
outlines in more detail the questions that the Patient Match 
employee would answer to ensure the best response. 

As an employee who encounters the issue, if the Issues 
Management Model is utilized, the situational analysis, basic risk 
assessment, and scenario planning would already be complete. The 
next stage would be analyzing gathered data, conducting the final 
risk assessment and executing the crisis management plan. This 
may involve escalating an issue to senior management, or working 
through the five-stage process to resolve the matter. If and when 
you are working through an issue, regardless of the industry, Figure 
13’s questions can guide you through the structured process.

Steps to Resolving and Issues

1 Situational 
Diagnosis 

What happened? How did it take place? Who was 
affected?

What are the proposed solutions from the affected 
stakeholders?

2 Analysis How was the information gathered? Have you gathered 
information from multiple sources?  

How does Knowledge and Established Operations sup-
port proposed solutions?

3 Scenario Planning What are the different ways to resolve the issue? Which 
way results in the best collective “win”?

What established resources can support us in resolving 
the issue? 

Which situation is best for the organization’s vision, 
mission, and values?

4 Risk Assessment What risk elements may be activated through proposed 
solutions? How are you mitigating risk? 

5 Execute Execute the plan you have determined is the most 
appropriate. 
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Review  
The Review process allows an organization to understand what may 
have caused the crisis, how it was resolved, and lessons that can 
prevent future incidents from occurring.

In the case of Patient Match, the Review would allow the company 
to determine what occurred, how to prevent future events, and 
building new processes to prevent future data breaches from 
occurring.  

Reviews are critical for building an organizations resiliency.  The 
process involves asking vital questions regarding the incident that 
resulted in crisis. These are situational based questions on what 
happened and what led to the issue/crisis occurring. Situational 
questions allow the organization to understand what may have 
caused the problem and how to build in knowledge systems that 
prevent future occurrences.  These questions include “what was the 
root cause of the issue?” and “how did prior preparations and risk 
management assist with mitigation and response.”30 

Additional questions assess the crisis management response. These 
questions probe into how the crisis management process unfolded, 
what may have worked or not worked, how was the command 
structure activated, etc. The following questions, when answered, 
will allow a deeper assessment to occur.31 

1. Where is the bottleneck in the response?

2. Why is there a delay in the turnaround of critical information 
among participating actors or agencies?

3. Why is there a difference in the rate of response among the 
teams? 32

30  Comfort, Boin, and Demchak.

31  Comfort, Boin, and Demchak.

32  Comfort, Boin, and Demchak.
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Barriers that prevented the best response are identified by asking 
these questions and observing what worked and what did not 
work. For example, when looking back at how your organization 
responded to the COVID-19 lockdowns, you may realize how 
unprepared you were to start working from home. The crisis at 
hand may have been that your employees were not able to access 
critical information they required to continue serving customers. 
As a result, the client went days without the information that 
was needed, or even worse, a client was lost. The Review stage 
allows you to look back at what happened, how the organization 
responded and what could be learnt from the event to ensure 
changes are made. The organization must realize that although the 
knowledge learnt from the event may be simple, the knowledge 
was not there prior to the event which in itself may have caused the 
event, or delayed the response to the event.33 

The review stage allows for improvements to the Knowledge and 
Established Operations stages.  It also reaffirms the importance of 
having a plan in place, but also being nimble to adapt to changes. 
The ability to build skills allows the practice of adaptive response. 
The adaptive learning also helps avoid common review pitfalls that 
prevent knowledge development, such as sticking to a plan that 
may not be created for a particular crisis, waiting for unity from 
everyone, and finally blaming others for the mishaps.34

Building resilience should be considered a defense mechanism 
and the Review process should add to the organizations overall 
resiliency. 

33  Comfort, Boin, and Demchak.

34  Comfort, Boin, and Demchak.
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8. Communications and 
Political Risk 

Communications and Political Risk assessments must continue throughout 
the issue/crisis. Effective internal and external communications allow a 
controlled message to be delivered and ensure that teams are updated on 
the current situation, action plan, and execution strategy.

Communications

Communications must be weaved into all processes to ensure 
internal and external stakeholders are on the same page. 
Continuous and clear communications also quell mis-information. 

The basic communication structure must be established well before 
a crisis/issue occurs. The structure must include communications 
leaders, communications channels (website, press release, social 
media etc.) and established stakeholder relationships. A pre-
established communications structure will position an organization 
to present a response that is open, quick, regular, and consistent.35 

Throughout the communications process the core tenants of the 
organization must be kept front-of-mind. Employees should be 
aware of who is in charge, what to tell customers/constituents, and 
the overall strategy. Stakeholders should be aware of the plan, the 
actions being taken in the short and long-term, and the resources 
available for support. Most importantly, you must own the crisis 
or issue. The leadership shown during a crisis response can build 
customer loyalty and trust. 

In the case of Patient Match, internal and external communications would 
inform employees, clients, the public, and regulators . Internally, employees 
must be aware of the processes to manage the data breach, the team 
in charge, what clients are being told, resources available, and possible 
modifications to job duties to resolve crisis. 

35  Koerber, Crisis Communication in Canada.
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Similarly, communications externally with clients, stakeholders, industry 
associations, and media will allow Patient Match to control the message.    

Political Risk

Understanding political risk and how it affects your organization 
allows political risk analysis to be built into the organizations 
structure. The organization should be aware of their political 
risk appetite, and how political changes can affect their ability to 
conduct  business. Patient Match would have to manage significant 
political risk after the breach to ensure policy changes did not stall 
their industries growth. 

There are basic questions that should be built into the risk 
management structure of the organization and reviewed at each 
stage of a crisis. 

1. What is our political risk appetite? : How willing is the organi-
zation to expose themselves to risk?

2. Have blind spots been assessed? : The organization should 
be aware of potential exposure and gather information about 
political processes that can affect their efforts. 

3. Have scenario plans been drafted and reviewed? : 
Understanding what types of issues can affect operations is a 
way to start developing mitigation and response strategies. For 
instance, Fedex states that they cannot predict a truck driver 
strike occurring in a local jurisdiction affecting deliveries, but 
they can anticipate that local delivery interruptions would 
affect customers. Therefore contingencies must be built into the 
system.36   

4. Does the organization have regular monitoring channels? : 
Far too often organizations place the responsibly to review and 
monitor political situations to one employee as part of their 
mandate. The monitoring process usually accounts for less than 

36  Rice and Zegart, “Managing 21st-Century Political Risk.”
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50% of their duties. Political monitoring can help develop sce-
nario planning which predicts what may occur and appropriate 
mitigation and response strategies. The monitoring process also 
involves tracking community and customer sentiments.37 

5. Are you regularly reviewing action plans and scenarios? : 
Utilize data and political monitoring to update scenario and 
action plans. 

9. Conclusion 

The Issues Management Model presents a structured thought process to 
prepare a business’s employees to resolve issues/crises the same way expe-
rienced crisis managers solve major catastrophic events. Following the 
five-stage process, while ensuring communication and political risk assess-
ments are included in each stage, a business can resolve a crisis and prepare 
for the future. How a business manages a crisis will determine if value and 
customer confidence is restored. Preparation is key. 

37  Rice and Zegart.
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