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Executive Summary
Europe is facing its most dangerous security environment in decades. Russia has been utilizing a mix of 
gray zone tactics and open threats of military action to weaken NATO and assert a practical veto over its 
neighbors’ geopolitical alignments. Shifts in U.S. foreign policy priorities and alliance politics under the 
Trump administration make the scale and credibility of U.S. support less certain. Some European states 
have taken important steps to strengthen their security in response to these developments, but major 
shortfalls in readiness and capability still persist across the continent.

This report uses scenario-based analysis to assess the most dangerous Russian actions on NATO’s 
northeastern flank. More specifically, the analysis updates and examines two key contingencies: Russia 
escalating its gray zone activity to culminate in an incursion to seize a limited amount of territory, or a 
large-scale military offensive to isolate the Baltic states by seizing the Suwałki Gap. Both of these cases 
use publicly available information to map potential Russian actions, thus clarifying the assumptions and 
priorities summarized in the Key Judgments below.

Key Judgments:

•	 Russian President Vladimir Putin’s core strategic objective is to fracture the NATO alliance. 
Moscow’s use of coercion and conflict in Europe reflects enduring drivers in Russian foreign policy, 
particularly a perceived need to shape the domestic and foreign policies of its neighbors. Russia today 
is unlikely to attempt, through conventional conquest, the full reconstitution of the former Soviet or 
imperial Russian space; instead, Moscow is more likely to seek to undermine confidence in the North 
Atlantic Treaty and peel off vulnerable states through separate diplomatic accommodations aligned 
with Putin’s worldview.

•	 Within the next three years, Russia will likely escalate its ongoing gray zone campaign against 
NATO member states, culminating in a limited military incursion into NATO’s northeastern 
flank. Over the next three years, the Trump administration’s reliability as a member of NATO will 
likely continue to diminish. Perceiving a unique window of opportunity to fracture NATO’s security 
architecture, Russia will be more likely to pursue more limited operations rather than a full-scale 
conventional offensive, such as the invasion of Ukraine. This effort could culminate in Russia 
attempting to seize a small but symbolically significant area, such as regions in or around the Estonian 
border city of Narva, using unmarked forces and unmanned systems to obscure attribution and 
complicate NATO’s response.

•	 A fast-moving Russian operation to seize a symbolically significant border area could result in 
a fait accompli before NATO can reach political consensus. Using unmarked troops and proxies 
equipped with new capabilities honed on the battlefields of Ukraine, Moscow could move quickly 
to outgun local forces and seize key nodes before leaders can mount meaningful resistance. Russia 
could then exploit the time required for NATO members to reach consensus on whether to invoke and 
operationalize an Article 5 response to consolidate control and fortify its positions. To reduce the risk 
of such a scenario, European states should intensify efforts to disrupt proxy, sabotage, and influence 
networks necessary for conducting such operations and ensure that local and quick reaction forces 
have the capabilities to decisively defeat such an incursion.
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•	 NATO member states should also plan to defend against a full-scale Russian conventional 
offensive in a brute force attempt to cut off the Baltics. In this more dangerous—and much less 
likely—case explored in the report, Russia could launch a large conventional assault to seize the 
Alliance’s only overland corridor into the Baltics, triggering a fast-moving, high-intensity conflict against 
the Alliance. This type of attack becomes more likely if Putin sees NATO’s unity as fragile, or if a large-
scale conflict in another part of the world pulls Washington’s attention away from Europe.

•	 European governments should plan and build forces for Baltic contingencies under conditions of 
reduced, delayed, or inconsistent U.S. support. Shifts in U.S. priorities and alliance politics, including 
acute disputes with European capitals over issues such as Greenlandic sovereignty, amplify doubts 
about the scale, speed, and reliability of U.S. intervention in a Baltic contingency. European capitals 
should thus avoid binary assumptions about U.S. involvement in any future conflict and create plans for 
situations in which American military support is delayed, limited, or withheld altogether.

•	 Europe’s collective ability to deter or defeat aggression on NATO’s eastern flank will hinge on 
fielding critical indigenous capabilities and streamlining the political decision-making and policy 
processes necessary to employ them effectively. In both of the scenarios explored in this report, 
NATO member states would face constraints such as fragmented command arrangements, limited 
stockpiles, and political decision-making processes that require cross-national coordination. European 
states should therefore work together to build faster, more agile frameworks for multinational defense 
coordination. In addition, for European states to exercise full agency over their security, they must 
accelerate efforts to field critical capabilities indigenously, particularly in areas such as integrated air 
and missile defenses, logistics and sustainment, and counter-unmanned systems.

•	 European security will hinge, in large part, on public resilience and underlying levels of political 
resolve. A crisis in the Baltics would immediately test European resolve, particularly if Russia 
combines massive force at the front with sabotage, hacking, and information operations in Europe’s 
rear. Accordingly, governments across the continent must make substantial investments in strategic 
communications, civil defense, and mobilization infrastructure. While the Baltics, Poland, and the 
Nordics have moved further and faster on many of these fundamentals, Europe’s broader readiness will 
depend on whether they are institutionalized across the continent.
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Introduction

Fearful Odds

With the rising prospect of war between great powers, the risks could not be greater for Europe. The 
2022 Russian invasion of Ukraine shattered fundamental assumptions that had anchored the post–Cold 
War status quo: that authoritarian powers such as Russia could integrate into the West, that large-scale 
interstate wars were a relic of the past, and that peace on the continent was ironclad. At the same time, 
shifts in U.S. politics and foreign policy have introduced new uncertainty into the foundations of European 
security.1 Europe now faces a geopolitical environment increasingly shaped by competition, coercion, and 
conflict. Most urgently, Europe faces a determined geopolitical adversary that is trying to weaken NATO 
and the political solidarity behind European security, thus making it harder for neighboring states to resist 
coercion and enabling Moscow to shape their domestic politics and foreign policies.2

Across Europe, strategic competition is now frequently pursued through gray zone tactics, with militaries 
and intelligence services finding creative ways to confront adversaries below the threshold of overt conflict. 
On September 9, 2025, for example, Russia “accidentally” launched nearly two dozen drones into eastern 
Poland.3 This was soon followed by additional incidents across the continent, such as Russian fighter 
jets crossing into Estonian airspace, unexplained drone sightings over airports and military facilities, and 
suspected sabotage of critical infrastructure on land and at sea.4 These incidents, limited as they were on 
a case-by-case basis, were likely Russia’s way of poking at European defense vulnerabilities and unsettling 
NATO countries short of full-scale military conflict.

Since the end of the Second World War, Washington has supplied the bulk of NATO’s conventional and 
nuclear deterrent, underwritten by decades of bipartisan support in the U.S. Congress for maintaining 
American forces in Europe.5 Today, however, U.S. President Donald Trump has at times signaled a positive 
view of Russian President Vladimir Putin’s leadership and has repeatedly questioned the value of defending 
Europe, at one point telling reporters that he would “encourage them [Russia] to do whatever the hell they 
want” to NATO allies that fail to meet defense spending targets.6 His administration’s 2025 U.S. National 
Security Strategy ranks Europe below other regional priorities and warns of “civilizational erasure” driven 
in part by migration.7 According to The Wall Street Journal, the document casts Europe, not Russia, as the 
primary object of concern in U.S. security policy.8 Trump has also repeatedly threatened to take control 
of Greenland—warning that the United States would act “whether they like it or not”—an extraordinary 
signal that Washington is prepared to treat even allied sovereignty as negotiable in pursuit of perceived 
U.S. interests.9 And recent polling suggests that there is growing skepticism among some critical groups of 
Americans toward NATO; while a majority view the alliance favorably, a majority of Republicans now believe 
that the United States does not benefit from NATO membership.10

With Europe increasingly on the margins of U.S. strategy and foreign policy, individual governments 
on the continent—and the European Union itself—have adjusted and strengthened their approach to 
security. Over the past few years, Europe has launched the Permanent Structured Cooperation framework, 
introduced Security Action for Europe loans, and established the European Defence Fund.11 Individual 
states have ramped up defense spending and investment, also improving readiness and releasing new 
strategies to coordinate defense against Russia’s various threats.12 Yet these steps alone are insufficient 
to ensure that Europe can fully meet the challenges of the current moment. As one example, European 
defense budgets largely remain weighted towards personnel costs, constraining investment in the 
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warfighting capacity needed to sustain large-scale, high-intensity operations—air power, reserves at 
scale, and enablers for sustainment, among others.13 In addition, European governments still struggle to 
coordinate rapid, cross-border responses to gray zone activity; for example, a European Commission report 
identified vulnerabilities to gray zone activity stemming from misaligned counterintelligence practices, legal 
authorities, and information-sharing arrangements.14

The limits of Europe’s indigenous defenses are most evident on its eastern flank. By many metrics, the 
Baltic states of Estonia, Latvia, and Lithuania occupy the Alliance’s most exposed strategic position; their 
lack of geographic buffer space for maneuver makes it more difficult to mount a defense in depth, and 
alliance members cannot readily reinforce them after any large-scale conflict breaks out. These states also 
symbolize the post–Cold War expansion of democracy, making them appealing targets for Russia to stress-
test the North Atlantic Treaty’s collective defense clause. Europe must therefore be prepared—potentially 
with reduced, delayed, or inconsistent support from the United States—to confront some of the most 
dangerous contingencies on its eastern flank, including scenarios ranging from a covert ground incursion 
by unmarked Russian troops and local proxies, such as an attempt to seize Narva, to a larger conventional 
offensive aimed at severing the Suwałki Gap. (For the purposes of this report, the term “covert” is used 
in accordance with the U.S. Department of Defense definition to describe activities designed to permit 
deniability of state sponsorship, rather than to imply concealment.15) Either scenario would test NATO’s 
credibility and force the Alliance to confront the defining challenge of its existence: defending the 
sovereignty and territorial integrity of its member states.
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Europe’s Security Problem

Russia poses a significant military threat to Europe. Despite some claims that Moscow’s conventional 
military power has been “overstated,” Russian forces nearly reached Kyiv in the opening phase of the 2022 
invasion of Ukraine.16 Moscow only failed to capture the capital at the start of the conflict because of 
Ukrainian resolve, Western military support and intelligence disclosures, and Russian operational failures.17 
Ukraine’s survival since then has continued to depend on substantial external support, particularly through 
the provision of munitions and intelligence.18 Ukrainians have also paid an immense price in their fight 
against Putin’s regime. The country has suffered heavy casualties and lost over 100,000 square kilometers 
of territory, leaving over a million civilians in those areas under occupation.19 European states should not 
assume, by default, that they could replicate Ukraine’s performance under comparable pressure, nor should 
they regard such a grinding war of attrition as an optimal policy goal.20

Recent analysis from governments and think tanks has largely coalesced around a familiar, wide-ranging 
agenda for strengthening European security. One recent example is a Belfer Center task force report from 
February 2025, which contended that Europe must rebuild the conventional military mass, readiness, and 
key enablers it has long relied on the United States to provide.21 Doing so will require higher and better-
targeted spending to close critical gaps in capability and to expand and modernize defense stockpiles.22 
The European Commission has offered a similar diagnosis through the Readiness 2030 initiative’s 
accompanying white paper.23 It makes the case that the continent, as a whole, needs to pair higher levels of 
spending with changes that help governments work together and move faster on defense procurement and 
innovation.24

There is broad agreement that European militaries must strengthen their conventional military capabilities 
to conduct joint, multi-domain operations sans outdated assumptions about U.S. policy. Still, that 
agreement has not translated into a clear consensus, in part because European governments have largely 
not publicly articulated clearly defined scenarios or strategic risks to guide a collective approach to 
security. To address this gap, this report uses scenario-based analysis to update and examine two well-
established contingencies on NATO’s eastern flank—one more plausible, one more dangerous—to inform 
defense planning. These cases are not meant as precise forecasts of future events; instead, they are 
intended to clarify assumptions about Russian objectives and the broader geopolitical environment, and to 
help identify the political, organizational, and capability constraints that affect Europe’s ability to defend 
itself. They thus provide a shared baseline for assessing allied interests, clarifying goals and objectives, and 
identifying priority concerns for European governments.

To exercise greater agency over their own security, European governments should collectively plan 
for defense under conditions of reduced, delayed, or inconsistent U.S. support. Doing so will require 
substantially greater investment, not just new capabilities, readiness, and stockpiles, but also in the 
defense industrial base needed to sustain prolonged operations and surge production in a conflict. 
Russia’s approach will likely center on gray zone escalation, at least initially, in an attempt to slow political 
consensus among the governments of NATO member states and establish effective control over new 
territory before the Alliance can respond. Europe’s ability to deter or defeat such actions will thus hinge 
largely on questions of policy and process: the agility and cohesion of multinational decision-making, 
intelligence sharing and attribution, military mobility and sustainment, cross-border operational authorities, 
and coordinated procurement and innovation. This must also be matched by government investments 
in societal resilience and efforts to sustain the domestic political resolve necessary to address these 
shortfalls and support a defense effort in any future crisis or conflict.
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Following this introduction, Section Two outlines assumptions and illustrates two potential contingencies 
in the Baltic region. Section Three defines allied interests, goals, and objectives across both cases 
presented in the report. Section Four concludes with recommendations and priorities, highlighting political, 
organizational, and capability challenges that Europe must address to ensure deterrence and security in the 
years ahead.
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Scenarios

Overview and Key Assumptions

This report’s analysis is organized around two scenarios on NATO’s eastern flank. One focuses on a more 
likely contingency of escalation, centered on a continuum of gray zone activities that could culminate in 
a limited, covert incursion to seize territory.25 The other depicts a more dangerous—albeit less likely—
contingency, involving a large-scale Russian offensive to cut the Suwałki Gap.

These cases are intended to serve as reference points for assessing Russian objectives and capabilities. 
Indeed, in neither case would Moscow likely seek to dismantle NATO outright, an objective that likely 
falls far beyond the scope of any single operation. Russia would instead be more likely to pursue a limited 
incursion pursuant to the objective of fracturing NATO, an outcome that would advance its broader goals of 
discrediting the Alliance, weakening cohesion among member states, and peeling off vulnerable members 
into separate security arrangements reminiscent of Soviet and imperial Russian practice.26 A larger assault 
through the Suwałki Gap, an action far riskier and more escalatory, would likely seek to cut the Baltic states 
off from the rest of NATO and force submission through geographic isolation and brute force.

These scenarios are based on several critical assumptions. The first is that Moscow’s use of coercion and 
conflict against its neighbors, aimed at weakening and fracturing NATO and the broader Western coalition, 
reflects a broad continuity in Russian foreign policy. Russia’s behavior towards its neighbors reflects several 
enduring drivers, including longstanding concerns about geographic vulnerabilities, a self-conception of 
great-power status, and a desire to keep political control centralized for regime security.27 Accordingly, 
Russia has and will likely continue to seek to preserve a practical veto over its neighbors’ geopolitical 
alignments; create a buffer to block the spread of Western-backed democracy on its borders; and advance 
a nationalist vision of a “Greater Russia” in the near abroad.28 Far from changing course, the war in Ukraine 
has only strengthened these drivers. The conflict has created economic and ideological pressure for Russia 
to stay locked in security competition with the West. At the same time, Moscow has expanded military 
recruitment and sped up weapons production.29

The second assumption is that, notwithstanding the U.S. forward military presence on the continent, the 
United States may be unable or unwilling to intervene in Europe, or at least not to the extent traditionally 
expected.30 There are several pathways through which such a circumstance may materialize. One possibility 
is a large breakdown in the transatlantic relations, potentially driven by the Trump administration’s 
approach to alliance politics or disputes with European capitals over the status of Greenland.31 A 
second possibility is that a Russian limited incursion or large-scale offensive could emerge as a war 
of opportunism.32 At present, the international system is being strained by a growing constellation of 
interconnected conflicts and security competitions, from the Caribbean to the Middle East.33 If a large-
scale interstate conflict in another part of the world were to curb Washington’s capacity to project power in 
Europe, Moscow could find an opening to move preventively against perceived threats on its periphery.34 In 
other words, Russian action against the Baltic states could occur as a new front in the next global war.

Third is the assumption that Moscow’s future risk tolerance will likely fall somewhere between its 2022 
invasion of Ukraine and the more covert operations it has conducted in Europe since. Russia’s escalation 
towards full-scale war in Ukraine followed a gradual escalation of gray zone tactics—for example, its 
suspected involvement in poisoning Ukrainian political figures.35 Over time, these actions grew increasingly 



12 Russian Threats to NATO’s Eastern Flank

audacious, leading to Russia’s covert seizure of Crimea, proxy war in the Donbas, and 2022 full-scale 
invasion of Ukraine.36 But the war in Ukraine has exposed limits on Putin’s domestic political power, 
including the political costs of large-scale compulsory mobilization, which has pushed Moscow toward 
“covert mobilization” to contain public backlash, along with growing problems with elite loyalty and 
command cohesion, as highlighted by the Wagner mutiny.37 Still, over the course of the war, Moscow has 
expanded its military-industrial base to sustain prolonged conflict and continued to conduct gray zone 
activities across Europe, including cyberattacks, sabotage, the weaponization of migration, and targeted 
assassinations.38 Russia will likely pursue a middle course in the years ahead, more cautious than its 2022 
invasion but still opportunistic, seeking a “Goldilocks zone” of aggression that allows it to incrementally 
erode European security without triggering a full-scale NATO counterattack.39

Putin’s Policy Process

From a Western perspective, it is tempting to mirror-image Russia’s national security process 
by portraying the Kremlin as analogous to institutions such as the U.S. White House. Such 
an understanding of Russian policymaking, however, is outdated. Based on what can be 
observed publicly, the Kremlin has become more of a ceremonial venue, with Putin conducting 
most of his day-to-day national security decision-making with a small team of security 
service insiders at places such as his Novo-Ogaryovo residence.40 Putin does not receive an 
integrated intelligence brief comparable to those used in Western capitals. Instead, he receives 
information and delivers orders to various ministries and agencies through disparate channels 
of communication.41

A fourth assumption is that Russia could build enough military capability to carry out a limited, covert 
ground operation fairly quickly. But reconstituting the capacity for a large conventional offensive would 
likely take approximately a decade after the cessation of large-scale operations in Ukraine. Indeed, the 
military analyst Michael Kofman argued in early 2025 that Moscow might regain the capacity for a smaller-
scale incursion in as little as two to three years after the Ukraine war, with full-scale operations possible 
in seven to ten years.42 Other commentary has contended, however, that unless Kyiv fully capitulates, such 
projections overlook how Russia would remain constrained by the need to secure a long, hostile border 
against Ukrainian attempts to retake occupied territory and to suppress insurgency and unrest within 
those territories.43 Through a gray zone confrontation, Moscow would likely avoid a direct fight with NATO. 
It would likely aim to undermine confidence in Article 5 and exploit divisions within the Alliance, with the 
ultimate goal of peeling off vulnerable members into security arrangements in the Russian orbit. Even with 
limited time to rebuild, Moscow would retain important advantages. For example, Russia would be able to 
draw on units with recent combat experience and its large arsenal of unmanned systems, backed in part by 
outside help from countries such as North Korea.

Limited Incursion

Russia’s most plausible near-term course of action against NATO would be to continue escalating gray zone 
activities, culminating in a limited, covert ground incursion along the Alliance’s eastern flank. The point of 
such an incursion would be to raise uncomfortable questions inside NATO: whether a limited violation of 
territory, critical to some allies but less so to others, would be worth the risks of collective military action.44 
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As confidence in NATO weakens, some countries might then begin looking for their own deals with Moscow, 
starting small but growing over time as Russia presses to reshape the regional balance in its favor.

This approach would build on an already existing pattern of behavior.45 Russia could continue to probe 
European borders with unmanned aerial systems, unmanned surface vessels (USVs), and unmanned 
underwater vehicles, also sabotaging critical infrastructure such as undersea cables.46 On land, it could 
escalate the weaponization of migration through Belarus, which serves to amplify political polarization and 
strain governance in states such as Poland and Lithuania. Together, these actions could serve to stretch the 
defenses of NATO member states, amplify public concern among members of the Alliance, and gradually 
desensitize Western policymakers to persistent, low-level coercion.47

At some point, Russia might choose to raise the stakes by moving to seize a border city such as Narva with 
unmarked forces or proxies, gambling that it can seize symbolically significant ground while also keeping 
NATO divided and escalation manageable.48 Before anything else, Moscow would need to build a clear 
picture on the ground by carefully surveilling the area to build a picture of local security, infrastructure, and 
communications. In parallel, Moscow could quietly move equipment, supplies, and personnel into nearby 
staging areas. Russian intelligence services could also more aggressively fill the information space with 
foreign propaganda—for example, intensifying public condemnation of the “systemic repression” of Russian 
minorities in Latvia and Estonia.49
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To create a pretext for a “local rebellion,” Moscow could initiate the operation with a false-flag incident 
around the target area. Russian operatives might, for example, frame local security forces for attacking 
ethnic Russian residents.50 The kinetic phase of the operation would follow shortly after. Unmarked fighters 
and local proxies could then move to knock out electricity, disrupt communications, and interfere with 
navigation systems.51 Russian fighters could also seize critical nodes such as police and border guard 
stations, local government and communications centers, and armories or military depots. These attackers 
would likely present themselves as local insurgents rather than Russian forces.

To outgun any immediate government response, Russia would likely augment its unmarked forces with 
advanced military systems. Russian teams could, for example, launch unmanned aerial systems pre-
positioned within the Baltics to conduct tactical surveillance and reconnaissance, as well as strike and 
interdict opposing forces.52 Fighters could move in civilian vehicles, complicating allied forces’ efforts to 
distinguish them from noncombatants, and could utilize electronic warfare and man-portable air defense 
systems. In a matter of hours, local authorities could be sidelined, communications knocked out, and major 
intersections taken over, leaving proxy forces free to patrol the city as a so-called people’s militia.

Once effective control is established, Moscow’s priority would be to consolidate its gains and deter or repel 
any immediate counterattack. In the first 24–48 hours after establishing effective control over the area of 
operations, the unmarked force would establish layered defenses, including checkpoints, roadblocks, and 
ambush positions along key approaches. Behind the scenes, additional unmarked personnel could filter in 
under the cover of darkness for reinforcement and resupply. Together, these measures could impede efforts 
by the host state’s military, police, and territorial defense forces from maneuvering into the area.

Moscow could then move quickly to frame the incursion as a grassroots uprising. Russian forces would 
likely install a puppet local authority, who would likely claim that “volunteers” in the town had risen 
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against repression and appeal to Putin for protection. Concurrently, key ministers, senators, and deputies 
in Moscow would likely claim that Russia had a humanitarian responsibility to protect vulnerable ethnic 
minorities. These claims would then likely serve as a thinly veiled normative justification for a so-called 
humanitarian intervention. Under the banner of humanitarian assistance, Russia could roll in “aid” convoys 
that would actually resupply its forces and slip additional personnel into the area.53 Diplomatically, Moscow 
would insist that no Russian troops were involved in the initial operation while also calling for an immediate 
ceasefire, mediation, or even an international peacekeeping mission.

The “Little Green Men” Playbook

Unmarked Russian troops, later known as the “little green men,” led Russia’s effort to seize 
Crimea in the spring of 2014 with support from Russia’s conventional forces and intelligence 
services. At dawn on February 27, 2014, armed men seized the Crimean parliament, clearing the 
way for the installation of Sergey Aksyonov as prime minister.54 Elsewhere across the peninsula, 
additional units moved quickly to take control of government offices, communications, and 
transport routes.55 Aksyonov then publicly requested Russian protection, with the Federation 
Council officially authorizing the use of force.56

By early 2022, Ukraine had adjusted its defenses based on what it had learned from the events 
prior. Over time, reforms at home and help from Western partners made the Ukrainian military 
stronger, and in 2021, Kyiv created the country’s Territorial Defense Forces to safeguard 
key infrastructure.57 Meanwhile, the United States and its allies blunted Moscow’s plans by 
declassifying intelligence on false-flag operations in advance.58 When fighting eventually 
broke out, Ukrainian troops and security forces reacted quickly, securing critical points and 
preventing Russia from repeating the fast and unexpected takeover it had carried out in Crimea 
earlier.59

Under the auspices of protecting its humanitarian mission just across the border, Russia might then 
posture its forces in an attempt to deter an intervention by NATO member states.60 Moscow could place 
conventional Russian forces in Kaliningrad and western Russia on high alert, also readying long-range fires 
and air defense batteries to interdict or strike supporting military assets from NATO member states. For 
example, S-400 and S-300 surface-to-air missile batteries could deny allied warplanes access to Baltic 
airspace; K-300P Bastion-P missile systems armed with dual-capable supersonic cruise missiles could 
hold naval vessels and forward logistics hubs at risk; and Krasukha-4 electronic warfare systems could 
degrade allied radars and communications.61 The strategic logic would be to threaten vertical escalation 
while remaining below the threshold of open conflict, raising the perceived costs and risks of an allied 
counterattack, exposing the limits of Article 5, and fracturing NATO’s cohesion.

A Russian operation of this kind would almost certainly trigger Article 4 consultations among NATO member 
states. But such consultation would not guarantee the invocation of Article 5. The Alliance can do so only 
by consensus, after all members agree that an incident constitutes an “armed attack.” Even then, Article 
5 leaves the nature and scope of any response to each ally’s judgment.62 If unmarked forces and proxies 
moved very quickly, securing control of a small area before local authorities could mount meaningful 
resistance, Moscow could seek to exploit the time required for Allies to reach political agreement on the 
invocation of Article 5.
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Seizing the Gap

Moscow could instead launch an overt military attack against NATO’s eastern flank, after an initial covert 
effort collapsed or by design from the beginning. Among all such possibilities, a dangerous—and, though 
less likely, still plausible—scenario would be a large-scale Russian offensive. Such an aggressive option 
becomes more conceivable if, for example, the war in Ukraine stabilized on terms favorable to Moscow, 
if Putin judged NATO’s political cohesion and U.S. resolve in Europe to be brittle, or if Moscow had an 
increased ability to mobilize and employ conscripts on a large scale. In that context, the Kremlin might 
launch a major military operation aimed at isolating the Baltic states, most notably by severing or effectively 
closing the Suwałki Gap linking Poland and Lithuania. (Indeed, this scenario conflicts with the report’s 
earlier assumption that Russia is less likely to pursue high-risk actions after its failures in Ukraine. It is 
also conceivable that Moscow could seek to isolate the Baltics by concentrating offensive operations from 
Belarus through Lithuania, rather than pushing through Poland directly or striking more broadly across 
Europe, in an attempt to keep the political focus initially on Lithuania, Latvia, and Estonia.)

BALTIC
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POLAND BELARUS

LITHUANIA

Suwałki Gap
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Even if Moscow planned such an assault from the outset, it would almost certainly begin by employing 
some of the lower-intensity gray zone tactics described earlier in an attempt to shape perceptions and 
disrupt infrastructure, logistics, and governance.63 These measures, combined with the massing of forces, 
would likely provide a clear signal of an impending invasion. The run-up to Russia’s 2022 invasion of 
Ukraine is a reminder, however, that warning and visibility do not automatically translate into timely, 
decisive decisions collectively made by relevant stakeholders. Russia’s troop buildup in Russia and Belarus, 
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framed at the time around the Zapad 2021 military exercise, was clearly visible to outside observers, with 
American and British officials publicly declassifying intelligence weeks in advance and many militaries 
preparing accordingly. Yet several European capitals still chose a convenient interpretation of the buildup 
as coercive signaling until it was too late.64 As Richard K. Betts puts it, “miscalculation and sluggishness in 
political decisions are more the sources of surprise than lack of information.”65

If allied leaders failed to treat intelligence indicators as a legitimate warning or hesitated to coordinate 
defense planning, and if Belarus were compelled to serve as a staging ground, Russia could initiate a rapid 
military assault in the area, seeking to achieve surprise at the outset. During the opening hours of a Suwałki 
offensive, Russian forces would likely strike military targets across Europe to paralyze allied command, 
control, and communications.66 Western-style militaries often utilize interconnected communications and 
navigation systems to coordinate among sensors, shooters, and commanders. Accordingly, Russia would 
almost certainly use electronic warfare systems in an attempt to blind allied military sensors and sever 
communications links, while also utilizing long-range fires—including Iskander short-range ballistic missiles 
or Kh-101 cruise missiles fired from Kaliningrad—to target critical nodes outside of the immediate area 
of operations.67 Integrated air defenses and electronic warfare systems based in Kaliningrad and Belarus 
would further complicate NATO efforts to operate in the air domain over the Baltic region.68

Russian forces might then launch a rapid, two-pronged mechanized thrust into the Suwałki Gap.69 To 
squeeze the corridor from both directions, Russian forces could push in from Belarus in the east, planning 
to link up with a smaller, complementary advance launched from Kaliningrad in the west. Division-level 
formations—combining tanks, infantry fighting vehicles, self-propelled artillery, tactical air defenses, 
and unmanned systems—would spearhead this assault.70 The advance would likely follow major roads 
and cut straight across the region’s open farmland, where there are few natural areas for cover. From the 
air, Russia might insert paratroopers and special operations forces to sever avenues of retreat and block 
the main routes by which Western reinforcements would arrive. The goal would likely be to overrun the 
roughly 65-kilometer corridor in a matter of days; after all, during the opening phase of the 2022 invasion of 
Ukraine, Russian forces advanced well over 100 kilometers along major road routes toward Kyiv.71

The twin thrusts of the Russian advance could link up somewhere along Expressway S61 inside Polish 
territory, creating a land bridge between the Kaliningrad exclave and Belarus.72 Once the corridor was 
secured, Russian forces would quickly consolidate by entrenching defensive positions, emplacing mines 
and obstacles, and extending air defense and fires coverage over the new front. From there, Moscow could 
push deeper into the Baltic states. Russian forces could move on parallel lines toward Tallinn and the Gulf 
of Riga, pushing toward urban centers—including Rēzekne in Latvia, Marijampolė in Lithuania, and the 
Lithuanian capital of Vilnius—each located within roughly 60 kilometers of Russian or Belarusian borders.73 
In parallel, Moscow could widen the fight against NATO farther west, employing systems such as Kinzhal 
ballistic missiles and Kalibr cruise missiles to attack targets from Germany to the United Kingdom.74 For the 
war at sea, Russia could employ anti-air and anti-ship missile systems to deny access to the Baltic region, 
also seeding naval mines, employing unmanned surface vessels and unmanned underwater vehicles against 
shipping, and attempting limited landings on Sweden’s Gotland island.75
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If Moscow moved quickly, Russian forces could get ahead of NATO’s decision-making processes. The 
situation on the ground would evolve hourly, yet it could take days for all NATO member states to come 
to a unified decision on invoking Article 5, especially if certain capitals hesitated to take decisive military 
action or quietly tested diplomatic options. During this window, Western militaries would be constrained 
by geography and logistics. The few thousand troops that Alliance members have forward deployed as part 
of multinational battle groups would fight back against an attack, but they are meant as tripwire forces.76 
On their own, these forces lack the manpower, equipment, training, and coordination needed to hold out 
against a full-scale Russian offensive.77

The initial phases of such a war would also pose an unprecedented test for the Alliance’s politics. Once the 
number of dead and wounded began to reach the hundreds and then the thousands in certain countries, 
sustaining domestic political support would become far more difficult in some European capitals. That 
risk would grow if Moscow tried to split the Alliance with tailored ceasefires or guarantees, or if the 
United States hesitated, held back, or stayed out of the conflict. In such circumstances, even temporary 
disagreement over the invocation or scope of Article 5 could slow coordination, fragment responses, or 
push willing states toward ad hoc arrangements rather than unified action. To turn the tide, NATO member 
states would need to collectively mobilize enough forces to fight as a whole, rather than feeding small 
units into the fight piecemeal. All of this would make it harder for NATO to build up its forces quickly for a 
counteroffensive, giving Russia the upper hand at a critical moment.78

If this Russian military operation succeeded—a tall order indeed—and Europe continued fighting what 
would almost certainly become a total war, Moscow would face the near-impossible task of holding its gains 



19 Russian Threats to NATO’s Eastern Flank

against a full-scale NATO counteroffensive. To offset this imbalance, the Kremlin would almost certainly 
need to threaten vertical escalation. Early warning signs could emerge as Russia shifted its nuclear posture. 
For example, Moscow could forward deploy dual-capable missile forces in places such as Kaliningrad and 
Belarus. This would be consistent with Russia’s “escalate to de-escalate” doctrine: threatening limited 
nuclear use to deter conventional defeat and freeze the conflict.79 Through such a course of action, 
Moscow would likely seek to convince Western capitals that any attempt to retake the corridor would risk 
uncontrollable escalation, thereby buying time to consolidate its political gains and lock in a new status 
quo in Eastern Europe.
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Interests, Goals, and Objectives
All allied European countries share a common interest in maintaining the sovereignty of all NATO and EU 
members, as well as shielding their citizens from attack. Beyond that, allies need to keep NATO’s security 
commitments credible and ensure that the forces protecting Europe are effective. Equally important 
is ensuring that the Alliance stays united and can move quickly together before acts of aggression can 
establish a new status quo. Allies also need to protect the foundations of Europe’s economy: energy grids, 
ports, air corridors, and undersea cables, among others.

Protecting these interests will require allied governments to focus on two immediate goals. The first is to 
prevent Russia’s gray zone activity from coercing European governments and shaping political conditions 
across the continent, with subsidiary objectives of blocking or degrading the networks that enable such 
operations. The second is to deter Moscow from escalating to limited, covert ground incursions or full-scale 
war. If deterrence failed, allied goals would need to shift from prevention to response. This would mean 
stopping Russia from seizing and controlling new territory, or at least slowing the advance long enough for 
NATO forces to reconstitute and launch a successful counterattack.

In the event of a limited, covert ground incursion by Russia, allied objectives would focus on contesting 
control on the ground and in the information space. In practice, this would involve breaking up networks 
of proxies and irregular forces, preserving government control over crucial areas of territory and lines of 
communication, protecting civilian populations and critical infrastructure, and sustaining political support 
at home and abroad. In a large-scale Russian push to sever the Suwałki Gap, allied objectives would involve 
slowing the Russian advance, holding key terrain and transportation nodes, establishing air superiority, 
and degrading the invading forces’ combat power and logistics. In parallel, Alliance members would need 
to work together to deny occupying forces the ability to consolidate control, protect remaining population 
centers in the areas of operation, and set the conditions for a coordinated counteroffensive to retake lost 
territory, all while deterring Russian vertical escalation to nuclear use.80
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Recommendations and Priorities
As underscored by other policy reports and white papers, Europe’s future security will largely hinge 
on whether it can acquire and field the capabilities that matter most on the modern battlefield. They 
should, for example, leverage the European Defence Fund to field new Intelligence, Surveillance, and 
Reconnaissance platforms across all domains.81 Governments on the continent should also work to 
strengthen cyber resilience for critical civilian and military networks, accelerate the production and 
stockpiling of unmanned systems, strengthen logistics and sustainment pipelines, and develop layered 
counter-drone and electronic warfare networks that combine kinetic and non-kinetic effects.

Addressing this security challenge will require a wider mix of systems and platforms than any single report 
can cover. Still, at the heart of all these challenges, and much of what follows, are questions of policy 
process. Europe’s collective ability to deter attack and defend itself will largely depend on whether allied 
governments make the necessary investments and preparations during the current moment. In both of 
the scenarios presented in this report, Moscow would likely use ambiguity at first to slow allied decision-
making and then move quickly to achieve its objectives. The strategic and political challenge for European 
governments, then, is to build multilateral mechanisms for coordination that can operate with agility, to 
demonstrate their credibility before a crisis unfolds, and ensure that coalition forces can move quickly 
enough to keep pace.

NATO member states’ intelligence services should be prepared to work multilaterally, through Alliance 
channels or ad hoc arrangements, to use timely intelligence disclosures to speed up attribution and—
by extension—allied decision-making during crises. This will require, in part, prior agreement on what 
indicators would justify public attribution, as well as how to declassify intelligence without compromising 
sources and methods. A related variable is the degree of U.S. involvement. Planning for a Baltic contingency 
should account for the fact that U.S. support may arrive later, come in smaller quantities, or taper off sooner 
than European allies have typically assumed. In this context, European capitals should avoid treating U.S. 
involvement as an all-or-nothing proposition and instead account for several plausible levels of American 
support.

Attribution, however, is only a first step to security competition in the gray zone. European states also 
need to take steps to directly counter and raise the costs for the networks behind Moscow’s gray zone 
operations. This will require clearer thresholds for consultation, along with a standing set of response 
options coordinated through NATO. Alliance member states need to clearly communicate that when a 
gray zone attack puts lives at risk or causes serious damage to critical infrastructure, they are prepared 
to respond with the overt force necessary to stop the attack and forestall similar actions in the future.82 In 
practice, this means improving how counterintelligence services, law enforcement, territorial defense units, 
and military forces integrate together, since interagency coordination by all of these entities is needed 
to counter Russian gray zone operations. The earlier these networks are identified, the better positioned 
local and quick reaction forces will be to disrupt planned acts of aggression. Finland and the Baltic states 
have made significant progress in strengthening resilience against gray zone threats, investing early in civil 
preparedness and closely linking civil preparedness with defense planning.83 What comes next is spreading 
those lessons beyond the Nordics and Baltics: tightening cross-border coordination among agencies, and 
making sure forces at the local and national level can match the capabilities unmarked Russian units may 
bring to the fight.84

Another major problem is readiness at the principal level. NATO regularly runs exercises to prepare senior 
staff for crises and worst-case scenarios. Yet during a fast-moving contingency, the binding constraint 
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is more likely to be political decision-making among key policymakers.85 To reduce the risk of paralysis, 
European governments should make greater use of scenario-based exercises that bring foreign and defense 
ministers face-to-face with existing military plans. By doing this, principals would stay familiar with the 
real-world operating constraints, assumptions, and trade-offs that they would need to face during a conflict 
or crisis.

Alliance cohesion could pose an additional coordination challenge. European militaries need to practice 
large-scale, rapid deployments of forces from across the Alliance. In addition, governments across the 
continent must have the necessary legal authorities and policy coordination processes in place to act with 
agility, even if political consensus lags. The point here is not to go around NATO, or to suggest that the 
Alliance cannot deliver. Instead, policymakers on the continent need to recognize that they can engage in 
collective self-defense, on a bilateral basis and in ad hoc multilateral forums, before waiting for NATO’s 
formal green light. Indeed, early action by even a handful of countries can strengthen the cohesion of the 
Alliance and help generate momentum towards invoking Article 5 in fast-moving contingencies.

The scenarios in this report assume that, in a large-scale conflict with NATO and faced with the prospect 
of defeat, Moscow could seek to deter the Alliance from launching a large-scale counteroffensive by 
threatening vertical escalation to limited nuclear use. A related concern is that if European leaders’ 
foremost objective is to retake allied territory, they should assume that a successful counteroffensive would 
require sustained Allied forces to conduct long-range strikes deep into Russia, including against targets 
that are dual-capable or otherwise linked to the Russian nuclear enterprise. Such intra-war deterrence 
dilemmas are largely unprecedented. European policymakers should, accordingly, treat the resulting trade-
offs in escalation as integral to operational planning and political decision-making.

Last but not least, deterrence and defense depend in large part on whether societies will support and 
sustain their governments during moments of crisis or conflict. A contingency in the Baltics would be 
an immediate and severe test of public resolve, particularly if casualties mount quickly and Russia 
simultaneously targets critical infrastructure. The challenge would be to sustain political support across 
Europe and the broader Western coalition, especially among publics that may experience the war as 
geographically distant but its costs as economically and emotionally immediate. In order to build public 
support for difficult next steps, including efforts to strengthen civil defense, readiness, and broader societal 
resilience, governments will need to clearly explain what is at stake and the costs of moving too slowly.

Putin’s objectives, and the methods Moscow has demonstrated it is willing to use in pursuit of them, pose 
an enduring challenge to security in Europe and the West at large. While much work remains to strengthen 
readiness and restore greater agency over the continent’s defense, Europe collectively has the economic 
strength, institutional capacity, and military potential to meet this challenge head on. If Europe fails to build 
the foundation necessary to prevail, its shortfalls will not reflect Russian strength, but rather an inability to 
marshal its sources of resilience and power.
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