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Executive Summary
Due to the size and global prominence of U.S. cities, many mayors are forging 
international relationships to advance local economic and cultural interests. As 
cities’ global profiles rise alongside the spread of international security challenges, 
municipal governments have become more exposed to evolving risks. U.S. mayors 
are developing proactive responses to cybersecurity threats, transnational criminal 
organizations, and engagement with China. However, the traditional federal security 
system is not structured to address the decentralized nature of these challenges, 
allowing critical risks to fall through the cracks in local-federal security coordination.

Key Assessments

•	 International security risks affecting cities are exposing gaps in U.S. 
policy and governance frameworks. Cities increasingly bear the immediate 
impacts of emerging international threats, while national-security authority, 
intelligence, and strategic direction remain primarily federal. Mayors and 
local law enforcement are taking steps to build international partnerships and 
manage risks, but they often do so without standardized security frameworks 
or reliable federal support. This gap reveals two necessities: 1) making 
subnational security policies a core component of municipal international 
engagement, and 2) more systematically incorporating cities’ exposure and 
governance role into national threat assessments and security strategies.

•	 Threat information often reaches mayors too late and with limited utility. 
Despite the Intelligence Community’s duty to warn, threat information is 
shared inconsistently with municipal leaders and often after critical windows 
for early response have passed. Federal information-sharing mechanisms 
prioritize law enforcement and operational agencies, leaving elected officials 
with fragmented, event-driven intelligence that limits proactive coordination 
and risks damaging public trust when local leaders appear unprepared for 
emerging threats.

•	 Federal-local law enforcement partnerships are essential but increasingly 
strained. Cooperation is critical for addressing transnational crime and 
drug trafficking in cities, yet expanded federal involvement, particularly 
in immigration enforcement, has introduced governance tensions that can 
constrain local decision-making, erode community trust, and politicize joint Belfer Center/ Chat GPT
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operations. Mayors remain publicly accountable for local impacts of federally 
driven actions, often without advance coordination or visibility into federal 
decision-making.

•	 Municipal cyber defenses lag behind the scale of growing threats. 
Cyberattacks against municipal governments are persistent and increasingly 
sophisticated, yet federal cybersecurity support has not kept pace with the 
scale of the risk. Federal funding reductions and policy uncertainty have 
weakened protections for election infrastructure and other critical local 
systems, leaving cities exposed and with diminished capacity to defend 
essential public services.

•	 Structural asymmetries shape U.S.-China subnational engagement. The 
People’s Republic of China (PRC) has oversight and control over subnational 
diplomacy, while U.S. cities operate within a decentralized framework 
that prioritizes local autonomy and offers uneven federal guidance and 
administrative support. As U.S. cities engage internationally with fewer 
resources and risk-mitigation tools, they face growing exposure to geopolitical 
competition. Without clearer federal support and targeted capacity-building, 
these asymmetries are likely to continue shaping subnational engagement in 
ways that disadvantage U.S. local governments.

•	 National leaders should support municipal security governance by 
institutionalizing nonpartisan pathways for information and resource 
sharing. Federal agencies can formalize protocols for communicating 
significant national security threats to mayors, collaborate with trusted 
third-party organizations to develop guidelines for engagement with China, 
and adapt existing task force models to provide structured opportunities for 
city government input without compromising law enforcement independence.

•	 City leaders should expand municipal security capacity by leveraging local 
expertise and peer networks. Municipal governments can establish standing 
security commissions to improve horizontal and vertical coordination and 
develop risk-mitigation frameworks. These commissions should be supported 
by advisory councils that incorporate expertise from universities, the private 
sector, and diaspora groups. A dedicated national security task force within the 
U.S. Conference of Mayors could pool resources and ideas, such as the sharing 
of non-sensitive cybersecurity infrastructure templates and governance models 
among cities.

Introduction
In 2026, federal officials are no longer the sole U.S. government actors engaging 
in international relationships. The reach of global markets and technology began 
permeating borders alongside the flow of people in the 20th century, leading 
to urban hubs with worldwide economic and cultural influence. Mayors now 
play a proactive role in securing the benefits of international trade, cultural 
exchange, and tourism to their communities, while also broadcasting their city’s 
unique attributes abroad. Los Angeles, as one example, has the third-largest 
metropolitan economy globally, with immigrant communities representing 34% 
of its population,1 and processes over $268 billion in monthly international trade 
through its ports. Across the country, international engagement has become a 
necessary aspect of local governance – a trend underscored by more than 3,000 
individual long-term partnerships and short-term initiatives between U.S cities, 
states, and foreign counterparts.2

International security and foreign policy strategies go hand in hand at the 
national level, yet the same is rarely true for city governments. In many cases, 
municipal leaders approach international engagement - including bilateral MOUs, 
engagement in networks, and sister city agreements - in isolation from public 
safety concerns, with asymmetrical or nonexistent frameworks for mitigating 
risks. Since subnational diplomacy has historically been viewed primarily as an 
instrument of “soft power,” the role of cities in international security challenges has 
often been underestimated. A growing body of policy analysis highlights the issue 
of “city diplomacy risk” to describe how cities in democratic countries are exposed 
to geopolitical and competition challenges that they are not prepared to address.3

The issue of city diplomacy risk is clearly at play in the United States. The 
Intelligence Community’s Annual Threat Assessment, a report presented to 
Congress by the Office of the Director of National Intelligence (ODNI), explicitly 
cited threats to municipal governments for the first time in 2025. While formal 
documentation has lagged, this signaled recognition of cities’ vulnerability to 
international security threats previously considered to concern only national 
actors. In the words of Former National Cyber Director Harry Coker Jr, “I view 
them [state, local, tribal, and territorial governments] as being a combatant 
commander ... with many of us [federal agencies] being supporting commanders.”4
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The “supporting commanders” as referenced by Coker are primarily situated in 
the Department of State (DOS), the Department of Homeland Security (DHS), 
and the Department of Defense (DOD), and collectively advance the trifecta 
of diplomacy, public safety, and defense and deterrence. The “combatant 
commanders” in subnational governments are on the front lines of security 
challenges playing out in local communities. Yet Coker’s analogy exposes a 
fundamental misconception between defense policy in a unified command 
system and a federal system. Combatant commanders exercise control over 
subordinate forces and capabilities. The president does not possess this 
authority over mayors and governors, who conduct domestic operations and 
international engagements with frequent but uneven federal support. 

While subnational officials have increasingly deepened their engagement in 
diplomacy and public safety, defense and deterrence have not traditionally 
fallen within their remit. Emerging threats from foreign malign actors 
targeting local governments require stronger national coordination and 
support as these domains converge.

The landscape of current municipal security policy is currently dominated by 
three overarching challenges with localized impacts, which are magnified by 
globalization and engagement with international partners: 1) cyber-security, 
2) drug trafficking and transnational criminal organizations (TCOs), and 3) 
managing relationships with China given inconsistent federal policy. These 
challenges were identified through synthesizing federal threat assessment 
reports and interviewing national security experts (see Appendix: Interview 
Table). 

Counterterrorism has historically been the central focus shaping and codifying 
multi-level security coordination frameworks in the United States, especially 
after 9/11. Although foreign terrorist organizations still pose a threat, recent 
intelligence assessments emphasize that domestic actors now account for most 
terrorism risk, which distinguishes municipal responses from this paper’s three 
main security challenges.5 The traditional federal, state, and local security 
framework built in response to counterterrorism can be scaled to respond 
to more emergent and re-prioritized threats, as key vulnerabilities are falling 
through the cracks. 

Of these issues, the federal response to TCOs and drug trafficking is the most 
institutionalized, yet it often lacks meaningful cooperation with mayors and 
international counterparts, which can destabilize public safety efforts. In 
contrast, domestic coordination on cybersecurity requires alignment with a wide 
array of private sector actors and is still developing. Engagement on U.S.-China 
relations at the subnational level is hampered by frequent policy shifts and a lack 
of clear protocols.

This report identifies a significant governance gap in municipal security oversight 
and offers recommendations for enhancing local-state-federal responses to 
security crises. Nearly every U.S. governor has an office of homeland security 
or emergency management, and the National Governors Association has a 
Homeland Security & Cybersecurity Program to provide technical assistance on 
“a range of national security policy issues.”6 This standardization does not exist at 
the municipal level. 

The analysis finds that the local–federal security partnership model depends on a 
balance between federal resources and local knowledge. It can break down when 
federal initiatives are designed or executed with minimal local input or, conversely, 
when federal support is too limited to address transnational threats. The following 
sections examine how this balance is tested across cybersecurity, drug trafficking 
and transnational criminal organizations, and U.S.–China relations.

The report concludes with recommendations for bolstering security strategies 
across cities, a strategy which is both urgently needed and politically feasible. 
Mainstream political awareness of this issue has increased in recent years, with a 
2024 Foreign Policy article emphasizing that “investing in subnational diplomacy 
isn’t a luxury: It’s imperative for national security.”7 As noted by the former 
Special Representative for City and State Diplomacy Nina Hachigian, “Making 
local officials more resilient to PRC approaches, fentanyl, cyberattacks—these are 
bipartisan issues.”8 
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Subnational Diplomacy and National 
Security
Subnational diplomacy refers to the international engagement strategies pursued 
by local and regional government officials to advance economic, cultural, and 
political exchanges beyond traditional federal channels. These efforts include, but 
are not limited to, bilateral agreements with international governments to address 
shared priorities such as environmental programs and technology transfers,9 
sister city partnerships, participation in global networks, and trade missions. 
Recognizing the growing importance of these relationships, the U.S. government 
has made several attempts to institutionalize and coordinate a subnational 
diplomacy strategy—including the appointment of a Special Representative for 
Global Intergovernmental Affairs and Senior Advisor for Global Cities during the 
Obama administration and the establishment of the State Department’s Unit for 
Subnational Diplomacy in 2022. Although the City and State Diplomacy Act has 
been introduced with bipartisan sponsorship in Congress multiple times since 
2019, it has yet to be enacted into law. Without this legislative foundation, federal 
support remains informal and subject to executive priorities, rather than established 
in a permanent framework. 

Fusion centers represent the most developed model for multi-level security 
coordination in the United States. These state and locally owned centers facilitate 
information sharing across levels of government and with private sector partners. 
Established in the years following the September 11 attacks, fusion centers were 
designed to strengthen nationwide threat detection and prevention by improving 
two-way communication between local law enforcement and federal agencies, 
including the Department of Homeland Security (DHS), Department of Justice 
(DOJ), and Federal Bureau of Investigation (FBI).10 DHS designates statewide 
Primary Fusion Centers while statewide Homeland Security Officers can establish 
Recognized Fusion Centers in major urban areas – without any required approval 

from city officials. DHS assigns federal liaisons to share relevant intelligence at 
the appropriate clearance levels. Local law enforcement staffers are also trained as 
Fusion Liaison Officers to report Suspicious Activity Reporting (SAR) indicators 
to federal agencies.

Fusion centers initially focused on anti-terrorism efforts, but the nationwide 
model has faced criticisms and is poised at an inflection point. In 2012, the 
U.S. Senate Permanent Subcommittee on Investigations concluded a two-year 
bipartisan investigation into the approximately 70 established fusion centers. The 
Subcommittee’s Ranking Member Sen. Tom Coburn (R-OK) argued that, “Instead 
of strengthening our counterterrorism efforts, they [fusion centers] have too 
often wasted money and stepped on Americans’ civil liberties.”11 In practice, the 
SAR model has, at times, enabled reporting based on constitutionally protected 
activities and racial or religious descriptors rather than criminal behavior. 

The establishment of 80 fusion centers has been at a standstill over the past 
five years and may decrease given federal funding cuts.12 Leadership of the 
National Fusion Center Association recognize that the security environment has 
dramatically evolved since 9/11, and both the SAR indicators and process for 
engaging with local partners should also adapt.13 Today, many statewide directors 
choose to focus on cybersecurity, drug trafficking, and adversarial interference 
at their own discretion, and the Association is working to develop updated 
indicators to guide a more even nationwide approach.14

While the “duty to warn” mandates that authorities in Intelligence Community 
(IC) entities notify officials who have a legitimate need for threat information 
to take protective action, this duty often results in inconsistent and delayed 
communication to municipal leadership. Fusion centers tend to focus on law 
enforcement and emergency management agencies rather than elected officials 
who must manage political, economic, and social implications of threats. When 
mayors do receive intelligence, it typically focuses on major events rather than 
detailed trend analyses, and because intelligence is heavily sanitized to protect 
sources, its informational value is often comparable to what mayors can obtain 
from public media.15 This fragmented communication can undermine mayors’ 
ability to participate effectively in early threat response coordination and risks 
damaging their credibility with constituents.

In 2025–2026, national attention has focused on ongoing legal challenges to President Trump’s 
National Guard deployments to several U.S. cities. This paper does not propose changes to the 
national government’s authority over national defense policy and armed forces, nor to state 
jurisdiction over their National Guard, but instead examines how mayors are responding to evolving 
threats within a constitutional system that gives the national government primacy over foreign and 
defense policy, and outlines changes that could enable cities to contribute more effectively to U.S. 
national security.

http://www.hsgac.senate.gov/subcommittees/investigations/media/investigative-report-criticizes-counterterrorism-reporting-waste-at-state-and-local-intelligence-fusion-centers
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This paper takes the fusion center model’s central premise - that effective vertical 
information sharing enhances national security - as its starting point. It explores 
how a more consistent, nationwide system of multilevel threat detection and 
preparedness could incorporate both political and security risks, while ensuring 
mayors are better informed and equipped to participate in security decisions that 
directly impact their communities. 

The well-documented conflict between the Chinese firm Gotion, residents of 
a small Michigan township, and national political figures highlights significant 
shortcomings in the current approach—and the dramatic consequences of these 
failures. In 2022, Gotion moved forward with plans to establish a lithium battery 
component factory in Green Township, MI (population 3,200), with strong 
support from the township supervisor. However, when news of the project reached 
the community, it triggered widespread fears of Chinese Communist Party (CCP) 
interference. Rumors circulated about potential infiltration of the local college’s 
cybersecurity program to gain access to government satellites, and there was anger 
over a foreign adversary receiving U.S. subsidies.16 Subsequent reporting found 
no evidence to support claims of CCP infiltration or cybersecurity espionage, yet 
inadequate national security coordination and risk communication allowed these 
fears to escalate. 

The case demonstrates gaps in local-federal security coordination. The federal 
interagency Committee on Foreign Investment in the United States (CFIUS), 
responsible for reviewing transactions involving foreign investment in U.S. 
businesses and certain real estate to determine their effect on U.S. national 
security, determined in 2023 that the proposed Gotion plant was not under their 
jurisdiction.17 When Michigan Congressman John Moolenaar Former raised 
the Gotion plant during a Congressional hearing on cybersecurity, FBI Director 
Christopher Way noted that this type of project involving land and business 
acquisitions, while potentially legal, “can still raise national security concerns 
because it provides a vehicle for [China], if they want to leverage that access, to 
conduct surveillance or other operations that undermine our national security.”18

While the next stage of this dispute remains uncertain, it has already resulted in 
the removal of all five former township board members from office and has cost 
the township at least $275,000 in legal fees in response to a federal lawsuit from 
Gotion.19 

Three major conclusions can be drawn from this case that reinforce this report’s 
importance:

1.	 Local assessments on foreign investment projects cannot solely consider 
economic merits but should also include national security assessments and 
transparent risk analysis.

2.	 A lack of institutionalized federal-local coordination can expose communities 
to unforeseen risks.

3.	 Public concern over national security, whether warranted or exaggerated, can 
jeopardize both local economic opportunities and the political prospects of 
local politicians.
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Transnational Criminal 
Organizations (TCOs)

Threat Assessment 

The 2025 Intelligence Community Annual Threat Assessment opens its analysis 
with the issue of Transnational Criminal Organizations (TCOs), while the 2025 
Homeland Security Assessment warns that “the production, trafficking, and sale 
of illegal drugs by transnational and domestic criminal actors will continue to 
pose the most lethal threat to communities in the United States.”20 Mexican cartels 
wield the greatest influence in U.S. illicit drug markets, and drug trafficking and 
organized crime is a bilateral issue; both U.S. and Mexican communities contribute 
to the consistent supply and demand fueling this expanding market.21

The power and reach of Mexican TCOs in the United States have grown in tandem 
with the country’s rising demand for illegal opioids – initially heroin in the 1980s 
and later fentanyl in the 2010s.22 The Jalisco New Generation Cartel and Sinaloa 
Cartel operate transnational operations comprising of chemical sourcing from 
China, India, and Turkey, TCO alliances in Central American and Southern 
Cone port cities, and distribution into Europea and North America.23 These 
Mexican-based TCOs are the largest producers and suppliers of illicit drugs to U.S. 
markets and typically smuggle through points along the U.S.-Mexico border using 
tactics such as mislabeled shipments. The U.S. Intelligence Community anticipates 
that border policy changes may catalyze new forms of delivery.24 

Drug trafficking is not a one-way phenomenon; it is sustained by communities on 
both sides of the border. In recent years, drug traffickers have begun conducting 
final-stage fentanyl pill production in the United States.25 In 2023, 86.4% of 
individuals sentenced for fentanyl trafficking were U.S. citizens.26 This supply 
network has U.S.-based affiliates in major cities including Los Angeles, Phoenix, 
Houston, Chicago, Atlanta, and Miami responsible for recruiting their own 
traffickers.27

As Mexican TCOs respond to demands of drugs from the United States, U.S. 
gun manufacturers meet TCO demand for weapons. The U.S. Bureau of Alcohol, 
Tobacco, Firearms and Explosives (ATF) reports that almost three in four firearms 

involved in crimes between 2022-2023 (73%) were trafficked illegally from the 
United States, and 82% of these “crime guns” were recovered in a state with 
dominant presence of the Jalisco New Generation or Sinaloa cartels.28 

Coordination Mechanisms and Governance 
Challenges

The issue of TCOs and drug trafficking has a robust process of local to federal 
coordination, developed over decades of engagement. While mayors establish 
local law enforcement budgets and overarching priorities, a longstanding pattern 
of interagency cooperation operates largely independent of mayoral oversight. 
Police chiefs typically manage daily communication with state and federal 
agencies – including Drug Enforcement Administration (DEA), Federal Bureau 
of Investigations (FBI), Customs and Border Protection (CBP), and Department 
of Homeland Security (DHS) – often through task force frameworks focused on a 
specific issue. 

However, these coordination mechanisms face evolving challenges. Staff turnover 
in local police and federal field offices frequently disrupts continuity in this 
“organic” communication, according to a senior CBP official.29 The independence 
of law enforcement from political control is a fundamental safeguard of the 
American legal system. This separation also creates a governance challenge in 
which mayors bear political responsibility for outcomes shaped by decisions 
affecting their communities over which they have limited visibility or input. 

Despite the high rate of U.S. citizen involvement in drug trafficking, federal 
responses are increasingly intertwined with immigration policy. The federal 
government typically collaborates with local officials through three approaches 
authorized under Section 287(g) of the Illegal Immigration Reform and Immigrant 
Responsibility Act of 1996: jail enforcement delegation, task force collaboration, 
and administrative warrant authorization. This policy allows ICE to delegate 
different roles to consenting local law enforcement officers, who typically can only 
stop or arrest individuals based on state laws. 

Task forces are the most common form of intergovernmental partnerships across 
all subnational levels. The High Intensity Drug Trafficking Areas (HIDTA) 
program, created in 1988 and administered by the White House Office of 
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National Drug Control Policy, provides funding to selected law enforcement 
agencies and places operational direction under joint Federal and non-Federal 
law enforcement.30 Homeland Security Initiative’s Border Enforcement Security 
Task Force (BEST) was created in 2005 to connect local and federal investigations 
combatting TCOs. While local police departments can assign officers to BESTs, 
the investigations and decisions are determined by HSI. The “Vulcan” task force 
launched in 2019 to target one specific TCO, Mara Salvatrucha (MS-13), operates 
under Department of Justice leadership with support from the FBI, HSI, and DEA, 
with limited local operational input.31

The federal focus on TCOs has intensified under the second Trump administration. 
In January 2025, President Trump designated eight TCOs - including MS-13, 
the Jalisco New Generation cartel, and Sinaloa cartel - as Foreign Terrorist 
Organizations (FTOs) and Specially Designated Global Terrorists (SDGTs). These 
actions give federal authorities expanded tools, particularly asset freezes and 
immigration consequences, to pursue cartel leadership and facilitators, potentially 
shifting the balance of authority toward federal prosecutors in cases that might 
previously have been handled primarily as drug or organized crime matters at 
the state and local level. In 2025, the Department of Justice launched “Operation 
Take Back America,” a nationwide initiative that leverages the Organized Crime 
Drug Enforcement Task Forces (OCDETF) and other frameworks to coordinate 
investigations and prosecutions against cartels and other transnational criminal 
organizations. Early prosecutions under the initiative have focused on narcotics, 
firearms, and immigration offenses and officials have publicly signaled an intent 
to use terrorism-related authorities more aggressively in cartel cases as the new 
designations are operationalized.32 

During the second Trump administration, the number of section 287(g) agreements 
signed with counties and municipalities has increased by nearly 3.5% according 
to ICE data (See Figure 1 below). The task force model, curtailed in 2012 by 
President Obama due to concerns of racial profiling and civil rights violations, was 
reinstated in early 2025, along with expansions of all Section 287(g) approaches.33 
The task force model has the broadest delegated authorities and remains the most 
controversial. The warrant service officer approach is still more common with city 
and county partnerships local officers to serve and execute ICE administrative 
warrants on people already identified and already in custody, and the jail 
enforcement approach has historically been the most consistently used model.

Figure 1

Caption: Available data from Immigration and Customs Enforcement (ICE) (https://www.ice.gov/287g) tracks new Section 287(g) 
agreements signed in 2019, 2020, 2025, and 2026. 

Growing evidence shows that Section 287(g) agreements create community tensions 
that can undermine drug interdiction objectives. A 2019 study revealed that 
deputizing immigration duties to local police significantly reduces undocumented 
immigrants’ trust in local enforcement officials.34 This “chilling effect,” where 
community members become reluctant to engage with authorities, can decrease 
security cooperation with communities who may be knowledgeable about TCO 
presence. The Police Executive Research Forum confirms that increased fear and 
distrust contribute to immigrant communities’ reluctance to report crimes or 
cooperate in investigations.35

A prime example of how rapidly an imbalanced federal-local partnership can 
imperil public safety exists in the large-scale federal immigration enforcement 
campaign in Minneapolis beginning in late 2025. In January 2026, federal 
immigration agents shot and killed two U.S. citizens, Renée Good and Alex Pretti, 
prompting thousands of people to protest in Minneapolis and across the country.36

Governor Tim Walz and Minneapolis Mayor Jacob Frey have characterized the 
surge of more than 2,000 federal agents as crossing a “significant and terrifying line” 
and called for de-escalation.37 While Minneapolis has traditionally cooperated with 
numerous federal agencies to combat crime, Chief Justice Patrick Schilt ruled that 
recent federal actions have violated at least 96 court orders. 

https://www.ice.gov/287g
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The U.S. Conference of Mayors released a bipartisan statement arguing that 
“deadly confrontations like these erode public trust in law enforcement at every 
level, putting our own local police officers across the nation at added risk,”38 
with Mayor Frey adding that “a lot of repair that needs to be done with the trust 
that has been damaged by this federal government.”39

The February 2026 lapse in DHS funding highlighted deep partisan 
disagreement over the terms of federal-local security cooperation, with 
Democrats calling for new oversight and restrictions governing federal 
immigration enforcement and many Republicans arguing that restrictions 
should be placed on cities and states that limit cooperation with immigration 
authorities.40

More broadly, the escalation of federal involvement in local governance 
presents mayors with a grave dilemma. On one hand, increased federal 
coordination can bring additional financial and technical resources to address 
TCO and drug trafficking threats. Evidence from drug-market research 
suggests that when local policing only focuses on apprehending low-level 
dealers, it has limited impact on overall drug market supply.41

On the other hand, aggressive federal operations can constrain local 
governments’ ability to set priorities and maintain legitimacy within their 
own jurisdictions. Compliance with federal immigration directives can lead 
to officer shortages and community tensions, while political accountability for 
federally driven operations often falls on mayors and police chiefs who have 
limited operational control and visibility. The structure of agreements with 
federal agencies can therefore undercut objectives of detecting drug traffickers 
and fentanyl trade if approaches ignore community relationships and local 
intelligence. According to Republican mayor Jerry Dyer, federal immigration 
agencies are using policing tactics “that have been abandoned by local law 
enforcement 30 years ago.”42

This issue can place mayors in an exceptionally complex position and led many 
cities to pass “sanctuary” policies over the past decade. Mayors and police chiefs 
frequently argue that assuming immigration enforcement responsibilities can 
compromise their primary public safety mission by discouraging criminal 
intelligence from witnesses and victims of crime.43 Sanctuary policies typically 

limit cooperation and information sharing with federal agencies. In response, 
the Trump administration has repeatedly sought to penalize these jurisdictions. 
In 2025, the Trump administration accused dozens of cities and counties across 
37 states and the District of Columbia for being non-compliant with Federal 
rules, including noncompliance with Federal law enforcement in enforcing 
immigration laws and restrictions on information sharing.44 Federal officials 
argue that these local limits on cooperation can be detrimental for officer 
safety.45 In short, local and federal law enforcement are mutually dependent in 
responding to these complex threats.

Political alignment between local and federal executives further complicates 
these dynamics. Mayors face pressure from below, as constituent preferences 
to seek or reject federal partnerships based on partisan considerations can run 
counter to practical law enforcement needs. They also are scrutinized from 
above, as national political officials often target local officials of a different 
political affiliation. For example, the Mayor of Nashville, TN faces a federal 
investigation led by House Republicans due to an executive order requiring city 
officials to disclose interactions with ICE to the mayor’s office amidst increased 
ICE raids.46 The Trump administration opened investigations into both the 
mayor of Minneapolis and governor of Minnesota for an alleged conspiracy 
to impede federal agents.47 These dynamics can weaken the coordination and 
intelligence-sharing on which both federal and local authorities depend.

Recent federal actions have impacted the availability of TCO investigation 
support and may cause significant local challenges in the coming months. 
A November 2025 New York Times investigation found that “thousands of 
agents’’ who typically investigate TCOs have been reassigned to immigration 
enforcement duties.48 This reduction in federal support for TCO detection, 
in conjunction with reduced voluntary reporting from affected communities, 
is likely to leave mayors and local law enforcement agencies with critical 
information and resource gaps.

There have been several approaches at deepening international subnational 
cooperation along the border, yet these initiatives lack consistency and 
integration into national policies. The U.S. - Mexico Border Mayors Association 
was established in 2011 to enact “shared programs and enhanced information 
sharing...to focus law enforcement attention on those who most merit it” 
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including “exchanging passenger information to detect and detain possible 
drug and weapons smugglers.” The Association also aimed to “initiate pilot 
pre-clearance, pre-screening, and pre-inspection program for drug detection” 
and increase overall binational law enforcement cooperation.49 After six 
summits, mayors noted “Unfortunately, there is an absence and lack of unity of 
organizations like ours to speak for the border. Our voices have not been heard. 
We have been left out of the discussion.” They issued a call for local government 
leaders to “unite and integrate horizontally across the border.”50 While ad-hoc 
gatherings have formed in recent years, such as the Sister Cities International’s 
U.S.-Mexico Mayors’ Community Forum and the North American Mayors Forum, 
the U.S.-Mexico Border Mayors Association has not met publicly since 2019.

It is clear that mayors lack a consistent mechanism for international and national 
coordination regarding drug trafficking and TCOs. Local officials in the U.S. also 
engage in consistent cross-border diplomacy with Mexican counterparts based on 
necessity, but this partnership could include a greater focus on security concerns. 
Mexico has 50 consulates in major cities across the United States, and they conduct 
public diplomacy through partnerships with local governments, universities, and 
companies.51 On both sides of the border, mayors are the government officials 
with the closest access to gun manufacturers. While municipal gun control policies 
are preempted by state and federal policy, mayors can leverage their limited 
authority to drive normative and policy changes. U.S. cities that are home to gun 
manufacturers can mandate security requirements, such as video surveillance of 
stores and mandatory reporting of lost or stolen firearms. 

Cyber

Threat Assessment 

Local governments and their public utilities are both high impact and highly 
vulnerable targets for cyberattacks, described by Former United States Director 
of the Cybersecurity and Infrastructure Security Agency Jen Easterly as “target 
rich but cyber poor.”52 In 2025, the primary threats facing municipalities included 
ransomware attacks, the targeting of election infrastructure, and rapidly evolving 
risks associated with artificial intelligence (AI). The former executive assistant 
director for the FBI Information and Technology Branch cyber claims that “a 
focused disruption can be potentially life-threatening when considering the 
health and public safety services our local governments control.”53 In the face of 
this escalating threat landscape, S&P Global Ratings has reportedly considered 
downgrading municipal ratings for cities with weak cybersecurity.54 

Given the essential and often time-sensitive nature of municipal service delivery, 
city governments make a prime target for ransomware attacks. In fact, ransomware 
remains the most prevalent and disruptive cyber threat to local governments.55 
In 2024, over 30% of state and local governments reported experiencing at least 
one cyberattack, with ransomware incidents causing prolonged outages of 911 
dispatch, public utilities, and other essential services.56 The 2025 IC Annual Threat 
Assessment spotlights municipal governments as being “inadequately defended” 
against these escalating threats, which leads to escalating costs.57 While only 5% 
of local governments paid recovery payments exceeding $1 million in 2022, the 
average cost of a single attack in 2024 had risen to $2.83 million.58 

Many cities still rely on outdated systems that lack modern security features and 
make them easy targets for hackers.59  As municipal governments migrate data 
and processes online, they must continuously update and secure their systems to 
avoid vulnerabilities inherent in legacy IT infrastructure. However, many cities 
lack the funding to implement sufficient technical refreshments, which can lead to 
systemic weaknesses. In May 2025, a Chinese-speaking group exploited a gap in 
older versions of Cityworks, a platform used widely by state and local governments 
to manage water and waste systems.60 It was estimated that approximately one in 
five publicly accessible Cityworks deployments were vulnerable to this flaw.61 This 
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was not a ransomware attack; instead, the group engaged in cyber espionage by 
mapping utilities management systems and accessing confidential information, 
while also establishing backdoors for long-term access.62

The rapid adoption of “smart city” solutions - such as integrating IoT sensors 
(“Internet of Things” hardware devices that transfer data on physical world to 
digital platforms), cloud-based platforms, and AI-powered analytics - has enabled 
cities to streamline government operations, improve accessibility of service 
delivery, and reduce costs. However, this digital transformation dramatically 
expands the attack surface for cybercriminals, as each new connected device–
whether a water meter or surveillance camera—represents a potential entry point 
for malicious activity. Alarmingly, 98% of IoT device traffic is unencrypted.63 This 
means that sensitive data can be easily intercepted or manipulated as it travels 
across city networks. Digitalizing government services without an accompanying 
focus on encryption and cybersecurity can risk exposing critical infrastructure and 
civilians’ private information to exploitation.

Advancements in AI present exponentially increasing opportunities and risks for city 
governments. AI-powered tools, such as predictive threat detection and automated 
incident response systems, can allow municipalities to identify vulnerabilities faster 
than human teams alone. For example, AI-driven network monitoring can flag 
anomalous traffic patterns indicative of ransomware or espionage campaigns to 
allow cities to mitigate breaches before systems are compromised.

These same AI technologies can also be weaponized by adversaries to erode 
local government processes. AI-generated deepfakes, for instance, can spread 
disinformation about candidates, as seen in the case of a Chicago mayoral candidate 
in 2023.64 AI can also enable attackers to automate cyber penetration testing in 
order to find and exploit system weaknesses much faster than human capabilities.65

Municipal and county elections remain a prime target for foreign actors aiming to 
subvert and influence U.S. democratic processes. In 2016, the Russian government 
led a major cyberattack campaign on “dozens” of state and local governments.66 
In 2020, Iranian hackers probed state and local websites as part of an effort to gain 
access to voter data, and were successful at gaining access to a voter registration 
database in one state.67 While these localized attacks may not swing an entire 

national election, they can have significant impacts on local politics and also 
spread mistrust in the electoral process.

These attacks are often spearheaded by geopolitical adversaries as part of a national 
security strategy. While China is regarded as the most active cyber threat, other 
adversaries also use cyber tools to advance their interests. Iran, for example, has 
used cyber filtration in municipal water and waste systems. Experts note that, at 
this point, their efforts seemed aimed at demonstrating their access.68 Iran has also 
targeted local governments with the goal of deploying ransomware and stealing 
sensitive data, including against organizations focused on or based in Israel.69 
Russia has used cyber disruptions as a foreign policy lever, and has activated SVR 
cyber units, such as Nobelium (also known as Cozy Bear) to conduct cyberattacks 
against the U.S. and Europe as a core aspect of its Ukraine invasion efforts. 
While these efforts predominately targeted logistics and IT companies involved 
in aid delivery,70 they illustrate the broader risk to critical infrastructure in 
municipalities. Many countries, including North Korea, are maturing their cyber 
capabilities and may adapt their targeting strategies based on the perceived success 
of attacks by other nations. As a result, local governments should anticipate an 
evolving landscape of persistent and increasingly sophisticated cyber threats.

A former senior official at the National Security Council’s Cybersecurity Office 
claimed that “localized attacks are not one-off instances” but are instead part of a 
broader effort to “systematically determine our [the United States] vulnerability.”71 

Many of the individual ransomware attacks and backdoor attempts targeting 
municipal governments and civilian infrastructure across the country should 
be understood as a more comprehensive effort to test approaches and identify 
weak links in U.S. cybersecurity. At the aggregate level, the scale and frequency 
of these incidents indicate that the country is already amidst a crisis.72 Former FBI 
Director Christopher Wray reinforced this point by observing that cybersecurity 
attacks from China in particular are “not focused just on political and military 
targets” but that “low blows against civilians are part of China’s plan.”73

https://www.cbsnews.com/chicago/news/vallas-campaign-deepfake-video/
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Coordination Mechanisms and Governance 
Challenges

The threat of cyberattacks against municipal governments has gained attention 
over the past five years, yet federal support has not been proportional to the 
issue. During the high-profile attacks against election infrastructure in 2016, state 
and local officials claimed that they had not received warnings from the federal 
government that they had been targeted.74 In 2019, a nationwide survey found 
that municipalities were “under frequent, if not constant, attack” and showed poor 
cybersecurity practices in the aggregate.75 That same year, the Senate Permanent 
Subcommittee on Investigations found that “[Federal]” Agencies currently fail to 
comply with basic cybersecurity standards.”76 

Federal support for local cyber defense made great strides under the first Trump 
and Biden administrations. In 2018, Congress established the Cybersecurity and 
Infrastructure Security Agency (CISA), and CISA’s first Director noted in 2021 
that “state and local governments simply cannot protect themselves... We have 
to make that generational leap in technology, and the federal government has to 
help here.”77 In 2021, the Bipartisan Infrastructure Law established the State and 
Local Cybersecurity Grant Program (SLCGP), which aimed to provide $1 billion 
over four years, with an 80% pass-through requirement to local governments. The 
Secretary-Treasurer for the National Association of Chief Information Officers 
noted that, in addition to supporting concrete IT projects, this program catalyzed 
a narrative shift, where municipalities felt emboldened to report incidents to the 
state with less fear of punitive action.78 In 2024, the OMB updated its Uniform 
Guidance policy to permit federal funds to be used for data costs including 
cybersecurity.79

The second Trump administration restructured funding opportunities in response 
to political priorities. In March 2025, CISA cut more than $10 million in funding 
to two cybersecurity intelligence-sharing programs that supported state and 
local governments: The Multi-State Information Sharing and Analysis Center 
(MS-ISAC) and the Election Infrastructure Information Sharing and Analysis 
Center (EI-ISAC), both managed by the Center for Internet Security, a non-profit 
supporting 18,000 state and local government members. 80 EI-ISAC was launched 
after high-profile threats of Russian election interference. Notably, both MS-ISAC 
and EI-ISAC were intentionally structured outside direct federal control to address 

civil-liberties concerns while sharing largely unclassified but operationally valuable 
cyber threat information. In the final year of the SLCGP, DHS barred grantees 
from using funds for any costs associated with the Center for Internet Security, 
effectively defunding both initiatives.81 The SLCGP is set to expire at the end of 
January 2026, and the Trump administration has cut staff at the federal agencies 
managing the program.

The reduction in federal support has further strained municipal capacity to defend 
against increasingly sophisticated threats. According to a Republican secretary of 
state, “Withdrawing CISA’s support for local election officials will make elections 
less secure.”82  Over half of the Center for Internet Security’s funding was cut by 
the Department of Government Efficiency (DOGE).83 When asked about potential 
future CISA cuts in 2024, Former United States Director of the Cybersecurity and 
Infrastructure Security Agency Jen Easterly said, “It would have a catastrophic 
impact on our ability to protect and defend the critical infrastructure that 
Americans rely on every hour of every day.”84

The U.S. Conference of Mayors has attempted to partially fill this policy gap, 
yet their own efforts are currently constrained by a lack of federal resources. In 
2019, the Conference adopted a resolution opposing payments after ransomware 
attacks based on the argument that payments incentivize further attacks.85 The 
current President of the Conference, Mayor Ginther of Columbus, Ohio, has 
made cybersecurity a top priority, with a focus on returning federal funding. 
The Conference joined other local government associations in sending a letter to 
congressional leaders in September 2025 asking to reauthorize the SLCGP.86 
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U.S.-China

Threat Assessment

The People’s Republic of China (PRC) has actively encouraged subnational 
relationships with the United States since the early 21st century, and these 
relationships have become increasingly weaponized and scrutinized in the past 
eight years amidst heightened U.S.-China geopolitical tensions.87 Federal reports 
find that the PRC seeks to increase subnational engagement and posits that the 
“scope and scale of PRC influence, recruitment, and elicitation efforts may increase 
as these engagements grow.”88 The U.S. Intelligence Community has estimated that 
Beijing’s strategy stems from a belief that “local officials are more pliable than their 
federal counterparts.”89 Today, the PRC subnational strategy is largely directed at 
controlling pro- Chinese Communist Party (CCP) cultural narratives, collecting 
intelligence, advancing pro-CCP local policies by supporting political candidates, 
and seeking crucial footholds in the U.S. economy as points of leverage. 

The international security threat posed by China is broad, and the challenge 
faced by mayors involves multiple dimensions that require varied strategies. 
PRC operations encompass intelligence threats, Chinese ownership of property, 
involvement by Chinese companies in ports, cyber threats, economic espionage, 
monitoring of Taiwan-related interests, and cultural initiatives aimed at expanding 
soft power.

The different political structures of the U.S. and the PRC help explain the potential 
for asymmetric subnational relationships. The PRC treats subnational diplomacy 
as an extension of national foreign policy and closely monitors international 
engagement of local officials through party-state institutions such as the United 
Front and Chinese People’s Association for Friendship with Foreign Countries 
(CPAFFC).90 By contrast, the United States’ decentralized and historically open 
approach to city and state diplomacy has enabled deep, decades-old relationships 
supported by numerous local stakeholders, including universities and volunteer 
associations. In the U.S., international engagement outside of formal treaties is 
determined by local officials, who have the autonomy to visit and host Chinese 
counterparts without a standardized national protocol. 

At present, these systematic differences have resulted in lopsided administrative 
and staffing capacity for subnational diplomacy. All major Chinese cities have a 
Foreign Affairs Office, and the ratio of Chinese to U.S. international relations staff 
in municipal offices can reach 100 to 1.91 As Mareike Ohlberg, senior fellow at the 
German Marshall Fund, has observed, “There’s been quite a mismatch in terms of 
resources on the PRC side vs U.S. side.”92 

President Xi Jinping has prioritized the advancement of the United Front Work 
Department (UFWD) which he describes as a “magic weapon” for the success 
and rejuvenation of the CCP.93 UFWD is a CCP central government organ which 
monitors adherence to CCP values and interests across provincial and local party 
committees, as well as academic institutions and companies in China. The UWFD 
also manages the “united front” – an “amorphous network” of CCP officials and 
U.S.-based grassroots organizations with a collection of tactics aiming to promote 
China’s influence and extend their domestic mandate abroad.94 Historically, 
much of this work has promoted cultural exchanges between students and local 
government leaders. For example, the United States Heartland China Association 
organized a delegation of six mayors to China in 2023,95 while the China 
Education Association for International Exchange sponsors high school exchanges.

The united front can also mobilize diaspora groups in U.S. cities for more 
subversive aims, including co-opting and neutralizing any threats of an 
autonomous Chinese civil society and blocking anti-CCP initiatives in the United 
States. These groups typically host cultural events and business networking 
functions which can also be a “smokescreen for political espionage.”96 For 
example, when President Xi Jinping came to California, United Front mobilized 
Chinese Americans to block Tibetan demonstrators who planned to protest.97 

The united front’s mobilization efforts have increasingly focused on achieving 
political wins. Associated civic organizations work to cultivate preferred 
candidates in Asian American districts, starting at local levels of government.98 
Their campaigning has supported the election of at least three Democratic 
and Republican local politicians in South Brooklyn over the past three years, 
and groups have also used opposition efforts to target Taiwanese American 
politicians.99 Growing awareness of the united front’s political leverage has also 
spawned xenophobic and anti-Asian discrimination, where accusations of being 
CCP plants have become a campaign tactic.100 
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The targeting of Taiwanese American candidates is part of a broader anti-Taiwan 
battle playing out across one of the most quintessential “soft power” policies: sister 
city agreements. These agreements, popularized beginning in the 1950s, typically 
focus on cultural exchanges and public events, with some evolving to focus on 
economic and diaspora ties.101 CPAFFC is responsible for overseeing all sister 
relationships and often require agreements to refer to the One China Principle.102 
U.S. cities are under no such directives. According to a former State Department 
official, this information asymmetry has come back to haunt U.S. city officials who 
receive angry letters or phone calls from Chinese consulates and officials following 
perceived engagement with Taiwan.103 In 2020, two U.S. Senators claimed that 
“Sister-city partnerships may leave American communities vulnerable to Chinese 
espionage and economic coercion.”104

The CCP’s cultural and political priorities are intertwined with efforts to boost 
China’s economic competitiveness through enhanced trading relationships and 
access to critical economic intelligence. DHS refers to their approach as a form of 
“economic espionage” where CCP officials work to form subnational economic 
agreements, sometimes framed within sister-city agreements or Memoranda of 
Understanding (MOUs), to facilitate increased trade partnerships. Foreign Direct 
Investment, a key priority for U.S. mayors, can be exploited to gain access to 
critical infrastructure and sensitive technology105 or threatened to be withdrawn if 
the U.S. city acts unfavorably.106 

A common challenge for U.S. officials engaging with Chinese counterparts is a lack 
of clarity regarding long-term motives and short-term expectations of agreements, 
as well as the potential for malign intentions of Chinese actions. Chinese officials 
typically require MOU agreements to state “in accordance with the principles on 
the establishment of diplomatic relations between the United States of America 
and the People’s Republic of China.”107 While potentially innocuous, this line is 
in reference to the One China principle and can be used to justify any pushback 
against future U.S. subnational engagement with Taiwan. The Subnational 
Diplomacy Unit at the Department of State observed that CCP frequently has 
a transactional approach to subnational relationships and will enter into panda 
exchanges or sister city agreements as a tool of leverage, and the desired outcome 
isn’t always clear for local U.S. officials.108

Coordination Mechanisms and Governance 
Challenges

Senior intelligence officials across multiple administrations have acknowledged 
that the PRC seeks to exploit subnational relationships to advance its geopolitical 
interests, though federal policy responses have diverged in how to manage this 
risk. The first Trump administration (2017 – 2021), urged greater caution in 
subnational engagement and focused on increasing federal oversight of PRC 
diplomatic outreach. Former Secretary of State Mike Pompeo told governors that 
“competition with China is not just a federal issue,” arguing that “the cumulative 
effect [of Chinese competition at the local level] is of enormous national 
importance and international significance.”109 During this period, Pompeo made 
a series of speeches around the country warning of subnational engagement with 
China, and the State Department imposed policies requiring Chinese diplomats 
to provide advance notification and prior approval, in some cases, ahead of official 
meetings with state and local officials. 

The Biden administration (2021-2025) maintained concern about PRC influence 
while shifting toward a facilitative, risk-management approach. A 2022 report 
from the National Counterintelligence and Security Center articulated a nuanced 
view that PRC influence operations can be “deceptive and coercive” while also 
acknowledging that, for many U.S. state and local communities, “engaging 
with counterparts in China may be necessary or even vital.”110 Rather than 
discouraging subnational engagement outright, the State Department’s Unit for 
Subnational Diplomacy supported city officials by offering briefings from China 
House experts and facilitating pre-meeting coordination with agencies such as 
the Treasury Department or U.S. Trade Representative.111 Participation in these 
efforts remained voluntary, as senior officials acknowledged that exports to China 
and diaspora-driven sister cities, amongst other issues, were very important to 
local communities.112 A senior State Department official noted that the weekly 
questions from local officials were just “the tip of the iceberg” and were likely to 
increase as China “doubles down.”113 

Under the second Trump administration, federal policy has continued to 
emphasize heightened scrutiny of PRC outreach, while many Republican 
members of Congress have publicly and privately pressured city leaders to 
curtail relationships with China. For example, House Republicans introduced 

https://www.dni.gov/files/NCSC/documents/SafeguardingOurFuture/PRC_Subnational_Influence-06-July-2022.pdf
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the Washington Sister Cities Act to prohibit the District of Columbia from 
maintaining sister-city ties with cities in China, and Republican members of 
the China Select Committee sent letters to U.S. mayors detailing their concerns 
over diplomatic relationships with Beijing.114 Given these strong anti-China 
sentiments, experts in U.S.-China subnational relations expect that city officials 
will be very reluctant to share any information about requested meetings or 
partnerships from Chinese officials that could be in their community’s interests. 
Sharing information could make them susceptible to retribution from federal 
politicians such as Representative Jim Banks (R-IN), who publicly lambasted the 
mayor of Carmel for traveling to China and signing a sister city agreement.115 The 
result will likely be increased Chinese solicitation alongside decreased support and 
oversight from the federal government.

The juxtaposition of geopolitical tensions between the U.S. and China 
alongside political tensions between the U.S. executive branch and municipal 
governments creates vulnerability in U.S. international security. The National 
Counterintelligence and Security Center’s 2022 report called on local leaders to 
“maintain enduring connectivity with U.S. authorities,” yet these communication 
channels are being eroded by politicized federal actions. U.S.-China experts 
Kyle Jaros and Sara Newland find that this situation creates a risk that the PRC 
will “seek to exploit strains between cities and the federal government to gain 
diplomatic leverage” by establishing in-roads with local governments isolated from 
federal support.116 

The lack of coordination hinders U.S. mayors from accessing information 
necessary to engage in symmetric relationships. Mayoral offices typically lack the 
intelligence and resources to draw the line between transparent and nefarious 
engagement. Federal agencies have the ability to provide this information: FBI field 
offices can provide data on local organizations with suspected ties to the united 
front and CCP, the USTR can review proposed language for trade-focused MOUs, 
and the State Department can brief local officials on security risks and country 
trends ahead of foreign trips.

The lack of coordination additionally prevents the federal government from 
understanding a key foreign policy strategy of a foreign country. Additionally, 
regular communication with local officials can help the FBI identify trends with 

immense national security implications, such as the types of dominant industries 
in cities being solicited by China or requested priorities for MOUs. 

Reciprocal and transparent city-to-city communication channels are valuable 
tools for many U.S. mayors, especially as national-level U.S.-China relations 
remain tense and unpredictable. The Berkeley-China Climate Subnational 
program is a prime example, as it enables cooperation on issues such as 
greenhouse gas and air pollution reduction and clean energy development 
between major urban emitters, including Beijing, Chongqing, Hong Kong, 
Suzhou in China and Los Angeles and San Francisco in the United States—cities 
whose climate policies have outsized global impact. Nearly two months into the 
reciprocal tariff escalation between the U.S. and China, leaders from the Port 
of Long Beach, the Port of Los Angeles, and the Port of Shanghai convened to 
continue progress on the two-year Green Shipping Corridor agreement with the 
goal of zero lifecycle carbon container ships on the corridor by 2030.117

For mayors whose cities have significant Chinese diaspora communities, 
longstanding cultural partnerships with Chinese cities, or economic interests 
tied to Chinese markets, severing ties is neither feasible nor desirable, even amid 
ongoing tariffs and trade restrictions. 

To sustain the advantages of international partnerships while avoiding security 
risks, U.S. mayors should be equipped with federal guidance and consistent 
support mechanisms. China’s strategic emphasis on empowering local 
governments to advance its foreign policy objectives underscores a gap in the U.S. 
approach. The United States would benefit from a more nuanced and pragmatic 
approach to Chinese engagement that facilitates practical, community-to-
community relationships led by local government leaders, while also managing 
broad, strategic considerations at the national level. 

https://www.dni.gov/files/NCSC/documents/SafeguardingOurFuture/PRC_Subnational_Influence-06-July-2022.pdf
https://www.dni.gov/files/NCSC/documents/SafeguardingOurFuture/PRC_Subnational_Influence-06-July-2022.pdf


Belfer Center for Science and International Affairs | Harvard Kennedy School Belfer Center for Science and International Affairs | Harvard Kennedy School

29 30

The Municipal Security Gap: The Emerging Role of U.S. Mayors in an Era of Transnational Threats The Municipal Security Gap: The Emerging Role of U.S. Mayors in an Era of Transnational Threats 

Cross-Cutting Case Studies
The following section examines the interplay between these issues in practice by 
exploring the approach of four cities between 2015-2025. 

New York City 

As a city constantly in the global spotlight, New York City has spearheaded an 
international security approach that, while coordinated among actors, remains 
fragmented across specific issues. 

The city stands out for leadership in cybersecurity: the industry-leading NYC 
Cyber Command was created in 2017 with the goal of being “the most cyber 
resilient city in the world” and has been referred to as the “gold standard for a city 
approach” by the Global Cyber Alliance.118 The city’s proactive stance is enabled by 
robust state policies that prioritize cyber hygiene. In 2022, Governor Kathy Hochul 
announced a Joint Security Operations Center that enables real-time intelligence 
sharing and collaboration between local, state, and federal cyber defenders. In 
June 2025, Governor Kathy Hochul signed legislation aimed at “enhancing the 
cybersecurity and resilience of state and local government networks across New 
York” with policy measures including mandatory reporting of cyber incidents 
within 72 hours and annual cybersecurity training.119 These policies contribute to 
an ecosystem in which “[what] New York, with the federal government, with the 
New York Field Office of the FBI, really pioneered after 9/11 is that we’re all on the 
same team.”

New York City not only stands out for its approach to cybersecurity, but also in its 
approach to drug trafficking and TCOs. The New York Police Department (NYPD) 
leads enforcement against drug trafficking networks and collaborates with federal 
and statewide task forces, while the Office of the Special Narcotics Prosecutor 
(SNP) is a unique, independent agency that coordinates high-profile prosecutions 
involving national and international organizations. SNP, the only agency of its kind 
in the United States, was established in response to the city’s role as a destination 
of international narcotics and is equipped to proactively investigate TCOs using 
international legal frameworks. Federal and state agencies, including DEA and 
HSI, can bring cases to SNP. While the NYC mayor has an Office of Criminal 

Justice to provide policy-level support, operational coordination with federal 
agencies is primarily led by liaisons within SNP and NYPD.

While intergovernmental cooperation has been managed in a structured manner 
largely independent from the city government, recent moves to bring greater 
federal oversight have sparked controversy. In April 2025, Mayor Eric Adams 
allowed ICE to open an office at Rikers jail due to the presence of “violent 
transnational gangs and criminal enterprises... that have been designated by federal 
authorities as foreign terrorist organizations.”120 The City Council subsequently 
sued to block Mayor Adams’ executive order, arguing it blocked the city’s 2014 
sanctuary restrictions on ICE at Rikers and was tainted by an apparent quid pro 
quo deal with the Trump Administration tied to his own legal challenges. The City 
Council argued that ICE was banned from Rikers since 2014 under sanctuary laws 
that are still in effect, and in September 2025 the New York State Supreme Court 
declared the executive order null and void.121

While NYC has developed a structured approach to cybersecurity and 
transnational gang enforcement, several high-profile investigations involving 
suspected agents of the PRC both within and outside of local government offices 
have raised alarm about the scope and methods of foreign influence efforts. Linda 
Sun, the Former Deputy Chief of Staff to Governor Kathy Hochul, was accused of 
acting as an undisclosed agent of the PRC in 2024, including allegedly blocking 
Taiwanese representatives from meeting with the governor. Sun’s federal trial ended 
in a mistrial due to a hung jury, and prosecutors have indicated their intent to retry 
the case. Separately, Mayor Eric Adams’ former advisor and fundraiser, Winnie 
Greco, has been under FBI investigation since 2024 for suspected conspiracy 
charges, but has not been publicly charged as of 2026.122

In separate cases outside of local government, Manhattan resident Chen Jinping, a 
U.S. citizen, pleaded guilty in December 2024 to conspiring to act as an agent of the 
PRC and operating an undeclared “overseas police station” in Lower Manhattan for 
China’s Ministry of Public Security. DOJ officials characterized the operation as a “a 
clear affront to American sovereignty and danger to our community.”123 Separately, 
Yuanjun Tang, a naturalized U.S. citizen and former dissident based in Queens, 
pleaded guilty in September 2025 to conspiring to act as an unregistered agent of 
the PRC by gathering information on U.S.-based Chinese pro-democracy activists 
and reporting it to the PRC’s Ministry of State Security.124
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Houston

As a major hub for critical infrastructure, including the Port of Houston and two 
major airports, Houston is a prominent target for cyberattacks. These risks have 
prompted a comprehensive response. Oversight is primarily provided by the 
Houston Police Department, which leads investigations into cyber and financial 
crimes through task force models in partnership with the FBI and the U.S. 
Secret Service.125 Established in 2018, the Cyber & Financial Crimes Division is 
tasked with addressing offenses at the local, national, and international levels.126 
Although documented threats127 exist to Houston’s energy, aviation, and health 
care sectors, in addition to airports, the city has not publicized any news of 
international attacks. The only high-profile case in the area, a Chinese-suspected 
attack on the Port of Houston, was blocked by the Port Authority, which held 
jurisdiction over the issue.128

Like in New York, local government staffers with relevant responsibilities are 
required to conduct annual cybersecurity trainings, but the quality of the training 
varies across jurisdictions. The Texas Department of Information Resources 
certifies a pool of eligible trainings, and some municipalities opt for minimal 
options, such as a 19-minute YouTube video and self-administered test - with an 
answer key.129 Municipalities have fewer resources at their disposal to complement 
these trainings; while the nonprofit Texas Municipal League (TML) provides a 
cybersecurity clearinghouse and resources for all Texas cities, 30% of the links on 
their website were broken or went to the wrong site and 60% were from 2016 or 
earlier.130 

Houston is a critical hub for drug trafficking and TCO presence in the United 
States and therefore has substantial federal involvement in policies impacting 
the metropolitan area. The Houston High Intensity Drug Trafficking Area 
(HIDTA), which was federally designated in 1990, now covers 18 counties and 
is recognized as one of the most significant distribution and transshipment areas 
for trafficked illicit drugs entering from Mexico.131 HIDTA operations coordinate 
federal task forces and local law enforcement and, while Houston Police 
Department assigns officers to task forces and can join the executive board, the 
city government does not have influence over the operations. Unlike New York, 
where prosecution is centralized under the Special Narcotics Prosecutor, drug 
trafficking cases in Houston are handled either by the District Attorney’s Office or 

U.S. Attorney’s Office. Houston is also home to a fusion center, the Houston Police 
Department-led Houston Regional Intelligence Service Center, which has focused 
on gathering counter-terrorism criminal intelligence to identify threats.132

Houston was the setting for a major escalation in the national U.S.-China 
relationship in 2020, when the U.S. closed the Chinese consulate in Houston. The 
State Department’s accusations included use of false identification, illegal transfer 
of sensitive information, plans to recruit researchers and academics from Houston 
to Chinese institutions, and coercion of Chinese citizens in the U.S. under 
surveillance from China.133 Then-Senator Marco Rubio referred to the consulate 
as “the central node of the Communist Party’s vast network of spies and influence 
operations in the United States.”134 While the consulate is governed by national 
policies, the closure had implications for students in Houston schools, potential 
Chinese energy and petrochemicals investments, and xenophobic incidents. 
Despite this, Mayor Sylvester Turner was not notified ahead of the decision, 
putting him in a reactive position of discouraging any resulting anti-China 
sentiments and expressing hopes for continued cooperation with China on 
COVID-19 personal protective equipment.135

Des Moines 

Des Moines, while a smaller population than Houston, New York City, or San 
Francisco and lacking their globally critical infrastructure, has nevertheless faced 
substantial cybersecurity challenges. The special agent in charge of the FBI Omaha 
Field Office, which oversees operations in Nebraska and Iowa, noted in 2022 
that “The cyber threat to our businesses, farms, food processing facilities, local 
governments, and communities in Iowa is increasing exponentially”136 The most 
high-profile attack occurred against the Des Moines public school system in 2023, 
when the whole system was taken offline in a ransomware attack. 

The Iowa Cyber Resilience Initiative exemplifies the potential of academic-local 
government partnerships with federal support. In FY 2022, Iowa State University 
stepped up to lead the Iowa Cyber Resilience Initiative, funded by the DHS State 
and Local Cybersecurity Grant Program. This initiative kicked off in October 2025 
with a State Cybersecurity Conference that provided trainings for officials from 
Iowa’s counties, cities, and schools.137
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As cybersecurity risks increase nationwide, Des Moines possesses several 
attributes that could make it more vulnerable. In recent years, the city has become 
an emerging hub for data centers, including Microsoft and Meta, which could put 
their cyber responses under increased pressure. Additionally, as national support 
for election-related cybersecurity responses is rolled back, Iowa’s role as the first 
GOP caucus could make it a target for foreign interference.

Iowa’s economic conditions have historically promoted pragmatic cooperation 
between city officials and China. Iowa represents approximately 50% of U.S. 
soybean exports, and China has been the dominant importer for the past two 
decades. However, Iowa State University reports that reciprocal tariffs could 
cost the Iowa soybean industry between $191 million and $1.49 billion.138 The 
Kimberleys, who own a farm 30 minutes from Des Moines and have hosted 
Chinese delegations, epitomize the impact of these economic ties: “With China 
being the largest buyer of U.S. soybeans, we have to realize we don’t have much 
control over the political scene, but if we can work with people to help our 
industry, that is what we are going to do.”139 

During a Des Moines event in 2023 where U.S. and Chinese companies signed 
soybean purchasing agreements, the president emeritus of the World Food Prize 
Foundation encouraged the audience to “just remember these three words: Peace 
through agriculture.” This sentiment was echoed by Chinese ambassador to the 
U.S. Xie Feng, who claimed that “We strive to maintain this stable and mutually 
beneficial collaboration between China and U.S. soy as the ballast for successful 
bilateral economic and trade relations.”140 

Even deep-seated economic ties may not be capable of weathering CCP’s escalating 
tactics and U.S. anti-China sentiment. In August 2025, Congressman John 
Moolenaar, the same who brought national attention to the Gotion plant, wrote a 
fiery letter to Mayor Connie Boesen of Des Moines calling on her to end the sister 
city relationship with Shijiazhuang City and “cease all future engagements with 
CPAFFC.”141 This was provoked by a local high school gospel choir’s trip to China 
in July, sponsored by the PRC government. Congressman Moolenaar claimed to 
possess intelligence that students were required students to download WeChat, 
and he argued that “American youth groups should not be used as propaganda 
tools of the Chinese government.” The City of Des Moines later responded that 

they had no oversight of the trip in question, which was facilitated by a community 
group.142

Des Moines is primarily a consumer drug market yet has also become a secondary 
distribution hub for drugs arriving from Chicago and Mexico. Drug trafficking 
responses are typically managed through regional initiatives; Des Moines 
participates in the Midwest HIDTA network through the DEA’s Des Moines Task 
Force, which coordinates with local law enforcement on interdiction, intelligence 
sharing, and arrests. Des Moines is also home to the State of Iowa Intelligence 
Fusion Center which coordinates with statewide drug task forces. In May 2023, the 
DEA concluded the one-year “Operation Last Mile,” which arrested 29 Iowans for 
dealing fentanyl and methamphetamine in coordination with the Mexican-based 
Sinaloa and Jalisco Cartels.143 The city’s integration into this federal framework 
highlights how Des Moines’s drug policy operates through shared jurisdiction 
mechanisms, illustrating the dependence of mid-sized municipalities on federal 
task forces and the growing regionalization of responses to transnational criminal 
activity.

San Francisco

Since 2007, San Franciso has been home to the Northern California Regional 
Intelligence Center (NCRIC), a fusion center that aims to support critical 
infrastructure and cybersecurity protection through partnerships with the 
private sector. In 2021, San Fransico institutionalized the centralized Office of 
Cyber Security in the city charter. Chief Information Officer Michael Makstman 
describes this as a unique approach across large U.S. cities that aims to improve 
coordination across government offices. In 2023, Makstman described a “tsunami” 
of cybercrime, estimated at a 30% increase in cyberattacks between 2020 and 
2023.144 One of the most high-profile attacks occurred in January 2023, when the 
Vice Society ransomware group stole more than 120,000 internal law enforcement 
records from San Francisco’s Bay Area Rapid Transit (BART).145 Later that year, San 
Francisco held the first citywide cyber exercise with both traditional IT and cyber 
teams and the Department of Emergency Management.146 

During his tenure, CIO Makstman has prioritized engagement with other U.S. 
cities by serving as Co-Chair of the Coalition of City Chief Information Security 
Officers. While the coalition largely relies on informal information sharing and 
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communication, there remains a need for institutionalized agreements in times of 
emergency, and they are exploring partnership models with the National League 
of Cities and U.S. Conference of Mayors.147 

San Francisco, like Des Moines, has deep economic ties with China that provided 
a base of cooperation during both Biden and Trump administrations. However, 
the coordination with the national government has varied. Between 2023 and 
2024, city and state level officials maintained close communication with the 
Biden administration as they hosted official delegations, such as Xi Jinping’s 
visit for APEC.148 Later that year, governors of California and the Guangdong 
province and officials from five cities and four provinces of China gathered 
in nearby Berkeley to discuss subnational climate cooperation; in particular, 
the two regions signed an MOU to explore a joint agenda on carbon-market 
development and climate finance.149 However, in February 2025, an anonymous 
city government official in California noted that “The fact that we would love to 
see Chinese money coming into San Francisco is contrary to what they are doing 
in Washington right now. Washington is 4500 km away. We’re a Pacific city. The 
ties with China are incredibly important to the success of this city.”150

In 2024, Mayor London Breed made a multi-city trip to China that spotlighted 
the political complexities of U.S.-China subnational relationships. The trip aimed 
to boost tourism, notably through the request of two pandas, and was organized 
by the CPAFFC. Although Mayor Breed received a State Department briefing 
before the trip, national media concentrated on the lack of a C.I.A briefing on 
“counterintelligence threats she might face in China and how officials there 
might try to manipulate her.”151 Breed’s trip also occurred ahead of a competitive 
mayoral election, which some U.S.–China scholars argued left her politically 
vulnerable, suggesting she “ceded political leverage to Chinese government 
actors rather than approaching city diplomacy from a position of maximum 
strength.”152

San Francisco has experienced dramatic shifts in their federal collaboration 
on drug trafficking in recent years. In 2023, the mayor co-sponsored a U.S. 
Conference of Mayors resolution noting that “local efforts are currently 
outmatched by the scale of the current international, organized crime operations 
that are funneling fentanyl into our communities.”153 The resolution called on the 
federal government to expand their engagement with local law enforcement with 

a particular mention of joint investigations, which have indeed increased since 
2023. 

However, this relationship was jeopardized in October 2025, when the Trump 
Administration announced a major “surge” of National Guard and ICE agents 
to detect undocumented immigrants and “narco-terrorists.”154 This prompted 
protests and alarm from local government officials. Mayor Lurie argued that 
continued support with DEA was welcome, but “sending them [the National 
Guard] to San Francisco will do nothing to get fentanyl off the streets or make our 
city safer.”155 The CEOs of Nvidia and Salesforce then echoed the mayor’s request 
for a reduction of federal interference in a private call with President Trump. The 
combined efforts worked, and he called off the national operation on October 24. 
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Recommendations
These interlinking security challenges can be most effectively addressed by an 
integrated international security response. The following recommendations outline 
key steps that both the federal government and municipal governments can take to 
empower mayors to continue pursuing their diplomatic engagement with stronger 
frameworks for managing international security risks in place.

Recommendations for national leaders to support subnational security efforts:

1.	 Formalize Federal-Local Communication Protocols for National Security 
Threats: Offices of intergovernmental affairs at relevant federal agencies 
(including DOD, DOJ, and DHS) should establish standardized protocols 
for confidentially alerting city mayors and governors of credible, significant 
international security risks in their jurisdiction, such as suspected foreign 
espionage, cyber operations, or transnational criminal organization (TCO) 
activity. Timely notification would ensure that municipal leaders are included 
in early decision-making, equipped to coordinate with federal partners, and 
able to prepare risk communication for their communities before details 
become public. Models for such information sharing between law enforcement 
agencies already exist for certain threats via fusion centers and federal 
bulletins, but these frameworks do not consistently guarantee direct, advance 
notification to local government officials. Institutionalizing this practice would 
address the persistent gap that leaves local leaders learning about threats from 
news reports or after federal action is underway, which puts them in a reactive 
position that undermines their credibility to support their constituents and 
engage internationally.

2.	 Integrate Municipal Priorities into Local-Federal Law Enforcement 
Partnerships: Mayors, as elected officials, are accountable to their constituents 
and must balance public safety with local values and priorities. The task 
force model employed by various federal agencies prioritizes coordination 
among law enforcement agencies, often leaving mayors without a voice in 
operational decision-making. This top-down approach can risk alienating key 
communities if federal priorities diverge from local needs. To facilitate more 
sustainable agreements, federal task forces should consider creating formal 
mechanisms for municipal governments to provide input on partnership 

priorities. A more collaborative approach from policy creation may reduce 
the likelihood that local government officials feel compelled to fully accept or 
reject participation and information sharing. 

3.	 Institutionalize Municipal Government Representation in Fusion Centers: 
The National Fusion Center Association should consider prioritizing input 
from local elected officials and community organizations, in addition to law 
enforcement agencies, when collaborating with federal partners to develop 
nationwide fusion center performance metrics and update SAR indicators, 
to ensure that centers address practical national security challenges and are 
grounded in reciprocal, trust-based relationships with local stakeholders. 
When establishing new urban fusion centers, the State Homeland Security 
Advisor should ensure consistent engagement with city administration, even 
though formal approval is not required. Fusion center directors should also 
seek to gain local government representation in the Fusion Center Liaison 
program, rather than limiting it to law enforcement and related personnel. 

4.	 Publish Guideline Database for Subnational Engagement with China: A 
nonpartisan organization should publish a database including an outreach 
protocol, clear legal parameters for engagement, informational overviews of 
the party-state governance system and subnational oversight agencies, sample 
MOU templates, and “hotline” connections to relevant agencies (including 
USTR and FBI) that mayoral offices can turn to for specific questions, with 
input from the Office of the Director of National Intelligence and Department 
of State. This approach will allow mayors to engage responsibly with Chinese 
officials and balances the objective of providing federal guidance while not 
restricting U.S. mayors’ autonomy. Publishing guidelines also reduces the 
administrative burden on State Department officials to answer consistent 
questions. This recommendation builds upon recently published guidance 
for engaging with China prepared by ALLIES (Alliance for Local Leaders 
International)156 as well as recommendations from the Truman Center to 
create institutionalized platforms for knowledge-sharing among cities, and 
between cities and the federal government.157

5.	 Pilot a Federal-Local Security Fellowship: A fellowship specifically focused 
on connecting federal international security officials without embedding 
intelligence or investigative functions at the municipal level would kickstart 
risk response protocols in underprepared cities and enhance existing processes 
in more advanced cities, while also providing enduring connections between 
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local and federal government offices. This fellowship could place experienced 
federal policy professionals into temporary advisory roles, building on the 
model of previous initiatives such as the Lewis Local Diplomat and Pearson 
Fellowship, which connected foreign service officers from the U.S. Department 
of State to local governments and congressional offices. Fellows could clarify 
legal and procedural pathways and facilitate referrals to federal agencies 
when issues arise. The voluntary application process for cities could allow 
for a targeted approach, as cities with particularly active security threats 
could request support from a federal officer in a specific agency with relevant 
expertise. 

Recommendations for municipal leaders to expand security efforts:

1.	 Convene a Municipal National Security Commission: A standing 
commission made up of representatives from offices of international affairs 
or trade, public safety and emergency management, and cybersecurity can 
enhance horizontal cooperation across city agencies. The commission can also 
improve vertical coordination by serving as the primary body liaising with 
state and federal security agencies. This commission could be responsible for 
tracking and maintaining communication with international and domestic 
partners to ensure greater continuity between shifting administrations, as well 
as engaging with diaspora communities. This commission will strengthen 
the work of its component offices by ensuring the consideration of security 
implications of economic, cultural, and technological policies. The initial task 
of the commission can be developing a municipal national security framework 
with guidelines for responding to risks that draws from established national 
guidelines but is tailored to address the unique attributes and needs of the city.

2.	 Establish National Security Task Force within the U.S. Conference of 
Mayors (USCM): As a mayor-led, third-party organization, the USCM is an 
excellent platform for developing security and risk analysis solutions that can 
be scaled across cities. The Conference could use their agenda-setting power 
to demonstrate the urgency of creating city plans to address cybersecurity, 
drug trafficking, and adversarial foreign interference at a local level, while 
also using their network to invite speakers for targeted briefings. This Task 
Force could identify priorities such as creating a transparent and permanent 
registry of all new U.S.-China agreements that would allow mayors to 
watch for emerging trends in Chinese engagement and examine strategies 

for reciprocal relationships that have brought shared benefits. Since USCM 
task forces develop Conference policy positions, a new task force could 
synthesize nationwide subnational threats into more coherent and actionable 
recommendations for local and federal government responses.

3.	 Create Repository for Non-Sensitive Municipal Cybersecurity Code: Given 
inconsistencies in federal funding, U.S. cities should jointly lower the costs and 
strengthen the effectiveness of cyber defenses by developing secure repository 
platforms dedicated to the sharing of non-sensitive, non-operational code, 
infrastructure automation templates, and general cyber hygiene best practices. 
While MS-ISAC provides state and local governments with indicators of 
compromise and detection signatures, this proposed repository focuses on 
sharing preventative infrastructure and practices. As modeled by NYC Cyber 
Command, municipalities across the country can build security infrastructure 
using open-source tools and infrastructure as code frameworks.

4.	 Build Community Advisory Councils: City governments can benefit 
from the national security expertise of local universities, the risk analysis 
capacities of private companies, and the intercultural knowledge of diaspora 
communities.158 An advisory council made up of community experts on 
different security issue areas could be consulted in the development of security 
protocols and ahead of key decisions, such as a trade-focused MOU with 
Taiwan, an all-expenses paid class trip to Shanghai, or major TCO arrests in a 
neighboring town. These councils should seek to achieve diverse perspectives 
within all sectors to ensure that no single perspective or cultural background is 
monopolizing policy. 

5.	 Institutionalize a Whole-of-State Approach to Cybersecurity: City 
governments should collaborate with their state government through 
cybersecurity planning committees, as required by the SLCGP, with equal 
participation from state, local, and business community leaders. This standing 
cooperation is essential for navigating emerging challenges in cybersecurity, 
such as AI. Because private companies are frequently targeted, there must be 
clear communication pathways to local officials. Coordinated efforts should 
include comprehensive risk assessments and targeted resources, such as free 
annual cybersecurity training, provided in high-risk areas. These committees 
should ground their activities in a municipal cyber assessment.
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Conclusion
All three of these challenges have been traditionally conceived solely within the 
purview of the national government, yet current threat assessments reveal the 
limitations of this approach. Mayors are aware of these challenges and are taking 
proactive, often coordinated, steps to address them without consistent federal 
support. Yet, this should be a priority at the national level, as well. Subnational 
security policies should be a core component of every city’s international 
playbook, while municipal engagement should be prioritized in every national 
government threat assessment and security strategy. 

Each security issue provides a greater test for U.S. federalism. The city-state-
federal model has the potential to provide mayors with informed agility to conduct 
international relationships that benefit their communities while remaining alert 
to potential risks. However, the model is falling short. While federal agencies are 
directing ample resources and attention towards addressing drug trafficking and 
TCOs in cities, mayors typically lack political agency in the process and are raising 
concerns that federal focus on immigration enforcement is actually undermining 
these investigations. The circumstances reverse when it comes to cybersecurity 
policy, as mayors have been able to innovate and drive their own solutions yet lack 
resources to implement widespread security overhauls. Finally, the issue of PRC 
engagement shows the detriments of inconsistent federal policy, as mayors are 
disincentivized to seek federal support and coordination that would be beneficial 
for all levels of government.

The fusion center model illustrates the status quo approach to local-federal 
intelligence sharing, where federal agencies direct a flow of sanitized intelligence to 
local law enforcement, which in turn reports on designated threat indicators. Yet 
the police officers and detectives primarily engaged with federal law enforcement 
are rarely the officials responsible for approving foreign-owned factories or 
authorizing partnerships with private sector firms to implement advanced 
cybersecurity programs.

While mayors of large cities have addressed aspects of these issues for decades, the 
growing interdependence among them now requires a more integrated response. 
The 2024 and 2025 Intelligence Community Threat Assessment reports list China 
as one of the most active cyber threats to the U.S. government. In particular, China 
is developing targeted disinformation campaigns using AI. China has also been 
the primary source of illegal fentanyl since 2013 and only placed it on the list of 
controlled substances in 2019. 

These challenges have common roots in foreign policy conflicts, and the U.S.-
China standoff demonstrates how geopolitics is increasingly being played out at 
the local level. For foreign adversaries, targeting a large U.S. city’s infrastructure or 
influencing local elections may be a strategic approach to gain influence without 
necessarily evoking a federal level response.

These issues can no longer be addressed in silos; the IT manager analyzing 
weaknesses in the energy grid should be talking to the international trade advisor 
working on a new U.S.-China MOU on trade, as well as the local police chief on 
the sourcing of key chemicals in new drugs. Assembling a comprehensive view and 
strategy of geopolitical risk and defense is an essential step in protecting mayors of 
large cities who are already active internationally. While the resources dedicated to 
this issue may be less for smaller and less internationally engaged cities, the cases 
in Gotion and Des Moines reveal the risks of not adopting a defense-oriented 
approach. 

The balance of diplomacy, defense, and homeland security is taken as a given at 
the national level. It’s time for city leaders - supported by federal guidance and 
sustained resources - to adopt a similarly integrated approach to build intentional 
and strategic international partnerships.
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Appendix 1: Interview Table

# Interview Date Expert Affiliation

1 April 2025 White House, Cybersecurity (former)

2 March 2025 U.S. Department of State, Subnational Diplomacy Unit 
(former)

3 March 2025 Centre for Public Impact

4 February 2025 University of Melbourne 

5 February 2025 University of Notre Dame

6 February 2025 Smith College

7 March 2025 U.S. Department of Defense, Office of 
Intergovernmental Affairs (former)

8 April 2025 U.S. Department of State, Western Hemisphere 
Affairs; U.S. Department of Defense, Homeland 
Defense and Hemispheric Affairs (former)

9 April 2025 Universidad Iberoamericana Ciudad de México

10 April 2025 Atlantic Council

11 May 2025 U.S. Department of Customs and Border Protection, 
Office of Intergovernmental Affairs

12 May 2025 Carnegie California; U.S. Department of State (former)

13 September 2025 U.S. Defense Intelligence Agency 

14 November 2025 Geopolitical risk advisory firm; U.S. intelligence 
community (former)

15 November 2025 Alliance for Global Security

16 November 2025 National Fusion Center Association 
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