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across the European theater, a recent Air Force Academy graduate, and a policy 
researcher with experience at the Belfer Center for Science and International 
Affairs. It was completed within the International and Global Affairs (IGA) policy 
area of concentration of the MPP program.

The report is written for decision-makers from the brigade command level up to 
Pentagon leadership, using the 173rd as a case study to identify systemic problems 
and generalizable, Army-wide recommendations.

This paper reflects the views of the authors and should not be viewed as 
representing the views of the Harvard Kennedy School, The Belfer Center, the 
Department of War, Harvard University, or any of its faculty. Any omissions, 
errors, or factual inaccuracies are the authors’ alone.

PAE Advisor: Lt. Col. Nick DuPre, USAF & HKS National Security Fellow.

IGA Seminar Leaders: Professors Matthew Bunn and Juliette Kayyem.

Disclosure: This research was started in the fall of 2025, prior to the current 
tensions between the Department of War (DoW) and Harvard University. Since 
the announcement of the Department’s policies regarding select universities, the 
research team has operated independently.

The findings and recommendations reflect our analysis of systematic challenges 
facing any brigade attempting to integrate and deploy sUAS technology and are 
not contingent on any formal institutional relationship.
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View (FPV) drone at Pabradė Training Area, Lithuania, during a joint forcible entry operation as part of Swift 
Response 2025, May 18, 2025. (Sgt. Jose Lora VIRIN: 250518-A-NE301-8567 via www.dvidshub.net)
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Executive Summary

In February 2022, five days before the Army deployed the author’s company as the 
European Contingency Response Force in response to the Russian buildup ahead 
of the invasion of Ukraine, paratroopers conducted a final test flight of the RQ-11 
Raven.* The Raven was not a sophisticated platform; flying it sometimes felt like 
playing a legacy video game. But it was reliable for at least 30 minutes of flight time 
and a few kilometers of range, with a clear feed.

Today, after billions of dollars of Pentagon investment and three years of 
watching small drones reshape the front-lines in Ukraine, if called upon again, 
“Sky Soldiers” of the 173rd Airborne Brigade would deploy to war with worse 
equipment than it  had in 2022.1 The Skydio X10D,† which replaced the Raven, 
advertises superior range and capability. In practice, operators at the 173rd 
Airborne Brigade reported losing connection at less than 2 kilometers, controllers 
that take ten minutes to boot up, and supply shipments arriving with incompatible 
batteries. When operators are asked whether anyone has ever solicited their 
feedback on these systems, they answer: “No.”2

This report’s central question is why. 

*	 The RQ-11 is an unmanned aerial system (UAS).

†	 See Appendix C: sUAS Market Overview, Category 1, for details on this sUAS platform.

February 1, 2022  February 6, 2022
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Informed by over 35 hours of interviews spanning PFC* drone operators to 
Defense Innovation Unit program managers, field research conducted at the 173rd 
Airborne Brigade in Vicenza, Italy, and consultation with stakeholders across 
the U.S. Army, USAREUR-AF,† NATO, and the defense technology industry, this 
report hopes to offer an answer:

The Army is applying a scaling strategy to a problem that first requires 
iteration to develop the best technology, and the scaling strategy is actively 
destroying the conditions needed for iteration.

The Army’s procurement, approval, and fielding systems are designed to acquire 
finished, established products at scale. For small unmanned aerial systems (sUAS), 
this procurement system has produced platforms like AeroVironment’s Raven and 
Puma: mature, program-of-record systems procured through traditional channels 
over the years. This model helped produce the world’s most capable conventional 
military. However, the novel sUAS platforms the Army is now trying to adopt 
require iterative development with end users. To institutionalize sUAS innovation, 
the Army must be willing to solve undefined problems with unproven solutions. 
We assess that this mismatch between the current procurement process optimized 
for scaling and the iterative, user-driven development these platforms demand is 
both a systems failure and a culture failure.

Our diagnosis of the 173rd Airborne Brigade identifies six interrelated issues 
that prevent the 173rd and larger Army from achieving what this report terms 
“product-market fit”‡ for sUAS at the tactical unit level:§

•	 Broken Feedback Loops. The system asks for the wrong feedback, seeking 
solution specifications rather than problem statements. Operators have no 
structured channel to industry. Input is diluted up the chain, corrupted by 
intermediaries, and undermined by small sample sizes. The Army has no 
equivalent to the platforms and processes that enable Ukraine’s 2-4 week 
innovation cycles.

•	 Integration, Training, and Tactical Employment Gap. The Army treats 
drones as individual weapons, even though the battlefield has demonstrated 

*	 Private First Class: a junior enlisted rank.

†	 United States Army Europe and Africa Command: See glossary for more information.

‡	 The report defines “product-market-fit” for sUAS selling to Army units as meeting three criteria: sufficient performance in 
tactical conditions, unit economics that enable mass, and integration into communications & maneuver.

§	 The tactical level encompasses all echelons below the brigade level.
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they are crew-served, and the institutional training pipeline produces pilots, 
not crews. Commanders lack practical employment understanding. No 
doctrine yet exists for how an infantry unit fights with drones.3

•	 Absence of Interoperability Standards. The government has not 
operationalized standards for batteries, radios, data formats, or flight 
controllers, despite having written many of the relevant frameworks (MOSA, 
RAS Architecture, DoDI 8330.01).* The result is incompatible supply chains, 
redundant approvals, vendor lock-in, and industry independently converging 
on suboptimal technical solutions.

•	 Approval Architecture and Risk Aversion. Overlapping echelons default to 
“no.” Approvals consume an estimated 60% of the timeline from procurement 
decision to operational deployment. Proven capabilities sit unfielded while 
authorities designed to enable rapid acquisition go unused.

•	 Contracting and Legal Capacity Gap at Brigade. Units lack the contracting 
officers, agreements officers, and legal counsel needed to execute procurement 
at speed, even when authority and funding exist. The inability to provide 
sustained demand signals threatens the survival of the domestic drone 
industrial base.

•	 European Theater Multiplier. Every domestic friction point is compounded 
by host-nation approval processes, spectrum restrictions, and testing 
prohibitions, which can add 9 or more months per system. Emerging efforts at 
the USAREUR-AF and NATO level (e.g., G-TEAD, Task Force X, DIANA)† are 
attempting to build parallel pathways but have not yet achieved the speed the 
operational environment demands.

To address these failures, we outline a two-part guiding policy:

First, the Army must achieve product-market fit before attempting to scale. 
Product-market fit for sUAS has three components: sufficient performance 
in tactical conditions, unit economics that enable mass, and integration into 
communications and maneuver. The Army’s current posture inverts this sequence, 
privileging firms that can produce at volume over firms that have built something 

*	 Modular Open Systems Approach (MOSA), Robotics and Autonomous Systems (RAS-A), DoD Instruction 8330.0, 
Interoperability of Information Technology, Including National Security Systems (DoDI 8330.01). See glossary for more 
information.

†	 U.S. Army Europe and Africa (USAREUR-AF), Global Tactical Edge Acquisition Directorate (G-TEAD); Defence Innovation 
Accelerator for the North Atlantic (DIANA). See glossary for more information.
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that works. Policy should help validated products scale, not classify a product as 
validated because its manufacturer can produce in quantity.

Second, the government must operationalize interoperability standards and 
validate them in phases. Units should define operational problems, not prescribe 
solutions. Existing standards frameworks should be institutionalized and enforced. 
A phased validation model, similar to clinical trials in pharmaceuticals, should 
structure the pathway from problem statement to fielded capability. Elements of 
this model already exist in the DIU’s Project GI program,* in NATO’s DIANA, 
and in USAREUR-AF’s G-TEAD procurement accelerator. What is missing is the 
institutional commitment to link them into a coherent pathway.

Recommendations are tiered by echelon: actions within the brigade 
commander’s authority that can begin immediately, and actions requiring 
advocacy at higher echelons.

*	 See glossary for more information.

U.S. Army paratroopers assigned to the 173rd Airborne Brigade assemble first-person view (FPV) drones at the 
brigade’s drone lab on Caserma Del Din, Sept. 18, 2025, in Vicenza, Italy. The drones will be employed during 
upcoming tactical exercises to enhance training and readiness. (Sgt. Jose Lora VIRIN: 250918-A-NE301-2189 via 
www.dvidshub.net)
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Introduction
The war in Ukraine has made visible what defense technologists have long argued: 
low-cost, commercially derived unmanned systems are reshaping the character 
of warfare.4 First-person-view (FPV)* drones costing hundreds of dollars are 
destroying armored vehicles worth millions.5 Reconnaissance drones the size of a 
laptop are providing real-time intelligence to small-unit leaders. Entire formations 
are organized around drone-enabled kill chains that compress the time from 
sensor to shooter to minutes or seconds.

The U.S. Army is not there. Not even close.

This is not for lack of effort. The Defense Innovation Unit (DIU)† stood up in 2015, 
followed by the Blue UAS‡ Cleared List in 2020: an attempt to create a vetted pool 
of trusted sUAS vendors.6 These efforts exposed new acquisition gaps, prompting 
a larger response: the 2025 Army Transformation Initiative, along with the 
Secretary of War’s “Drone Dominance” program, a $1 billion initiative to procure 
over 200,000 sUAS by 2027.7 Congress has passed successive National Defense 
Authorization Acts (NDAA)§ expanding commercial acquisition authorities.8 
Venture capital has poured billions into defense technology startups.9 

At tactical units, the picture looks very different. This report centers on the 
Brigade Combat Team (BCT),¶ the level at which the U.S. Army deploys and fights. 
The specific failures at the 173rd, outlined in the Executive Summary and detailed 
in the Findings, are not anomalies. They are predictable consequences of applying 
a system designed for slow, monolithic acquisition to technology that evolves on 
rapid commercial timescales.

The people who built and sustained the current system are not stupid. The 
approval architecture, the centralized program offices, and the restrictions on 
foreign components all exist for legitimate reasons, and in many contexts, they 
work. Understanding why they exist and why they fail when applied to sUAS is 
essential to understanding what must change. 

*	 See glossary for more information.

†	 See glossary for more information.

‡	 See glossary for more information under “DIU.”

§	 See glossary for more information.

¶	 See glossary for more information under “173rd Airborne Brigade.”
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Our Thesis

The Army’s procurement, approval, and 
fielding systems are designed to acquire 
finished, established products at scale. 
However, the technologies the Army is 
trying to adopt now—small UAS, FPV 
drones, AI-enabled sensors—require 
iterative development with end users to 
solve problems that are not yet defined, 
with solutions that are not yet proven.

The Army is applying a scaling strategy to a problem that first requires 
iteration, and the scaling strategy actively destroys the conditions needed  
for iteration.

This is both a systems failure and a culture failure. It is not unique to drones, but 
drones make it particularly visible because the technology evolves on timelines 
that the defense acquisition system was never designed to match.

The people who built and 
sustain the current system 
are not stupid.

The approval architecture, 
program offices, and 
restrictions on foreign 
components exist for 
legitimate reasons.

Paratroopers assigned to the 173rd Airborne Brigade and soldiers assigned to the 414th Contracting Support 
Brigade gathered for a visit to the 173rd Airborne Brigade’s FPV Drone Lab at Caserma Del Din, Italy, May 
6, 2025. The visit showcased the lab’s latest capabilities and innovations in first-person view (FPV) drone 
technology. (Sgt. Joskanny Lua VIRIN: 250506-A-VS161-1326 via www.dvidshub.net)
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Background
Strategy and Policy Direction

The Department of War’s organizing principle since 2018 has been a focus on 
competition, readiness, and the ability to generate combat power faster than 
adversaries can adapt.10 By 2025–2026, that emphasis is expressed in the need to 
strengthen domestic production capacity, reduce dependence on foreign supply 
chains, and treat manufacturing scale as a core component of deterrence and 
warfighting preparedness.11 In the 2026 National Defense Strategy, industrial base 
“supercharging” is presented as a central strategic task, paired with the demand for 
speed and flexibility within the defense enterprise.12 The 2025 National Security 
Strategy likewise ties national power to domestic production capacity and frames 
industrial resilience as vital toward sustaining competition with a peer adversary.13

sUAS sits at the intersection of these priorities. Drones are simultaneously:
•	 Tactically decisive consumables, comparable to munitions;

•	 Dual-use commercial products, and;

•	 Potential cyber and supply-chain liabilities. 

That combination has made sUAS a stress test for whether Department of War 
or Army policy can move from ‘episodic modernization’ toward continuous 
adaptation at scale.14

Since the early to mid-2020s, Army sUAS policy has hardened around two 
intertwined tracks: restriction and enablement. On the restriction side, statutory and 
policy limits on foreign-manufactured UAS and critical components have narrowed 
what units can buy.15 A 2026 national security determination issued in the Federal 
Communications Commission “Covered List” context explicitly links the DoW’s 
Blue UAS* vetting to compliance with multiple NDAA-based† restrictions.16

On the enablement side, curated pathways like the Blue UAS list, initiatives like 
DIU’s Project GI,‡ and the DoW’s Drone Dominance program attempt to make 
compliant procurement feasible and accessible. But, as a second-order effect, the 

*	 See glossary for more information under “DIU.”

†	 National Defense Authorization Act (NDAA). See glossary for more information.

‡	 See glossary for more information.
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restriction track has pushed units away from the dominant commercial ecosystem 
toward a smaller pool of approved vendors and configurations, making sustainment 
items (batteries, controllers, firmware updates, replacements) a more relevant 
component of the policy problem than initial acquisition.17 Secretary Hegseth’s 
Drone Dominance memo explicitly addresses risk aversion as an issue, citing 
that “senior officers must overcome the bureaucracy’s instinctive risk-aversion on 
everything from budgeting to weaponizing and training” in order to fit the U.S. 
military with a plethora of “lethal small drones the modern battlefield requires.”18

Why the Current System Exists & Where It Breaks 

The Army’s acquisition system was designed to solve a specific problem: 
developing and fielding complex, expensive, long-lifecycle weapons platforms. 
Systems such as an Abrams tank, an F-35, and a nuclear submarine require billions 
of taxpayer dollars in research and development, deep integration with a single 
prime contractor, centralized program management to avoid duplication, and 
rigorous testing over years before production. In that context, the current model is 
understandable: centralization prevents waste, sole-source contracts with qualified 
primes ensure quality control, and layered approvals manage the risk inherent 
in systems that cost millions of dollars per unit and will remain in service for 
decades . As authors such as Christian Brose have argued, this orientation reflects a 
deeper truth about how the defense establishment defines military power: in terms 
of platforms. Platforms are tangible, fundable, and central to military identity: 
“fighter jocks, ship drivers, and tankers.”19 But this focus on platforms mistakes 
inputs for outputs. What matters is not the platform but the kill chain: the ability 
to sense, decide, and act faster than an adversary.

The legacy model also addresses legitimate 
concerns: protecting taxpayer investment, 
managing supply-chain security, ensuring 
interoperability across a force of over 
a million soldiers, and maintaining 
accountability for systems whose failure 
could cost lives. The approval architecture 
exists because procurement mistakes are 
expensive and sometimes dangerous. The 

restrictions on foreign components exist because the threat of supply chain 

This report does not argue 
for abolishing the legacy 

procurement system.

We advocate for a 
parallel pathway for a 

fundamentally different 
military technology.
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compromise is real. The centralized requirements process exists because someone 
must decide what the Army needs, and letting every unit buy whatever it wants 
would produce logistical chaos.

The problem is not the model but its application to a novel technology for which 
it was never designed. Small UAS are not tanks. Drones cost hundreds to tens of 
thousands of dollars, not millions. FPVs are consumed in use, not maintained over 
decades. Platforms evolve on commercial timescales (monthly software updates, 
annual hardware revisions), not on the 10- to 20-year development cycles of 
major platforms. Producing effective models requires iterative feedback between 
the operator and the manufacturer to achieve basic functionality, rather than a 
fixed set of requirements delivered to a prime contractor years before production. 
The value of small UAS lies not in any individual platform but in the network of 
connections between systems and the speed at which that network iterates. The 
acquisition system was built to buy discrete platforms, yet the capability the Army 
now needs to buy is defined by the connections between them.

The Army has been aware of the incongruity 
between the traditional acquisition system and  
the rapidly evolving unmanned systems 
landscape. In 2024, three Army generals wrote, 
“we must, and we will break from the previous 
paradigm of rigid monolithic program of 
record for Future Unmanned Aircraft System 
technologies.” Finally, the competitive landscape is not just a few American defense 
primes but also hundreds of companies worldwide, including a Chinese commercial 
ecosystem that produces drones that perform better at a fraction of the cost.20

When the Army applies the legacy model to sUAS, the results, as we detail below, 
are predictable. Approval processes designed for million-dollar systems create 
months-long delays for thousand-dollar drones. Requirements designed to be 
written once and fulfilled by a single vendor produce specifications that are 
obsolete before the contract is signed. As Brose observes, “acquisition bureaucrats, 
who would never operate weapons in combat, nonetheless painstakingly sought to 
define the exact requirements for those weapons.”21 For sUAS, those requirements 
are often written by prime contractors or by officers who recently left the unit 
for the vendor, and they specify solutions rather than problems. Centralized 
program offices designed to manage a single platform across the entire force 

A drone optimized for 
Northern European 
forests is unlikely to also 
be the best solution for 
the Pacific tropics or 
Arctic tundra.
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cannot accommodate the reality that a drone that works in Northern European 
forests may not work in the Pacific tropics or Arctic tundra. A risk-averse culture 
designed to prevent catastrophic procurement failures prevents the small, fast, 
cheap, and productive failures through which iterative technology improves.

Institutional incentives reinforce this problem. Saying “yes” to an innovative 
procurement carries personal risk: if something goes wrong, the person who 
approved it is accountable. Saying “no” carries no risk at all; it is the safe play. In a 
system where careers are built on avoiding failure rather than enabling adaptation, 
denial is the rational default. This is not a character flaw in the individuals 
involved; in fact, we assess it as rational behavior by individuals within the system, 
yet leading to irrational outcomes for the Army.

This report does not argue for the abolishment of the legacy procurement system. 
The Army will continue to need centralized, long-cycle acquisition for major 
platforms and to drive strategic force modernization. Instead, we hope to provide 
compelling evidence for a parallel pathway for a fundamentally different category of 
military technology. The following findings document what happens in the absence 
of that parallel pathway. The guiding policy proposes what it should look like. As 
scholars of military innovation have observed, meaningful change in peacetime 
requires constant real-world experimentation: getting new technologies into the 
hands of operators, giving them space to fail and learn, and returning to the drawing 
board before scaling what works.22 That is the pathway this report proposes.

A U.S. Army paratrooper assigned to 1st Battalion, 503rd Parachute Infantry Regiment coordinates the 
establishment of a joint security posture on a drop zone with a paratrooper from the Lithuanian - Polish - 
Ukrainian Brigade after conducting a joint airborne operation. This training is part of Exercise Rapid Trident 21 at 
the International Peacekeeping Security Centre near Yavoriv, Ukraine on Sept. 25, 2021. (Staff Sgt. John Yountz 
VIRIN: 210925-A-TO756-387 via www.dvidshub.net)
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Why We Chose the 173rd

The 173rd Airborne Brigade Combat Team (IBCT (A)),* headquartered in Vicenza, 
Italy, is a forward-based, airborne infantry brigade aligned to U.S. Army Europe and 
Africa (USAREUR-AF).† It is postured to deploy anywhere in Europe, North Africa, 
or the Middle East within 18 hours of notification and routinely trains with NATO 
allies and partners.23 In other words, the 173rd is a tactical formation whose core 
institutional responsibility is to be ready to deploy and fight, while absorbing and 
integrating new capabilities fielded through Army and DoW processes. That reality 
makes it an ideal case study for the questions this report asks. Every friction point in 
the sUAS acquisition pipeline is acutely felt by this brigade.24

Following the 2022 invasion of Ukraine, the 173rd built internal innovation capacity 
through its Bayonet Innovation Team (BIT),‡ which works closely with external 
vendors, peer units such as the 75th Ranger Regiment,§ and acquisition offices to 
identify, procure, and integrate the sUAS platforms that characterize the fighting in 
Ukraine. Neither a test unit nor a laboratory, the BIT is an operational innovation 
cell operating under the same constraints as every other element in the 173rd.25 

The 173rd’s engagement with sUAS spans the full spectrum of the market. It 
operates the Skydio X10D¶ as its program-of-record ISR** platform under the 
Army’s Short Range Reconnaissance (SRR)†† program.26 It has experimented with 
commercial FPV systems, including the NEROS Archer,‡‡ and it has built its own: 
the SkyRaider,§§ an FPV assembled in-house at approximately $900 per unit using 
a mix of domestic and foreign-sourced components (see Appendix B for details 
on the SkyRaider and the 173rd Drone Factory). That a brigade combat team is 
manufacturing its own drones because commercially available alternatives either 
do not meet operational requirements or cannot be procured at speed is among 
the most significant findings of this report. 

The 173rd’s airborne mission imposes constraints that most units do not face. 

*	 See glossary for more information, under “173rd Airborne Brigade.” 

†	 See glossary for more information.

‡	 See glossary for more information.

§	 See glossary for more information.

¶	 See Appendix C (sUAS Market Overview), Category I, for more information.

**	 Intelligence, Surveillance, and Reconnaissance. See glossary for more information.

††	 See glossary for more information.

‡‡	 See Appendix C (sUAS Market Overview), Category II, for more information.

§§	 See glossary and Appendix B for more information.
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An airborne brigade can integrate sUAS only if those systems can be carried 
by a paratrooper or dropped from aircraft, survive landing, and be employed 
immediately upon assembly. Systems that are too heavy, too fragile, or too 
dependent on sustained resupply are functionally unusable for airborne 
operations, regardless of their performance in other environments. So, if the 
Army’s acquisition and fielding system can work for an airborne brigade operating 
under European theater constraints, it can work for any brigade.

The evidence presented in this report’s findings suggests that the Army’s 
acquisition system is not working as intended.

A U.S. Army paratrooper with the 173rd Airborne Brigade moves to the designated parachute turning point after 
exiting from a C130 Hercules onto Frida drop zone in Aviano, Italy, Jan. 14, 2025.

The 173rd Airborne Brigade is the U.S. Army’s Contingency Response Force in Europe, providing rapidly 
deployable forces to the United States European, African, and Central Command areas of responsibility. Forward 
deployed across Italy and Germany, the brigade routinely trains alongside NATO allies and partners to build 
partnerships and strengthen the alliance. (Sgt. Jos Angel VIRIN: 250114-A-NE301-7895 via www.dvidshub.net)
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Findings
The following six diagnostic findings are organized by problem type, cutting across 
echelons, because the same failures manifest differently at every level of the system. 
Taken together, they explain why the Army has not achieved product-market fit 
for sUAS at the tactical unit level and why premature attempts to scale without first 
achieving fit entrench bad solutions and waste resources.

Broken Feedback Loops

For technologies that require iterative development with end users, feedback loops 
are not a nice-to-have; they are the mechanism through which a product evolves 
from prototype to fieldable capability. Without that feedback, a drone manufacturer 
has no way to know what is broken or what to fix. At the 173rd, these feedback loops 
are broken at every step: in what feedback is sought, how it is transmitted, who filters 
it, and whether it arrives at all.

The System Asks for the Wrong Feedback. The user’s job should be to articulate 
what isn’t working and why—the operating environment, enemy adaptation, 
mission-specific constraints—and then let engineers iterate. This is unnatural for 
pragmatic, solutions-driven Army junior leaders. When a squad leader’s drone 
drops out of the sky, his instinct is to tell someone how to fix it or build a better 
one himself. Yet instinct is counterproductive. It collapses the space engineers 
need to iterate, and it mirrors the same mistake on the industry side: companies 
build what they think is an improvement and try to sell it, rather than starting 
from the unit’s actual problem.

As one senior official overseeing DIU’s* autonomy portfolio put it: “[Today], end 
users confuse ‘my problem is X’ with ‘the solution is Y.’ The Department picks 
what they think is best, and they’re wrong.”27 The principle is straightforward: the 
user owns the problem, the engineer owns the solution. Requirements should be 
problem statements, not solution specifications.

Operators Have No Structured Channel to Industry. When asked directly 
whether anyone had ever solicited his feedback on the Skydio X10D or its 
Tomahawk controller,† one sUAS operator from the 173rd answered simply: 
*	 Defense Innovation Unit. See glossary for more information.

†	 See glossary for more information.
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“No.” There are no distributed field service representative contacts, no direct line 
to Skydio or Tomahawk, and no structured mechanism for operators to provide 
input to the companies whose products they use daily. The only path is through the 
Bayonet Innovation Team, which functions as an informal intermediary with limited 
bandwidth, or through curated testing events, often attended by leaders rather than 
operators who actually fly.28

Industry is not indifferent to this problem; in fact, companies are craving end-user 
feedback. But the system provides no sanctioned channel for it. The highest-value 
data a drone company needs, such as flight logs, screenshots of the interface at the 
moment of failure, and Keyhole Markup Language (KML)* files of flight paths, is 
generated on every mission and analyzed by no one.29

Operator Input is Diluted Up the Chain. When operators do report system failures 
through their chain of command, we found that the signal degrades at every echelon. 
A company commander conveys operator frustrations emotionally in a meeting; the 
battalion commander relays them with less urgency to the brigade commander; by 
the time the issue reaches the division or corps level, it has often been re-framed as 
a training deficiency rather than a product failure. As one operator described it, the 
message that arrives at the top is “we’re [the operators] not good at our jobs” not “the 
system doesn’t work.”30

Intermediaries Corrupt the Signal. At the national level, former DIU officials describe 
a “telephone game” in which operator feedback is routed through U.S. Army Combat 
Capabilities Development Command (DEVCOM)† laboratories, Maneuver Battle Labs 
(MBL),‡ and designated test units before reaching industry. Each intermediary layer 
adds complexity, introduces institutional bias, and filters information that doesn’t align 
with existing program assumptions. The signal that matters most—what the operator 
actually experienced—is the signal most likely to be lost.31

Small Samples Produce Unreliable Signals. Even when feedback loops function, 
they suffer from small sample sizes and personnel rotation. Former DIU officials 
described programs in which six soldiers from one unit represented the entire 
Army’s input on a platform. Vendors, unable to distinguish representative input from 
individual preference, acted on whatever they received—sometimes discovering 
months later that the feedback was idiosyncratic or wouldn’t scale.32

*	 See glossary for more information.

†	 See glossary for more information.

‡	 See glossary for more information.
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Vendors Cannot Coordinate What They Cannot See. The Tomahawk controller 
of the Skydio X10D must synchronize software updates with the drone’s firmware. 
These update cycles do not align. For the 173rd, resolution currently depends on one 
retired Chief Warrant Officer 4, now a Booz Allen Hamilton contractor, who leverages 
personal connections with former colleagues at both companies. There is no formal 
coordination mechanism between the two firms whose products must function as 
an integrated system.33 This problem is a direct consequence of the interoperability 
standards gap described in the following section: in the absence of government-defined 
interfaces, vendors have no common reference point against which to synchronize.

Units Do Not Share Laterally. The 173rd swiftly integrated with the 75th Ranger 
Regiment* to share best practices and platform shortfalls. But information flow 
between the 173rd and other comparable formations, such as the 11th, 82nd, 
and 101st Airborne, is largely absent. Each unit is learning the same lessons 
independently.34 We found no Army-wide mechanism for units experimenting 
with sUAS to share findings, compare platform performance, or consolidate 
feedback before it reaches industry or acquisition authorities.

Innovation Teams Are Blocked by the System They Are Trying to Fix. When 
the Secretary of War issued a memorandum “delegating authorities to procure and 
operate drones from the bureaucracy to our warfighters,” the BIT immediately 
attempted to use it.35 The memo was sent up the chain repeatedly and denied 
by approval authorities who either did not know the policy existed or refused 
to interpret it. As Brose similarly observed, “those who have the authority to 
do things differently rarely use it.”36 The 173rd’s experience with the Drone 
Dominance memo confirms this is not a hypothetical. The same sUAS acquisition 
frictions at the unit level persist.37 

What Working Feedback Looks Like. The absence of functional feedback in the 
U.S. system is made stark by comparison with Ukraine. Ukrainian forces operate 
a platform called Brave1 Market† that links manufacturers directly to battlefield 
test units and the Ukrainian Ministry of Defence. This incentive structure 
creates transparency about which systems work, and the competitive pressure 
drives a 2-4 week innovation cycle from field feedback to updated product.38 
The U.S. Army has no equivalent mechanism as comprehensive as the Brave1 
Market: a structured, sanctioned channel from operator to vendor, with objective 
performance data captured at the point of use.
*	 See glossary for more information.

†	 See glossary for more information.
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Integration, Training, & Tactical Employment Gap

Product-market fit requires more than a functional platform at a competitive price. 
It requires a concept of employment: an understanding of what the capability does, 
who operates it, how it integrates into the way the unit fights, and what training is 
required to sustain it. For small UAS at the brigade level, that concept does not exist.

The Conceptual Problem. The Army treats drones as individual weapons: a 
platform assigned to an operator who flies it on command.39 The battlefield in 
Ukraine tells a different story. Both Ukrainian and Russian forces employ drones as 
crew-served systems: a pilot who flies, a navigator who manages the mission, and 
an engineer or mission planner.40 Similar to the machine gun, this new technology 
appears destined to fundamentally change the character of ground combat. Armies 
in 1914 suffered incredible casualties before they redesigned how they fought with 
machine guns. Today, the U.S. Army risks the same lag with the drone.

No Doctrine Exists—But the Answers Do. There is no established doctrine for 
how an infantry platoon, company, or battalion employs sUAS and FPV drones 
in a movement to contact, a breach, or an airborne operation.41 Ukrainian and 
Russian forces have refined drone employment doctrine through three years of 
continuous combat. Rather than writing doctrine from scratch, the Army should 
be reverse-engineering what works on the front lines today and adapting it to 
American organizational structures, tactics, techniques, and procedures (TTPs),* 
and operating environments.

Training Produces Pilots, Not Crews. The institutional training pipeline, from 
the Maneuver Center of Excellence schoolhouse down, has focused almost 
exclusively on piloting. Navigation, synchronization, target handoff, and technical 
expertise at the forward line of troops are ignored. As one officer involved in the 
Army’s Ukraine lessons learned effort put it: “Master Trainer for sUAS means 
zero.” The training system certifies individuals to fly a platform. It should produce 
teams that can fight with one as part of a synchronized larger tactical mission.42 

Leaders Cannot Employ What They Do Not Understand. Both sUAS and FPV 
operators in the 173rd independently reported that leadership does not fully 
grasp the capabilities or limitations of drone systems. During a training exercise 
in Croatia, a company commander ordered an FPV drone—an analog, daytime-

* 	 See glossary for more Information.
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only platform designed for lethal strikes—to conduct nighttime surveillance. The 
operator warned that the drone lacked night vision and that he would lose visual 
contact. He was overruled. The drone was sent up. He lost visual at 200 meters, 
and the platform was never recovered. These are not isolated failures of judgment. 
They reflect a systematic gap in how commanders are educated about emerging 
capabilities and how to integrate new objectives into their unit training.

Operators Not Included in Mission Planning. The operators who know 
the Skydio’s actual range (1.5–1.9 kilometers, not the advertised 12), its noise 
signature, its battery life under load, and its failure modes are often not included in 
the planning process for the missions those systems support.43 

Including operators in planning is a necessary near-term fix. But it is not sufficient 
on its own, because operators trained only to pilot lack the tactical employment 
knowledge to reshape how a unit fights. What belongs in the planning room is not 
just a pilot, but a crew trained in employment, similar to what is done for mortar, 
engineer, or scout team integration.

Personnel Selection Reflects How This Mission is Valued. The most capable 
soldiers are often elevated to leadership roles, assigned to the arms room, or 
designated as radio operators. Drone operators are often selected from whoever 
is left. Private First Classes are flying systems worth tens of thousands of dollars 
with minimal screening for aptitude or interest. When personnel are involuntarily 
assigned to roles requiring fine motor skills, spatial reasoning, and sustained 
concentration, poor results are predictable.44

Insufficient Training Pipeline and Skill Atrophy. In 2022, the 173rd had 
one sUAS master trainer per company. By 2024, there were only three in each 
infantry battalion, and all in one company. There is a shortage of paratroopers 
to run Initial Qualification Training (IQT),* conduct periods of instruction, or 
ensure compliance with Federal Aviation Administration (FAA) and Air Force 
regulations. A new Emergency Training Program allows the brigade to certify 
master trainers internally, but the training pipeline cannot keep pace with demand. 
In DOTMLPF-P† terms, the “Training” and “Personnel” lines are not resourced 
when new “Materiel” is fielded. Each new system arrives with contractor-provided 

*	 See glossary for more information.

†	 Doctrine, Organization, Training, Materiel, Leadership and Education, Personnel, Facilities, and Policy is a Pentagon 
framework used to analyze capability gaps and organizational capabilities.
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New Equipment Training (NET),* after which the unit is on its own.45

Compounding the problem, FPV flying is a perishable skill that degrades within 
weeks without practice. Yet these operators are standard infantrymen whose time 
is split among flying, the rifle range, garrison duties, and, for SkyRaider builders, 
drone production. Every hour assembling FPVs is an hour not flying them.46

Assigning all drone operators in a maneuver battalion to a single company, as 
the 173rd has experimented with doing, centralizes the capability but strips line 
companies of organic access to UAS.47 A better model treats drone teams like Fire 
Support (FiST)† teams: organic to their company and returning to a centralized 
training cadre during garrison to maintain proficiency.

Network Integration Disconnect. The brigade’s S6‡ Warrant Officer described 
a complete separation between UAS operations and the tactical network. Drone 
feeds currently exist on a separate, commercial network, the SBU-E (Secure/
Sensitive but Unclassified - Encrypted)§ enclave. As the warrant officer put it: 
“They can do a job. They can’t do a job without me. And I can’t do my job for my 
commander without them.”48

When streaming was tested through ATAK,¶ a mobile battlefield mapping and 
coordination app, it introduced a two-second control lag that degraded the 
operator’s ability to fly the drone. The aspiration of a single pane of glass where 
commanders see all sensor feeds is technically feasible, but not approved by higher 
command echelons.49

Personnel Rotation and Institutional Knowledge Loss. Company commanders 
serve for approximately eighteen months. Battalion and brigade commanders 
serve for approximately two years.50 Any capability built around individual 
expertise rather than institutional process will atrophy with every personnel 
rotation. Codifying best practices into doctrine and standing operating procedures 
(SOPs) is therefore not optional. It is the only way to make innovation survive a 
change of command.

*	 See glossary for more information.

† 	 See glossary for more Information.

‡	 The S6 Staff Section is responsible for communications, including radio/video/data feeds, network architecture, and 
spectrum management.

§	 See glossary for more information.

¶	 See glossary for more information.
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Absence of Interoperability Standards

The U.S. Government has imposed extensive restrictions on what units can buy. 
Congress has prohibited federal agencies from procuring UAS made by covered 
foreign entities, primarily Chinese firms.* Additionally, the Department has created 
curated “safe-to-buy” lists, like Blue UAS,† but has done very little deliberate work on 
what it actually wants.51  The absence of government-set interoperability standards 
for sUAS components is a root cause that cascades into redundant approvals, 
incompatible supply chains, vendor lock-in, and wasted resources.‡

No Standards for Core Components. As the BIT lead stated directly: “There’s 
been no standards set for the type of battery you use, the radio you use, the type of 
flight controller you use.” While the government has invested heavily in restricting 
access to foreign-manufactured components, it has not defined the interfaces, 
data formats, communication protocols, or power requirements needed to enable 
commanders to make informed procurement decisions and ensure components 
work together.52

Standardizing general interfaces is far from dictating platform design. We envision 
policies similar to those mandating USB-C charging ports for all phones. A battery 
connector can be standardized while leaving the battery’s chemistry, capacity, and 
form factor open to vendor competition.

What Happens When Standards Are Absent. The Short-Range Reconnaissance 
(SRR)§ program offers a cautionary case study. When the Army solicited 
SRR proposals without specifying a radio standard, every competing vendor 
independently reached the same conclusion: they would use a Microhard radio, a 
Canadian-made $500 module operating in the 1.8 GHz band, largely because it was 
a fraction of the cost of competitors’ offerings. The problem is that 1.8 GHz falls 
within the LTE cellular band in every country except the United States. For the 173rd 
and all other forward-deployed units, the RF spectrum on that band is saturated .53

*	 See ASDA (American Security Drone Act) in glossary for more information.

†	 For Blue UAS, see glossary for more information under “DIU.” For more information on legislative and regulatory restric-
tions; see ASDA in glossary.

‡	 This problem is not new. As early as 2005, the Government Accountability Office (GAO)—the independent congressional 
watchdog that audits federal agencies—found that Pentagon's UAS development suffered from "limited attention paid 
to interoperability standards" and that "the detailed standards for interoperability have not been developed," compli-
cating units’ access to drone recorded data. Two decades later, the 173rd's experience confirms that this failure remains 
unresolved. See Government Accountability Office. Unmanned Aircraft Systems: DOD Needs to More Effectively Promote 
Interoperability and Improve Performance Assessments. GAO-06-49. Washington, DC: December 13, 2005, accessed 
March 22, 2026, https://www.gao.gov/products/gao-06-49.

§	 See glossary for more Information.
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The result is a degraded range and reliability that no amount of firmware 
optimization will fix, because the constraint is physics, not software. This was not a 
vendor flaw, as profit-driven firms acted as any economist would predict. Instead, 
the absence of standards and guidelines is to blame. Had the government defined 
an approved radio specification before solicitation, vendors would have designed 
to that standard, and the entire SRR fleet would not be locked into a suboptimal 
frequency band.

Redundant Approvals Caused by Absent Standards. Without pre-approved 
standards, every system requires individual technical review. The same radio 
installed in two different quadcopters requires two separate approval processes 
through the Army Spectrum Management Office, each taking up to two years. If 
a standard radio specification existed, any system using a compliant radio could 
reference it rather than re-litigate approval from scratch.54

Incompatible Supply Chains. The 173rd routinely double-buys batteries that 
don’t work together and spends money making non-compatible components 
compatible. In one training deployment, 15 FPV drones were shipped with only 3 
battery adapters because NEROS batteries use a different connector than the one 
compatible with the standard 173rd home-produced SkyRaider FPV.55 As with 
radio selection, the issue is less about logistics and more about a standards gap.

Vendor Proprietary Lock-In. Without government-set standards, vendors have 
every incentive to build proprietary ecosystems. Anduril’s Lattice* runs on a 
proprietary hypervisor with proprietary data pipes. The Army currently pays at 
least three separate Anduril contracts† for identical data ingestion and visualization 
capabilities, with at least three different teams building different proprietary 
software that will not work together.56 Once a proprietary system is embedded, 
switching costs are massive, and the competitive pressure to deliver quality is 
minimal.

Video and Data Format Fragmentation. The brigade’s network warrant officer 
described a commander who would need five separate screens to view feeds from 
five different drone systems because no common streaming protocol exists. The 

*	 See glossary for more Information.

†	 On March 13, 2026, the U.S. Army awarded Anduril an enterprise contract consolidating over 120 separate procurement 
actions for the company's commercial technologies into a single contractual framework to streamline fielding and reduce 
administrative costs. See: U.S. Army Public Affairs, "U.S. Army Awards Enterprise Contract for IT Commercial Solutions," 
Army.mil, March 13, 2026, accessed March 30, 2026, https://www.army.mil/article/291074/u_s_army_awards_enterprise_
contract_for_it_commercial_solutions.
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same problem applies to counter-UAS: radars, radio frequency detectors, and 
optical detectors all attempt to identify drone tracks, but there is no standard data 
type for passing information between sensors and effectors.57 

The Frameworks Already Exist. The most frustrating aspect of this problem is 
that the government has already written many of the interoperability frameworks 
it fails to operationalize. The Modular Open Systems Approach (MOSA),* codified 
in law, mandates open architectures for future weapon systems.58 Robotic and 
Autonomous Systems-of-Systems (RAS)† Architecture recommends that the 
Army define a modular open system architecture for Robotic and autonomous 
platforms.59 The Army’s Joint Small UAS Capability Development Document 
includes calls for a Joint Reference Architecture (JRA)‡ designed to sustain 
joint technical standards for sUAS interoperability.60 DoD Instruction 8330.01§ 

establishes interoperability requirements across all Department information 
technology.61 These are binding authorities, from statute to directive instruction, 
that the Department has already adopted but failed to operationalize into specific 
technical standards that hold vendors and program offices accountable.

*	 See glossary for more information.

†	 See glossary for more information.

‡	 See glossary for more Information.

§	 See glossary for more Information.

Paratroopers assigned to MoD (“March or Die)” Company, 1st Battalion 503rd Infantry Regiment, 173rd Airborne 
Brigade conduct platoon level live fire training in Slunj, Croatia on August 7th, 2025. Platoons perfect the 
fundamentals of an attack and include elements such as explosive breaching of an obstacle, FPV Drone strikes, 
and trench clearing. (1st. Lt Ellington Ward VIRIN: 250807-A-RB272-6997 via www.dvidshub.net)
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Approval Architecture and Risk Aversion

The BIT estimates that approvals consume 60% of the timeline from procurement 
decision to operational deployment. The BIT lead claimed he could equip the 
brigade in weeks if he had a credit card and full authority. Instead, overlapping 
approval requirements across multiple echelons, each defaulting to “no,” create 
a system in which the procedural costs of innovation consistently exceed the 
institutional appetite for risk.62 

If risk aversion is the default in peacetime, it is unrealistic to expect that habit to change 
when wartime conditions demand rapid decisions and tolerance for uncertainty.

Risk Aversion as Default. Throughout our interviews, a consistent pattern 
emerged: individuals in approval chains default to denial, not because they have 
determined that a purchase is inappropriate, but because approval carries personal 
risk, whereas denial does not. A warrant officer described how the word “jamming” 
triggers an automatic denial of a request, whereas “transmitting” does not, despite 
there being no functional difference in the underlying capability. A GS-9* range 
control employee—a retired infantryman with no technical background in 
electronic warfare—can single-handedly stall military training on vital new systems 
because he does not know what questions to ask and defaults to denial.63

Range safety regulations also require GPS tracking on all drones during training, 
a requirement that will not exist in combat, where GPS is likely to be jammed or 
denied. The Army trains under constraints it knows will not apply in war. The 
enforced approval architecture is disconnected from battlefield reality.†, 64

Overlapping Echelons, Each Defaulting to No. Between the 173rd and any approval 
authority sit multiple headquarters: the Southern European Task Force-Africa 
(SETAF-AF),‡ U.S. Army Europe and Africa (USAREUR-AF),§ and U.S. European 
Command (EUCOM).¶ Each imposes its own documentation requirements for what 
are often identical approval requests. A single procurement action must navigate 
parallel bureaucracies, each of which can independently delay or deny.65

*	 Federal Civil Service employee.

†	 There are many instances where safety mitigations are increased during training as compared to combat, such as the 
minimum safe distance ground troops can be from indirect fire impact. However, in this instance, the training constraints do 
not offer enhanced personnel safety, and, although adjusting from training to wartime for minimum safe distances is instant, 
dropping a GPS requirement from a drone is not; in fact, compliance often requires hardware installed on the drone.

‡	 See glossary for more Information.

§	 See glossary for more Information.

¶	 See glossary for more Information.
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The basic authorization document required before any unit can employ FPV 
systems* took two years to produce after the war in Ukraine began. For a document 
authorizing the use of technology that was already reshaping the character of the 
conflict it was meant to help the Army prepare for, two years is unacceptable.66

The $25K Information Technology (IT) Threshold. Any purchase of commercial 
sUAS, classified under the broad umbrella of “information technology”, using 
operations & maintenance funds by a brigade commander without requiring 
significant external approval, remains capped at $25,000, debilitating the 173rd’s 
ability to purchase advanced sUAS technologies.67 Even after the Secretary of War 
explicitly delegated drone procurement authority to front-line commanders, this 
threshold remains in force. 

Funding Authorities Compound the Problem. Under the DoD Financial 
Management Regulation (DoD Appropriations Act, Section 8039 of P.L. 117-328), any 
system with a unit cost exceeding $350,000 is classified as an investment and cannot 
be purchased with Operations & Maintenance funds (O&M).† It instead requires 
procurement appropriations.68 The 173rd wants long-range sensing capability—systems 
that can fly 40 kilometers and loiter for extended periods—but these systems typically 
cost more than $350,000. The brigade has O&M money, but it cannot spend the type 
of money it has on the capability it needs. Research, Development, Test, and Evaluation 
(RDT&E)‡ funding exists for exactly this purpose, but RDT&E is appropriated at the 
service headquarters level or within appropriations accounts for the “Navy, Air Force, 
Space, Force, a Defense-wide account [...],” well above a brigade’s reach.69

The Cost in Practice. The cumulative effect of these barriers is not merely delay, but 
abandonment of proven capability. For example, the 173rd has used FlyingBasket§ 
cargo drones to move over 400 kg of supplies across 100 km of operational distance, 
demonstrating clear value for logistics supply chains in the European theater. 
Despite this proven track record, the brigade cannot formally acquire the system.70 
The Middle Tier of Acquisition pathway (DoD Instruction 5000.80 )¶ was created 
specifically to enable rapid prototyping and fielding of capabilities like this.71 When 
the system cannot convert a demonstrated capability into a fielded one, the approval 
architecture is preventing unit readiness more than managing risk.

*	 See Appendix B on FPVs for more information.

†	 See glossary for more Information.

‡	 See glossary for more Information.

§	 See Appendix C (sUAS Overview), Category III, for more information.

¶	 See glossary for more information.
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Contracting and Legal Capacity Gap at the 
Brigade Level

Even if approvals were streamlined and standards set, brigade combat teams 
lack the personnel to execute procurement at the speed that technology iteration 
demands. The problem is not authority or funding alone—it is capacity.

The Infinite Delivery, Infinite Quantity (IDIQ)* vs. Custom Contract Tradeoff. 
The 173rd faces a binary choice with no middle path. IDIQ contracts require 
minimal paperwork (one email) but strip the brigade of any enforcement leverage. 
When vendors fail to meet specifications—batteries lasting 30 minutes instead 
of the quoted 60, systems missing promised delivery dates by months, range 
capabilities falling short—the brigade has no recourse. The alternative, custom 
contracts through the 414th Contracting Support Brigade, allows enforceable 
stipulations but requires 20 documents and months of processing. The BIT 
demonstrated that a custom contract can be executed in 12-24 hours when 
both parties are motivated, but the time burden is unsustainable for routine 
procurement.72

No Legal or Contracting Support  at Brigade. The 173rd has two attorneys. Both 
are focused on Uniform Code of Military Justice (UCMJ) matters. Neither spends 
time on procurement. There is no contracting officer, no agreements officer, and 
no one trained in Federal Acquisition Regulation (FAR)† procedures. When the 
BIT team lead was asked what team he would build if he could, the answer was 
immediate: a contracting officer, a lawyer, and an agreements officer for RDT&E 
funding.73 

Vendor Accountability Vacuum. The combination of unenforceable contracts 
and absent standards creates a vendor accountability vacuum. Companies deliver 
products that do not meet advertised specifications and face no consequences. 
Meanwhile, vendors extract marketing value from the brigade’s reputation, 
advertising that they supplied products to the 173rd Airborne without any follow-
up on whether the products worked.74

*	 See glossary for more information.

†	 See glossary for more information.
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European Theater Multiplier

Every domestic friction point identified in the preceding sections is compounded 
for forward-deployed units by host-nation approval processes, spectrum 
restrictions, and testing prohibitions. 

The 1494/HANS Widow Process. Every piece of equipment that emits 
electromagnetic energy must be approved through a 1494 form filled out by the 
vendor, signed by a Foreign Disclosure Officer at USAREUR-AF or higher, and 
entered into the Host Nation Automated Notification System (HANS Widow). 
Every country where the equipment will operate has the ability to review the 
system’s specifications and restrict its use. As a result, the process can be highly 
time-consuming. A warrant officer from the 173rd described how the process 
of obtaining funding for an electronic warfare system, the Titan Citadel, took 18 
months.75

Version Obsolescence During Approval. The Titan Citadel system also illustrates 
this problem. Version 4 was released while the 173rd was still working through the 
approval process for version 3; the entire HANS Widow process had to be restarted 
for version 4.76 For any technology that updates on commercial timescales (which 
includes virtually all sUAS), the European approval process ensures that units are 
always training on yesterday’s technology.77

Host Nation Restrictions on Testing. Italy will not approve electronic warfare 
testing. The 173rd cannot conduct sufficient testing of its Skydio systems in Italy 
to diagnose frequency issues that may be causing connectivity failures. Outside a 
few designated areas or in another country, frequency approval can take up to 120 
days, and airspace approval can take 45 days. By the time approval is granted, the 
unit has moved on to the next training event.78

Stove-piping Across Commands. Separate organizations within the Department 
of War can independently restrict access to systems for their own purposes. The 
Beast+* electronic warfare system was approved for use only by the 1st Special 
Forces Group, which stove-piped its Foreign Disclosure Officer approval and 
refused to release the system to the rest of the Army. The 173rd spent three months 
going around Special Operations Command (SOCOM)† channels before securing 

*	 See glossary for more information.

†	 See glossary for more information.
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Army-wide access—for a commercially available system whose specifications are 
publicly available online.79

Germany as a Counterexample. Germany is consistently described as cooperative 
on spectrum and testing approvals. After the 173rd showcased its electronic 
warfare systems to German counterparts, Germany provided enduring approvals 
for electromagnetic attack and survey operations. This demonstrates that the 
European theater restrictions are not inevitable but rather a function of host-
nation relationships and bilateral engagement. Where a willing partner exists, the 
process can work. Where it does not, no amount of internal Army reform will 
overcome the external constraint.80

Emerging Efforts at the Army and NATO Level. USAREUR-AF and NATO 
are both attempting to build parallel pathways to address the European theater’s 
unique friction points.

The Global Tactical Edge Acquisition Directorate (G-TEAD),* a nascent U.S. Army 
organization partnering with USAREUR-AF, embeds small teams of acquisitions 
professionals empowered to accelerate procurement through prize challenges 
structured around specific deterrence capabilities along NATO’s eastern flank.81 
Task Force X,† under Allied Command Transformation, complements this by 
identifying and testing innovative systems across demonstration campaigns also 
on NATO’s eastern flank and in the Baltic Sea.82 NATO DIANA‡ operates 16 
accelerator sites and over 200 test centers across all 32 NATO nations to mature 
dual-use technologies, though it functions as a connector to end users and 
investors rather than a procurement instrument.83

However, assessments from NATO’s own Counter-UAS Lessons Learned 
Symposium in February 2026 indicate that DIANA’s timescales remain too slow 
relative to the pace of battlefield adaptation. Ukrainian forces operate on 2-4 week 
innovation cycles; DIANA’s 2026 cohort solicitations are still measured in months. 
As one USAREUR-AF official observed about the lessons from Ukraine: “If you’ve 
seen one brigade, you’ve seen one brigade.” Theater-specific solutions matter, and 
no single framework, American or NATO, has yet matched the speed or specificity 
that the operational environment demands.84

*	 See glossary for more information.

†	 See glossary for more information.

‡	 DIANA (Defence Innovation Accelerator for the North Atlantic). See glossary for more information.
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Guiding Policy
The six problems identified in this report are interconnected symptoms of a single 
structural mismatch: the Army is attempting to field iterative commercial technology 
through a system designed for slow, monolithic acquisition. The guiding policy that 
follows from this diagnosis has two components.

Achieve Product-Market Fit Before Scaling

Product-market fit describes the point at which a product satisfies a genuine need 
in a way that sustains demand, delivers at a viable price, and can be supported 
beyond initial fielding. For small UAS at the brigade level, we conclude that 
product-market fit has three components:

1.	 Sufficient Performance in Tactical Conditions. Platforms must meet 
specifications in operational environments, not on a test range in ideal conditions. 
A drone that advertises a 12-kilometer range but achieves 1.9 kilometers in flat 
desert terrain has not achieved product-market fit. The DJI Mini 3, at $419, 
exceeds the $50,000-60,000 Skydio X10D  in range, battery life, and portability.* 
That a restricted Chinese consumer drone outperforms the American military 
program of record is the clearest measure of the performance gap.

2.	 Unit Economics That Enable Mass. FPVs, especially, and sUAS in general, 
are consumable, attritable systems that will be lost, damaged, and replaced 
continuously. The unit economics must work for both the supplier and the unit. 
Currently, the 173rd’s in-house FPV production at $900 per unit (albeit with 
zero direct labor costs) and the NEROS Archer (at approximately $2,100)85 
represent the price range at which FPV drones achieve fit. For ISR platforms, 
the current $50,000-60,000 fielded cost of the Skydio X10D does not.

Additionally, units must be able to easily order cheap replacement parts, like 
rotor blades, that will break with regular use. However, component prices 
and methods to order replacement parts can often be surprising difficult for 
most novel platforms purchased outside of the larger Army supply system. Yet 
leaders are assessed by the readiness rates of their platforms (i.e. the percentage 
of assigned sUAS fully operational) and held financially responsible for lost or 
broken equipment. If they doubt that replacement parts can be easily ordered 

*	 See Appendix C for full profiles of key sUAS platforms.
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and readily delivered, they are incentivized to leave the sUAS platform in its box 
rather than risk something breaking during training.

3.	 Integration into Communications and Maneuver. The product has not 
achieved product-market fit if it cannot plug into the tactical network, feed 
the common operating picture, and integrate into the way the unit fights. 
Integration means interoperability with command-and-control systems 
(ATAK, Maven, Lattice, etc.)* and the targeting cycle, enabling crews to 
employ the system within the commander’s tactical concept.

The Army’s Current Posture Inverts the ‘PMF Before Scaling’ Sequence. The 
current posture treats the ability to scale as a selection criterion rather than a 
downstream problem to be solved after fit is achieved. Programs like Drone 
Dominance attempt to procure 200,000 or more units before the basic questions of 
fit have been answered, privileging firms that can produce at volume over firms that 
have built something that works. Policy should help validated products scale, not 
classify a product as validated because its manufacturer can produce in quantity. 
When scale precedes fit, the result is waste: systems that sit unused, incompatible 
inventory, and money spent on making incompatible components work together.

This is Fundamentally a Design Problem, Not a Manufacturing Problem. The 
bottleneck is not factory capacity. It is getting the design right across three overlapping 
constraints: the product must work for the crew and unit that employs it, it must work 
for the production line that builds it, and it must work within the acquisition system 
that procures it. Achieving that alignment requires iteration between end users, 
industry, and procurement decision-makers before committing to scale.

The Army Should Let Tactical Units and Industry Achieve Product-Market Fit 
Through Direct Iteration Before Investing in Scale. This means units like the 
173rd need the authority, funding flexibility, and direct vendor relationships to 
test, evaluate, provide feedback, and re-test on timelines that match commercial 
development cycles. Scaling is a subsequent decision, and one that should be made 
by commanders along geographic combatant command lines based on validated 
operational needs, not by Pentagon-level bureaucracies applying a single solution 
across every theater and terrain.

Achieving product-market fit requires a framework that structures the iteration. 
That is the role of the second component of our guiding policy.

*	 See glossary for more information.
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Government Enforces Standards and Validates in 
Phases; Industry Innovates Within Them

The government’s essential role is not to pick vendors, design platforms, or specify 
capabilities beyond what is operationally necessary. We believe it is to enforce 
interoperability standards and operate a phased validation framework within which 
vendors compete, and units choose.

Operationalize the Frameworks That Already Mandate Interoperability 
Standards. As documented in the findings, the government has already understood 
and directed that it needs to define interoperability standards.* The gap is in 
definition, enforcement, adoption, and the will to hold vendors and program offices 
accountable. Where standards do not yet exist (such as for battery connectors, 
video streaming protocols, and data formats for the common operating picture), 
the government should define interfaces and outputs while leaving implementation 
open to vendor competition. Standards will increase costs in the short term, but 
as the commercial technology sector has demonstrated repeatedly, standardized 
interfaces drive costs down over time by enabling competition, simplifying logistics, 
fostering data sharing between software platforms, and creating economies of scale.

Require Problem Statements, Not Solution Specifications. Units should focus 
on articulating the problem and its key drivers: the operating environment, the 
enemy, the mission constraints, and the gap between what they need and what they 
have. That is what units know better than anyone else. The instinct to go further, to 
prescribe the solution, to “figure it out,” is one of the qualities that make elite Army 
units effective in combat. However, it is counterproductive in innovation. When a 
unit specifies a platform, a feature set, or a technical fix, it collapses the design space 
engineers need to iterate on and compete in.

A one-paragraph problem statement that describes the operational gap is a valid 
requirement, and a better one, because it lets industry do what industry does 
best: design, prototype, test, and improve. There is no statutory requirement that 
a requirement be a lengthy document specifying platforms and performance 
thresholds. The 173rd and units like it should be writing problem statements and 
using the financial levers they have to buy test units against them.

*	 The Modular Open Systems Approach (MOSA) mandates open architectures. The Robotic and Autonomous Systems Ar-
chitecture (RAS-A) defines interfaces for autonomous platforms. The Joint Small UAS Capability Development Document 
includes a Joint Reference Architecture. DoD Instruction 8330.01 establishes interoperability requirements across the 
department. See glossary for more information.
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Validate in Phases. A useful analogy of an improved, parallel procurement pathway 
for sUAS is the pharmaceutical industry. The Food and Drug Administration does 
not design drugs. It sets clear, phased validation requirements that must meet before 
reaching patients. The standards are rigorous but not prescriptive about design, 
methods, or business models. The result is an ecosystem in which small innovative 
firms discover new molecules, validate them through defined phases, and either bring 
them to market or sell the validated product to larger firms with manufacturing scale.

A comparable framework for sUAS might be:

•	 Phase 1: Technology Validation. Does the platform meet advertised 
specifications under realistic conditions?

•	 Phase 2: Limited Tactical Evaluation. Does it work in the hands of trained 
operators in an operational training environment?

•	 Phase 3: Validated Unit Integration. Does it integrate into the kill chain, the 
tactical network, and the maneuver concept at scale within a formation?

•	 Phase 4: Full Fielding with Sustainment.

Each phase would unlock progressively larger procurement authorities and contract 
values. Failure at any phase returns the product to the vendor for iteration, not to a 
shelf in unit storage.

The Defense Innovation Unit’s Project GI* program operates on a version of this 
model: a specific unit identifies a problem, DIU† issues a challenge, competing 
vendors work with the partner unit through a series of 60-day sprints, and the 
best solutions are procured for that unit. Project GI is effectively a Phase 2 proof of 
concept. What does not yet exist is the institutional framework connecting Phase 2 
successes to Phase 3 integration and Phase 4 fielding at scale.86

The phased validation model proposed in this report is not a new idea. Elements of it 
already exist in Project GI, in DIANA, and in the G-TEAD procurement accelerator 
at USAREUR-AF.‡ What is missing is the institutional commitment to link these 
efforts into a coherent pathway from problem statement to validated capability to 
scaled fielding. As Christian Brose argues in The Kill Chain, the only way to move a 
conservative defense establishment is to build new capabilities and demonstrate them 
under real-world conditions.87

*	 See glossary for more information.

†	 Defense Innovation Unit. See glossary for more information.

‡	 Refer to glossary for expansion and explanation of acronyms.
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Recommendations
The following recommendations are tiered by echelon of implementation. Those 
within the brigade commander’s authority can begin immediately. Those requiring 
advocacy depend on action at higher echelons but are informed by what we 
observed at the 173rd and validated across our research.

Actions Within Brigade Commander Authority

Write Problem Statements, Not Requirements Documents. Direct the BIT* and 
company commanders to articulate their sUAS operational problems in clear, 
concise terms: the operating environment, the enemy, the mission constraints, 
and the gap between what they need and what they have. Submit these problem 
statements up the chain and to organizations like DIU† as the basis for competitive 
solicitation. Use available O&M‡ funding to purchase test units aligned with 
those problem statements, creating a direct link between articulated need and 
commercial response.

•	 Addresses: Broken Feedback Loops

Propose the Employment Doctrine. The 173rd is reorganizing around sUAS 
capabilities. It should draft the employment doctrine, training standards, and 
integration procedures, drawing on lessons learned in Ukraine (including enlisting 
advice from Ukrainians and analyzing their methods), rather than starting from 
scratch. Validate during training events and submit them for adoption at echelon. 
In a bureaucracy, if no one has a plan but you propose a good one, you will get 
criticism and modifications. That is better than waiting for TRADOC to write your 
doctrine for you.

•	 Addresses: Integration Gap

Adjust Incentive Structures for sUAS Roles. The brigade commander controls 
how sUAS assignments are perceived and rewarded. Personnel selection for drone 
operators should reflect the mission’s importance. Career incentives, such as 
evaluations, promotion potential, and competitive assignments, should reward 
proficiency. If flying drones is treated as a secondary duty for leftover soldiers, it 
*	 Bayonet Innovation Team: the 173rd's innovation cell. See glossary for more information.

†	 Defense Innovation Unit. See glossary for more information.

‡	 Operations & Maintenance. See glossary for more information.
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will produce secondary results.

•	 Addresses: Integration, Training, and Employment Gap

Bring Drone Crews to Leadership Meetings and Bring Industry to Every 
Training Event. When the brigade meets with industry, acquisition officials, or 
higher headquarters about sUAS, include the paratroopers who employ these 
systems. Not just the operators, but navigators and NCOs* who manage missions. 
The chain of command dilutes operator input at every echelon; the only fix is to 
eliminate the distance between end user and decision-maker. Similarly, every 
field training exercise should include vendors with access to operators, not as a 
showcase but as a working feedback session. The brigade commander can create 
the sanctioned channel that the system does not provide.

•	 Addresses: Broken Feedback Loops; Integration Gap

Draft Operationalization Plan for Existing Interoperability Standards 
Frameworks. The Bayonet Innovation Team has the operational knowledge to 
propose how existing interoperability standards frameworks (MOSA, RAS-A, 
Joint Reference Architecture, DoDI 8330.01)† should be applied to sUAS at the 
brigade level. Coordinate with counterparts across the airborne community, 
the 75th Ranger Regiment, and other innovative units. Find a champion at the 
general officer level (Gen. Donahue at USAREUR-AF,‡ for example) to raise and 
disseminate those standards across the Army.

•	 Addresses: Absence of Standards

Send Specific Demand Signals Up. The flight controller boards used in the 
SkyRaider FPVs are manufactured in China. Rather than a general complaint 
about supply chains, the 173rd should send a precise demand signal specifying the 
components that require domestic or allied sourcing, the quantities required, and 
the price points at which alternatives become viable. Give DIU and the industrial 
base something concrete to act on.

•	 Addresses: Standards; European Theater

*	 Non-Commissioned Officers (Enlisted rank).

†	 See glossary for more information.

‡	 See glossary for more information.
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Actions Requiring Advocacy to Higher Echelons

Advocate for a Phased Validation as a Formal Acquisition Pathway. The clinical-
trial-for-defense-tech model, in which phased validation gates unlock progressively 
larger procurements, should be proposed as a formal acquisition pathway. Elements 
already exist in Project GI, DIANA, and G-TEAD.* The 173rd’s experience provides 
the operational evidence base for why a connected, institutional framework is needed.

•	 Addresses: Feedback Loops; Standards; Approvals

Partner with NATO DIANA and DIU-Backed Firms at Hohenfels. The 7th Army 
Training Command’s Combat Training Center at Hohenfels hosts a unit rotation 
every month. It is the ideal venue for structured technology evaluation with trained 
observers and realistic conditions. 7th Army Training Command staff can become 
system subject-matter experts, training the rotational training units during their 
preparation period.

•	 Addresses: Feedback Loops; Integration Gap

Invite Ukrainian Operators to Audit US Systems at Training Events. Ukrainian 
forces have four years of continuous combat experience with sUAS and the world’s 
most refined employment doctrine. Inviting Ukrainian operators and engineers to 
observe, evaluate, and critique American systems during training rotations would inject 
hard-won operational knowledge into a system that currently lacks it. USAREUR-AF’s 
Ukraine Lessons Learned Task Force has recommended this approach.

•	 Addresses: Feedback Loops; Integration Gap

Require sUAS to Operate on NIPR† During Testing and Evaluation. Integrating 
commercial systems into classified networks carries cybersecurity risk, but 
requiring sUAS to operate on NIPR during the testing and iteration phase would 
allow units to evaluate platforms in a lower-risk network environment before 
deeper integration. This includes expediting the pathway to gain an authorization 
to operate (ATO),‡ the official permission to process government data and support 
government operations.

•	 Addresses: Integration Gap; Approval Architecture

*	 See glossary for more information.

†	 Non-classified Internet Protocol Router Network. See glossary for more information.

‡	 See glossary for more information.
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Leverage NATO DIANA and Italian sUAS Firms for Joint Host-Nation Testing 
in Italy. If joint testing involves Italian industry (like FlyingBasket) and military 
counterparts, the host-nation approval process may move faster than when it 
is perceived as purely American. NATO DIANA could provide an institutional 
framework for exactly this kind of multilateral technology evaluation.

•	 Addresses: European Theater Multiplier

Reclassify UAS Under Approval Thresholds. The $25K threshold should not 
apply to operational and commercial sUAS. Advocate for a blanket delegation of 
UAS procurement authority to brigade commanders up to a meaningful threshold.

•	 Addresses: Approval Architecture

Establish Brigade-level Contracting Capacity. Brigades attempting to procure 
commercial technology at speed need dedicated contracting officers, agreements 
officers, and legal counsel. This requires Army-wide action to modify brigade 
personnel structures.

•	 Addresses: Contracting Capacity Gap

Conclusion

The findings and recommendations in this report are grounded in one brigade’s 
experience, but the problems are not unique to the 173rd. Any unit attempting to 
integrate commercial drone technology 
faces the same structural barriers. The 
question is whether the Army will build the 
parallel pathway that iterative technology 
demands, or continue applying a system 
designed for tanks and fighter jets to drones 
that cost less than a set of night vision 
goggles. The 173rd’s paratroopers have 
answered that question for themselves: they 
are building what they cannot buy. The rest 
of the system has not yet caught up.

Scaling should be 
determined by combatant 

commanders based on 
validated operational 

needs, not by Pentagon-
level bureaucracies 

attempting to apply a 
single solution across 

multiple theaters.
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Appendices
Appendix A: Methodology

Research Design

The study employs a single-case research design centered on the 173rd Airborne 
Brigade Combat Team in Vicenza, Italy. We selected the 173rd because it 
concentrates the full range of sUAS acquisition challenges within a single 
formation; it is a forward-deployed airborne unit operating under European 
theater constraints; it has an active internal innovation team; and its operational 
requirements stress-test every element of the acquisition and fielding pipeline. 
While the findings are grounded in the 173rd’s experience, we validated their 
generalizability through interviews with personnel at other units, including the 
82nd Airborne Division’s Gainey Company (an innovation-focused test unit), 
as well as stakeholders at the Defense Innovation Unit, USAREUR-AF, the 75th 
Ranger Regiment, 414th Contracting, and NATO.

Primary Research

The study draws on over 35 hours of semi-structured interviews and discussions 
conducted between October 2025 and March 2026. Interview subjects span the full 
spectrum of the sUAS innovation-to-fielding pipeline.

At the tactical level, we interviewed noncommissioned officer sUAS operators, 
PFC and Specialist-level FPV and Skydio pilots, the brigade’s UAS warrant officer 
(150U), the brigade network warrant officer (S6), the brigade operations team (S3), 
Company Commanders and First Sergeants, the Deputy Brigade Commander, and 
Bayonet Innovation Team leadership.

At the institutional level, we spoke with current and former Defense Innovation 
Unit program managers and portfolio directors, USAREUR-AF’s Ukraine Lessons 
Learned Task Force, and personnel involved in the Blue UAS program, Project GI, 
and NATO innovation efforts, including DIANA and Task Force X.

On the industry side, we interviewed representatives from defense technology 
firms, civilian contractors supporting UAS training, and individuals with direct 
experience in the Ukrainian theater.



Belfer Center for Science and International Affairs | Harvard Kennedy School
Closing the Loop: Improving Innovation Feedback Between Soldiers, Startups, and Strategy

36

Field research was conducted at the 173rd Airborne Brigade’s installations in 
Vicenza, Italy, in January 2025, including direct observation of the brigade’s drone 
production facility, interviews with operators in their work environments, and 
discussions with BIT personnel regarding ongoing procurement efforts.

All interviews were conducted on a not-for-attribution basis unless the subject 
granted explicit permission to be quoted. Quotations included in the report 
have been reviewed for accuracy and approved by the individuals quoted, or are 
attributed generically to protect the source’s identity and position.

Secondary Research 

Secondary sources include National Defense Authorization Acts, Department 
of War directives and memoranda (including the Secretary of War’s Drone 
Dominance memorandum), Department instructions governing acquisition 
(DoDI 5000.80, DoDI 8330.01), Congressional Research Service reports, 
Government Accountability Office assessments, and open-source reporting on 
sUAS technology, defense acquisition, and the conflict in Ukraine. We also drew 
on published scholarship on defense innovation, particularly Christian Brose’s 
The Kill Chain, and on internal assessments shared by USAREUR-AF’s Ukraine 
Lessons Learned Task Force regarding NATO innovation efforts.

Limitations

This study is subject to several limitations. As a single-case design, the 173rd’s 
experience may not be representative of all brigade combat teams, particularly 
those operating in different theaters or with different mission profiles. Interview 
data is inherently subjective and reflects the perspectives of individual participants 
at a specific point in time. Our access to classified systems, networks, and 
operational data was limited. Finally, this research was conducted during a period 
of significant tension between the Department of War and Harvard University, 
which may have affected some active-duty personnel’s willingness to engage with 
the research team.
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Appendix B: 173rd Drone Factory

As a workaround to IDIQ contract limitations and unsatisfactory commercial 
products, the 173rd Airborne Brigade has established an on-base production 
facility to manufacture First Person View (FPV) drones. The facility, operated 
by the Bayonet Innovation Team’s Robotics and Autonomous Systems Section, 
produces the SkyRaider: a mission-ready FPV quadcopter assembled from 
commercial off-the-shelf components at approximately $1000 per unit. The factory 
was set up under a blind purchase agreement with the 414th Contracting Support 
Brigade, with an initial order of $150,000 for components and equipment.

That a brigade combat team is manufacturing its own combat drones because 
commercially available alternatives either cannot be procured at speed or do not 
meet operational requirements is itself one of the most significant findings of 
this report. This appendix profiles the SkyRaider production line using standard 
process analysis methodology, documents the facility’s capacity, and compares that 
capacity with the brigade’s estimated combat consumption requirements.

The SkyRaider

Specifications. Able to fly 4-7 
KM for over 30 minutes at 
speeds around 80 MPH, the 
SkyRaider’s specifications are 
similar to commercial FPV 
drones. It carries a 5 lb. C4 
payload in a custom-designed, 
3D-printed housing unit.

Materials & Input Costs. 
Assembled from bespoke parts 
from drone hobby websites, the 
SkyRaider costs between $900 
and $1120 per unit. However, 
many of the parts, including the 
ESC, are sourced from China.
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Production Process

The SkyRaider is assembled on a seven-station connected line flow, proceeding in 
a fixed clockwise sequence through the factory. Each drone is serialized at the start 
of production for tracking through QA/QC and into field distribution. The line 
is staffed by 1–2 paratroopers per station, temporarily tasked from their primary 
units, and operates from 09:30 to 17:00 with a 90-minute lunch break (6 effective 
hours per day) only when components and personnel are available.

# Station Task Time

1 Frame Prep Assemble arms, belly plat, rail 5 min

2 Frame/Motor Build Cut motor wires, mount motors, attach risers 20 min

3 Stack Preparation Solder receiver to FC, attach capacitor/power cables to ESC 10 min

4 Build Station Solder motors to ESC, connect camera and VTX to FC 10 min

5 Configuration Power-on test light, Betaflight calibration, set VTX channel 10 min

6 Conformal Coating Mask, coat FC/ESC/receiver (two coats with drying) 5 min

7 Final QA/QC Bind controller, verify video, complete check sheet 15 min

SkyRaider Production Line Process Flow Diagram
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The Demand Gap: Where The Factory Falls Short

At the low estimate, equipping both infantry battalions with a basic combat load requires 
320 FPV drones, or roughly one month of factory production at current capacity. At the 
high estimate, the requirement doubles to 640, or nearly two months. These timelines 
assume the factory operates uninterrupted with a steady supply of components, neither 
of which is guaranteed. More fundamentally, FPV drones are consumed in use: every 
strike mission, every training crash, and every equipment failure draws down the 
stockpile. Sustaining that stockpile in combat requires continuous production, but the 
soldiers who build these drones are the same paratroopers who would be fighting. The 
moment the brigade deploys, the factory shuts down.

The brigade is building drones because it cannot buy them. It still cannot build 
anywhere near enough to fight with.

That gap is the clearest possible demand signal to industry: this unit will consume 
hundreds of FPV drones in a single engagement, is willing to build them at $900 
per unit, and any firm that can deliver a comparable product through a usable 
procurement channel has a sizable and waiting market. 

Closing this gap requires producers capable of manufacturing now, a supply chain 
that can deliver to approved equipment to a forward-deployed unit in Europe, and an 
acquisition pathway fast enough to keep pace with a technology that evolves monthly. 
Until those conditions are met, the 173rd will continue building what it cannot buy, 
waiting for a commercial platform to equal the SkyRaider’s product-market fit. 

Demand Forecasts

Echelon Low High

Crew 5 10

Squad
(2 Crews)

10 20

Platoon
(4 Squads)

40 80

Company
(4 Platoons)

160 320

Source: 173rd Airborne Brigade, Bayonet Innovation Team 
combat consumption planning estimates.

Represents “basic combat load,” or what the unit would 
have for immediate use upon combat deployment. 
Both infantry battalions in the 173rd have currently 
consolidated all sUAS crews into their D Co; the bot-
tom row represents total FPVs for one battalion.

Capacity Analysis

Metric Value

Total Labor Content
per Drone

75 Minutes

Bottleneck
Station 2: Frame/
Motor Build (20 mins)

Cycle Time 20 minutes/drone

Theoretical
Output Rate

3 drones/hour

Effective
Daily Hours

6 hours (9:30 – 11:30am,
1:00pm – 5:00pm)

Daily Capacity
(1 worker/station)

18 drones/day

Monthly Capacity
(~20 operating days)

~360 drones/month
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Appendix C: sUAS Market Overview

Category I: ISR / Reconnaissance
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Category II: FPV / Strike
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Category III: Logistics / Cargo

Category IV: Benchmark / Restricted Systems
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Category V: Related Equipment
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Appendix D: Glossary of Key Terms

173rd Airborne Brigade Combat Team (IBCT (A)): The 173rd Airborne Brigade 
Combat Team (“Sky Soldiers”) is an airborne infantry unit based at Caserma Del 
Din, Vicenza, Italy. As the U.S. Army’s Contingency Response Force in Europe under 
United States European Command (EUCOM), the 173rd is postured to deploy within 
18 hours of notification. The brigade consists of approximately 4,200 paratroopers 
across five subordinate battalions and is the only separate airborne IBCT in the 
U.S. Army.88 The 173rd is best known for its Vietnam War service (1965–1971), for 
conducting a large-scale parachute assault into northern Iraq on March 26, 2003,89 and 
for operations in the Korengal Valley of Afghanistan in 2007-2008, during which three 
paratroopers were awarded the Medal of Honor.90

An Infantry Brigade Combat Team (IBCT) is one of three standardized BCT types in 
the U.S. Army (alongside Stryker and Armored). A BCT is the Army’s basic combined-
arms deployable formation, typically 4,000 personnel. An IBCT is organized around 
three infantry battalions (two for overseas-based units), a cavalry squadron, a field 
artillery battalion, a special troops battalion, and a brigade support battalion.91 There 
are three subtypes: Light, Airborne, and Air Assault. The 173rd is an Airborne IBCT—
designated IBCT (A)—meaning its personnel are airborne-qualified and trained for 
parachute assault.92

75th Ranger Regiment: The 75th Ranger Regiment is the U.S. Army’s premier large-
scale Special Operations Force, assigned to U.S. Army Special Operations Command 
(USASOC) and headquartered at Fort Benning, Georgia. Core missions include direct-
action raids, airfield seizure, special reconnaissance, personnel recovery, and clandestine 
insertion.93 The regiment can deploy one battalion within 18 hours of receiving an 
alert.94 As of December 17, 2020, it had completed 7,000 consecutive days of combat 
operations.95 In this report, the 75th is referenced as a peer unit with which the 173rd’s 
Bayonet Innovation Team shares sUAS best practices and platform shortfalls.

Anduril Ghost-X: The Anduril Ghost-X is a Blue UAS-certified medium-range 
reconnaissance un-crewed aircraft selected for the U.S. Army’s Company-Level sUAS 
Directed Requirement and the Pentagon’s Replicator initiative, representing the 
Army’s emerging MRR capability one tier above the SRR program.96 See Appendix C 
for more details. 

ASDA (American Security Drone Act): A provision of the FY2024 National Defense 
Authorization Act (P.L. 118-31), enacted December 22, 2023, that prohibits federal 
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agencies from procuring unmanned aircraft systems manufactured or assembled by 
covered foreign entities, primarily Chinese firms including DJI. The procurement ban 
took effect immediately upon enactment; the operational ban, barring federal agencies 
from operating covered UAS, took effect two years later on December 22, 2025. On 
November 12, 2024, the Department of Defense, General Services Administration, 
and NASA issued an interim Federal Acquisition Regulation (FAR) rule implementing 
ASDA. The rule created FAR clause 52.240-1, which requires inclusion in all new 
solicitations and contracts and flows down to all subcontractors.97 In a separate but 
concurrent action on December 22, 2025, the FCC added all foreign-produced UAS 
and critical components to its Covered List pursuant to Section 1709 of the FY2025 
NDAA, effectively blocking new foreign-made drone models from receiving equipment 
authorization for import and sale in the United States. On January 7, 2026, the FCC 
exempted UAS and UAS critical components on DCMA’s Blue UAS Cleared List, as 
well as those qualifying as domestic end products under the Buy American Standard, 
from the Covered List until January 1, 2027.98

ATAK (Android Team Awareness Kit): ATAK is an Android-based geospatial 
situational awareness application used by the U.S. military for navigation, blue force 
tracking, precision targeting, and real-time data sharing.99 It runs on commercial 
Android smartphones, communicates through tactical radios using MIL-STD-
2525B symbology and the Cursor on Target (CoT) data format, and supports a 
plugin architecture for mission-specific capabilities including drone control and fire 
support.100 The 173rd is currently using ATAK on its Tomahawk controllers to operate 
their Skydio X10D drones. 

Authorization to Operate (DoD ATO): A DoD ATO is a formal security certification 
that grants a software system the ability to run within a DoD environment. At its 
core, an ATO is a formal risk acceptance. It means a senior official has reviewed your 
system and determined that the mission benefit outweighs the potential security risk. 
The ATO is issued by an Authorizing Official (AO), typically a senior DoD civilian 
or military officer who has the authority to formally accept risk on behalf of the 
government. Securing a DoD ATO is often a rigorous and time-consuming process 
that requires meticulous documentation and continuous monitoring. Maintaining a 
DoD Authorization to Operate demands ongoing compliance and regular security 
assessments to ensure the system remains secure against new vulnerabilities.101

Beast+: A man-portable electronic warfare system built by Mastodon Design that 
provides signal detection, direction finding, and electronic attack or jamming in a 
handheld transceiver weighing approximately 20 pounds.102
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BIT (Bayonet Innovation Team): The 173rd Airborne Brigade’s internal innovation 
cell, responsible for identifying, procuring, testing, and integrating sUAS and 
other emerging capabilities for the brigade. It works closely with external vendors, 
peer units such as the 75th Ranger Regiment, and acquisition offices, and houses 
the Robotics and Autonomous Systems Section that operates the brigade’s drone 
production facility (see Appendix B). In this report, the BIT is the primary point 
of contact for sUAS procurement and experimentation at the brigade level, and its 
experiences illustrate many of the feedback loop, approval, and contracting failures 
documented in the findings.103

Brave1: A Ukrainian government coordination platform for defense technology, 
launched in April 2023, by the Ministry of Digital Transformation in collaboration 
with the Ministry of Defense, the General Staff of the Armed Forces, the National 
Security and Defense Council, the Ministry of Strategic Industries, and the Ministry 
of Economy. Brave1 functions as a single entry point through which defense-tech 
companies, startups, and individual inventors can submit ideas, receive grants, 
access military testing, and navigate certification, collapsing what Deputy Minister 
Oleksandr Bornyakov described as a previously chaotic, personality-driven process 
into an institutionalized pipeline.104 The platform had awarded over 540 grants totaling 
more than UAH 2 billion (approximately $50 million) and connected over 1,500 
defense-tech companies to the ecosystem.105

Brave1 Market: An online procurement marketplace launched in April 2025 as an 
extension of the Brave1 platform, described as “an Amazon” for the military. The Market 
lists over 1,000 products, including FPV drones, reconnaissance UAVs, ground robots, 
electronic warfare systems, and AI-driven tools, which military units can browse via the 
Delta situational awareness system and purchase directly from manufacturers, bypassing 
traditional centralized procurement timelines.106 A public leaderboard ranks units by 
combat points earned through verified strikes on Russian targets. These points can then 
be spent on the Brave1 Market to purchase drones and other equipment directly from 
manufacturers. Verification requires drone footage uploaded to the Delta network; point 
values for different target types (e.g., personnel, armor, infrastructure) are adjusted monthly 
by the General Staff to align tactical incentives with strategic priorities.107 The system 
creates a closed feedback loop: manufacturers receive real-time battlefield performance 
analytics on their products as well as reviews from end users, enabling iteration cycles 
measured in days rather than the months or years typical of Western procurement.

DEVCOM (U.S. Army Combat Capabilities Development Command): The Army’s 
principal technology development organization, headquartered at Aberdeen Proving 
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Ground, Maryland. DEVCOM oversees a network of laboratories, research centers, and 
engineering directorates that conduct research, development, and analysis across the 
full spectrum of Army modernization priorities to “accelerate research, development 
and engineering to deliver Warfighter capabilities.”108 

DIU (Defense Innovation Unit): Pentagon organization established as DIUx in August 
2015 by Secretary of Defense Ash Carter to accelerate DoD adoption of commercial 
technology. Headquartered in Mountain View, California, with offices in Boston, 
Austin, Chicago, and Washington, D.C., DIU uses commercial solutions for opening 
(CSO) contracts to prototype and field capabilities in 12–24 months.109 DIU stood up 
the Blue UAS Cleared List in 2020, creating a vetted pool of trusted UAS vendors from 
which federal agencies could procure without re-litigating security and compliance 
reviews. As of 2025, the management of the Blue UAS Cleared List shifted from DIU to 
the Defense Contract Management Agency (DCMA). The agency’s website and list can 
be found here: https://bluelist.dcma.mil/.110

DJI Mini 3: A Chinese-produced consumer ISR quadcopter, the platform is categorically 
prohibited from DoD procurement as a product of a covered entity under the FY2020 
NDAA and the 2024 American Security Drone Act; it is included in this report solely as a 
commercial performance benchmark against which 173rd operators informally assess their 
authorized platforms.111 See Appendix C for more details.

DoD Instruction 5000.80 (Middle Tier of Acquisition): A DoD instruction, effective 
December 30, 2019, that establishes policy, assigns responsibilities, and prescribes 
procedures for the management of the Middle Tier of Acquisition (MTA) for rapid 
prototyping and rapid fielding, in accordance with Section 804 of the FY2016 NDAA.112 
The MTA pathway is intended for capabilities that have a sufficient level of maturity to 
be rapidly prototyped or fielded within five years of program start.113 The instruction 
creates two distinct pathways: rapid prototyping, which develops fieldable prototypes 
to demonstrate new capabilities, and rapid fielding, which deploys proven technologies 
with minimal development. MTA programs are exempt from the more burdensome 
requirements of the major capability acquisition pathway, enabling faster delivery of 
warfighting capabilities.

DoD Instruction 8330.01 (Interoperability of Information Technology, Including 
National Security Systems): A Department of War instruction, issued by the DoW 
Chief Information Officer and most recently reissued on September 27, 2022, that 
establishes policy and procedures for certifying the interoperability of all Pentagon 
information technology and national security systems. The instruction requires that IT 
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“be interoperable, to the maximum extent practical, with existing and planned systems 
and equipment of joint, combined, and coalition forces, other U.S. Government 
departments and agencies, and non-governmental organizations.” It mandates that 
IT “support, provide, and use open-source, non-proprietary, and industry standard 
interfaces, data, and services” to maximize interoperability, and establishes a 
capability-focused, architecture-based approach for interoperability analysis, testing, 
certification, and connection to department networks.114

Draganfly Commander 3XL: A North American-manufactured multi-role modular 
multi-rotor produced by Draganfly Inc. Capable of carrying 22 lbs. of payload for 
approximately 50 minutes and publicly listed at $23,495, the Commander 3XL is a 
durable, reusable platform built for sustained operational use rather than attrition.115 
See Appendix C for more details.

Draganfly Flex FPV: The Draganfly Flex FPV is an NDAA-compliant modular FPV 
tactical drone designed for government and military use. Unlike the Commander 
3XL, the Flex FPV is an attritable system, mirroring the employment model the 
173rd Airborne Brigade has adopted with its in-house SkyRaider FPV factory.116 See 
Appendix C for more details.

EUCOM (United States European Command): One of eleven combatant commands 
in the Department of War, responsible for U.S. military operations across Europe, 
parts of Asia, and the Middle East. Headquartered at Patch Barracks in Stuttgart, 
Germany, EUCOM oversees approximately 64,000 permanently assigned military 
personnel across the theater. EUCOM’s commander also serves as NATO’s Supreme 
Allied Commander Europe (SACEUR), the alliance’s chief military commander.117 
In this report, EUCOM is referenced as one of several overlapping headquarters—
alongside SETAF-AF and USAREUR-AF—under which the 173rd sits.

FAR (Federal Acquisition Regulation): The primary regulation governing all 
federal government procurement of goods and services. Codified at Title 48 of the 
Code of Federal Regulations, the FAR establishes uniform policies and procedures 
for acquisitions by executive agencies and is jointly issued and maintained by the 
Department of War, General Services Administration, and NASA. In the context of 
this report, the FAR is a source of friction in sUAS procurement because its standard 
processes (designed for traditional defense acquisition) are poorly suited to the speed 
and iteration cycles required for sUAS fielding.118

Fire Support Team (FiST): A specialized, integrated field artillery unit attached to 
infantry, calvary, scout, or armor formations to coordinate, direct, and observe indirect 
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fire and air support. In the 173rd, the FiST is completely integrated with the infantry 
units based in Italy, as the Field Artillery Battalion is located in Germany.

FlyingBasket FB3: An Italian-manufactured heavy-lift cargo drone capable of lifting 
up to 100 kg payloads with a 70 kg empty weight, and the first EU authorization for 
cross-border cargo drone operations.119 The 173rd Airborne Brigade has employed 
the FB3 to move over 400 kg of supplies across 100 km of operational distance, 
demonstrating clear logistics value in the European theater, yet the brigade cannot 
formally acquire the system through existing procurement channels. See Appendix C 
for more details.

FPV Drone (First-Person View): A category of small drone piloted via a live video 
feed transmitted from an onboard camera to the operator’s goggles or screen, enabling 
real-time visual control. In combat, FPV drones are primarily employed as low-cost, 
one-way attack systems capable of delivering lethal effects against armored vehicles, 
personnel, and infrastructure at a fraction of the cost of conventional munitions. FPV 
drones are consumable destroyed on impact during strike missions. The 173rd operates 
commercially procured FPV systems, including the NEROS Archer (~$2,000–2,100 
per unit), and manufactures its own: the SkyRaider, an in-house FPV assembled at 
approximately $900 per unit from commercial off-the-shelf components (see Appendix 
B: 173rd Drone Factory for production process details and Appendix C: sUAS Market 
Overview for platform comparisons).120

GPC (Government Purchase Card): A charge card issued to authorized DoW 
personnel, serving as the preferred method for purchasing and paying for supplies and 
services at or below the micro-purchase threshold (MPT).121

G-TEAD (Global Tactical Edge Acquisition Directorate) is a nascent U.S. Army 
organization, partnered with USAREUR-AF, that embeds small teams of acquisitions 
professionals empowered to accelerate procurement through prize challenges structured 
around specific deterrence capabilities along NATO’s eastern flank. Vendors who 
demonstrate viable solutions in soldier-led assessments enter the G-TEAD Marketplace, 
where Army units can procure their products through follow-on contracts.122 G-TEAD 
represents the closest American analog to Ukraine’s Brave1 Market, but it operates at the 
theater level rather than the Pentagon level and remains far from replicating the speed, 
scale, or closed feedback loop that Brave1 Market provides.

IDIQ (Indefinite Delivery, Indefinite Quantity): A contract type defined under the 
Federal Acquisition Regulation (FAR 16.504) that provides for an indefinite quantity, 
within stated limits, of supplies or services during a fixed period.123 For the 173rd, 
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IDIQ contracts are the default procurement mechanism because they require as 
little as a single email to execute. However, IDIQ contracts provide no enforcement 
leverage over vendor performance. As the BIT lead described: “Your batteries only 
last for 30 minutes when you quoted an hour. I have nothing to do. I can’t say you’ve 
violated the terms of contract. I kind of just get what I get.”124

IQT (Initial Qualification Training): Unit drone programs require that operators 
complete an initial qualification program before being authorized to put an aircraft 
in the air.125 IQT must be completed on each specific platform a Soldier intends to 
operate. This creates a recurring training burden whenever the BIT fields a new drone.

ISR (Intelligence, Surveillance, and Reconnaissance): A category of military 
capabilities used to collect, process, and disseminate information about adversaries 
and the operational environment to support decision-making and targeting.126 
ISR encompasses a range of platforms and sensors that provide commanders with 
persistent situational awareness. In the context of this report, ISR is the primary 
mission set for which the 173rd employs its reconnaissance sUAS fleet, including the 
Skydio X10D.

JRA (Joint Reference Architecture): A standards framework included in the Army’s 
Joint Small UAS Capability Development Document (J-sUAS CDD) calling for common 
interoperability standards across joint sUAS platforms. The JRA is intended to define 
standardized interfaces for data exchange, command and control, and communications 
to enable joint forces to share sUAS-derived information across services.127

KML (Keyhole Markup Language): An XML-based file format used for displaying 
geographic data in mapping applications.128 KML files encode coordinates, 
placemarks, overlays, paths, and polygons, enabling the visualization of geospatial 
intelligence data on two-dimensional and three-dimensional maps. In military 
contexts, KML files are used to share and display operational data, including drone 
flight paths and target coordinates.

Lattice: An AI-powered battle management platform developed by Anduril Industries 
that integrates thousands of sensors and effectors.129 Lattice functions as a software layer 
designed to fuse data from sensors, autonomous platforms, and defensive systems into 
a unified operational picture, using AI-driven analytics, computer vision, and mesh 
networking to detect, track, classify, and coordinate responses to threats across distributed 
networks.130 In this report, Lattice is referenced as a peer command and control 
architecture against which the 173rd’s fragmented sUAS ecosystem can be compared.
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Maneuver Battle Labs (MBL): Located at Fort Benning, Georgia, the U.S. 
Army Futures Command’s Maneuver Battle Lab is the primary organization for 
experimentation at the Brigade Combat Team level and below. MBL conducts live 
and constructive experimentation to support individual Soldiers, BCT-and-below 
maneuver formations, and Cross Functional Team initiatives through modeling, 
simulations, and live field experimentation.131

Maven: Palantir’s AI-enabled platform for Combined Joint All Domain Command 
and Control (CJADC2). Advertised as an open-architecture data integration and 
decision support platform to leverage combined U.S. military resources across all 
services and combatant commands.132 As of early 2026, Maven has been designated 
a formal DoW program of record with production-level deployment across every 
U.S. combatant command.133 In this report, Maven is referenced as a higher-echelon 
intelligence and targeting architecture against which the data interoperability failures 
of the 173rd’s sUAS ecosystem can be contextualized.

MOSA (Modular Open Systems Approach): Codified at 10 U.S. Code §4401, 
MOSA is a statutory requirement that defense acquisition programs be designed and 
developed with a modular open system approach to enable incremental development 
and enhance competition, innovation, and interoperability. The statute defines MOSA 
as “an integrated business and technical strategy” that employs modular design 
using modular system interfaces between major systems and components. Originally 
enacted in the FY2017 NDAA (§805-809) and applicable only to major defense 
acquisition programs, MOSA was expanded by the FY2021 NDAA (§804) to cover all 
other defense acquisition programs as well, “to the maximum extent practicable.”134 
MOSA does not prescribe specific technical standards for batteries, radios, data 
formats, or other components. It mandates the approach of open architecture, not 
the content of specific interface standards. This distinction matters for the sUAS 
problem described in this report: MOSA provides the legal framework for requiring 
interoperability but does not, by itself, produce the technical standards that would 
make interoperability achievable at the component level.

NATO DIANA (NATO Defense Innovation Accelerator for the North Atlantic): 
NATO DIANA helps entrepreneurs and researchers develop dual-use technologies to 
solve critical defense and security challenges. It operates through 16 accelerator sites 
and more than 200 test centers across all 32 NATO nations. Its 2026 cohort selected 
150 companies from 3,680 applicants across ten challenge areas, including autonomy 
and uncrewed systems, to participate in an accelerator program offering funding, 
training, test center access, and pathways to military end users and investors.135
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NDAA (National Defense Authorization Act): Annual legislation passed by the 
U.S. Congress that authorizes the budget, appropriations, and policy direction for 
the Department of War and U.S. military activities.136 Each annual NDAA contains 
hundreds of provisions spanning acquisition reform, personnel policy, force structure, 
and emerging technology initiatives.

NEROS Archer: A man-portable FPV attack drone employed by the 173rd Airborne 
Brigade for lethal one-way strike missions. The Archer is designed to be destroyed on 
impact and represents one of the primary sUAS platforms documented in this report. 
NEROS is a Ukrainian-origin drone manufacturer that gained operational credibility 
through battlefield use in Ukraine before entering the U.S. military market.137 See 
Appendix C for more details.

NET (New Equipment Training): The initial transfer of knowledge from a materiel 
developer or program manager to a gaining unit upon fielding of a new system. NET 
typically consists of contractor-provided instruction covering system operation, 
maintenance, and safety, and can range from hours to weeks depending on system 
complexity.138

NIPR (Non-classified Internet Protocol Router Network): The U.S. military’s sensitive 
but unclassified internet network used for transmitting non-classified information and 
accessing the public internet.139 It is distinct from SIPR (Secret Internet Protocol Router 
Network), which handles classified data up to the SECRET level.

O&M (Operations and Maintenance Funding): One of the primary DoW budget 
categories, used to fund the day-to-day operational activities of U.S. military forces. 
O&M funds cover a broad range of expenses including training, maintenance of 
equipment and facilities, fuel, supplies, and the procurement of items below the 
threshold for investment accounts.140 It is the largest category of military spending. 
In the context of sUAS acquisition described in this report, the 173rd’s BIT has relied 
heavily on O&M funds to procure commercial drones, often through IDIQ contracts.

Orqa MRM2-10 Interceptor: An NDAA-compliant, EW-resilient FPV tactical drone 
manufactured in Croatia. U.S. purchases were temporarily paused after one radio 
module was found to contain a Chinese-manufactured component, which Orqa has 
since remediated through in-house production.141 See Appendix C for more details.

Parrot ANAFI UKR: A French-manufactured ISR micro-UAV on the Blue UAS 
Cleared List, assessed by the 173rd Airborne Brigade’s brigade-level UAS expert as 
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offering superior performance to the Skydio X10D at lower cost.142 See Appendix C for 
more details.

PDW C-100: A man-packable multi-rotor quadcopter selected alongside the Ghost-X 
for the U.S. Army’s Company-Level sUAS Directed Requirement / MRR Tranche 1, 
with Performance Drone Works securing over $15.3 million in Army contracts for 
deployment across INDOPACOM, EUCOM, and CENTCOM.143 See Appendix C for 
more details.

Project GI: A Defense Innovation Unit (DIU) prize challenge launched in June 2025 
with a $20 million prize pool, designed to accelerate the identification, assessment, 
iteration, and fielding of commercially derived uncrewed systems. DIU Director Doug 
Beck stated at launch that “warfighters lack the unmanned systems needed to train 
for combat and prevail if called upon to use them.”144 The program operates through a 
three-phase competition: in Phase 1, vendors submit proposals and are evaluated on 
the strength and readiness of their solutions; in Phase 2, selected companies conduct 
in-person demonstrations with DoD end users at U.S. military ranges, receiving travel 
funding up to $50,000; in Phase 3, finalists receive initial awards up to $500,000, with 
the potential for total funding up to $3 million contingent on meeting successive 
criteria and delivering operational results. Throughout the process, DIU provides 
feedback at each stage, including one-on-one sessions for Phase 2 participants, with 
the stated goal of helping all participants improve their offerings, not just selecting 
winners.145 As DIU described Phase 3 for its inaugural FPV challenge, testing occurs 
“in representative electronic warfare environments, in a variety of geographic 
locations, and will integrate companies with end users directly to remove bureaucracy 
from the feedback process.”146 Successful solutions are added to the Blue UAS Cleared 
List after cybersecurity review and supply-chain compliance verification.147 

RAS (Robotic and Autonomous Systems-of-Systems): The Army Science Board’s 
2017 study on Robotic and Autonomous Systems-of-Systems (RAS) Architecture 
recommended that the Army define a modular open system architecture for Robotic 
and autonomous platforms (including UAS), finding that existing systems relied on 
“proprietary technology and the lack of a common open architecture.”148  

RDT&E (Research, Development, Test and Evaluation Funding): A military 
budget appropriation category that funds the research, development, and testing of 
new systems and technologies prior to full-scale production and fielding.149 Unlike 
O&M funding, RDT&E appropriations are intended specifically for new capability 
development and require more detailed congressional justification. In the context of 
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this report, RDT&E funding constraints create friction for units like the 173rd that 
need to rapidly prototype and field commercial sUAS but lack access to the RDT&E 
funding available to formal acquisition programs.

S6: The communications officer and staff section within a U.S. Army brigade. The S6 
Staff Section is responsible for communications, including radio/video/data feeds, 
network architecture, and spectrum management.

SBU-E (Secure/Sensitive but Unclassified – Encrypted): A network enclave 
within the Army’s Integrated Tactical Network (ITN) that provides encrypted 
communications at an unclassified level.150 In this report, the brigade’s S6 Warrant 
Officer described sUAS video feeds operating on this separate commercial-tier enclave 
rather than the tactical network, creating a disconnect between drone operations and 
the common operating picture available to commanders.

SETAF-AF (U.S. Army Southern European Task Force, Africa): Headquartered at 
Caserma Del Din in Vicenza, Italy, SETAF-AF is comprised of the 173rd Airborne 
Brigade, the 207th Military Intelligence Brigade, the 414th Contracting Command, 
and the 509th Signal Battalion.151 Army SETAF-AF prepares Army forces, executes 
crisis response, enables strategic competition, and strengthens partners to achieve U.S. 
Army Europe and Africa and U.S. Africa Command campaign objectives.

SIPR (Secret Internet Protocol Router Network): The U.S. Military’s classified 
network, authorized for transmitting and storing information classified at the 
SECRET level and below.152 SIPR provides secure email, web browsing, and data-
sharing capabilities across DoW and connected federal agencies.

Skydio X10D: The U.S. Army’s program-of-record Short-Range Reconnaissance 
ISR quadcopter and the primary drone platform employed by the 173rd Airborne 
Brigade.153 See Appendix C for more details.

SkyRaider: The 173rd Airborne Brigade’s manufactured FPV strike drone, assembled 
at the brigade’s drone production facility (see Appendix B) at an approximate cost of 
$900 per unit using commercial off-the-shelf (COTS) components. As a consumable 
one-way attack system, the SkyRaider is destroyed upon target impact. Its in-house 
production model serves as the 173rd’s primary hedge against procurement delays 
associated with commercially sourced FPV platforms.

SOCOM (U.S. Special Operations Command): One of eleven combatant commands 
in the Department of War, responsible for organizing, training, equipping, and 
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providing special operations forces to support geographic combatant commanders 
and U.S. government agencies.154 Headquartered at MacDill Air Force Base in Tampa, 
Florida, SOCOM oversees Army Special Forces, Navy SEALs, Marine Raiders, Air 
Force Special Tactics units, Civil Affairs, Psychological Operations, and related forces. 
SOCOM has been one of the DoW’s most active early adopters of commercial sUAS 
technology. In this report, SOCOM is referenced as a peer organization whose UAS 
procurement practices and feedback loops differ from those available to conventional 
forces like the 173rd.

SRR (Short Range Reconnaissance): The Army’s first program of record for a small 
quadcopter drone for Army platoons, with requirements for a drone weighing less 
than five pounds and capable of 30 minutes of flight. The Army’s current selections for 
the SRR system are the Skydio X10D and Teal Drones’ Black Widow.155

Tactics, Techniques, and Procedures (TTPs): The three components are the 
foundational framework for how soldiers and units plan, train, and execute military 
operations. Tactics describe the employment and arrangement of forces in relation 
to each other, the enemy, and the terrain. Techniques are the general methods and 
mechanics used for a specific function or task. Procedures are highly detailed, 
standardized steps to execute a specific, often repetitive, task.

Task Force X: Task Force X, a complementary NATO effort under Allied Command 
Transformation, identifies and tests innovative systems that strengthen NATO’s 
operational resilience through autonomous systems, AI-enabled data fusion, and 
uncrewed platforms, spanning demonstration campaigns along NATO’s eastern flank 
and maritime security operations in the Baltic Sea.

Tomahawk Controller: A third-party ground control station compatible with 
the Skydio X10D and ATAK, an Android-based geospatial situational awareness 
application.156 See Appendix C for more details. 

USAREUR-AF: The Army Service Component Command responsible for directing 
U.S. Army operations throughout the EUCOM and AFRICOM areas of responsibility. 
Headquartered in Wiesbaden, Germany, with approximately 39,000 Army personnel 
assigned and deployed across a 104-country area of responsibility spanning Europe 
and Africa.157 The 173rd Airborne Brigade sits under USAREUR-AF.
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