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Executive Summary
AIxBio combines artificial intelligence (AI), biological data, and biotechnology 
manufacturing layers into a stack that transforms biological information into 
therapeutic design and, eventually, physical production. Its civilian upside is 
substantial: faster small-molecule discovery, more efficient messenger ribonucleic 
acid (mRNA) design, improved clustered regularly interspaced short palindromic 
repeats (CRISPR) and individualized cell therapies, and breakthroughs in 
personalized medicine. Its security risk is equally severe, since the same tools can 
reduce the expertise, time, cost, and iterations required to design or manufacture 
biological weapons.

The United States must preserve its AI and biotechnology lead against strategic 
competitors, but current governance is fragmented and slow. Frontier model 
safeguards are mostly voluntary, deoxyribonucleic acid (DNA) synthesis screening 
does not bind the full private market, and outbreak detection remains too reactive. 
This report assesses where AIxBio risk is growing, where U.S. policy falls short, 
and which governance models can reduce catastrophic biological risk without 
slowing legitimate biomedical innovation.

Key Assessments

•	 AIxBio is a dual-use technology stack. The civilian benefits are promising, 
but novel threats are emerging too. The risk stems from the combination of 
frontier AI models, biological datasets, and biotechnology manufacturing. 
Each layer is useful on its own; together, they can turn digital biological 
designs into physical outputs.

•	 In the near term, the most immediate misuse risk is barrier reduction. 
Large language models (LLMs) and open-source biological tools can help 
users search literature, reason through protocols, troubleshoot workflows, 
and substitute for previously tacit knowledge acquired with decades of 
experience. This phenomenon lowers informational barriers that once slowed 
inexperienced actors.

•	 In the long term, AI-assisted pathogen design is the highest-consequence 
threat pathway. Open viral sequence databases, genome language models, 
CRISPR tools, and nucleic acid synthesis could enable malicious actors to 
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enhance pathogen modifications to transmissibility, virulence, host range, or 
immune evasion. Viral design is also a near-term concern because viral genomes 
are shorter and easier to synthesize than more complex biological systems.

•	 Physical bottlenecks still matter, but they are weakening. Laboratories, 
trained personnel, specialized equipment, synthesis providers, and 
experimental validation are still barriers to misuse. Insider threats, 
supply-chain compromise, fragmented DNA orders, unscreened vendors, 
and open-source models outside corporate safety systems can reduce the 
effectiveness of those barriers.

•	 Current frontier AI governance is too dependent on voluntary restraint. 
Corporate preparedness frameworks, red-teaming, and model-use policies are 
useful but nonstandardized and vulnerable to competitive pressure. The United 
States lacks a comprehensive federal regime for mandating model-weight 
security standards, pre-deployment review, third-party audits, incident 
reporting, and stop-deployment authorities.

•	 DNA synthesis screening is a major access-control gap. Existing U.S. 
frameworks improve screening for federally funded research, but they do 
not create binding rules for all private synthesis providers. Without customer 
verification, sequence screening using best practices, split-order detection, 
updated sequences of concern, and mandatory reporting, malicious actors can 
exploit weak providers.

•	 Outbreak detection remains too reactive for AI-enabled biological risk. 
Public health systems often identify threats after spread has already begun. 
AI-enabled epidemic intelligence, wastewater monitoring, bioaerosol 
sampling, genomic surveillance, and metagenomic next-generation 
sequencing (mNGS) could reduce the time between biological anomaly 
detection and coordinated response.

•	 Poorly calibrated governance creates competing national security risks. 
Overreaching regulation could slow U.S. biomedical and AI innovation; 
weak regulation could permit catastrophic misuse. The policy challenge is 
targeting vulnerabilities without sacrificing the technological dominance that 
strengthens U.S. national security.
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Recommendations

Enforcing Built-In AI-Biosecurity Safeguards in Frontier Models

•	 Establish a government-authorized private regulatory market where licensed 
technical auditors enforce AI-biosecurity safeguards for frontier models.

•	 Use government-defined safety outcomes and National Institute of Standards 
and Technology (NIST) or Center for AI Standards and Innovation (CAISI) 
technical standards to augment private audits.

•	 After establishing U.S. safeguards, expand the framework internationally 
through treaties and shared technical standards.

Regulating the Biotechnology and Synthesis Industry

•	 Require universal screening of synthetic nucleic acid orders longer than 50 
nucleotides, including private-sector orders, with customer verification and 
mandatory reporting of failed legitimacy checks.

•	 Build an AI-enabled centralized screening system to detect fragmented orders 
and model the potential human-cell effects of ordered genetic sequences 
before synthesis.

•	 Create a federal licensing regime for sensitive laboratory equipment, 
requiring buyer verification, pre-purchase approval, ownership registration, 
and transfer tracking.

Early Outbreak Detection and Response

•	 Build an AI-enabled epidemic intelligence system that integrates the National 
Syndromic Surveillance Program (NSSP), the One CDC Data Platform, 
wastewater, bioaerosol, genomic, and clinical surveillance.

•	 Fund nationwide upgrades to wastewater and bioaerosol monitoring, 
including rural coverage and Biomedical Advanced Research and 
Development Authority (BARDA)-supported detection infrastructure.

•	 Standardize and approve mNGS diagnostics while securing scalable  
mRNA vaccine manufacturing capacity through government-backed  
private partnerships.
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“In this age, in this world, the application of artificial 
intelligence will define the future, and our country must 
once again develop new capabilities, new tools, and, as 
General Eisenhower said, new doctrine.”

– Jake Sullivan, National Security Advisor, 2024 [1] 

1. 	 Introduction
By March 2020, SARS-CoV-2 had reached nearly every country in the world. 
Supply chains shattered, global markets collapsed, and public health systems 
buckled under the ensuing crisis. The world knew pandemics were possible and 
had been warned well in advance. It knew coronaviruses posed serious risks, with 
the potential to become more transmissible and deadly than a routine outbreak. 
There were existing precautions, institutions, and vaccine infrastructure to 
mitigate the threat of pandemics. Still, the world was unprepared.

Now, imagine that the world is hit with something it could not have expected. It 
is not another familiar pandemic produced by nature, but a plague, famine, or 
biological zero-day attack created by an individual with minimal training, only 
determination and technology. Such a threat would be difficult to foresee, nearly 
impossible to prepare for, and closer than policymakers assume.

Rapid advances in AI and biological manufacturing are making this threat 
increasingly real. These dual-use technologies expand the realm of possibility for 
breakthroughs in therapeutic discovery, but also scale the reach of possible harm. 
The same tools that enable new cures may also facilitate the engineering of a weapon. 
The danger is that innovation may outpace the guardrails meant to control it.

Prevention requires recognizing the threat before it arrives. The steps taken today 
will determine whether AI-biosecurity becomes manageable or catastrophic. AI 
development is moving quickly, and strategic competition with China makes 
American dominance essential. The United States cannot assume that rivals will 
accept the same ethical limits, nor can it sacrifice technological advantage in the 
name of caution. It must avoid a failure of imagination by building safeguards that 
reduce existential biological risk without constraining the innovation that gives the 
United States its advantage.



Belfer Center for Science and International Affairs | Harvard Kennedy School

6

The Dual-Use Frontier of AI-Enabled Biotechnology

This report will discuss how AI and biological manufacturing intensify biosecurity 
risk, where current policy falls short, and what regulations can reduce biological 
threats, while preserving American technological dominance.

1.1 	 AIxBio Technology Stack

AIxBio refers to a machine-based system that can, for a given set of 
human-defined objectives, make predictions, recommendations, or decisions 
influencing real or virtual environments related to human health and 
biotechnology innovations [2]. AIxBio’s predictive capabilities, paired with faster 
biotechnology manufacturing, are transforming drug discovery, clinical trials, 
disease treatment, and the biological risk landscape [3].

The AIxBio technology stack operates through three layers: artificial intelligence, 
biological data, and biotechnology manufacturing. The AI layer generates 
predictions and designs, the data layer supplies the biological inputs that make 
those outputs useful, and the manufacturing layer turns digital instructions into 
physical outputs.

1.1.1 	 The Artificial Intelligence Layer

The artificial intelligence layer converts biological data into predictive outputs. 
In AIxBio, this layer uses AI systems to convert biological inputs into candidate 
targets and therapeutic designs. This layer can include large language models, 
biological foundation models, graph neural networks, generative models, 
molecular docking systems, and tools to predict absorption, distribution, 
metabolism, excretion, and toxicity (ADMET) [4].

AI’s large language models and related machine-learning systems can learn 
statistical patterns from biological and chemical data, process large bioinformatics 
databases, optimize candidates against specific properties, and offer predictive 
outputs about potentially efficacious therapeutic candidates and targets. AIxBio’s 
systems can be trained through an iterative trial-and-error process, learning to 
adjust assessments of novel therapeutic design [4].
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This process is compute-heavy and nonlinear, often relying on artificial neural 
networks (ANNs), a class of machine learning (ML) models. Loosely inspired 
by human neural networks, ANNs are computational models made of layers of 
mathematical units that learn statistical relationships in data. Deep learning uses 
multi-layer artificial neural networks and can involve supervised, unsupervised, 
self-supervised, semi-supervised, or reinforcement-learning methods [5, 6].

Figure 1:  Neural network architecture involved in AIxBio decision-making processes. 
Adapted from Gupta, “Neural Network Layers Explained,” and modified by the authors for 
AIxBio applications.
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Figure 2: AIxBio model development and therapeutic translation pipeline. The figure shows 
biological and pharmacokinetic data moving through data collection, data processing, 
model training and validation, predictive output generation, experimental validation, 
therapeutic application, and model monitoring. Adapted from InfoDiagram’s predictive 
AI model development process diagram and Zhang et al.’s generative mRNA design 
framework, and modified by the authors for AIxBio applications.
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AIxBio’s model-development process can be illustrated through the 
small-molecule drug development workflow. In machine learning, training is the 
process of optimizing model parameters to minimize an error function, allowing 
the model to learn patterns from development data [7, 8, 9]. Tuning involves 
adjusting hyperparameters or model configurations to improve performance 
before final evaluation [10]. The development dataset is typically divided into 
training, validation, and test data. Training data teach the model, validation 
data refine and check it, and held-out test data evaluate final performance [11]. 
Historical drug-discovery data and relevant parameters, including chemical 
structure, binding sites, gene sequence, and mRNA or protein targets, are provided 
to the ANN as training data.

The model is then tuned on subsets of the dataset to test how different 
configurations affect performance and to ensure the model responds consistently 
across smaller data samples [11]. Once model generation is complete, researchers 
evaluate its final performance with a dataset it had not trained on. Both the 
training and validation datasets would include information on approved drugs, 
including pharmacokinetic parameters, chemical structure, dosage, and in vivo 
binding sites. Pharmacokinetic parameters describe how a drug is absorbed, 
distributed, metabolized, and eliminated by the body [12]. The more accurate and 
diverse the biological datasets are, the higher the predictive power of the machine 
learning tool [12].

New computational biology models enable advancements in the evaluation phases 
by using artificial intelligence to predict functions and behaviors of biological 
structures. Two recent breakthrough examples are AlphaFold 3, which predicts 
biomolecular complexes, and Evo 2, which models genome-scale biological 
sequences [13, 14]. These tools can reduce development time and cost, allowing 
researchers to prioritize promising candidates in experimentation.

Any promising small molecules generated by AIxBio would still need to go 
through regulatory approval, including preclinical testing in animals and clinical 
trials in humans [14]. As a result, any AIxBio prediction that a novel drug 
candidate will be more effective remains uncertain until confirmed through 
laboratory testing and clinical validation [15, 16].
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1.1.2 	 The Biological Data Layer

The biological data layer makes AIxBio useful through two main categories of data: 
human genomic and pharmacogenomic data, and pathogen or viral genomic data. 
Together, these datasets allow AIxBio systems to identify clinically meaningful 
patterns while also creating dual-use risks.

1.1.2.1 	 Human Genomic and Pharmacogenomic Data for 
Precision Medicine

Precision medicine (PM) is a major next-generation approach to human 
medicine, using genomic, molecular, clinical, and lifestyle data to tailor 
prevention, diagnosis, treatment selection, and dosing for each individual 
[17]. The development of PM is characterized by prevention, personalization, 
prediction, and participation [18].

The field of translational bioinformatics is key to PM: the merging of biology, 
computer science, and information technology. By tailoring therapies to patients’ 
genomic and molecular data, PM enables improved and specialized treatment 
plans, generating enhanced diagnosis, prevention, treatment selection, and 
dosing. Precision medicine depends on large bioinformatics databases that 
include patients’ genomic and molecular data, as well as pharmacogenomic data 
showing how treatment responses vary by genetic signatures, disease stage, age, 
sex, and other factors.

President Obama announced the Precision Medicine Initiative in 2015, and 
the National Institutes of Health (NIH) All of Us Research Program opened 
national enrollment in 2018 to collect health data from one million or more U.S. 
participants. These programs initially focused on cancer, with a longer-term goal 
of improving the understanding of how genes, environment, lifestyle, and health 
care affect health and disease across diverse populations [19, 20].

Human genomic data encompass the full DNA sequence of three billion 
base pairs, which contribute to an individual’s physical traits and medicinal 
responses. Pharmacogenomic data describe how genetic variation affects 
response to therapeutic treatment, such as drug efficacy and dosing [21]. By 
combining individuals’ genomic data across multiple population groups in 
the United States with electronic health records and surveys, researchers can 
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understand how genetically inherited and environmentally acquired traits impact 
health [22]. The data layer is stored internally, and individual-level private data 
are described as “anonymized”.

This database was an important step toward personalized medicine, helping tailor 
future treatments to match each person’s condition and physical profile. Through 
pharmacogenomics, clinicians could come closer to administering the optimal 
medication in the optimal dosage to each individual, mitigating the risk of a lack of 
response or the adverse effects that are commonly seen in traditional medicine [23].

However, a large-scale population database providing biological information on 
different U.S. population subsets puts them at biological risk as well. Examples of 
leaked genomic data and ancestry information have occurred [24]. Notably, in the 
2023 23andMe data breach, genetic and ancestry data from millions of users were 
exposed by credential-stuffing attacks. When combined with AI-driven clustering, 
these data could be used to identify genetically similar subpopulations, increasing 
precision medicine capabilities and biosecurity risks [25].

Proteomics refers to the presence, abundance, modifications, and cross-interactions 
between all types of proteins expressed in an individual’s body [26]. In parallel to 
the genomic database, researchers are also building proteomic databases of protein 
biomarkers associated with specific conditions or diseases, gathered through 
sampling and testing from adult individuals. When coupling genomic sequencing 
with proteomics data, such as disease-specific markers, the linkage between 
genotypic markers and specific phenotypes emerges [27]. This mapping is a critical 
step toward precision medicine. Proteomics data are compiled through mass 
spectrometry and affinity-based protein profiling techniques for large-scale protein 
identification and analysis [28, 29].

Genetic and proteomics data collection plays a major role in both reducing health 
risks and treating disease. Millions of individuals carry inherited or developed 
mutations correlated with an increased chance of developing cancer or other 
life-threatening conditions throughout their lifetimes [30, 31, 32]. If genomic and 
molecular testing are performed early on in life and risks are mitigated through 
emerging precision gene and/or cell therapies or prophylactic treatment, many lives 
will be saved or at least prolonged [33, 34].
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AIxBio is especially useful for classification and clustering, which can help identify 
genetic signatures linked to higher disease risk. However, population-level 
clustering can expose specific subgroups to biologically targeted risks, even 
though the goal is disease prevention. Population profiling is therefore plausible 
if large-scale pharmacogenomic databases are constructed and data are made 
publicly available. Targeted bioweapon design is feasible, but to date remains 
technically difficult. Monitoring precision medicine’s evolution will shed light on 
the interplay between the medical benefit and emerging risk.

1.1.2.2 	 Pathogen Genomic Data for AIxBio Model Generation

Beyond human genomic and clinical datasets, AIxBio model development  
relies on large-scale pathogen and viral sequence databases, which expand the 
scope of analysis from individual health to population-level and cross-species 
biological systems.

The International Nucleotide Sequence Database Collaboration, or INSDC, is 
composed of three major public nucleotide sequence databases: National Center 
for Biotechnology Information (NCBI) GenBank, the DNA Databank of Japan, 
and the European Nucleotide Archive. These databases archive viral genomic 
sequence information and metadata, such as sample host species, location, date, 
and links to related publications. Demographic information, antiviral treatment 
data, and treatment histories are sometimes included, but are not consistently 
available across viral sequence records [35].

A recent report shows that the GPT-4o application programming interface (API) 
can help identify published studies linked to GenBank submission sets and 
extract relevant data from them [35]. This kind of streamlining could support the 
development of viral databases that combine genomic data, treatment information, 
and demographic details about infected populations.

1.1.3 	 The Biotechnology Manufacturing Infrastructure Layer

The biotechnology manufacturing layer translates AIxBio-generated designs into 
physical biological products through controlled chemical and biological processes. 
This layer encompasses the infrastructure and process optimization strategies 
required to scale from molecular design to deployable therapeutics.
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Analytical instrumentation measures biological specimens and systems to 
determine their composition and functional characteristics. This category includes 
high-parameter flow cytometers, cell sorters, and liquid chromatography mass 
spectrometry instruments. These platforms can develop large biological datasets 
that can improve AIxBio model development [36].

Small-molecule manufacturing relies on fume hoods, flash chromatography 
systems (e.g., Biotage), and rotary evaporators during early-stage research, and 
transitions to reactors, extractors, evaporators, crystallizers, and filtration systems 
during process scale-up [37].

mRNA vaccine sequences are traditionally manufactured with the use of filtration 
setups, ion exchange, hydrophobic interaction, and size exclusion chromatography 
for purification, and tangential flow filtration setups for downstream concentration 
[38]. The linearized DNA templates used in mRNA synthesis consist of synthetic 
gene sequences produced through automated synthesis [39]. The Coalition for 
Epidemic Preparedness Innovations (CEPI) is exploring AI and machine learning 
to optimize decentralized, automated mRNA vaccine manufacturing. The goal is 
to move from centralized batch production toward modular, microfluidic-based 
systems [40]. Such a modular setup is expected to support rapid vaccine production 
in outbreak regions through end-to-end modular integration of the payload 
(mRNA) production with capsule (lipid nanoparticle) manufacturing.

DNA synthesis links deoxyribonucleotides into a single strand of DNA using  
DNA synthesis instruments. The first strand serves as a blueprint for the 
complementary strand synthesized by the DNA synthesis enzyme [41]. Emerging 
DNA synthesis methods include enzymatic DNA synthesis (EDS) and are shifting 
the paradigm from chemical synthesis of the template DNA strand to one carried 
by the natural enzyme [42]. mRNA is produced by transcribing a linearized DNA 
sequence, with RNA polymerase adding RNA nucleotides in the order specified by 
the DNA template [43]. Software is also part of this stack, helping convert digital 
nucleotide sequence information into instructions for constructing biologically 
active genetic components [44].
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1.2 	 Civilian Applications

AIxBio’s civilian applications will be most impactful in therapeutic development, 
where AI systems can make biological discovery more targeted and efficient. The 
technology can accelerate the development of viable treatment candidates, reducing 
the time and cost of early-stage development.

1.2.1 	 AI-assisted Small Molecule Therapeutics

Small molecule drugs are low-molecular-weight chemicals that account for 90% 
of the currently approved medications worldwide [45]. Despite their dominance, 
research and development (R&D) productivity has declined sharply: between 
1950 and 2012, the number of approved drugs per $1 billion in inflation-adjusted 
R&D funding fell by half roughly every nine years [46]. An AIxBio-driven boost in 
predicting novel small-molecule drug candidates would be highly desirable for the 
pharmaceutical sector.

Large language models are actively deployed for optimizing small molecule structures 
targeted at specific biological activities. However, there are still few comprehensive 
databases showing exactly how drugs bind to biological targets and produce 
therapeutic effects. Documented AIxBio use is still concentrated in preclinical research, 
accounting for almost 40% of studies. Later-stage use remains less common because 
validation becomes slower and more complex as candidates move closer to clinical 
testing [47]. This phenomenon highlights the transformative potential for AIxBio in 
early-stage drug discovery and identification of lead candidates.

Figure 3:  Categorization of AIxBio use per stage of drug discovery and validation (left). Global 
distribution of AIxBio in drug discovery (right). Adapted from Dermawan and Alotaiq (2025) 
and modified by the authors.
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Consequently, investment in AI-assisted drug discovery is substantial in 
the United States, which is a major hub for AI development and advanced 
biotechnology firms [48].

Simultaneously, scientists have concluded that improving algorithms alone does 
not solve the scarcity of comprehensive databases of drug candidates suitable for 
lab testing. Limitations exist both in the data quality (data biases and noisy data) as 
well as method validation (unpacking of the performance gains and upgrading the 
robustness of testing) [12].

AI has already contributed to small-molecule drug discovery and repurposing. 
One example is baricitinib, a Food and Drug Administration (FDA)-approved 
AI-identified candidate for SARS-CoV-2 drug repurposing, and several other 
AI-discovered or AI-designed small-molecule candidates have already entered 
early-stage clinical trials [49].

Nevertheless, the clinical stage of the AIxBio-generated drug validation lasts 
a similar length of time as traditionally discovered drug candidates. Experts 
agree on the need for experimental validation at each stage of drug development 
and a hybrid human-AIxBio approach to technological evaluation. More 
comprehensive databases of drug testing, including both true positive and false 
negative candidates, built through expert crowdsourcing, could support faster 
drug-candidate discovery [49].

1.2.2 	 mRNA Therapies

mRNA vaccines recently emerged as a tunable, scalable, and efficient platform for 
viral infections, most notably SARS-CoV-2. The platform consists of the vehicle, 
lipid nanoparticles able to penetrate the cell membrane, and the cargo, mRNA 
ready to be translated into proteins. Once released inside the cell, mRNA generates 
an immunogenic protein that signals the immune system to mount a response 
against it. This immune response primes the patient’s immune system to neutralize 
the virus/pathogen upon subsequent exposure [50].

mRNA sequences, albeit short compared to the human genome, exhibit high 
combinatorial diversity when conceived and synthesized de novo. For instance, 
there are an estimated 10632 ways to code for the SARS-CoV-2 spike protein 
sequence [51]. This astronomical number could not possibly be tested in a 



Belfer Center for Science and International Affairs | Harvard Kennedy School

16

The Dual-Use Frontier of AI-Enabled Biotechnology

laboratory setting, but could be dimensionally reduced through AIxBio’s models 
to a smaller number of optimal mRNA structures to test for in the lab. The 
combinatorial diversity creates the need to match the mRNA coding regions with 
untranslated regions, creating an interdependency between optimization metrics 
of each component [52]. AIxBio models are accounting for this challenge.

A 2025 study highlights the development of a generative AI-driven framework, 
generative models for RNA (GEMORNA), for constructing the mRNA sequence 
targeting a specific protein. In vitro (outside the body) testing of the most effective 
mRNA shows an increase of up to 121-fold in mRNA expression compared to a 
benchmark. Platforms such as GEMORNA are expected to become increasingly 
more common [8].

1.2.3 	 CRISPR-Cas9 Therapies

CRISPR-Cas9 represents a gene-editing platform effectively equivalent to 
molecular scissors for repairing or modifying human DNA. The CRISPR platform 
operates by using a short guide RNA sequence as the targeting mechanism for the 
payload. This payload is the CRISPR enzyme, which cuts or modifies the specific 
gene sequence it is guided to [5, 53].

AIxBio has been used for more than a decade to improve predictions about 
CRISPR-Cas9 gene editing performance. At its core, AI primarily improves 
guide RNA (gRNA) design through a process similar to the mRNA optimization 
described above. Additionally, the protein structure of Cas9 undergoes iterative 
AI-based optimization [5].
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Figure 4: AI-enabled CRISPR–Cas9 design and engineering framework. Machine learning 
(ML) and deep learning (DL) models enhance guide RNA design, off-target prediction, 
editing outcome prediction, and Cas protein engineering. These capabilities support 
applications across therapeutic development, microbial engineering, and pathogen 
modification, with dual-use and national security implications. Adapted from Experimental 
& Molecular Medicine (2025) and modified by the authors.

Multiple CRISPR therapies are undergoing clinical trials. The only FDA-approved 
therapy as of August 2026 remains Casgevy, an ex vivo CRISPR-Cas9 therapy that 
edits a regulatory element of the BCL11A gene in a patient’s blood stem cells to 
increase fetal hemoglobin production [54].

1.2.4 	 Cell Therapies

Cell therapies include the transplant, transfusion, or tissue grafting using cells 
from the patient or a donor for the purpose of restoring normal function [55]. 
Although cell therapies are already used in personalized treatment, AI/ML 
development in this field remains limited by the lack of comprehensive training 
datasets and the difficulty of continuously monitoring living cells’ response. Part 
of this challenge comes from assessing the performance of therapies in live cells, 
a barrier Harvard scientists came close to addressing in 2025 [56]. Advances in 
combining AI with regenerative biology are expected over the next few years 
through high-risk pilot projects [57].
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Preliminary reports suggest that AI may accelerate cancer-treatment research 
and development based on a previously existing chimeric antigen receptor T-cell 
therapy (CAR-T) treatment platform for specific on-site tumor cell targeting [58]. 
However, AI’s predictive power is limited by the availability of the well-established 
therapeutic CAR-T platform and the biological database of model training and 
validation. Coupling AIxBio with the CRISPR-Cas9 editing platform for designing 
chimeric antigen receptors (CARs) could foster the transition from a constrained 
made-to-order model for cell therapies to a broader and tunable platform for 
on-demand specific therapeutic manufacturing [59, 60].

Figure 5: AIxBio-enabled CAR-T cell therapy manufacturing workflow. Adapted from Colina 
et al.’s overview of CAR-T cell manufacturing steps and modified by the authors.

1.2.5 	 Metagenomic Next-Generation Sequencing 

Next-generation sequencing refers to the high-throughput sequence 
identification of billions of nucleotide base pairs, producing readouts much faster 
than classical sequencing methods. Metagenomic next-generation sequencing 
yields sequence readouts without requiring prior knowledge of the organism of 
origin in a high-fidelity way, meaning newly emerging pathogenic sequences, if 
present, can be detected in human samples [61].
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The main advantage of the mNGS technology lies in its lack of bias toward 
unprecedented pathogenic infections, because mNGS does not require 
background knowledge on a specific pathogen [62]. Emerging mNGS platforms 
could provide real-time information on bacterial detection and genotyping within 
minutes [63]. The shotgun variation of mNGS has the advantage of simultaneously 
identifying viruses, bacteria, fungi, and parasites in a sample, making it useful for 
deconvoluting co-infection cases [64]. The information gathered from shotgun 
mNGS could be further applied in profiling antibiotic resistance in bacteria and 
virulence genes of emerging pathogens [63, 65, 66].

For an active mNGS deployment, standardization across sample types, quantity 
of host DNA, the sequencing platform used, number of reads generated, selected 
reference database, and data analysis tools are necessary [67]. Despite cost 
and expertise constraints, long-term investment is justified by the potential to 
dramatically improve detection of novel pathogens, including those maliciously 
generated with AIxBio.

1.2.6 	 Readiness and Validation Bottlenecks

In civilian applications, AIxBio’s impact will depend on translation from model 
prediction to experimentally validated products. A major advance in AIxBio 
may come from unsupervised deep learning, which could allow models to detect 
hidden patterns in biological data and identify potential therapeutic candidates 
with less reliance on labeled datasets, although experimental validation would still 
be required [59].

The technology readiness level (TRL), which measures the technology’s maturity, 
is particularly challenging for emerging AIxBio, because products still face 
clinical-testing and clinical-trial validation. Common clinical-trial hurdles include 
patient heterogeneity, multiyear monitoring periods, and noncompliance with 
treatment protocols. AIxBio remains constrained by the quality of its training data, 
with bottlenecks arising from batch effects that reflect processing artifacts rather 
than true biological signals, inconsistent measurement protocols, and inadequate 
metadata documentation [68, 69, 70]. AIxBio also performs best when applied 
to biological systems that are already well understood, making it less reliable for 
studying new or poorly understood biology.
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1.3 	 Misuse Potential and National  
Security Consequences

AI-enabled biotechnology poses two converging dangers: it democratizes the 
development of existing biological threats by reducing reliance on tacit knowledge, 
and it creates new threat pathways through improving pathogen design and 
delivery. Together, these capabilities heighten the risks of terrorism, coercion, 
sabotage, targeted attacks, and broader national security disruption.

1.3.1 	 AI-Enabled Democratization of Existing Bio Threats

The major foreseeable biological threat with AI is the acceleration and 
democratization of bioweapon manufacturing. Non-state or lone actors, such as 
criminals or terrorists, and malicious state actors can use prompt obfuscation and 
open-source, jailbroken, or internally built LLMs throughout the development 
process to substitute for tacit knowledge.

Tacit knowledge is the intangible know-how, like using a micropipette or 
douncing HeLa cells, that people acquire by working in laboratory environments. 
For decades, technology and the internet have eroded the importance of tacit 
knowledge in scientific work, cutting the learning curve for non-professionals to 
perform tasks previously requiring decades of experience [71]. 

Artificial intelligence will likely accelerate this phenomenon. Leading LLMs 
are already outperforming human experts in tests designed to assess virology 
knowledge [72]. A nonexpert could theoretically use an unrestricted LLM for 
assistance in scientific reasoning, accelerated search and synthesis of data and 
research, navigating computing tools, troubleshooting, and testing across a 
complex technical workflow. This substitution would not immediately replace 
hands-on expertise entirely, but it could lower cognitive and informational barriers 
that once slowed inexperienced actors [72, 73, 74].

In bioterrorism cases like Bruce Ivins, the possible perpetrator of the 2001 Anthrax 
letter attacks, actors often come from senior, specialized research backgrounds 
with access to scientific equipment, laboratories, pathogens, and the tacit 
know-how needed to work with them. As AI reduces the barriers to informal 
development, that background may no longer be a strict requirement [73].
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1.3.2 	 Emergence of New Biological Threat Pathways

The democratization of biotechnology development will be compounded by 
the unforeseen threats emerging from new biotechnology and enhanced AI 
capabilities. The realm of possibilities will expand in the coming years, including 
novel methods for developing, delivering, and increasing the virulence of 
pathogens. Malicious actors may be able to increase the transmissibility, lethality, 
host range, and immune evasion of existing microorganisms, including ones that 
are currently harmless [75].

Gain-of-Function Pathways for Designing and Modifying Novel Pathogens

•	 AI models may enable the creation of novel biological molecules, including 
toxins, pathogen-associated proteins, and proteins that interact with critical 
targets in the human body [75].

•	 Bacterial and fungal candidates may be modified using CRISPR-based and 
related gene-editing methods [76, 77].

•	 AI-enabled construction of viruses may soon be possible, as scientists in 2025 
designed bacteriophage genomes computationally, synthesized them into 
DNA, and introduced them into bacterial hosts, yielding phages that infected 
E. coli [78].

Potential novel delivery mechanisms magnify the threat of enhanced pathogen 
capabilities by introducing harmful biological payloads into hosts and reducing 
the technical barriers to delivery. For example, technologies, such as CRISPR, 
could theoretically offer pathways for in vivo delivery using vectors to introduce 
malicious gene-editing payloads into target cells and exploit genotype-linked 
susceptibilities in specific individuals. Adenoviral vectors are already used to 
deliver CRISPR, but a hypothetical adenovirus-based CRISPR system capable 
of spreading beyond the intended recipient would present a serious biosecurity 
concern, unlike standard therapeutic vectors, which are typically engineered 
to be replication-deficient [79, 80]. Further, recent advances in non-viral oral 
delivery methods for CRISPR suggest potential future avenues for using emerging 
biotechnology to threaten national security [81].
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1.3.3 	 National Security Risks

Use cases for these enhanced AIxBio threats and delivery methods carry serious 
national security implications. When combined with the data layer mentioned in 
Section 1.1.2, it could be possible to target specific individuals or subpopulations 
with specific genetic traits [82]. Over time, AI could further optimize biological 
attack scenarios by enabling malicious actors to model transmission dynamics and 
identify vulnerable populations.

Non-state and lone actors could employ these methods for terrorism, targeted 
killings, or a biological extortion scenario while threatening bioweapon release. 
State actors developing these novel bioweapons may accidentally release them 
or deliberately conduct disruption and sabotage operations to achieve broader 
political or military objectives. Similar capabilities could also be directed against 
crops and livestock to create food supply shocks with downstream national 
security impacts.

As of 2026, the development of these biotechnologies remains dependent on 
laboratories, specialized instrumentation, trained personnel, and scientific 
infrastructure. Even with these constraints, workarounds are possible through 
insider threat access and supply-chain compromise. A cyberattack on a laboratory, 
including an AI-enabled one, could also cause an incident, such as the accidental 
release or synthesis of a pathogen. AI may also increase the risk that malicious 
actors circumvent existing nucleic acid screening safeguards when ordering 
synthesized DNA [83]. Advances in artificial intelligence may reduce the need for 
some of these inputs, and governance cannot wait until these material constraints 
are made obsolete.
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2. 	 AIxBio Risk Trajectory
This section assesses how AIxBio risk changes as models improve, biological 
data become easier to use, DNA synthesis access expands, and wet-lab 
automation advances. It also evaluates whether governance can contain 
misuse pathways. The trajectory is outlined on a stepwise timeline, beginning 
with a current natural-outbreak baseline and moving through near-term 
and medium- to long-term AIxBio-enabled scenarios. Across each stage, the 
assessment considers whether AIxBio capabilities increase the likelihood, 
impact, speed, or controllability of a possible infectious epidemic or pandemic.

Risk in this scenario is ranked using the Risk Assessment Matrix below, which 
weighs likelihood against expected impact. Scores range from 1 to 5, with 1 
representing a low-likelihood, manageable event and 5 representing a likely 
scenario with severe public health or security consequences. Likelihood is 
assessed as low when the scenario is 0 to 10% plausible within the timeframe, 
medium at 10 to 40%, and high above 40%. Impact is assessed as low when 
effects are localized and manageable, medium when consequences are material 
for public health, research, or security, and high when consequences rise 
to severe epidemic, national-security, or catastrophic risk. The ranking also 
reflects whether available governance and operational controls are likely to 
contain the threat before it escalates.



Belfer Center for Science and International Affairs | Harvard Kennedy School

24

The Dual-Use Frontier of AI-Enabled Biotechnology



Belfer Center for Science and International Affairs | Harvard Kennedy School

25

The Dual-Use Frontier of AI-Enabled Biotechnology

2.1 	 Current Risk Baseline

Natural Outbreak: Medium Impact, Low Likelihood 
Risk Level: 2/5

This section assesses the likelihood of an emerging epidemic under current 
global mobility and geopolitical conditions. The risk baseline scenario identifies 
operational hazards that could worsen an emerging biological threat without 
AIxBio involvement.

The escalating climate crisis, environmental degradation, and increasing 
geopolitical instability increase the risk of health emergencies and put the 
most financially insecure populations in greatest danger [84]. The impact of an 
infectious epidemic is evaluated as medium.

The COVID-19 pandemic exposed critical gaps in global health governance, 
showcasing the missing strategies for preventing, detecting, responding, and 
containing an outbreak. According to the World Health Organization (WHO) 
director, “epidemics of SARS, H5N1, H1N1, MERS, Ebola and Zika have emerged, 
only to be followed by a pattern of panic and neglect, in which concern during 
emergencies gives way to apathy and underinvestment in their aftermath” [84].

The baseline resembles the pre-COVID-19 risk environment, where zoonotic 
spillover remains the largest concern. The WHO R&D Blueprint identifies priority 
pathogens with epidemic or pandemic potential [85, 86]. The 2018 R&D blueprint 
included information on the respiratory viruses MERS and SARS, with the latter 
emerging into the COVID-19 pandemic [85]. These viruses constitute emerging 
threats because unintentional spread from animals to humans is possible. For 
2026, the assessment rates the likelihood of an emerging epidemic or pandemic 
akin to the COVID-19 pandemic as low [87].

Examples, such as the 2026 cruise ship hantavirus outbreak, point to risks in 
misdiagnosing the first carriers of infectious diseases [88]. Prolonged incubation 
periods and limited test sensitivity among asymptomatic or presymptomatic 
individuals make early outbreak responses difficult to calibrate, risking either 
overbroad restrictions or insufficient containment [89]. If asymptomatic 
transmissibility is underestimated, officials may miss the point at which local 
spread becomes exponential epidemic growth. Officials categorize contacts by 
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exposure risk, and isolation guidance evolves as more outbreak data become 
available [90, 91, 92].

Containment depends on whether isolation measures can move faster than 
undetected viral spread before cases grow exponentially. The risk is operational, 
and the global strategic preparedness response determines whether outbreak 
spread is stalled before it becomes an epidemic. In this scenario, field-ready 
bioaerosol detection tools are not yet available. These include low-cost 
metagenomic sequencing platforms for rapid pathogen detection and outbreak 
response, discussed in Section 4.3 [93].

2.2 	 Near-Term Outlook (0 to 2 Years)

AIxBio-Enabled: Medium Impact, Medium Likelihood 
Risk Level: 3/5

By late 2027, AI agents will be increasingly integrated into biological research 
tools. In this scenario, LLMs continue to improve, validation data from labs are 
fed into algorithms for reinforcement learning, and automation steadily replaces 
humans in the scientific discovery loop [72]. Higher-fidelity AIxBio tools shorten 
the path from research goal to computational design to biological manufacturing. 
While this enables significant breakthroughs in novel therapies, the fewer rounds 
of trial-and-error also make the likelihood of a biological weapon assisted by 
AIxBio design more plausible than ever before.

Large genome models, such as Evo 1 and Evo 2, were developed to advance 
biological sequence modeling and support therapeutic discovery, but they also 
showcase AIxBio's ability to lower the barriers to harmful pathogen design [78]. 
Given the nature of the open-source code and models, ethical concerns arise over 
such AIxBio tools accelerating the design and production of a biological weapon.

Additionally, AI retrieval of well-sourced tacit biotechnology knowledge will 
increase. Retrieval-augmented generation (RAG) will expedite the search and 
cross-referencing of a large body of academic research papers and laboratory 
protocols, becoming more precise at teaching an outsider the know-how of an 
expert [94]. Moreover, the enhanced natural language processing (NLP) ability 
of commercial AIxBio will only facilitate the acquisition of expert knowledge by 
someone without any technical expertise [72].



Belfer Center for Science and International Affairs | Harvard Kennedy School

27

The Dual-Use Frontier of AI-Enabled Biotechnology

As a result, the estimated risk of an AI-accelerated bioweapon production depends 
on the predictive accuracy of LLMs and assistive models. The highest risk across 
the emerging technologies is represented by the novel viral sequences generated 
by open-source models. On the manufacturing side, in the absence of a binding 
framework for control over nucleotide sequences, operational biosecurity risks 
arise from failing to identify dangerous actors early enough.

Simultaneously, tightening control over domestic nucleic acid sequence 
procurement transfers the risk to a strategic one: not being prepared for an 
externally generated viral outbreak. Without international consensus on 
biotechnology nonproliferation, limitation of Biological Safety Level 4 (BSL-4) 
labs, and clear oversight of high-containment laboratories, non-state actors’ 
capabilities remain uncertain [95]. The primary risk is that politically motivated 
actors could generate novel viruses with high transmissibility and broad, 
nonspecific population effects.

The next two years will be critical for assessing three key factors: 1) AIxBio 
data bottlenecks; 2) insufficient guardrails for AIxBio use and its international 
nonproliferation regulation; 3) AIxBio’s predictive power. The future of public 
health and policymaking will depend on whether effective AIxBio guardrails can 
keep pace with the rapid growth of biological know-how. As AIxBio’s TRL evolves, 
tacit knowledge improves, and predictive power expands, the unmitigated risk 
level is an estimated 3/5. 

2.3 	 Medium- to Long-Term Outlook (2 to  
5+ Years) 

AIxBio-Enabled (Unmitigated): High Impact, Medium Likelihood 
Unmitigated Risk Level: 4/5

AIxBio-Enabled (Mitigated): Medium Impact, Medium Likelihood 
Mitigated Risk Level: 3/5

Wet-lab biological workflows with increasing automation and AI-based model 
validation capacity will develop over the coming years [72]. AIxBio’s capabilities 
are projected to exceed human-level performance. However, progress will remain 
limited by the slow accumulation of biological validation data.
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Predictive modeling of a broader range of emerging biotechnologies, including 
mRNA-based therapeutics, CRISPR-Cas9-based editing tools, more generalized cell 
therapies, and better-designed small molecule pharmaceuticals, will reshape the 
landscape of traditional medicine toward AI-guided and precision medicine. Broad 
access to open-source LLMs, genomic data, and molecular data increases the risk 
that legitimate medical research tools can also support novel pathogen design.

At the same time, a better understanding of the AIxBio TRL will emerge. 
Policymakers and public health officials will optimize the regulatory biosafety 
frameworks and impose guardrails on AI-enabled biological proliferation risks. 
Significant regulatory oversight of the enhanced virology capabilities of AIxBio and 
gain-of-function research will advance.

The threat landscape could shift toward de novo harmful small-molecule toxins 
(akin to biotoxins but lab-generated) or bacterial infections with abnormal 
resistance. In the landscape of infectious-disease treatment design, AIxBio will 
continue to be a double-edged sword.

Outside nonspecific infectious pathogen generation, pharmacogenomic patient 
data could become a critical national security asset. If non-state actors can cluster 
populations by inherited or acquired genetic signatures, they may gain tools for 
targeting specific population subsets.

The unmitigated risk level is estimated at 4/5, driven by overreliance on AIxBio and 
a shift toward workflows that remove human review from the loop. The mitigated 
risk level drops to 3/5, as procurement of potentially harmful biomaterial will face 
tighter regulations. Similarly, a thorough assessment of AIxBio’s capabilities in novel 
viral prediction should impose guardrails on open-source AI models. International 
regulation will continue to evolve and better regulate pandemic-level threats.

2.4 	 Risk Accelerants and Indicators

The following risk accelerants are assessed against the current biotechnology stack, 
the projected development of AIxBio capabilities, and the strength of existing 
biosecurity and nonproliferation rules:

•	 Bottleneck removed by public release of high-value biological training data: 
The availability of genomic sequences from model organisms is reshaping the 
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genome-function predictions. Data fed into platforms, such as Evo 2, will 
evolve to predict gain-of-function gene modifications and achieve specific 
biological outcomes. Some linkage predictions will be necessary for precision 
medicine advancements; others point to increased pathogenicity of a de novo 
virus. Decoupling beneficial from harmful in terms of biological data use for 
LLM training is not straightforward.

•	 Compromised genomic population databases: Advancements in precision 
medicine through the buildup of population genomic databases are not 
secure against leaks and misuse by outsiders. Population clustering based 
on genetically inherited or environmentally acquired signatures exposes 
individuals to targeted bioweapons.

•	 Open-source highly performant AIxBio tools for gain-of-function 
prediction: Tools, like Evo 2 and AlphaFold 3, maintain the academic norm 
of open release and are made available to the general public. The code inside 
these platforms could be tuned by malicious actors to obtain harmful gain-of-
function effects of novel nucleotide or protein sequences.

•	 Poorly regulated nucleic acid synthesis procurement on a national 
basis: Lack of U.S. regulatory control over the private sector’s nucleic acid 
synthesis procurement (discussed in Section 3.2) leaves an opening for any 
gain-of-function biological assembly. Voluntary control checkpoints vary on 
a case-by-case basis and do not prevent a malicious target assembly. Federal 
agencies face operational challenges in tracking a multitude of biological 
orders and determining which orders are potentially harmful.

•	 International regulatory, oversight, and accountability gap in biological 
nonproliferation: International regulation, mainly through the Biological 
Weapons Convention, is decentralized and operates on mutual trust that 
state actors will block the development and stockpiling of bioweapons [96]. 
Through AIxBio, non-state actors will gain unprecedented biomanufacturing 
know-how, and durable biological weapons nonproliferation enforcement 
mechanisms are missing.
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3. 	 AIxBio Governance Gaps
AIxBio governance suffers from fragmented oversight, as U.S. oversight is divided 
among agencies, executive orders, voluntary standards, and state laws. Poorly 
calibrated regulation could hinder biomedical innovation and weaken U.S. AI 
leadership, making effective oversight difficult. Foreign model users and developers 
may operate under different or weaker rules, creating spillover risks beyond U.S. 
legal control. This fragmentation produces three major regulatory deficiencies: 
insufficient frontier-model safeguards, DNA synthesis screening requirements, and 
early outbreak detection and response.

3.1 	 Insufficient Mandates for Built-In 
AI-Biosecurity Safeguards in Frontier Models

Although their models may have catastrophic biosecurity implications, companies 
are primarily oriented toward expanding model capabilities rather than safeguards. 
Academic studies are similarly misaligned, with less than three percent of AI 
publications focused on safety. This imbalance is compounded by the limited 
number of binding safety mandates governing frontier models [97].

AI models are safer when they use built-in safeguards that can prevent malicious 
misuse. These safeguards include technical, behavioral, operational, and governance 
controls embedded across the model and deployment environment: robustness 
against adversarial inputs, refusal behavior, jailbreak resistance, usage monitoring, 
automated enforcement, restricted permissions, and Know Your Customer (KYC) 
checks [98, 99]. Another potential safeguard is mandated model-weight security 
standards to protect the learnable parameters that contain a frontier model’s core 
capabilities from theft, leakage, uncontrolled release, or use outside the developer’s 
safety architecture. These protections are important because, once model weights are 
accessed outside controlled deployment systems, safeguards, such as refusal behavior, 
usage monitoring, and access restrictions, may be weakened or bypassed [100].

Despite this need, the U.S. government lacks the existing legal authority to provide 
comprehensive frontier AI oversight. Although federal agencies can partially 
regulate frontier AI under authorities, such as the Defense Production Act, the 
Export Administration Regulations, and the International Emergency Economic 
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Powers Act, comprehensive oversight would require new legislation. Furthermore, 
because these standards are not codified by Congress, any requirements imposed 
under them can be revised or rescinded by a subsequent administration. 
Consequently, the federal framework remains fragmented, lacking a single 
AI-biosecurity regulator, licensing authority for frontier models, mandatory 
pre-deployment review, mandatory third-party audits, a federal incident-reporting 
baseline, and clear stop-deployment power [101].

As of August 2026, the U.S. government has not passed a sweeping, federal 
statute related to AI use and biosecurity. Instead, oversight relies on limited state 
legislation, voluntary standards, and agency guidance [102].

3.1.1 	 Shortcomings of Voluntary Self-Regulation

Voluntary self-regulation is important to mitigate risk, as AI developers 
understand the technology more than the government can. However, they will 
invoke these restrictions insofar as they improve their public reputation, prevent 
regulators from imposing tougher restrictions, and reduce legal liability [103]. 
These firms effectively make policy choices with public consequences while 
operating within corporate governance structures and remaining beholden to 
shareholders and profit incentives, not society at large. This misalignment means 
the social costs of unsafe or premature deployment are not fully reflected in their 
decision-making. Internal restraint is costly to oversee and enforce, and can slow 
deployment and limit innovation. Because of heavy competition and market 
pressures, AI developers have strong reasons to adopt only those constraints 
consistent with their commercial interests rather than the level of restraint the 
public interest may require [104]. Regardless, some firms have made voluntary 
statements, but their effectiveness and binding force are uncertain.

In its April 2025 Preparedness Framework, OpenAI, the ChatGPT developer, 
stated that it uses capability testing, internal review, disclosure commitments, and 
safeguard thresholds that can delay or block deployment at higher risk levels. This 
oversight framework defined High and Critical risk levels for the model's ability 
to facilitate biological weapons development, along with the thresholds that would 
trigger self-imposed restrictions. However, the framework notably includes a 
clause that would allow OpenAI to adjust its constraints if a competitor deployed a 
model without equivalent protections [99].
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By contrast, Anthropic, the developer of Claude, maintains a Responsible Scaling 
Policy. Anthropic’s oversight framework defined capability thresholds for Claude’s 
potential to enable non-novel and novel chemical and biological weapons 
production, which would trigger corresponding safeguards and deployment 
restrictions. Notably, Anthropic does not use a competitor adjustment clause like 
OpenAI [105]. While Anthropic’s safety policies are stronger than OpenAI’s, its 
adherence to these standards depends on the company’s governance structure and 
commitment to its mission. 

These limitations indicate that voluntary corporate commitments are an insufficient 
safeguard against AI-enabled biological threats. These commitments are revocable 
and non-transparent, with self-defined thresholds, non-standardized methods, and 
compliance vulnerable to competitive pressure.

3.1.2 	 U.S. Federal AI Biosecurity Regulation Efforts and Absence

In 2023, President Biden issued Executive Order (EO) 14110: Safe, Secure, and 
Trustworthy Development and Use of Artificial Intelligence. This order directed 
agencies, such as NIST, the Department of Energy (DOE), the Department of 
Homeland Security (DHS), and the Department of Commerce (DOC), to develop 
standards, studies, frameworks, and evaluation tools for high-risk AI, including 
red-teaming and auditing to assess how advanced models could enable biological 
weapons risks. It also invoked Defense Production Act authorities to require model 
developers to report on models trained with biological sequence data and potential 
opportunities for AI-enabled biological misuse [2].

In 2025, President Trump rescinded EO 14110 with EO 14148, Initial Rescissions of 
Harmful Executive Orders and Actions. He then issued EO 14179, Removing Barriers 
to American Leadership in Artificial Intelligence, which did not directly address 
biosecurity risks [106, 107]. In July 2025, the Administration’s AI Action Plan 
contained biosecurity-related recommendations for AI models, including DOC-led 
evaluations of frontier-model risks involving biological weapons [108].

The AI Action Plan also attempted to deter state AI regulation by urging 
federal agencies to weigh states’ AI regulatory regimes in funding decisions, 
reducing funding where regimes were viewed as restrictive [108]. This stance 
was formalized in EO 14365, Ensuring a National Policy Framework for Artificial 
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Intelligence [109]. Regardless, California and New York enacted SB 53 and the 
RAISE Act in 2025, respectively, both imposing transparency, safety frameworks, 
and incident-reporting requirements on large frontier AI developers to address 
catastrophic risks [110, 111].

In June 2026, the administration issued EO 14409, Promoting Advanced Artificial 
Intelligence Innovation and Security. However, the order is limited to model 
cybersecurity provisions, lacking a binding effect on private developers or 
AIxBio-specific safeguards [112].

Since 2023, Members of Congress have also introduced several bills with 
AI-biosecurity provisions that did not advance, including the 2023 Artificial 
Intelligence and Biosecurity Risk Assessment Act [113], the 2023 Strategy for Public 
Health Preparedness and Response to Artificial Intelligence Threats Act [114], and the 
2025 Strategy for Public Health Preparedness and Response to Artificial Intelligence 
Threats [115]. Of note, the Generative AI Terrorism Risk Assessment Act passed the 
House in 2025 and had provisions that would require DHS to assess terrorist use 
of generative AI for recruitment and chemical, biological, radiological, and nuclear 
(CBRN) capabilities. However, it did not establish mandatory AI-biosecurity 
controls or model-security standards [116].

The Trump Administration’s innovation-centered approach to AI regulation is light 
on mandates, imagining AI development as a “race” against adversaries. With this 
perspective, any restriction may create a disadvantage for American developers 
building what could prove to be a transformative technology with consequential 
military and national security applications [107, 108].



Belfer Center for Science and International Affairs | Harvard Kennedy School

34

The Dual-Use Frontier of AI-Enabled Biotechnology



Belfer Center for Science and International Affairs | Harvard Kennedy School

35

The Dual-Use Frontier of AI-Enabled Biotechnology

3.2 	 Insufficient Regulation of the DNA  
Synthesis Industry

Nucleic acid synthesis screening is the process by which providers compare 
synthetic DNA or RNA orders, and often the customer, against databases of 
regulated pathogen and toxin sequences, called ‘sequences of concern’ (SOC), and 
public sequence repositories before fulfilling an order [117]. This process is crucial 
because it prevents the procurement of dangerous pathogens or toxin-related 
genetic material by malicious or unauthorized actors.

Current DNA vendors, such as Integrated DNA Technologies and Twist Bioscience, 
can deliver cloned DNA vectors of 3,000 and 300 to 5,000 base pairs, respectively. For 
reference, the Omicron variant’s spike protein, while not a whole pathogen, is on the 
order of 3,800 base pairs [118]. As a result, a pathogenic sequence, if not verified, can 
be contained within the length of an ordered sequence from a DNA synthesis provider.

Figure 6: DNA synthesis screening pipeline.

This ordering capacity creates a policy concern. In addition to AI oversight, 
President Biden’s EO 14110 contained provisions that directed the Office of Science 
and Technology Policy (OSTP) to produce a framework for synthetic nucleic acid 
screening, which was released in April 2024 [2]. This framework developed criteria 
for potentially harmful sequences and standardized screening methods [119]. After 
April 2025, NIH funds are to be spent only on DNA synthesis providers that adhere 
to the framework [120]. EO 14110 also mandated the development of the 2024 Dual 
Use Research of Concern and Pathogens with Enhanced Pandemic Potential Policy 
(DURC/PEPP) [121], governing high-risk federally funded life sciences research, and 
the 2023 Department of Health and Human Services (HHS) Screening Framework 
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Guidance, establishing baseline screening standards for synthetic nucleic acid orders. 
The HHS guidance, for example, replaced the earlier 200-nucleotide screening 
window with a smaller 50-nucleotide window to improve detection of risky shorter 
fragments that could later be assembled into a dangerous pathogen [117].

In 2025, President Trump released EO 14292, Improving the Safety and Security of 
Biological Research. The order directed the revision or replacement of the Biden-era 
DURC/PEPP and nucleic acid synthesis screening frameworks, while imposing an 
interim pause on covered dangerous gain-of-function work. In practice, its clearest 
legal effect is through federal funding conditions, especially for NIH-funded research, 
rather than through a generally applicable rule for the full private sector [122]. The 
administration’s July 2025 AI Action Plan contains similar biosecurity proposals, but it 
is a policy roadmap that does not create enforceable obligations for private actors [108].

The FY2026 National Defense Authorization Act’s BIOSECURE Act addresses 
an adjacent supply-chain risk by restricting federal agencies, contractors, and 
grant recipients from using biotechnology equipment or services from designated 
biotechnology companies of concern, especially those that could expose U.S. 
genetic data or sensitive research to foreign adversaries. It does not, however, create 
generally applicable DNA synthesis screening rules for private providers [123].

None of these measures creates a comprehensive federal regime for private actors 
outside federally funded research. Without congressional regulation, agencies have 
limited authority to bind companies that do not rely on NIH funds.

The Biosecurity Modernization and Innovation Act of 2026 would require the DOC 
to issue binding regulations for nucleic acid synthesis security, replacing the current 
voluntary federal approach with mandatory screening rules for covered providers. 
Those rules would include sequence screening, customer verification, split-order 
detection across providers, a regularly updated list of sequences of concern, provider 
auditing and conformity assessment, and civil enforcement for violations. The bill 
stalled in committee, and other similar bills either rely on voluntary standards or 
never advanced beyond introduction [124, 125, 126].

This regulatory gap leaves much of the private DNA synthesis market outside of 
binding federal oversight. As a result, malicious actors could still obtain dangerous 
sequences from companies that either do not use best practices to screen customers 
and sequences or do not screen orders at all.
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3.3 	 Insufficient Early Outbreak Detection and 
Response Protocols

Public health systems often recognize epidemic and pandemic threats only after 
transmission has spread far enough to trigger a formal response. The timeline 
between the early infectious-cluster monitoring, response, and the large-scale 
epidemic countermeasures defines the ultimate course of the epidemic.

The United States does not clearly govern travel restrictions during ambiguous 
emerging outbreaks. For example, the WHO was informed of an outbreak of a 
virus of unknown origin emerging in Wuhan, China, on December 31, 2019 [127]. 
The first attributable SARS-CoV-2 case was confirmed on December 8, 2019 [128], 
with the first reports on transmissivity and viral incubation published in late 
January, 2020 [129]. A public health emergency was declared on January 31, 2020, 
with only seven cases detected. However, by the time of the National Emergency 
Proclamation on March 13, 2020, more than 1,600 cases had spread throughout 
the United States [130]. During this period, around eight million overseas arrivals 
to the United States were recorded [131]. These statistics show the delay between 
identifying an outbreak and implementing protective measures, while vaccine 
development shapes the longer-term response. 

Additionally, the COVID-19 pandemic highlights the need for the Centers for 
Disease Control and Prevention (CDC) to access and use public data at the 
federal level for informed and efficient public health decision-making [132]. 
The United States does not mandate interoperable data-sharing among federal, 
state, and private labs. Slow data collection and analysis delay the activation of an 
early-warning triggering protocol for an emergency response.

The United States does not maintain standardized national protocols for detecting 
novel pathogens or engineered-pathogen anomalies. Syndromic, wastewater, 
bioaerosol, genomic, and clinical signals, if collected, are fed into fragmented 
platforms. Rural U.S. areas, additionally, are poorly covered. Further, the lack 
of federally mandated early-warning trigger protocols that connect epidemic 
intelligence to more proactive monitoring or an early response is notable [132]. 
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As a result, the known countermeasures, such as testing, contact tracing, travel 
screening, isolation policies, and even federal resource deployment to the focal 
area, would lag behind the infectious spread. This vulnerability is particularly 
exploitable in the case of a novel AIxBio-generated pathogen, when the available 
testing platforms may perform poorly, and early-detection systems may 
malfunction due to unprecedented metrics.

The United States lacks a coherent framework for detecting unprecedented 
biological threats early enough to assess risk and respond effectively. American 
public health authorities generally do not subject such early detection points 
to metagenomic next-generation sequencing for an unbiased assessment of the 
pathogen [132].

These procedural and legislative gaps shift the paradigm from preventive  
early detection to reactive outbreak response. The latter occurs after infectious 
cases have already reached the clinical stage and containment strategies have  
been activated.
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4. 	 Policy Recommendations
This report makes the following recommendations to the United States 
government to close the regulatory gaps outlined in Section 3 and reduce 
AI-enabled biological risk across AI model development, biotechnology 
capabilities access, and outbreak preparedness.

Main Recommendations

Enforcing Built-In AI-Biosecurity Safeguards in Frontier Models

•	 Establish a government-authorized private regulatory market where licensed 
technical auditors enforce AI-biosecurity safeguards for frontier models.

•	 Use government-defined safety outcomes and NIST/CAISI technical 
standards to augment private audits.

•	 After establishing U.S. safeguards, expand the framework internationally 
through treaties and shared technical standards.

Regulating the Biotechnology and Synthesis Industry

•	 Require universal screening of synthetic nucleic acid orders longer than 50 
nucleotides, including private-sector orders, with customer verification and 
mandatory reporting of failed legitimacy checks.

•	 Build an AI-enabled centralized screening system to detect fragmented 
orders and model the potential human-cell effects of ordered genetic 
sequences before synthesis.

•	 Create a federal licensing regime for sensitive laboratory equipment, 
requiring buyer verification, pre-purchase approval, ownership registration, 
and transfer tracking.

 Early Outbreak Detection and Response

•	 Build an AI-enabled epidemic intelligence system that integrates NSSP, One 
CDC Data Platform, wastewater, bioaerosol, genomic, and clinical surveillance.

•	 Fund nationwide upgrades to wastewater and bioaerosol monitoring, including 
rural coverage and BARDA-supported detection infrastructure.

•	 Standardize and approve mNGS diagnostics while securing scalable  
mRNA vaccine manufacturing capacity through government-backed  
private partnerships.



Belfer Center for Science and International Affairs | Harvard Kennedy School

40

The Dual-Use Frontier of AI-Enabled Biotechnology

4.1 	 Frameworks for Enforcing Built-In 
AI-Biosecurity Safeguards in Frontier Models

A major policy challenge is determining how to mandate that AI-biosecurity 
safeguards be built into frontier AI models. These safeguards can include 
watermarking, harm-refusal tuning, unlearning of dangerous information, 
anti-jailbreak defenses, AI agent defense layers, red-teaming, mandatory reporting, 
and monitoring [133].

Unforeseen risks in a rapidly evolving technical landscape and severe information 
asymmetries create a unique regulatory challenge for frontier AI. Effective oversight 
requires highly specialized technical expertise, yet that expertise is scarce and often 
commands far higher compensation in industry than in government. At the same 
time, firms may not have sufficient incentives to support regulation on their own, 
especially where compliance is costly or constrains deployment [104].

Any enforcement regime must mitigate catastrophic biosecurity risk while avoiding 
restrictions on AI development likely to meaningfully hinder innovation. Because 
frontier model developers operating outside the United States are not easily regulated 
by U.S. law, the most durable approach is one that is scalable and interoperable across 
jurisdictions, whether through international coordination, reciprocal recognition 
arrangements, or other diplomatically developed baseline standards.

A viable framework must also account for the constraint that the same highly 
specialized practitioners are needed both inside firms and within licensing or 
oversight bodies. This bottleneck heightens the risk of regulatory capture and 
revolving-door corruption. Policymakers must also develop red-teaming and auditing 
mechanisms that do not require disclosure of trade secrets or sensitive proprietary 
information. This dilemma creates opportunities for public-private regulatory models 
that vary by the degree of public involvement and enforcement authority.

Four enforcement frameworks are most relevant: private regulatory markets, 
private insurance markets, government-led regulatory action, and technical 
standards. While each could improve on the status quo, this report argues that 
private regulatory markets are the strongest model because they offer realistic 
oversight without excessively hindering innovation. Technical standards, detailed in 
Section 4.1.4, can also augment these private regulatory markets by giving auditors 
requirements for compliance evaluation.
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4.1.1 	 Private Regulatory Markets

A hybrid model, particularly one proposed by economist Gillian Hadfield 
and Anthropic Co-Founder Jack Clark, would delegate technical aspects of 
regulation to government-licensed private regulators with relevant expertise. 
The federal government would determine desired outcomes and guardrails 
designed to maximize public benefit and minimize harm, while granting the 
bodies the authority to impose requirements and fines on AI developers. Using 
the government’s desired end states for public safety, government-appointed 
expert groups assess how these specialized regulatory firms conduct audits and 
red-teaming [104].

Model developers would be required to pay for auditing and red-teaming services 
from licensed private providers, creating a stable, government-authorized market 
demand for those firms. This guaranteed demand would likely attract investment 
into red-teaming capacity and technical evaluation infrastructure. The system 
would align incentives by creating a market for licensed oversight firms that 
maintain government-defined safety standards [104].

This model carries several structural risks. Competing private regulators could 
collude or consolidate, weakening competition in oversight, while revolving-door 
dynamics and regulatory capture could emerge if evaluators are financially 
dependent on the firms they assess. This scenario would reproduce problems 
similar to those created by credit rating agencies during the 2008 financial crisis 
[104]. Critics, including David Sacks, argue that complex regulatory systems can 
create barriers to entry and favor large incumbents, who can better afford to adapt 
to requirements [134].

To mitigate these risks, technical talent working within licensing firms must be 
heavily compensated and also be subject to post-employment restrictions that 
limit their ability to join firms they previously audited. Developers should fund 
the system, but should not be able to choose or directly compensate the firms that 
evaluate them. To prevent barriers to entry, AI developers can be given scaled 
requirements based on deployment risks and model capabilities.
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4.1.2 	 Private Insurance Markets

Another delegated model, modeled after Weil et al. but adapted to include 
biosecurity-specific requirements, would use insurance as a governance 
mechanism for AI. Under this approach, the government would require developers 
and deployers of higher-risk systems to carry liability insurance or demonstrate 
financial capacity to cover harms. Insurers would become a quasi-regulatory 
mechanism by enforcing safety through underwriting. AI firms that adopt stronger 
safeguards, audits, evaluations, red-teaming, and other biosecurity risk-mitigation 
measures would be easier to insure and would face lower premiums. The 
risk-based premiums would incentivize developers to prioritize safer design and 
deployment to reduce costs. Insurance would also serve a risk-sharing function 
and help ensure compensation for those harmed by AI-enabled biological 
incidents [135]. For catastrophic risks, Congress could adopt a Price-Anderson-
style framework that guarantees protection above an industry-funded liability 
threshold, so long as regulated firms remain in compliance [136].

This model may impose less of a barrier to entry than other licensing models 
because premiums can scale with risk. Non-frontier firms, which would likely 
present lower biological misuse risks, could face lower premiums than frontier 
developers. At the same time, this approach would push insurers to develop new 
actuarial methods, risk forecasting models, and mitigation tools for emerging AI 
harms, aligning incentives by making safer systems cheaper to build and deploy 
[137]. Another advantage is that insurers may be less vulnerable to revolving-door 
corruption than specialized regulators, because their expertise is based more on 
underwriting and risk pricing than on technical knowledge and ties to the firms 
they oversee.

As currently designed, this model has several weaknesses that would need to be 
addressed. It depends on a clear liability framework with rules for assigning legal 
responsibility, yet responsibility for AI-related harms may be difficult to assign 
among users, developers, deployers, or third parties. AI also currently presents 
many uncertainties that make pricing difficult and could limit insurers’ willingness 
to enter the market. Regardless, companies like Armilla and Munich Re now offer 
insurance products for AI-specific risks [137, 138].
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4.1.3 	 Government-Led Regulatory Actions

Government regulation is the most direct mechanism for imposing AI-biosecurity 
safeguards on frontier model developers, but it is among the most difficult 
to implement well. For government regulation to be fully binding on private 
developers, it would likely need congressional authorization rather than reliance 
on temporary executive action alone.

Congressional regulation carries significant drawbacks. The legislative process 
is slow to react, while the frontier AI environment evolves quickly. Effective 
regulation would also require technical expertise in machine learning, 
cybersecurity, biological risk assessment, and model evaluation, yet that expertise 
is scarce and expensive. A poorly resourced agency could become dependent on 
the same firms it regulates, leading to a revolving-door scenario. Similar to private 
markets in Section 4.1.1, heavy requirements could also favor incumbents if 
compliance costs are too high [104, 139].

For these reasons, government regulation is not the recommended model, 
but it may be better than no framework at all. Regulators should receive high 
compensation and face post-employment restrictions. In practice, the two most 
plausible government pathways are regulating biological data inputs and licensing 
frontier models. The United States should also pursue diplomatic agreements to 
extend safeguards internationally.

4.1.3.1 	 Biological Data-Based Government Framework

Allison Berke of the Johns Hopkins Center for Health Security recommends 
a tiered system for biological data inputs in AI systems. Similar to the U.S. 
government classification of information, biological data would be subject to 
higher control measures as its potential impact on national security increases. 

The framework includes a phased implementation pipeline that uses executive 
orders and agency directives in the short term to ensure governmental and 
voluntary compliance. HHS would issue governance guidelines, NIST would set 
technical and auditing standards, CAISI would reassess risks as AI capabilities 
evolve, the Bureau of Industry and Security (BIS) would oversee export controls, 
and OSTP would coordinate the interagency process. This pilot program would 
be followed by sweeping congressional mandates that would bind private entities 
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to the same standards. Finally, the framework would expand internationally 
through coordination with allied biosecurity agreements, including the Biological 
Weapons Convention [140].

4.1.3.2 	Government Licensing Framework

A government licensing model would require frontier AI developers to obtain 
approval from a designated federal authority, such as the Department of 
Commerce, before training, deploying, or materially modifying systems above 
defined capability or risk thresholds. The government would establish binding 
safety requirements, including cybersecurity controls, red-teaming, model 
evaluations, monitoring, and incident reporting, as conditions for obtaining and 
maintaining a license. Rather than delegating authority to private regulators, as 
in private regulatory markets, the state would retain direct control over approval, 
renewal, suspension, and revocation decisions [139].

Licensing could apply across the frontier AI lifecycle, including hardware 
acquisition, model training, and deployment. Developers would be required 
to demonstrate compliance before market access and maintain compliance 
through post-deployment monitoring. This architecture would make biosecurity 
safeguards a condition of operation instead of a voluntary commitment [139].

This model carries structural risks similar to the delegated regulation model. High 
compliance costs could favor large incumbents, while agency dependence on scarce 
industry expertise could increase regulatory capture and revolving-door concerns.

4.1.3.3 	 International AI-Biosecurity Treaty

Once the United States adopts safeguards, it should work diplomatically to 
expand them to states with jurisdiction over major AI models and biotechnology 
developers. This International AI-Biosecurity Treaty would require domestic 
laws mandating AI-biosecurity safeguards for frontier models, including audits, 
red-teaming, model-weight security, and compliance reviews. It should also 
require shared screening standards for nucleotide orders, including customer 
screening and a continuously updated sequences-of-concern database. For 
outbreak prevention and response, signatories should share lab-safety best 
practices and pathogen genomic data, with protocols for disclosing credible 
information on disease origins.
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Compliance should be verified through cross-audits and limited scientific access to 
relevant biological lab procedures. Because bioweapons create mutual catastrophic 
risk that crosses borders, the treaty should frame cooperation as reciprocal risk 
reduction and not a concession to strategic rivals.

4.1.4 	 Technical Standards as an Enforcement Framework

Technical standards can be another framework for enforcing biosecurity 
safeguards in AI models. Standards can turn desired safety goals into technical 
requirements that can be mandated by governments, private regulators, or 
insurance companies.

Several standards bodies and independent evaluators are already working toward 
responsible AI governance. For example, Model Evaluation and Threat Research 
(METR) compares frontier AI safety policies against a range of criteria, including 
capability thresholds for biological misuse, conditions for halting deployment, 
model-weight security, and accountability [141]. ISO/IEC JTC 1/SC 42 is 
developing standards for artificial intelligence, and other bodies can similarly 
define the technical rules that later could be incorporated into biosecurity risk 
mitigation requirements [142].

This framework has several advantages. Standards can be more technical and 
easier to update than congressional mandates. They also rely on existing technical 
expertise outside government, which is useful when agencies lack enough 
specialized personnel to regulate frontier AI systems directly. Standards can also 
transcend national borders more easily than domestic statutes, making them 
useful for international AI-biosecurity coordination [143].

However, entrenchment may occur because established firms can devote more 
resources to influencing and drafting technical standards [144]. Furthermore, 
premature standardization before risks are well understood can result in standards 
that are too weak to address biosecurity concerns or so stringent that they create 
barriers to entry for less-resourced firms [145].

As a result, technical standards should not be used alone as a regulatory 
mechanism. Instead, they can be incorporated into other regimes to address gaps 
where technical specificity is required to legally enforce requirements.
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The United States should fund NIST and CAISI to develop AI-biosecurity technical 
standards that can be used by government agencies, private regulators, and 
insurers. The federal government should also tie procurement eligibility and limited 
liability protections to certified compliance with those standards. Finally, the 
United States should compete for leadership in international standards bodies to 
ensure that global AI standards reflect biosecurity priorities over private interests.

4.2 	 Frameworks for Regulating the 
Biotechnology and Synthesis Industry

The regulatory goal is to reduce the risk of biological harm while minimizing 
disruption to legitimate research and commercial biotechnology. A practical 
framework should strengthen oversight of the access points that make pathogen 
construction feasible, including ordering sequence synthesis and acquisition of 
specialized laboratory equipment.

4.2.1 	 Nucleotide Screening Regulations

Finding the right balance between protective measures against emerging 
biotechnology risk and disruption of the sector’s innovation is critical. Private 
biotechnology companies still require nucleotide sequences for research and 
development. In 2024, the nucleotide market exceeded $900 million, with 
projections of the market size rising above $1.5 billion by 2030 [146].

Congress should adopt the core provisions of the Biosecurity Modernization and 
Innovation Act of 2026 to extend synthetic nucleic acid order oversight beyond 
federally funded research and require screening for all nucleotide sequence orders 
longer than 50 nucleotides, irrespective of their federal or private funding. The 
2023 HHS framework discussed in Section 3.2 mandates NIH-funded labs to 
order from providers abiding by screening protocols, while the private sector and 
third-party orders remain unregulated. This gap creates an operational risk where 
different seemingly unrelated customers can order nucleotide sequences that, 
once assembled, can lead to pathogen generation. These measures would reduce 
the likelihood that a novel pathogen could be produced in-house by non-state or 
rogue state actors.
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According to the 2023 framework, sequence compatibility with an SOC still allows 
customers to procure the desired nucleotide sequence as long as their legitimacy is 
verified and customers track the use of their equipment. In the event the legitimacy 
requirement is not fulfilled, the providers should deny the order and contact 
agencies, such as the DOC and the Federal Bureau of Investigation (FBI). The 
government should deploy a centralized tracking system using AI to evaluate if 
50-nucleotide sequences fit into a longer SOC, then cross-check other orders for 
other portions of the SOC.

However, this framework is limited to the Federal Select Agent Regulations, 
which regulate a subset of microbial organisms and toxins determined to have 
the potential to pose a severe threat to public health and safety, animal health, 
plant health, animal or plant products, or the environment [117]. It does not have 
regulatory oversight over what could be an emerging gain-of-function de novo 
pathogen sequence obtained from AIxBio predictive tools (see Section 2.2). The 
government should closely oversee advancements in open-source or easy-to-access 
LLMs with predictive ability for the effects of many classes of genomic changes or 
intelligent de novo design of new biological systems [14]. 

AIxBio tools, such as Evo 2, could accelerate translational medicine, but they could 
also give malicious actors dangerous capabilities [147]. The technology readiness 
level of the AIxBio-validation interface needs to be continuously monitored by 
government agencies and biosecurity experts.

The same predictive capacity that creates dual-use risk can also give the United 
States a defensive advantage by enabling early detection of hazardous biological 
designs. In the foreseeable future, AI agents are likely to become more integrated 
with biological research tools, enabling laboratories to automate the analysis 
of increasingly complex biological datasets [72]. A second-generation genome 
language model could emerge, reducing the need for lab-based in vitro testing and 
model validation, and removing human review from the loop. The government 
should track advances in AIxBio validation and partner with private or nonprofit 
organizations to develop a secure AI-based biosecurity screening platform. The 
United States should further invest in technology to use AI to model the potential 
human-cell effects of novel genetic sequences, then mandate synthesis providers to 
screen orders for credible biosecurity risks before fulfillment.
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AIxBio’s predictive features should be integrated into the HHS guidelines for 
protective measures during nucleic acid order screening. This requirement will 
close the gap between the sequences currently included in the U.S. government’s 
Federal Select Agent Program list and newly designed pathogenic sequences. 
Such agentic AI integration should proceed incrementally, with validation 
checkpoints assessing whether the platform can reliably flag novel, potentially 
harmful sequences. The framework should also establish procedures for 
customers to provide evidence of legitimate, benign use and for providers to track 
the ordered biomaterial.

4.2.2 	Laboratory Equipment Licensing Regulations

A federal licensing regime should prevent malicious actors outside legitimate 
laboratory settings from acquiring equipment capable of enabling biological 
weapons development by requiring buyer verification and pre-purchase approval, 
while mandating registration of ownership and transfers. These sensitive AIxBio 
tools should include advanced cell-analysis systems, nucleic acid synthesis 
machines and software, bioreactors, and gene-editing platforms used to analyze, 
design, modify, test, or scale biological agents. Similar regulatory definitions 
already exist for export compliance and can be extended to domestic production.

Since 1996, 15 C.F.R. § 742.2 has restricted exports and reexports of listed 
chemical and biological items by requiring licenses and directing denial when 
an export could make a “material contribution to the design, development, 
production, stockpiling or use of chemical or biological weapons” [148]. In 2021, 
the Biden Administration imposed export controls on software for nucleic acid 
assemblers and synthesizers on biological-weapons nonproliferation grounds 
[44]. Then, before leaving office in 2025, President Biden expanded the list once 
more to include additional laboratory equipment and related technology, such as 
high-parameter flow cytometers, which can rapidly measure cell characteristics to 
generate datasets that can help design AI-enabled bioweapons [36].

American equipment producers cannot freely export covered laboratory 
equipment and related technology to most non-allied, unstable, and 
terrorism-linked destinations, yet comparable domestic purchase and possession 
remain largely uncontrolled. Extending export-control concepts to domestic 
licensing would close this gap by strengthening oversight of acquisition and 
ownership inside the United States.
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4.3 	 Frameworks for Early Outbreak Detection 
and Response

Early outbreak policy should reduce the time between biological anomaly 
detection and coordinated public health action. A practical framework should 
integrate emerging technology to detect and communicate biological threats early 
enough for targeted containment and rapid response.

4.3.1 	 Proactive Outbreak Monitoring

Epidemic intelligence is the process of detecting, verifying, and analyzing public 
health threats to enable timely responses [149]. Despite increased AI capabilities 
in outbreak detection as demonstrated during the COVID-19 pandemic, 
remaining challenges include real-time adaptability, multilingual data handling, 
misinformation, and public health policy alignment [150].

The National Syndromic Surveillance Program helps gather and provide 
syndromic data from collaborations with state and local health departments 
and others [151]. The One CDC Data Platform is a unified platform aiding in 
preparation, early detection, and response to public health threats through data 
sharing between the CDC and its partners [152]. Advancements in AI’s large 
language models and natural language processing applied to the existing NSSP 
and One CDC Data Platform would enable improved real-time analytics and 
sharing [151, 152]. Development of a cohesive AI-based epidemic intelligence 
system would upgrade multilingual surveillance, employ predictive analytics for 
early outbreak forecasting, and optimization algorithms for health care resource 
management [152].

CDC launched the National Wastewater Surveillance System (NWSS) in 2020 to 
coordinate national wastewater monitoring of SARS-CoV-2. The system has since 
expanded beyond COVID-19 to include influenza A, SARS-CoV-2, respiratory 
syncytial virus, measles, avian influenza A(H5), and monkeypox [153, 154]. 
Simultaneously, its bioaerosol counterpart, the DHS’s BioWatch, is operating in 
30 major metropolitan areas across the United States with the highest population 
density and greatest potential consequences of an attack [155].
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Additionally, early outbreak detection could rely on real-time sequencing 
information through the CDC’s Advanced Molecular Detection Program. To 
date, genomic sequencing of patients’ data remains subject to regulatory hurdles 
due to patient and genomic data privacy and cost-effective scale-up [156]. While 
genomic sequencing becomes easier and faster technologically, data integration 
into a structured bioinformatics database for near real-time analysis and early 
detection remains costly. Leveraging interoperability between the fragmented 
bioinformatics platforms, cloud storage, and analytic pipelines is key to ensuring 
a thorough assessment of an emerging biological threat [156].

Recent advances in viral detection through metagenomic sequencing of air 
samples could significantly expand the ease of early detection for transmissible 
viruses and airborne diseases [157]. The U.S. government should invest through 
BARDA funding in upgrading the existing detection platform for bioaerosol 
monitoring on a larger scale. Secondly, the government should actively deploy an 
AI-assisted interoperable system for proactive monitoring of wastewater streams 
and bioaerosol infectious loads in rural areas as well as large metropolitan areas.

The United States should develop a coordinated system that tracks viruses in 
both wastewater and air, all feeding into a shared CDC data platform. This 
strategy would help officials determine the emergence point and act faster to 
curb outbreaks. It would enable earlier decisions on measures, like isolation or 
preventive treatment, reducing the risk of wider spread.

4.3.2 	Outbreak Responses

Rapid advances in genomic surveillance, wastewater monitoring, and AI-enabled 
anomaly detection improve early outbreak identification, but not prevention and 
response [158, 159]. The lessons from the COVID-19 pandemic and analysis 
of the emerging biotechnology field highlight policymaking strategies to be 
implemented for both early outbreak response and longer-term epidemic control.

4.3.2.1 	 Metagenomic Next-Generation Sequencing for Proactive 
Emerging Threat Diagnostics

Infectious disease diagnostics are expected to enable simultaneous, 
hypothesis-free detection of a wide array of pathogens, including viral infections, 
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through the use of metagenomic next-generation sequencing. mNGS operates by 
comprehensively sequencing all genetic material in a sample and computationally 
matching those sequences to known organisms, enabling pathogen identification 
without requiring prior assumptions about the cause of infection [160].

Despite advancements in mNGS, notable limitations include standardization 
of the methods, bioinformatics, and databases used in practice [67]. To date, 
no FDA-approved mNGS platforms exist for infectious disease monitoring, but 
some have been granted the breakthrough device designation [161]. To close the 
gap between early outbreak detection and rapid response, the government should 
prioritize standardizing mNGS platforms. This effort should follow Clinical 
Laboratory Improvement Amendments requirements and be supported by CDC 
guidance and FDA oversight.

Epidemic risk depends heavily on transmissibility and population susceptibility: 
if exposure can infect nearly anyone, containment becomes harder. According 
to the CDC’s definition, an outbreak is defined as an aggregation of cases with 
a higher number than expected for a given time, within a specific location, and 
for a target population [162]. Precautions for preventing the transmission of 
infectious diseases from infected to healthy individuals are outlined in the CDC’s 
guideline for isolation policies [163]. However, even with a robust framework for 
combating an outbreak, parameters, such as transmissivity and severity of illness, 
are contingent upon the emerging infectious threat.

As demonstrated by the COVID-19 pandemic, mNGS data sampled from 
symptomatic patients, asymptomatic patients, and contacts would provide 
relevant information on viral incubation time [161]. Additionally, mNGS is key 
in identifying the circulating viral strains and tracking the evolutionary course 
of the epidemic [164]. The government should invest in supporting the emerging 
mNGS platforms for widespread implementation. The government should also 
approve their clinical use for novel infections, with epidemiological data fed into 
the integrated One CDC Platform for early outbreak response and to generate 
knowledge about epidemiological risk. A reliable assessment of the transmissivity 
and viral incubation time would assist policymakers in implementing isolation 
strategies and travel restrictions appropriately.
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4.3.2.2 	Vaccine Platform Acquisition for Efficient Epidemic 
Response

There is no universally accepted best vaccine platform for rapid viral response. 
Although live attenuated vaccines are potent and do not typically cause disease, 
they require more careful handling and storage and may be problematic for 
immunocompromised patients. On the other hand, inactivated vaccines, while 
easier to handle and unable to revert to an active virus, often require boosters for a 
prolonged immunogenic response in patients [165].

As demonstrated with the COVID-19 pandemic, the mRNA vaccine 
manufacturing platform benefits from numerous attributes, such as flexibility, 
high potency, safety, and efficacy, coupled with the ability for rapid clinical 
development, scalability, and cost-effectiveness in manufacturing [166]. 
However, like any vaccine, it requires the viral sequence and identification of 
an immunogenic target. That was the case for the Pfizer and Moderna mRNA 
vaccines against the SARS-CoV-2 spike protein [167]. The success of the vaccine 
came from targeting a highly conserved biomarker, such as the spike protein, 
critical for host infection and conserved across strains despite newly acquired 
mutations [168].

Therefore, the mRNA vaccine platform is expected to show similar therapeutic 
results in the context of future viral epidemics and possible emerging pandemics. 
Moderna’s current vaccine pipeline for viral infections and ongoing clinical trials 
for potential anticancer vaccines highlight the therapeutic benefit of deploying 
a flexible, scalable, and efficient mRNA vaccine platform in the future [169]. 
For major outbreak threats, the government should use an Operation Warp 
Speed-style model to fund private companies, like Moderna, for both R&D and 
clinical trials [170]. The government should secure a flexible and scalable mRNA 
vaccine manufacturing platform for future transmissible viral outbreaks. A 
government-owned platform should emerge through an incentivized partnership 
with the private-sector leaders who established the manufacturing pipeline.
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5. 	 Conclusion
AIxBio makes the next biological crisis harder to imagine and harder to contain. 
The danger is no longer limited to pathogens that emerge by chance. It now 
includes biological threats accelerated by models, data, and manufacturing systems 
that move faster than public institutions can govern.

The United States should first close its own governance gaps. It needs enforceable 
safeguards for frontier models, universal DNA synthesis screening, control over 
sensitive laboratory equipment, and faster outbreak detection. But governance 
must be precise. Overregulation would slow the AI and biotechnology sectors that 
give the United States its strategic edge. Underregulation would leave the country 
exposed to biological misuse. National security requires both innovation and 
model safety, because unsafe systems can erase the gains technological leadership 
was meant to secure.

Then, the United States should lead the adoption of universal international 
safeguards. AIxBio risk cannot be treated only as another arena of great power 
competition. Biological threats spill across borders regardless of who created 
them, making risk reduction not a zero-sum game. The United States should align 
incentives by making verification and transparency serve every state’s interest 
in avoiding engineered biological crises. Cooperation that reduces biological 
risk is a way for all sides to preserve lives, resources, and strategic capacity, not a 
concession.
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