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Over the past two de-
cades, unmanned aerial vehicles (UAVs) have progressively become a constant
feature of modern conflicts and, if current trends continue, they will likely be-
come even more important in the future.! Substituting troops with various
types of robotic systems on the ground, in the air, and at sea raises major ethi-
cal, legal, and philosophical questions.? Equally important are the implications
for international security: Some scholars believe, for instance, that drone tech-
nology could unleash an “unmanned revolution in military affairs,” which
would affect not only military doctrine, organization, and force structure but
also regional and international stability.®> According to the conventional wis-
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dom, drones are considered revolutionary because of three direct effects that
they exert on military conflict and world politics. First, given their small size
and other features, military drones are supposedly more effective at avoid-
ing or limiting detection by modern radars compared with traditional military
aircraft. Drones can thus more easily penetrate enemy air defense systems,
which in turn favors offensive military operations. Second, the conventional
wisdom holds that the affordable cost and technological unsophistication of
drones lower the entry barriers for acquiring advanced military capabilities.
By canceling or reducing existing asymmetries in military power, drones can
thus strengthen militarily weaker and resource-scarce actors. Finally, some be-
lieve that UAVs, by making long-range precision strikes more accessible, will
eliminate close combat from the battlefield, which would relieve states from
the need to deploy ground troops.*

For many experts, recent conflicts corroborate the revolutionary effects of
UAVs. Some, for instance, describe drones in the 2020 Nagorno-Karabakh war
as a “magic bullet” or a “tactical game changer.””> Echoing these views, the
Wall Street Journal suggests that drones are “reshap[ing] battlefields and geo-
politics.”® The German Institute for Defense and Strategic Studies concludes
that German armed forces “would have hardly stood a chance” against an ad-
versary equipped with military drones, such as Azerbaijan in the 2020
Nagorno-Karabakh war.” Agnes Callamard and James Rogers go even further
and maintain that the proliferation of increasingly capable drones will soon
“help decide the fate of nations.”®

4. T. X. Hammes, “Droning America: The Tech Our Enemies Can Buy,” War on the Rocks, Octo-
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buy/; Noel Sharkey, “Drone Race Will Ultimately Lead to a Sanitized Factory of Slaughter,”
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If we are at the outset of the drone revolution, world politics will change
dramatically in the near future. Were drones to lower the entry barrier for ac-
quiring and employing advanced military capabilities, century-old links be-
tween wealth and power might weaken or disappear. Consequently, a “new
medievalism” may emerge, in which a multitude of state and non-state actors
can wage large-scale wars.” Additionally, more widespread military power
may entail more instability and conflict. As Amy Zegart notes, “because
drones carry dramatically lower human and financial costs,” they make it
more politically feasible for states to ““keep shooting forever,”” thereby threat-
ening enduring peace.10 Finally, if a drone revolution is in the making, states
will have to significantly revise their defense policies. lan Shaw maintains,
for instance, that “large-scale ground wars are being eclipsed by fleets of
weaponised drones.”! Similarly, Francis Fukuyama suggests that “the use
of drones is going to change the nature of land power,” thus “undermin[ing]
existing force structures.”'? T. X. Hammes further argues that “many states,
and even insurgent or terrorist groups, will be able to project force at intercon-
tinental range,” and as a result, “opponents will have an increased ability to
threaten intermediate [U.S.] bases.”!3 Accordingly, the global-reach defense
posture of the United States, which uses forward-deployed troops and capabil-
ities, will become increasingly vulnerable and all states will have to restructure
their armed forces away from expensive and complex military platforms in
favor of new, less sophisticated, and cheaper technologies such as drones.™*

These concerns are legitimate, especially in light of the unprecedented tech-
nological transformation that is unfolding.!® Yet, as Stephen Biddle noted al-
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most twenty years ago about the debate on the revolution in military affairs,
“change, of course, is inevitable. But so is continuity. And today’s policy de-
bate systematically exaggerates the former and slights the latter.”!® As we ex-
plain in this article, Biddle’s considerations also apply to the drone revolution
in military affairs. Analysts, policymakers, and scholars who have analyzed
and discussed drones have generally neglected a constant that has defined air
warfare since at least the 1960s—its unforgiving lethality and its implications
for modern military operations. We develop a theoretical framework accord-
ing to which the lethality of air warfare has led to a “hider-finder” competition
between air defense and air penetration.!” This competition imposes high costs
on those who fail to master the set of tactics, techniques, procedures, technolo-
gies, and capabilities necessary to limit exposure to enemy fire and to detect
enemy targets—borrowing on Biddle’s work, we call it the modern system of
force employment in air warfare.!® Rather than representing a rupture with the
past, our framework suggests that drones are part of the evolution of air war-
fare, whose fundamental principle remains to avoid exposure to enemy fire.
We maintain that drones do not by themselves produce the revolutionary ef-
fects that many have attributed to them. Specifically, drones are unlikely to
shift the offense-defense balance toward the offense because they are vulnera-
ble to electronic warfare and air defense systems. Drones are also unlikely to
cancel existing military asymmetries because they require support from expen-
sive and complex military assets as well as highly trained personnel. Finally,
drones are unlikely to eliminate close combat and erase the importance of
skills and proficiency in modern warfare because of opportunities to conceal
ground capabilities.

Despite its wide acceptance, proponents of the drone revolution have used

16. Stephen Biddle, Military Power: Explaining Victory and Defeat in Modern Battle (Princeton, N.J.:
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1199airdefense.pdf; and Carlo Kopp, “Evolving Technological Strategy in Advanced Air Defense
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only anecdotal or fragmented evidence to support their claims, and they have
not yet offered a systematic assessment.!” We fill this gap by testing the postu-
lates of the drone revolution thesis against the hypotheses that we derive from
our framework on three recent conflicts in which UAVs were used extensively:
the Western Libya military campaign of the second Libyan civil war (2019-
2020), the Syrian civil war (2011-2021), and the Armenia-Azerbaijan conflict
over Nagorno-Karabakh (2020).2° Methodologically, these cases feature sig-
nificant within-case and cross-case variation for key independent variables
(e.g., availability of air defense systems and electronic warfare systems, as
well as personnel skills and combat proficiency). Despite being hailed as para-
digmatic examples of the ensuing drone revolution in military affairs, these
cases do not support this dominant narrative. In contrast, our findings confirm
the validity of the modern system of force employment and highlight the
importance of proficient personnel as well as electronic warfare and air de-
fense systems, factors that are often neglected in public and political debates
surrounding drones. In comparison to Biddle’s analysis of land warfare,
ours shows that, in air warfare, the modern system depends much more
on technology.?!

We derive two key policy recommendations from our analysis. First, avail-
able data suggests that the supposed revolutionary effects of drones are at
least premature and possibly exaggerated. Policymakers should hence be cau-
tious about calls for radical changes in force structure and defense posture.
Second, our analysis indicates that a regional or great power may be able to
rebalance an ongoing, drone-intensive conflict by providing its local allies with
air defense systems, electronic warfare systems, and skilled military personnel.

Conventional Wisdom about Drone Warfare

Over the past two decades, armed drones and their employment in military
operations have attracted growing attention from analysts, practitioners, and

19. For an exception, see Heiko Borchert, Torben Schiitz, and Joseph Verbovszky, Beware the Hype:
What Military Conflicts in Ukraine, Syria, Libya, and Nagorno-Karabakh (Don’t) Tell Us about the Future
of War (Hamburg, Germany: Defense Al Observatory, 2021), https://defenseai.eu/daio_beware
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(150 to 600 kilograms), and Class III (more than 600 kilograms). See Dan Gettinger, The Drone
Databook (Annandale-on-Hudson, N.Y.: Center for the Study of the Drone, Bard College, 2019),
p. v, https://dronecenter.bard.edu/files/2019/10/CSD-Drone-Databook-Web.pdf.
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scholars from different traditions. Yet, rather than empirically investigating the
tactical and operational effects of UAVs, most authors have assumed that these
effects exist. Starting from these assumptions, they have then derived the stra-
tegic, political, and ontological implications of drone warfare.??

DRONE REVOLUTION PROPONENTS

According to the accepted wisdom, drones represent a major turning point in
warfare.”® P. W. Singer, for instance, notes that “increasingly, unmanned sys-
tems are becoming a game changer.”** James Rogers argues that drones, like
gunpowder, have been the most significant development in the history of
weaponry.®’ Similarly, Tim Hsia and Jared Sperli believe that robotics will be
the first revolution “in military affairs of the 21st century.”? This drone revolu-
tion narrative builds on three key effects that drones are supposed to exert.
First, drones allegedly yield an offensive advantage because they can pene-
trate modern air defense systems.”” Whereas some scholars have not substanti-
ated this assumption, others have explicitly argued that traditional air defense
systems struggle to detect drones because of their small size as well as their ca-
pacity to fly at low altitude and at slow speed.®

22. Studies on the effects of drones in counterinsurgency operations represent an exception to this
problem. See, for example, Asfandyar Mir, “What Explains Counterterrorism Effectiveness? Evi-
dence from the U.S. Drone War in Pakistan,” International Security, Vol. 43, No. 2 (Fall 2018),
pp- 45-83, https://doi.org/10.1162/isec_a_00331.

23. Singer, Wired for War; and Coker, Warrior Geeks.

24. Quoted in Declan Walsh, “Foreign Drones Tip the Balance in Ethiopia’s Civil War,” New
York Times, December 20, 2021, https://www.nytimes.com/2021/12/20/world/africa/drones-
ethiopia-war-turkey-emirates.html.

25. James Rogers, “What Has Been the Most Significant Development in the History of Weap-
onry?” BBC History Magazine, October 2020, p. 41.

26. Tim Hsia and Jared Sperli, “How Cyberwarfare and Drones Have Revolutionized Warfare,” At
War blog, New York Times, June 17, 2013, https://atwar.blogs.nytimes.com/author/tim-hsia-and-
jared-sperli/.

27. Michael Mayer, “The New Killer Drones: Understanding the Strategic Implications of Next-
Generation Unmanned Combat Aerial Vehicles,” International Affairs, Vol. 91, No. 4 (July 2015),
p- 774, https://doi.org/10.1111/1468-2346.12342; and Rogers, “What Has Been the Most Significant
Development in the History of Weaponry?,” p. 41.

28. Sarah Kreps and Sarah Maxey, “Context Matters: The Transformative Nature of Drones on the
Battlefield,” in Giampiero Giacomello, Francesco N. Moro, and Marco Valigi, eds., Technology and
International Relations: The New Frontier in Global Power (Cheltenham, UK: Edward Elgar, 2021),
p- 80; James Cavallaro, Stephan Sonnenberg, and Sarah Knuckey, Living Under Drones: Death, In-
jury and Trauma to Civilians from US Drone Practices in Pakistan (Stanford, Calif.: International Hu-
man Rights and Conflict Resolution Clinic, Stanford Law School, 2012; New York: NYU School
of Law, Global Justice Clinic, 2012), pp. 140-141, https://law.stanford.edu/publications/living-
under-drones-death-injury-and-trauma-to-civilians-from-us-drone-practices-in-pakistan/; Boyle,
The Drone Age, pp. 152, 167; John V. Parachini and Peter A. Wilson, “Drone-Era Warfare
Shows the Operational Limits of Air Defense Systems,” RealClearDefense, July 2, 2020, https://
www.realcleardefense.com/articles/2020/07/02/drone-era_warfare_shows_the_operational_limits
_of _air_defense_systems_115430.html; and D. B. Des Roches, “The Siren Song of the Drone:
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Second, because of UAVs’ allegedly low cost and limited sophistication,
many observers maintain that drones lower the entry barriers for modern
military operations and hence are an equalizing force between major and mi-
nor military actors.”? By decoupling economic (and industrial) might and
military power, drones may thus become the “poor man’s air force” and al-
low resource-scarce actors to acquire, develop, and employ advanced mili-
tary capabilities.>’

Third, some believe that drones may permit states to fight from standoff
positions without deploying troops on the ground.”® By eradicating “dis-
tance” from the modern battlefield, drones would make close combat obsolete,
remove physical barriers to unlimited projection of power, and “nullify the
twentieth-century belief in ‘boots on the ground’ as a proxy-war necessity.”*
Together, these three presumed effects explain the significant attention that the
diffusion of drones has received over the past two decades.®

DRONE REVOLUTION SKEPTICS

Some scholars question the drone revolution thesis, pointing out that only
wealthy and militarily powerful states can use drones effectively in military
operations because they require complementary support, primarily in terms
of command, control, and communications infrastructure.>* Others highlight
that current-generation drones are vulnerable to modern air defenses, which

Understanding the Factors Driving GCC Drone Acquisition,” Al Jazeera Centre for Studies, May 1,
2021, https://studies.aljazeera.net/en/analyses/siren-song-drone-understanding-factors-driving-
gcc-drone-acquisition.

29. Keith Hayward, Unmanned Aerial Vehicles: A New Industrial System (London: Royal Aeronauti-
cal Society, November 2013).

30. Nick Waters, “The Poor Man’s Air Force? Rebel Drones Attack Russia’s Airbase in Syria,”
Bellingcat, January 12, 2018, https://www.bellingcat.com/news/mena/2018/01/12/the_poor
_mans_airforce/.

31. Derek Gregory, “From a View to a Kill: Drones and Late Modern War,” Theory, Culture & Soci-
ety, Vol. 28, No. 7 (Winter 2012), pp. 188-215, https://doi.org/10.1177/0263276411423027; Shaw,
“Predator Empire”; and Fukuyama, “Droning On in the Middle East.”

32. Andrew Mumford, “Proxy Warfare and the Future of Conflict,” RUSI Journal, Vol. 158, No. 2
(2013), p. 43, https://doi.org/10.1080/03071847.2013.787733.

33. Micah Zenko and Sarah Kreps, Limiting Armed Drone Proliferation (Washington, D.C.: Council
on Foreign Relations Press, June 2014); and Allen Buchanan and Robert O. Keohane, “Toward a
Drone Accountability Regime,” Ethics & International Affairs, Vol. 29, No. 1 (Spring 2015), pp. 15—
37, https: //doi.org/10.1017 /S0892679414000732.

34. Shashank Joshi and Aaron Stein, “Emerging Drone Nations,” Survival, Vol. 55, No. 5 (2013),
pp. 53-78, https://doi.org/10.1080/00396338.2013.841805; Austin Long, “Dueling Asymmetries:
International Terrorism, Insurgency, and Drone Warfare in the 21st Century,” in The Future of War-
fare in the 21st Century (Abu Dhabi: Emirates Center for Strategic Studies and Research, 2014),
pp- 13-36; and Andrea Gilli and Mauro Gilli, “The Diffusion of Drone Warfare? Industrial, Organi-
zational, and Infrastructural Constraints,” Security Studies, Vol. 25, No. 1 (2016), pp. 50-84, http://
dx.doi.org/10.1080/09636412.2016.1134189.
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makes them unlikely candidates for conventional conflicts against capable
states.?® But this scholarship has failed to address some key aspects in the de-
bate about drones.

First, these scholars have accepted but not investigated some central
claims—such as the vulnerability of drones to modern air defense systems.
This is particularly important not only because the drone revolution propo-
nents advance the opposite proposition, but also because some skeptics have
changed their views on this issue.*® Similarly, some skeptics have changed
their positions on the infrastructural requirements of drones operations
as well.’” Additionally, in recent conflicts such as in Libya and Nagorno-
Karabakh, current-generation drones were successfully employed in conven-
tional settings, in contrast to some skeptics’ expectations. Finally, scholars who
have noted the vulnerability of current-generation drones to modern air de-
fense systems have considered drones in isolation and not in combined arms
operations, thus prompting the question of whether and to what extent com-
bat skills and supporting assets can overcome the technological limitations of
current-generation drones.

The Modern System of Force Employment in Air Warfare

To understand the effectiveness of military drones, we advance a theory that
builds on Stephen Biddle’s modern system of force employment, and we adapt
it to air warfare.®®

THE EVOLUTION OF THE FIREPOWER REVOLUTION

The starting point of Biddle’s analysis is the firepower revolution that took
place shortly before World War I, when a set of technological changes in gun
manufacturing dramatically increased the rate, volume, and precision of
firepower.* Exposure to radical firepower became lethal, and troops were
forced to devise new solutions to advance on the battlefield. These solutions

35. Gilli and Gilli, “The Diffusion of Drone Warfare?” p. 80; and Michael C. Horowitz, Sarah E.
Kreps, and Matthew Fuhrmann, “Separating Fact from Fiction in the Debate over Drone Prolifera-
tion,” International Security, Vol. 41, No. 2 (Fall 2016), p. 26, https://doi.org/10.1162/ISEC_a_00257.
36. Compare views on the vulnerability of drones to air defense systems in Kreps and Maxey,
“Context Matters,” p. 80; and Horowitz, Kreps, and Fuhrmann, “Separating Fact from Fiction in
the Debate over Drone Proliferation,” p. 16.

37. Compare views on the infrastructural support that drones require in John Kaag and Sarah
Kreps, Drone Warfare (Hoboken, N.J.: Wiley, 2014), p. 148; and Zenko and Kreps, Limiting Armed
Drone Proliferation, p. X.

38. Biddle, Military Power.

39. Ibid., p. 3.
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are what Biddle calls the modern system of force employment, a set of tac-
tics and procedures entailing “cover, concealment, dispersion, suppression,
small-unit independent maneuver and combined arms at the tactical level,” as
well as “depth, reserves, and differential concentration at the operational level
of war.”%? These techniques, Biddle contends, “sharply reduce vulnerability to
even twenty-first century weapons and sensors.”#! Whether states have mas-
tered the modern system explains victory and defeat in modern (land) warfare
throughout the twentieth century and beyond.*?

We maintain that, starting from the 1960s, a second firepower revolution
has dramatically increased the lethality of air warfare for both air penetration
and air defense.*’ This second firepower revolution is part of what the late
Gen. William DePuy called the era of “new lethality” in which “what we see
we can hit; what we hit we can kill.”** It is the result of concomitant develop-
ments in electronics, materials, and propulsion that have brought about
dramatic improvements in detection, communication, precision, and destruc-
tion.*® The resulting unforgiving lethality, in turn, has led to a hider-finder
competition between air forces and air defenses, which entails hiding from en-
emy sensors while finding enemy targets.*® This hider-finder competition re-
wards those who can masterfully employ the tactics, techniques, procedures,

40. Tbid., pp. 3, 28.

41. Ibid., p. 3.

42. Tbid., pp. 150-180.

43. Lon O. Nordeen, Air Warfare in the Missile Age (Washington, D.C.: Smithsonian Institution
Press, 1985); Michael Russell Rip and James M. Hasik, The Precision Revolution: GPS and the Future
of Aerial Warfare (Annapolis, Md.: Naval Institute Press, 2002); and Barry D. Watts, Six Decades of
Guided Munitions and Battle Networks: Progress and Prospects (Washington, D.C.: Center for Strategic
and Budgetary Assessments [CSBA], 2007).

44. Dwight E. Phillips Jr., Reengineering Institutional Culture and the American Way of War in the Post-
Vietnam U.S. Army, 1968-1989, Ph.D. dissertation, University of Chicago, 2014, p. 59, cited in Ste-
phen Robinson, The Blind Strategist: John Boyd and the American Art of War (Dunedin, New Zealand:
Exisle, 2021), p. 26.

45. The first sign of this transformation was the shooting down of the U2 Lady Hawk in 1960 by
the Soviet S-75 Dvina (NATO reporting name SA-2 Guideline), which made high-altitude flight no
longer sufficient to defeat enemy air defenses. Steven J. Zaloga, “Defending the Capitals: The First
Generation of Soviet Strategic Air Defense Systems 1950-1960,” Journal of Slavic Military Studies,
Vol. 10, No. 4 (October 1997), pp. 30—-43. The subsequent use of Soviet surface-to-air missiles in
Vietnam (with the shooting down of the United States’ long-range strategic bomber, the B-52
Stratofortress) and in the Middle East further confirmed the beginning of the new era in air war-
fare (Israel lost fifty aircraft in the first three days of the 1973 Arab-Israeli War and about seventy-
eight to ninety aircraft in the first week). See Anthony H. Cordesman and Abraham R. Wagner, The
Lessons of Modern War: Volume 1: The Arab-Israeli Conflicts, 1973-1989 (Boulder, Colo.: Westview,
1990), pp. 18-23; and Kenneth P. Werrell, Archie to SAM: A Short Operational History of Ground-Based
Air Defense (Maxwell Air Force Base, Ala.: Air University Press, 2005), p. 152.

46. Heilenday, Principles of Air Defense and Air Vehicle Penetration, pp. 9.1-9.20. For a specific dis-
cussion of the hider-finder competition during the Battle of Britain, see Jon R. Lindsay, Information
Technology and Military Power (Ithaca, N.Y.: Cornell University Press, 2020), pp. 71-108.



Why Drones Have Not Revolutionized War | 139

technologies, and capabilities that limit exposure to enemy fire while success-
fully detecting and targeting the enemy. In comparison to land warfare, the
modern system of force employment is much more challenging in air warfare,
for both air defense and even more for air penetration. In the next sections,
we explain why this is the case.

THE MODERN SYSTEM FOR AIR DEFENSE

Air defense must detect, locate, identify, track, and, if needed, engage intrud-
ers, while avoiding being degraded by an enemy’s cyber and electronic coun-
termeasures (e.g., hacking, jamming, or spoofing) and being targeted by an
enemy’s suppression of enemy air defense assets.*’ Detecting targets while
avoiding detection is very challenging for two sets of reasons.

THE CHALLENGE OF AIR DEFENSE. As Biddle explains, in land warfare, the
modern system of force employment is extremely difficult and demanding, as
it requires skilled and proficient military personnel to carry out a multitude of
complex and coordinated tasks in a strict and time-sensitive sequence. For air
defense, the modern system is even more difficult than in land warfare.*® To
start, opportunities for cover are much more limited for ground-based air de-
fenses because of the difference in elevation with penetrating aircraft. Whereas
irregularities in the terrain such as trenches and gullies shield troops on the
ground from direct firepower, they lose most of their effectiveness against air-
to-ground guided munitions.*

Moreover, concealment is inherently more difficult for air defense than for
ground troops tasked with defending a given territory. For air defense to de-
tect and track incoming aerial intruders, radars need to actively search the sky,
which inevitably exposes the position of the antenna emitting electro-magnetic
signals.”’ Additionally, air defense systems are difficult to conceal even when

47. Heilenday, Principles of Air Defense and Air Vehicle Penetration, pp. 1.1-1.5; Electronic Warfare
Fundamentals (Nellis Air Force Base, Nev.: Air Combat Command Training Support Squadron,
2000), pp. 1.6-1.10; and Justin Bronk, “Modern Russian and Chinese Integrated Air Defence Sys-
tems: The Nature of the Threat, Growth Trajectory, and Western Options” (London: Royal United
Services Institute for Defence and Security Studies, January 2020).

48. Air defense can be divided into passive and active measures. Passive air defense includes
camouflage, concealment, deception, dispersion, reconstitution, redundancy, detection, warning
systems, and the use of protective construction. Active air defense includes air defense weapons,
electronic warfare, and other available weapons. Techniques for Combined Arms for Air Defense, Field
Manual ATP 3-01.8 (Washington, D.C.: Headquarters, Department of the Army, July 2016), pp. 3.1-
47.

49. Stanley ]. Dougherty, Defense Suppression: Building Some Operational Concepts (Maxwell Air
Force Base, Ala.: Air University Press, 1992), p. 7.

50. Radar provides all-weather, night-and-day, long-range detection, identification, and tracking.
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the radar is switched off because airborne sensors can capture their radio
communications and their thermal, radar, or visual signatures (produced
by power-generation, radar reflections, or poor camouﬂage).51 Here, the com-
plexity of the surrounding terrain becomes central, as some environments
such as the desert provide much less opportunity for concealment than cities
or forests.”

Finally, the technology needs are greater for air defense than for land war-
fare.”> Whereas well-trained soldiers armed with only automatic guns and
explosives can pose a serious threat to highly mechanized land forces,* air de-
fense requires advanced technologies for detecting, locating, identifying, track-
ing, and engaging enemy aerial intruders—such as early-warning and target
acquisition radars, as well as antiaircraft guns and surface-to-air missiles.”

HIDER-FINDER COMPETITION FOR AIR DEFENSE. The challenges of air defense
exceed these independent difficulties. Detecting incoming targets while avoid-
ing detection also depends on the skills and capabilities of the adversary: the
infrastructural, organizational, and technological capabilities of the enemy,
as well as the proficiency of its personnel. To accomplish its goal, air defense
requires specific tactics, procedures, techniques, technologies, operational
planning, and supporting assets and capabilities to successfully intercept in-
truders, while simultaneously preventing the enemy from detecting, degrad-
ing, and destroying its own assets.

Air defense against a state that possesses only low-performing aircraft and
lacks any supporting assets requires comparatively limited effort, skills,
and capabilities (e.g., early-warning radar, command and communications
centers, and relatively unsophisticated air defense systems). As the perfor-
mances of enemy aircraft and supporting assets increase, however, the chal-
lenges of air defense become increasingly daunting, especially given the
enemy’s attempt to use decoys, electronic warfare, cyberattacks, and suppres-
sion of enemy air defenses assets in order to degrade and destroy the inte-
grated air defense system or its individual units.

But its electromagnetic signals can be detected by enemy radar warning receivers and anti-
radiation missiles.

51. Techniques for Combined Arms for Air Defense, pp. 3.1-3.6.

52. Cordesman and Wagner, The Lessons of Modern War: Volume I, p. 38.

53. Electronic Warfare Fundamentals, pp. 1.1-1.10.

54. Stephen D. Biddle, Afghanistan and the Future of Warfare: Implications for Army and Defense Policy
(Carlisle, Pa.: Strategic Studies Institute, U.S. Army War College Press, 2002).

55. Barry R. Posen, “The War for Kosovo: Serbia’s Political-Military Strategy,” International Secu-
rity, Vol. 24, No. 4 (Spring 2000), pp. 39-84, https://doi.org/10.1162/016228800560309.

56. In addition to disabling or destroying air defense outposts, suppression of enemy air defense
assets can also have a psychological effect by forcing ground-based radars to either remain silent
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Against capable enemies, an effective air defense requires an integrated
network of multiple airborne and ground-based sensors and shooting plat-
forms that complement one another.”” This integrated network must possess
sensors that provide long-range detection, which increases the reaction time
for other systems to acquire and engage incoming targets. Generally, these
sensors include strategically placed early-warning radars that are unreach-
able by an enemy’s suppression or electronic warfare assets (i.e., deep inside
one’s territory or in safe heavens).”® Air defense also requires a secure and reli-
able communications system that can rapidly transmit information to com-
mand and control centers for processing, and then to multiple engagement
outposts so that the latter can acquire, track, and engage the intended target.”
Moreover, a state must possess multiple types of engagement systems that
are capable of intercepting both short-range/low-altitude and long-range/
high-altitude incoming enemy aircraft.*’

An enemy’s efforts to find and degrade key nodes of the air defense systems
and to avoid detection make the tasks of air defense even more challenging.
The enemy will employ: a mix of cyberattacks to interfere with either the
whole defense network or part of it, decoys and spoofing to deceive radars,
jamming to degrade radars and communications, specific tactics such as flying
at very low altitude to delay or reduce the chance of detection, and suppres-

or operate only intermittently (i.e., virtual attrition). Brungess, Setting the Context, p. 6; Eliot A. Co-
hen, Gulf War Air Power Survey: Volume 4: Weapons, Tactics, and Training and Space Operations (Wash-
ington, D.C.: Office of the Secretary of the Air Force, 1993), p. 94; and Benjamin S. Lambeth, The
Transformation of American Air Power (Ithaca, N.Y.: Cornell University Press, 2000), p. 112.

57. By combining information provided by different sensors and systems, integrated air defense
systems can detect a broader spectrum of targets than localized air defense systems. “The Cooper-
ative Engagement Capability,” Johns Hopkins APL Technology Digest, Vol. 16, No. 4 (1995), pp. 377-
396, https://www.jhuapl.edu/Content/techdigest/pdf/V16-N04/16-04-APLteam.pdf; and Peter
W. Mattes, “Systems of Systems: What, Exactly, Is an Integrated Air Defense System?” Mitchell Fo-
rum, No. 26 (Arlington, Va.: Mitchell Institute for Aerospace Studies, 2019).

58. Both North Vietnam during the Vietnam War and Yugoslavia during the Kosovo war
deployed early-warning radars in areas that the United States could not strike for political or
diplomatic reasons (i.e., north of the 20th parallel and in Montenegro). Yugoslavia also had
“spotters” outside Italy’s Aviano Air Base, from where many U.S. aircraft were taking off,
that served as early-warning systems. See Nordeen, Air Warfare in the Missile Age, p. 28; and
Benjamin S. Lambeth, “Kosovo and the Continuing SEAD Challenge,” Aerospace Power Jour-
nal, Vol. 16, No. 2 (Summer 2002), p. 13, https://www.airuniversity.af.edu/Portals/10/ASP]/
journals/Volume-16_Issue-1-4/sum02.pdf.

59. Mattes, “Systems of Systems.”

60. Surface-to-air missiles’ long-range, high-altitude engagement capabilities make it difficult for
aircraft that lack either active (e.g., jamming) or passive (e.g., low observability) countermeasures
to penetrate enemy air defenses at high altitude. But “clutter interference” prevents surface-to-air
missiles from engaging targets below a minimum altitude (generally about 1 kilometer). Short-
range low-altitude air defense systems provide defense against low-flying targets. David Lynch Jr.,
Introduction to RF Stealth (Raleigh, N.C.: SciTech, 2004), pp. 195-221.
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sion assets to destroy radars or to force them to limit emissions and/or to relo-
cate.®! Accordingly, states need to shield both their integrated air defense
networks and their individual units from cyber, electronic, and physical
(kinetic) attacks.®> To this end, engagement outposts need radars with ad-
vanced electronic counter-countermeasures such as frequency-hopping and
low-probability-of-intercept capabilities “to see without being seen.”®® But for
electronic counter-countermeasures to be effective, they need to be more ad-
vanced than the enemy’s electronic countermeasures, which entails taking part
in a never-ending technological race.** The same is true for cyber defense.®
Moreover, the air defense network needs advanced ground-based and air-
borne radar systems that can also detect small targets flying at low altitude.®®
Such detection capability requires these radar systems to automatically and ef-
fectively filter out unwanted radar returns, match the radar returns of poten-
tial interest with an existing stock of radar signatures, or exploit the intruders’
other features (e.g., their Identification Friend or Foe [IFF] transponder) to in-
crease the probability of detecting an intruder and of correctly distinguishing
it from decoys or clutter.”” Finally, air defense also requires highly skilled per-

61. Because of the earth’s curvature, radar beams will not be able to illuminate objects that fly be-
low a given altitude—an area called “radar shadow.” Bronk, “Modern Russian and Chinese Inte-
grated Air Defence Systems,” p. 10.

62. In the 1999 Kosovo War, the United States used information warfare through cyber infiltration
and cyberattacks with the goal of deceiving Yugoslavia’s radars and integrated air defense system.
Benjamin S. Lambeth, NATO’s Air War for Kosovo: A Strategic and Operational Assessment (Santa
Monica, Calif.: RAND, 2001), p. 112. For more recent cyberattacks to air defense systems, see
Shane Quinlan, “Jam. Bomb. Hack? New U.S. Cyber Capabilities and the Suppression of Enemy
Air Defenses,” Georgetown Security Studies Review, published online April 7, 2014, https://
georgetownsecuritystudiesreview.org/2014/04/07 /jam-bomb-hack-new-u-s-cyber-capabilities-
and-the-suppression-of-enemy-air-defenses/.

63. Philip E. Pace, Detecting and Classifying Low Probability of Intercept Radar, 2nd ed. (Norwood,
Mass.: Artech, 2009), p. 48. On frequency hopping and low-probability intercept, see, respec-
tively, Simon Kingsley and Shaun Quegan, Understanding Radar Systems (Norwich, N.Y.: SciTech,
1999), pp. 286-295; and Pace, Detecting and Classifying Low Probability of Intercept Radar, pp. 1-40,
187-205. Counter-countermeasures also include active and passive radar decoys aimed at confus-
ing or deceiving anti-radiation missiles. See Filippo Neri, Introduction to Electronic Defense Systems
(London: Artech, 2018), pp. 535-536.

64. Alfred Price, War in the Fourth Dimension: U.S. Electronic Warfare, from the Vietnam War to the
Present (London: Greenhill, 2001); and Alfonso Farina, “Electronic Counter-Countermeasures,” in
Merrill I. Skolnik, ed., Radar Handbook (New York: McGraw-Hill, 2008), pp. 24.1-24.58.

65. Max Smeets, “Cyber Arms Transfer: Meaning, Limits, and Implications,” Security Studies, pub-
lished online February 2022, https://doi.org/10.1080/09636412.2022.2041081.

66. Airborne “look-down” radars address the threat of low-flying targets. George W. Stimson,
Introduction to Airborne Radar, 2nd ed. (Mendham, N.J.: SciTech, 1998), pp. 23-24, 40-45; and Wil-
liam W. Shrader and Vilhelm Gregers-Hansen, “MTI Radar,” in Merrill Skolnik, ed., Radar Hand-
book, 3rd ed. (New York: McGrawHill, 2008), pp. 2.1-2.91.

67. Advanced signal processing and a large stock of environmental data will lower the probability
of false alarms and hence increase the probability of detection. Lynch, Introduction to RF Stealth,
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sonnel, as well as appropriate concepts of operations.®® Maintaining radio si-
lence, enforcing emission control, and relocating mobile air defense systems is
burdensome, dangerous, and difficult.®’ If they are detected by enemy plat-
forms, mobile air defense system operators must rapidly relocate, taking ad-
vantage of terrain to conceal their movements and their new positions.”

THE MODERN SYSTEM FOR AIR PENETRATION
Modern air defense systems represent a lethal threat for military aircraft.
Accordingly, military aircraft have to avoid, degrade, or destroy ground-based
air defense systems in order to penetrate the enemy’s air space and carry out
the intended mission.”! Avoiding detection while searching for enemy’s tar-
gets inside the adversary’s territory is very challenging, for two sets of factors.
THE CHALLENGE OF AIR PENETRATION. The modern system of force employ-
ment is even more daunting for penetrating aircraft than for air defense.
Critically, the air domain does not offer opportunities for cover from enemy
fire.”? Because aircraft can tolerate little structural damage, they need to avoid
detection altogether.73 Moreover, in contrast to the land domain, the air do-

pp- 209-221; and William G. Ballard and Stéphane Kemkemian, “Fire-Control Radar,” in William
L. Melvin and James A. Scheer, eds., Principles of Modern Radar: Vol. 3: Radar Applications (Edison,
N.J.: SciTech, 2014), pp. 117-174. A stock of an enemy’s radar signatures will lower the probability
of missed detections, especially against targets with small radar cross sections. Kristin F. Bing, Lisa
M. Ehrman, and Teresa M. Selee, “Automatic Target Recognition,” in William L. Melvin and James
A. Scheer, eds., Principles of Modern Radar: Vol. 2: Advanced Techniques (Edison, N.J.: SciTech Pub-
lishing, 2013), pp. 631-668. See also Oleg I. Sukharevsky, ed., Electromagnetic Wave Scattering by Ae-
rial and Ground Radar Objects (Boca Raton, Fla.: CRC, 2014), pp. xix, 91. In the late 1960s, the United
States fielded the QRC-248 enemy IFF transponder interrogator that could identify Soviet fighter
jets among countless radar returns by using their aircraft’s own systems of identification. Marshall
L. Michel III, Clashes: Air Combat over North Vietnam, 1965-1972 (Annapolis, Md.: Naval Institute
Press, 1997), pp. 100-101. In the 1970s, the U.S. Air Force made significant advances in signal pro-
cessing. A high-resolution radar system could count the number of blades in the engine of the air-
craft under surveillance. By matching the number of blades to an existing stock of data, long-range
identification became possible. Kenneth P. Werrell, Chasing the Silver Bullet: U.S. Air Force Weapons
Development from Vietnam to Desert Storm (Washington, D.C.: Smithsonian Institution Scholarly
Press, 2003), p. 71.

68. Bruce R. Orvis, Michael Childress, and J. Michael Polich, Effect of Personnel Quality on the Per-
formance of Patriot Air Defense System Operators (Santa Monica, Calif.: RAND, 1992).

69. Tirpak, “Dealing with Air Defense.”

70. Techniques for Combined Arms for Air Defense, pp. 3.1-3.15.

71. Heilenday, Principles of Air Defense and Air Vehicle Penetration, pp. 2.1-2.6.

72. Rotary-wing aircraft are an exception because they can move vertically to take advantage of
natural or artificial obstacles for cover from enemy fire. Fixed-wing aircraft can also take advan-
tage of natural and artificial obstacles, but mostly for concealment rather than for cover. See Tech-
niques for Combined Arms for Air Defense, pp. 1.6-1.7.

73. John Stillion and Bryan Clark, What It Takes to Win: Succeeding in 21st Century Battle Network
Competitions (Washington, D.C.: CSBA, 2015), p. 48.
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main offers only limited opportunities for concealment.”® To radar systems,

aircraft appear significantly different from the background in which they oper-
ate, the sky.75 As a result, penetrating aircraft are generally easier to detect and
target than land-based air defense systems because of the differences between
their surrounding environments—simple for aircraft and complex for ground-
based systems.”® Finally, air penetration is heavily dependent on technologies
that reduce an aircraft’'s exposure to enemy firepower, both for limiting detec-
tion and for avoiding interception once detected.”

HIDER-FINDER COMPETITION FOR AIR PENETRATION. In addition to these inde-
pendent constraints, the challenge of air penetration is a function of an
enemy’s air defenses: the capabilities and sophistication of the available tech-
nologies and assets as well as the proficiency of personnel operating them. To
penetrate the air space of a country that possesses limited air defenses, such as
antiaircraft guns and man-portable air defense systems, an air force will need
to fly just beyond their maximum altitude reach.”® In this scenario, air penetra-
tion still requires significant infrastructural support in terms of intelligence
gathering and processing, target acquisition, and mission planning, as well as
communications.” But degrading and destroying enemy air defenses might
not even be necessary.®’

74. There are opportunities for concealment in the air domain, such as taking advantage of the
“radar shadow” discussed previously, or of the super-refracting duct that forms, under certain
conditions, over large bodies of water and that shields aircraft flying above a given altitude from
radar detection. Electronic Warfare Fundamentals, pp. 2.9-2.14.

75. “Significantly” is intended in statistical terms. Detection is a probabilistic assessment that relies
on inferential statistics to distinguish an object from its background with the goal of minimizing the
risk of a false alarm and of a miss. Mark Denny, Blip, Ping, and Buzz: Making Sense of Radar and Sonar
(Baltimore, Md.: Johns Hopkins University Press, 2008), pp. 46-89; and ]. C. Toomay and Paul J.
Hannen, Radar Principles for the Non-specialist, 3rd ed. (Raleigh, N.C.: SciTech, 2004), pp. 1-44.

76. Stephen Biddle and Ivan Oelrich, “Future Warfare in the Western Pacific: Chinese Antiaccess/
Area Denial, U.S. AirSea Battle, and Command of the Commons in East Asia,” International Secu-
rity, Vol. 41, No. 1. (Summer 2016), pp. 12-13, https://doi.org/10.1162/ISEC_a_00249.

77. Detection can be avoided in different ways, most prominently by reducing the radar signature
of an aircraft (stealth technology). See William F. Bahret, “The Beginnings of Stealth Technology,”
IEEE Transactions on Aerospace and Electronic Systems, Vol. 29, No. 4 (October 1993), pp. 1377-1385,
https://doi.org/10.1109/7.259548. Interception can be avoided by outmaneuvering an incoming
missile (which depends on the maneuverability of an aircraft) or by using passive systems such as
chaff or flares that deceive radar-guided and heat-seeking missiles, respectively. See Electronic
Warfare Fundamentals, pp. 13.1-13.16, 15.1-15.8.

78. Typically, the altitude ceiling and maximum range for antiaircraft guns are 6 kilometers and
10 kilometers, respectively, and 3.5 kilometers and 8 kilometers for man-portable air defense
systems.

79. Mark Gunzinger et al., An Air Force for an Era of Great Power Competition (Washington, D.C.:
CSBA, 2019), pp. 13-14.

80. Joshi and Stein, “Emerging Drone Nations”; and Gilli and Gilli, “The Diffusion of Drone
Warfare?”
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Air penetration becomes more demanding as the enemy deploys more ad-
vanced air defense systems.®! Against a state that possesses an integrated air
defense system capable of detecting, tracking, and engaging both long-range
high-altitude and short-range low-altitude targets, air penetration requires
specific tactics, proved procedures, extensive operational planning, supporting
assets, advanced technology, as well as experienced and proficient personnel.®?
To penetrate and operate in highly contested air spaces, a state needs aircraft
specifically designed for the mission (i.e., stealth), which in turn calls for an
advanced industrial, scientific, and technological base.® Stealth aircraft, how-
ever, are necessary but insufficient against advanced air defense systems.®* A
state will also have to employ a mix of cyberattacks, electronic warfare, and
suppression assets to lower the risk of interception for its stealth aircraft. But
each of these options entails significant infrastructural, organizational, and
technological capabilities, and their success is a function of the relative capabil-
ities of the two fighting sides.®®

Specifically, intelligence, surveillance, and reconnaissance (ISR) platforms
must detect and locate an enemy’s air defense outposts and share the latter’s
exact coordinates in a timely manner with mission planners. In this way, mis-
sion planners can identify path profiles that minimize the risk for penetrat-
ing aircraft, by either exploiting existing gaps in radar coverage or creating
them through suppression of enemy air defense systems and electronic war-
fare assets that target and degrade critical nodes in the enemy’s network.%

81. Air defense forces enemy intruders to change their behavior, otherwise they would experience
significant attrition (such a change of behavior is called virtual attrition). For instance, the threat of
surface-to-air missiles during the Vietnam War forced U.S. aircraft to fly below a given altitude,
which in turn exposed them to antiaircraft guns. Werrell, Archie to SAM, pp. 138.

82. Electronic Warfare Fundamentals, pp. 17.15-17.20; and Mattes, “Systems of Systems.”

83. For a discussion of the challenges of developing stealth fighter jets, see Andrea Gilli and
Mauro Gilli, “Why China Has Not Caught Up Yet: Military-Technological Superiority and the
Limits of Imitation, Reverse Engineering, and Cyber Espionage,” International Security, Vol. 43,
No. 3 (Winter 2018/19), pp. 141-189, https://doi.org/10.1162/isec_a_00337.

84. Kopp, “Evolving Technological Strategy in Advanced Air Defense Systems,” pp. 89-92.

85. Jon R. Lindsay, “Stuxnet and the Limits of Cyber Warfare,” Security Studies, Vol. 22, No. 3
(2013), pp. 365404, https://doi.org/10.1080/09636412.2013.816122; Rebecca Slayton, “What Is the
Cyber Offense-Defense Balance? Conceptions, Causes, and Assessment,” International Security,
Vol. 41, No. 3 (Winter 2016/17), pp. 72-109, https://doi.org/10.1162/ISEC_a_00267; and Lennart
Maschmeyer, “The Subversive Trilemma: Why Cyber Operations Fall Short of Expectations,” Inter-
national Security, Vol. 46, No. 2 (2021), pp. 51-90, https://doi.org/10.1162/isec_a_00418.

86. These tasks entail collecting and rapidly processing data from different types of intelligence
(e.g., signal, electronic, photographic, human, and operational). Against a technologically deficient
or non-proficient enemy, these tasks will be easier to carry out because the enemy might fail to
hide and conceal its air defenses. Against more capable enemies, these tasks will become more
difficult. For a discussion of this aspect in the 1982 Lebanon War, see Benjamin S. Lambeth, Mos-
cow’s Lessons from the 1982 Lebanon Air War (Santa Monica, Calif.: RAND, 1984), pp. 4-8; David E.
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These personnel must carry out their individual tasks in strict and time-
sensitive sequence with limited margins for error to maximize surprise
and impact.®”

Such tasks are even more difficult because of the enemy’s attempt to conceal
key assets, create false targets (e.g., radio frequency emitters and weapon sys-
tems mock-ups), and employ countermeasures, which aim at maintaining active
ground-based air defenses.®® To address the threat posed by concealed, mobile,
or surviving air defense systems, military personnel should employ decoys to
deceive an enemy’s air defense systems into activating their acquisition radars
and thus revealing their positions, which allows suppression assets to detect
and target them.® Additionally, electronic warfare platforms must be in the po-
sition to effectively degrade (i.e., “blind” or “deceive”) remaining enemy radars
to minimize the threats to the strike aircraft.” The aircraft must then proceed
through temporary corridors created by the degraded or destroyed enemy air
defense systems while taking advantage of natural and artificial obstacles such
as mountains or buildings.” Given the lethality of modern air defense systems,

Clary, “Bekaa Valley—A Case Study,” Student Report, Air Command and Staff College, Air Uni-
versity, Maxwell Air Force Base, Alabama, 1988, pp. 9-11; and Rebecca Grant, “The Bekaa Valley
War,” Air Force Magazine, June 1, 2002, https: //www.airforcemag.com/article/0602bekaa/.

87. For an empirical summary of a successful air penetration campaign against a country possess-
ing advanced air defense, see Eliot A. Cohen, Gulf War Air Power Survey: Vol. 2: Operations and Ef-
fects and Effectiveness (Washington, D.C.: Office of the Secretary of the Air Force, 1993), pp. 115-158.
88. Posen, “The War for Kosovo,” pp. 54-58; and Rip and Hasik, The Precision Revolution, pp. 401-
406.

89. To deceive enemy radars, decoys need to have radar returns similar to those of attacking air-
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New Look,” Journal of Electronic Defense, (June 1990), p. 38; and Tirpak, “Dealing with Air De-
fense,” p. 28. Similarly, antiradiation missiles and loitering munitions need to possess high-speed
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Kosovo War, for instance, neutralizing Yugoslavia’s integrated air defense system was, accord-
ing to the commander of NATO forces, “like digging out potatoes one at a time.” Dana Priest,
“NATO Pilots Set to Confront Most Powerful Foe Since Iraq,” Washington Post, March 24, 1999,
https://www.washingtonpost.com/archive/politics /1999/03 /24 / nato-pilots-set-to-confront-most-
powerful-foe-since-iraq/4905d3f1-7627-4055-a235-acbe4957c75a/ .

90. During the Gulf War, the F-117 Nighthawk stealth aircraft did not require the support of elec-
tronic warfare assets because its small radar signature significantly reduced the range of detection
by enemy radars, thus allowing it to penetrate Iraqi’s air defense systems. But advances in ra-
dar systems have largely eroded such an advantage, which is why newer stealth aircraft such as
the F-35 Joint Strike Fighter Lightening II possess their own electronic warfare suits. Cohen, Gulf
War Air Power Survey: Vol. 2, p. 123; Loren Thompson “The F-35 Isn’t Just ‘Stealthy’: Here’s How
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91. On how mission planning, decoys, and electronic warfare can increase aircraft survivability in
a contested airspace, see Electronic Warfare Fundamentals, pp. 9.1-13.16; Lynch, Introduction to RF
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these considerations apply to any aircraft, stealth included.” Finally, penetrating
aircraft require reliable and secure communications.”?

Research Design

In this section, we derive the observable implications of both the drone revolu-
tion thesis and the modern system of force employment in air warfare for three
dependent variables: offense-defense balance, distribution of power, and force
employment. Then, we explain the rationale behind our case selection.

OFFENSE-DEFENSE BALANCE: THE OFFENSIVE ADVANTAGE OF DRONES?

Scholars have argued that drones yield an offensive advantage because they
can penetrate an enemy’s air defense systems. According to some, because of
their small size and other physical features, drones are difficult to detect, track,
and intercept for modern air defense systems. According to others, the cheap
cost of drones makes them expendable and would allow countries to employ
them to numerically overwhelm an enemy’s air defense system (saturation).
If the drone revolution thesis were correct, we should observe at least one of
the following three outcomes: (1) drones should experience little attrition
when penetrating enemy air spaces; (2) drones should be able to carry out air-
to-ground attacks over enemy territories protected by air defense systems; or
(3) drones should be able to systematically destroy enemy air defenses. Given
that current-generation drones are vulnerable to air defense systems, accord-
ing to our framework, we expect that the attrition rate drones experience and
hence their success in carrying out air-to-ground attacks is a function of the rel-
ative skill, proficiency, and capabilities of the sides in conflict (i.e., hiding from
the enemy’s sensors while finding the enemy’s targets).”*

Stealth, pp. 221-262; and Rebecca Grant, The Radar Game: Understanding Stealth and Aircraft Surviv-
ability (Arlington, Va.: Mitchell Institute for Aerospace Studies, September 2010), pp. 36-53.

92. As the shooting down of the F-117 Nighthawk in Yugoslavia shows, even stealth aircraft need
to know the exact locations of enemy air defenses because it permits them to identify a path profile
that further minimizes the risk of detection. Cohen, Gulf War Air Power Survey: Vol. 4, pp. 243-244;
and Myron Hura and Gary McLeod, Route Planning Issues for Low Observable Aircraft and Cruise
Miissiles: Implications for the Intelligence Community (Santa Monica, Calif.: RAND, 1993). In fact,
insufficient attention to mission planning contributed to the shooting down of the F-117 in Yugo-
slavia. Lambeth, “Kosovo and the Continuing SEAD Challenge,” pp. 12-14.

93. Mark Gunzinger and Bryan Clark, Sustaining America’s Precision Strike Advantage (Washington,
D.C.: CSBA, 2015), p. 26.

94. We study the offense advantage in dyadic terms. See Keir A. Lieber, War and the Engineers: The
Primacy of Politics on Technology (Ithaca, N.Y.: Cornell University Press, 2005), pp. 149-158. On
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DISTRIBUTION OF POWER: THE LEVELING EFFECT OF DRONES?

Proponents of the drone revolution thesis suggest that, since UAVs are easy to
produce, cheap to procure, and simple to use, drones strengthen militarily
weaker and resource-scarce actors and thereby exert a leveling effect on inter-
national politics. If this thesis were correct, across conflicts, weaker actors
should be more likely to rely on drones (in either absolute terms or relative to
its other weapon systems), especially when facing significantly stronger ad-
versaries, or when military defeat nears.” Conversely, we expect that using
drones effectively requires additional assets for blinding and deceiving enemy
radars, suppressing air defenses, detecting and acquiring long-range targets,
and transmitting and receiving real-time communications (especially when
line of sight is unavailable). Consequently, the stronger actor in a conflict will
be more likely to employ drones.

FORCE EMPLOYMENT: OBSOLESCENCE OF CLOSE COMBAT?

Finally, some drone revolution proponents believe that drones permit unre-
strained long-range precision strikes that can destroy, at will, any intended tar-
get. As a result, using drones should make ground combat unnecessary, and it
should make the factors that affect performance in land warfare less relevant
(e.g., the proficiency of military personnel). According to our theory, close
combat will not disappear because ground forces will continue to have oppor-
tunities for concealment, especially in urban settings.

CASE SELECTION

We test the observable implications of the drone revolution in military
affairs and of the modern system of force employment in three recent conflicts:
the Western Libya military campaign, the Syrian civil war, and the Armenia-
Azerbaijan conflict over Nagorno-Karabakh. UAVs have been used extensively
in these conflicts, which some have hailed as paragons of the revolutionary ef-
fects that drones exert on the battlefield.”® As Jason Lyall writes, “The world

the vulnerability of current-generation drones, see Antonio Calcara et al., “Will the Drone Always
Get Through? Emerging Technologies and the Cult of the Offensive,” working paper, ETH-Ziirich,
Zurich, 2022.

95. This logic has driven the adoption of other inexpensive but effective military innovations such
as suicide attacks. See Andrea Gilli and Mauro Gilli, “The Spread of Military Innovations: Adop-
tion Capacity Theory, Tactical Incentives and the Case of Suicide Terrorism,” Security Studies,
Vol. 23, No. 3 (Summer 2014), pp. 513-547, https://doi.org/10.1080/09636412.2014.935233.

96. Tom Kington, “Libya is Turning into a Battle Lab for Air Warfare,” Defense News, August 6,
2020, https://www.defensenews.com/smr/nato-air-power/2020/08/06/libya-is-turning-into-a-
battle-lab-for-air-warfare/; Mariya Petkova, “Turkish Drones—A ‘Game Changer’ in Idlib,”
Al Jazeera, March 2, 2020, https://www.aljazeera.com/news/2020/3/2/turkish-drones-a-game-
changer-in; and Hambling, “The ‘Magic Bullet.””
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has entered an era of drone wars. In four major interstate wars . . .—those
in Libya, Nagorno-Karabakh, Syria, and Ukraine—armed drones played a
dominant, perhaps decisive, role.”*” A priori, these cases should then be partic-
ularly favorable for the drone revolution thesis, and unfavorable for our argu-
ment. Moreover, these conflicts feature significant within-case and cross-case
variation, which permits us to address several confounders. The war in
Libya was fought between two comparably weak actors, the Government
of National Accord (GNA) and the Libyan National Army (LNA). Yet the
external support they received varied over time. Specifically, the LNA en-
joyed significantly stronger initial support, while the GNA received more sup-
port in later stages of the conflict. Similarly, the intervention of foreign states
skewed the tactical and operational balance in Syria (i.e., Iran and Russia
provided support to the Syrian regime, the United States supported the
Syrian opposition, and Turkey fought against Kurdish groups). Finally, in
Nagorno-Karabakh, Azerbaijan possessed superior capabilities compared with
Armenia, it benefited from Turkey’s ISR and electronic warfare assets, and it
relied on special forces for behind-enemy-lines infiltrations and on mercenar-
ies for ground operations.

Our empirical analysis relies on information from news outlets, published
reports, and open-source operational assessments. For recent conflicts, such
sources are inherently problematic because some information might be inaccu-
rate, embellished, biased, or fraudulent. These issues affect the study of war in
general, and even more so recent conflicts in which independent academics
and analysts have not had the opportunity to assess and validate multiple
sources.”® To compensate for this limitation, we analyze and triangulate sev-
eral primary and secondary sources for each claim, to minimize the risk of re-
lying on inaccurate information.” Although we doubt that new evidence will
challenge our conclusions, this cautionary warning is still necessary.

The Drone War in Libya, 2019-2020

In 2011, NATO military operation Odyssey Dawn/Unified Protector ended
Muammar Qaddafi’s forty-two-year rule over Libya.!”’ A civil war soon en-

97. Jason Lyall, “Drones Are Destabilizing Global Politics,” Foreign Affairs, December 16,
2020, https://www.foreignaffairs.com/articles/middle-east/2020-12-16 / drones-are-destabilizing-
global-politics.

98. Stathis N. Kalyvas, The Logic of Violence in Civil War (Cambridge: Cambridge University Press,
2006), p. 35.

99. See the online appendix for additional source material.

100. Christopher S. Chivvis, Toppling Qaddafi: Libya and the Limits of Liberal Intervention (Cam-
bridge: Cambridge University Press, 2013).
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sued among multiple factions, tribes, mercenaries, and the Islamic State
(ISIS).!1%! In 2015, two main actors emerged: the GNA, which was based in
Tripoli and led by Fayez al-Sarraj, with control of the state’s western coastal
area, recognized by the United Nations and backed by Turkey; and the LNA,
which was based in Tobruk and led by General Khalifa Haftar, with control of
the eastern coastal and continental area, and supported by Russia, the United
Arab Emirates (UAE), and Egypt.!? In this section, we analyze the extensive
use of drones in the 2019-2020 Western Libya military campaign, in which the
GNA and the LNA fought for the control of Tripoli and of the western coastal
part of Libya (Tripolitania).!”® From April to November 2019, there were
over 1,040 recorded drone strikes during this military campaign, prompting
Ghassan Salamé, Special Representative of the Secretary-General and Head of
the United Nations Support Mission in Libya, to speak of “the largest drone
war in the world.”!* The Western Libya military campaign thus represents an
ideal case to test the drone revolution thesis. Moreover, some drone revolution
proponents have suggested that the use of drones in this conflict was a “game
changer,” which has implications for the “future of warfare.”!®> Our analysis
does not support this interpretation. Drones did not yield an offensive advan-
tage, they did not strengthen the militarily weaker side, and they did not elim-
inate the need for close combat and ground operations.

OFFENSIVE ADVANTAGE

In the Western Libya military campaign, drones failed to penetrate enemy air
defense systems and thus yielded no offensive advantage against capable ene-
mies. Far from operating “with impunity,” as the drone revolution thesis sug-
gests, drones suffered “a relatively high rate of attrition from ground-fired
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Future (Santa Monica, Calif.: RAND, 2014).
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Bloomsbury, 2020).
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Drone War,” Wired, October 20, 2011, p. 217, https: //www.wired.com/2011/10/predator-libya/;
and Gettinger, The Drone Databook.

104. UN Meetings Coverage, “Foreign Involvement in Libya Must Be Stopped, Top Official Tells
Security Council, Describing ‘Race against Time” to Reach Peaceful Solution, Spare Lives,” UN Se-
curity Council Meeting No. 8667, November 18, 2019 (New York: United Nations, 2019), https://
www.un.org/press/en/2019/sc14023.doc.htm; and “Interview with UN Special Representative
for Libya Ghassan Salamé,” September 25, 2019, United Nations Political and Peacebuilding Af-
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missiles.”!% Between early 2019 and mid-2020, the GNA lost twenty-two of its
twenty-four drones in operations.!”” Similarly, LNA lost between one-third
and one-half of the drones it is estimated to have possessed.!” Second, attri-
tion rates among combat drones correlate with the presence and capabilities of
the adversaries’ air defense systems. In the initial phase of the conflict, the
LNA had access to Russian short-range air defense systems (Pantsir S-1) sup-
plied by the UAE. As a result, the GNA’s drones were decimated, bringing
their operations to a halt.'” In contrast, the GNA had only inferior antiaircraft
guns and man-portable air defense systems, which could shoot down some of
the LNA's drones but could not stop the whole campaign.!'? The tide turned in
November 2019, however, when Turkey deployed in the airports of Misrata
and Mitiga two HAWK 1I surface-to-air batteries and its KORAL advanced
electronic warfare systems in support of the GNA.!"! The former enabled
the GNA to repeatedly shoot down the LNA’s drones, while the latter
blinded LNA'’s air defenses, thus allowing the GNA to resume drone opera-
tions and strikes.!?

LEVELING EFFECT
Throughout the Western Libya military campaign, drones did not strengthen
the militarily weaker side. Instead, UAVs exacerbated existing battlefield

106. Franz-Stefan Gady, “Useful, but Not Decisive: UAVs in Libya’s Civil War,” International In-
stitute for Strategic Studies, November 22, 2019, https:// www.iiss.org/blogs/analysis/2019/11/
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%20for%20Tripoli.pdf; and Chris Cole and Jonathan Cole, “Libyan War Sees Record Number of
Drones Brought Down to Earth,” Drone Wars, July 1, 2020, https://dronewars.net/2020/07/01/
libyan-war-sees-record-number-of-drones-brought-down-to-earth/.
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LNA] have been lost” during 2019; in the first half of 2020, sixteen TB2s operated by the GNA and
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Crash Database (Oxford: Drone Wars UK, 2022), https://dronewars.net/drone-crash-database/;
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imbalances, an outcome that is consistent with the modern system of force
employment in air warfare.

First, it was the stronger side—not the weaker one—that used drones more
widely and with greater success.""® The LNA inherited and seized a significant
part of the military equipment of the Libyan government, and during the
first part of the military campaign, in early 2019, it also received support from
the UAE, Russia, and Egypt in terms of logistics, communications, drones,
antiair defense systems, and other military equipment such as fighter jets (the
LNA’s fleet came to possess, among others, MiG-21s, MiG-23s, Mirage 2000s,
F-16s, and, allegedly, Rafales).!*

Second, drones did not help the weaker side, the GNA, overcome its tactical
and strategic inferiority. Lacking complementary military capabilities and ex-
ternal support, the GNA was unable to even carry out drone strikes during the
early phase of the Western Libya campaign. Some of its drones were shot
down by the LNA’s air defense systems, whereas others were destroyed while
parked on runways.'

Third, the introduction of drones did not alter the balance of forces in
the battlefield. Between May and July 2019, Turkey provided the GNA
with twelve Bayraktar TB2 drones. But these drones did not allow the GNA to
contest the LNA’s air and military superiority. Instead, the LNA “virtually
eradicated from the aerial battlefield” the GNA’s newly acquired drones
within a few months.!'® The tactical balance shifted when Turkey provided the
GNA with air defense, electronic warfare systems, and proficient personnel,
which addressed GNA's vulnerabilities and enabled its forces to offset the
LNA'’s capabilities.''”” The GNA could then launch its own campaign of
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Deployed in Egypt,” Itamilradar, May 7, 2020, https://www.itamilradar.com/2020/05/07 /uae-
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drone strikes, which ultimately helped tilt the military balance and hence the
course of the conflict.!'®

Fourth, we did not find any evidence suggesting that the weaker actor could
quickly and cheaply produce or acquire military drones to either offset its
combat losses or tactical inferiority, or to alter the operational imbalance. Ad-
ditionally, all drones that were used during the conflict were made, supplied,
and operated by foreigners.!??

CLOSE COMBAT AND FORCE EMPLOYMENT

Finally, according to the drone revolution thesis, long-range precision drone
strikes should cancel close combat, thereby making force employment less rel-
evant. Our empirical investigation does not support this perspective.

First, close combat has not dis.appeared.120 For instance, on April 4, 2020, the
LNA attempted to retake Tripoli. Given the risk of urban warfare and its asso-
ciated heavy civilian casualties, however, the LNA employed “a cat-and-
mouse military maneuver that sought to draw the anti-LNA forces into the
open or the outskirts of the city,” where lack of buildings exposed targets to
enemy weapons.'?! Besides artillery and airpower, throughout the Western
Libya campaign both the LNA and the GNA relied on infantry units and
mercenaries to take control of and defend strategic infrastructures such as air-
ports, highways, and major intersections, to launch land offensives, to retake
terrain, or to execute mop-up operations.'?? Starting in May 2019, the GNA's
military leaders began to hire foreign fighters from Chad and Darfur. In
December 2019, Turkey started to deploy mercenaries from Syria in order to
support al-Sarraj's forces, which grew from about 1,000 in January 2020

118. Ben Fishman and Conor Hiney, “What Turned the Battle for Tripoli?” Policy Watch 3314,
Washington Institute for Near East Policy, May 6, 2020, https: //www.washingtoninstitute.org/
policy-analysis/view/what-turned-the-battle-for-tripoli.
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drones, while Turkish personnel operated its domestically produced drones from airfields in
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tary Support to GNA If Needed,” Al Jazeera, December 22, 2019, https://www.aljazeera.com/
news/2019/12/22/erdogan-turkey-will-increase-military-support-to-gna-if-needed. Other sources
provide a similar count of Turkish attack drones (twenty), such as Thomas Harding, “Revealed:
How Turkey Ramped Up Libyan Drone Attacks to Escalate Conflict,” National News, July 21,
2020, https://www.thenationalnews.com/world/revealed-how-turkey-ramped-up-libyan-drone-
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to about 15,000 over the summer.'® Likewise, the LNA hired troops from
Libya’s Toubou ethnic group as well as from Sudan and Chad to defend oil in-
stallations, fields, and airstrips.!** In August 2020, the private military com-
pany Wagner Group provided the LNA with additional tactical assistance and
ISR operations for artillery and aerial strikes.!? Similarly, Turkey’s support of
the GNA (e.g., the deployment of surface-to-air missile batteries in the airports
of Misrata and Mitiga, electronic warfare systems, and frigates for offshore
detection) not only stopped the LNA’s air superiority but also allowed the
GNA’s ground forces to counterattack, thus ending the siege of Tripoli and
preventing the fall of the Libyan capital to the LNA.!%

Second, combat proficiency in modern warfare has not lost relevance. For in-
stance, Turkey’s electronic warfare system helped GNA forces detect, locate,
and target the LNA’s air defense systems, which could then be engaged by
drones. But the tactical balance changed again in May 2020 when, by deacti-
vating their radars and switching to electro-optical sensors, the LNA’s air
defense system operators avoided Turkish electronic warfare jamming and de-
tection.'” Consequently, “several Turkish combat drones [operated by the
GNA] were shot down . . . [although] it was already too late to have a real im-
pact on the battlefield dynamics.”!?8

Finally, traditional military assets and equipment are still fundamental for
both enabling drone strikes and fighting against capable adversaries. In the
battles for western coastal Libya, drone operations proved “useful, but not de-
cisive.”!? The final outcome of the military campaign—the end of the siege of
Tripoli—was largely determined by Turkey’s intervention on the side of the
GNA, and by the lack of foreign support for the LNA.!*
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The Drone War in the Syrian Civil War, 2011-2020

Following the Arab Spring in 2011, unrest in Syria evolved into a civil war.
The Syrian civil war can be divided into three different campaigns: the clash
between the Syrian government, its allies, and various anti-government forces,
including ISIS and al-Nusra; Turkey’s military operations against the Kurds in
northern Syria; and the international coalition efforts to defeat ISIS.13! Russia,
Iran, and Hezbollah intervened in support of the Bashar al-Assad regime,
whereas the United States, Turkey, and Saudi Arabia, among others, supported
different anti-government forces and, in the case of the United States and its al-
lies, also fought against ISIS.'3?

Drones were used extensively in all three campaigns, and Syria has been de-
scribed as “the most drone-dense conflict to date,” with “military, commercial,
hobbyist, and homemade models taking to the skies on all sides.”!* As in
Libya, drone usage in Syria attracted significant attention and led to specula-
tions about their revolutionary implications for modern warfare.'’** As we
show in this section, however, the Syrian case does not lend support to the
drone revolution thesis: drones did not grant an offensive advantage, they did
not strengthen militarily weaker actors, and they did not cancel close combat.

OFFENSIVE ADVANTAGE

If drones enjoy an offensive advantage, they should either experience limited
attrition or manage to successfully carry out attacks despite the enemy’s air
defense systems. As in Libya, our research indicates that this was also not the
case in Syria. In December 2013, Syrian anti-government rebels shot down
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131. The three campaigns overlap significantly, but this distinction among the three campaigns is
analytically useful for understanding the differences in how multiple actors have used drones
throughout the Syrian conflict.

132. Christopher Phillips, The Battle for Syria: International Rivalry in the New Middle East (New
Haven, Conn.: Yale University Press, 2016).
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Iran’s small UAV Yasir in Qalamoun, and from 2015 to 2019, both Turkish and
U.S. air defense systems repeatedly shot down several heavier Iranian drones
such as the Shaded 129.'% Similarly, Russia’s Orlan-10 drones have been deci-
mated by both the Turkish air defense systems and even the poorly equipped
Jaish al-Izzah rebel forces.!*® For instance, in 2017, drones were reportedly
“dropping like flies from the sky.”'¥

During the Syrian civil war, Russian air defense systems suffered significant
losses, leading many to conclude that drones have an undisputed offensive ad-
vantage.'®® Available evidence warrants caution against drawing such conclu-
sions. On the one hand, Russian air defense systems neutralized most drone
threats. In January 2018, for instance, Russian short-range air defense sys-
tems destroyed seven incoming unmanned vehicles, and “Russian specialists
of the electronic warfare units managed to seize control of the remaining
drones” launched by anti-Assad groups against Russia’s bases in Tartus
and Khmeimim.' From 2018 to 2020, Russian air defenses disabled over
150 drones, and in 2019 alone, Russia neutralized approximately sixty drone-
and-missile attacks against its Khmeimim air base.!*’ Similarly, during the
Turkish counteroffensive in March 2020, Syria deployed Russian short-range
air defense systems in Idlib, and in the span of few days, its forces shot down
ten Turkish drones and allegedly “stabilized the balance in the battlefield.”!4!
On the other hand, Russian air defense systems could not always intercept in-

135. Gettinger, Drones Operating in Syria and Irag, pp. 7-8; Guillaume Lasconjarias and Hassan
Maged, “Fear the Drones: Remotely Piloted Systems and Non-state Actors in Syria and Iraq,” Re-
search Paper No. 77 (Paris: Institut de Recherche Stratégique de 1’Ecole Militaire, September 2019),
p- 6; and “How U.S. F-15E Drone Shoot-Down Changed Air Game in Syria,” Aviation Week Intelli-
gence Network, September 14, 2017, https: // aviationweek.com/defense-space/aircraft-propulsion/
how-us-f-15e-drone-shoot-down-changed-air-game-syria.

136. “Turkish PM Davutoglu Says Downed Drone Was Russian-Made: TV,” Reuters, October 19,
2015, https: //www.reuters.com/article/us-mideast-crisis-syria-turkey-idUSKCN0SD12620151019.
See also Gettinger, Drones Operating in Syria and Iraq, p. 10.

137. Tom Cooper, “Drones Are Dropping Like Flies from the Sky Over Syria,” War is Boring,
June 22, 2017, https://warisboring.com/drones-are-dropping-like-flies-from-the-sky-over-syria/.
See also Stein, “Say Hello to Turkey’s Little Friend.”

138. There is evidence of successful attacks against short-range systems such as the Pantsir-S and
Buk-M1-2 (NATO reporting name: SA-17 Grizzly), as well as medium-range systems such as sur-
face-to-air missile batteries, the S300 (SA-10 Gramble), and the S-400 Triumpf (SA-21 Growler).
139. Ridvan Bari Urcosta, “The Revolution in Drone Warfare: The Lessons from the Idlib De-
Escalation Zone,” Journal of European, Middle Eastern, & African Affairs, Vol. 2, No. 3 (Fall 2020),
p- 51.

140. Sameer Joshi, “Drone Swarms: The Next Evolution in Warfare,” Raksha Anirveda, Febru-
ary 8, 2021, http://www.raksha-anirveda.com/drone-swarms-the-next-evolution-in-warfare/;
and Urcosta, “The Revolution in Drone Warfare,” p. 51.

141. Hasan Hiz, “SIHA’lar Idlib harekatin1 tarihe gecirdi: ‘Bu inanilir gibi degil, tanksavar
kullanmaya kalksaniz aylar stirer’” [UAVs made the Idlib operation historical: “This is unbeliev-
able, it would take months if you tried to use anti-tank”] Yeni Safak [New Dawn], February 29,



Why Drones Have Not Revolutionized War | 157

coming drones or survive their attacks. As we discuss in the following section,
however, this ineffectiveness had more to do with force employment than with
the capabilities of drones.

LEVELING EFFECT

If the drone revolution thesis is correct, drones should have strengthened the
weaker actors in Syria. In fact, as in Libya, this was not the case. First, both
rebel groups and non-state actors operated drones, an epilogue that many in-
terpreted as revolutionizing military affairs. But most drones had little impact
on combat outcomes. ISIS drones, for instance, were easily neutralized and,
overall, they imposed relatively limited damage and losses on Russian armed
forces and equipment.'#* Similarly, Syrian rebel groups employed their small
and rudimentary UAVs mostly for surveillance or for dropping small bombs
with limited effects on the battlefield.'*?

Second, drones have amplified rather than reduced asymmetries in military
power. For instance, U.S. armed forces used their UAVs against ISIS for tar-
geted killings, to strike light armored vehicles, to hunt snipers, and to detect
concealed explosive devices.'** Similarly, Turkish drones such as the Bayraktar
TB2 successfully carried out these types of missions against poorly equipped
adversaries such as Kurdish rebel groups.'*

Third, weaker actors did not turn to drones to offset combat losses or their
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overall inferiority. The Assad regime, the Syrian Kurds, ISIS, and other rebel
forces were each on the verge of collapse at different stages of the conflict, but
they did not quickly produce, procure, or deploy drones to launch counter-
offensives.'*® In contrast, regional and great powers such as Iran and Russia
deployed their troops and traditional military assets to prop up the Syrian
government, while the United States supported Syrian Kurds and other rebel
forces to resist ISIS and the Syrian government.!¥” Although analysts have dis-
cussed the use of drones by ISIS, as the group became encircled, it did not rely
on military drones to oppose enemy advances. Finally, foreign actors pro-
duced, supplied, and operated most of the drones that were used in the Syrian
conflict, a finding that contradicts the drone revolution thesis.'*

CLOSE COMBAT AND FORCE EMPLOYMENT

In the case of Syria, we do not find evidence that close combat disap-
peared or that combat proficiency became less important in determining bat-
tle outcomes.

First, the intense and extensive use of close combat during the Syrian civil
war constitutes a further disconfirmation of the drone revolution thesis.'*
Overall, the conflict has produced between 100,000 and 500,000 fatalities, and
“more than half of the pre-war population [has] been displaced, with 6.2 mil-
lion people internally displaced and 5.3 registered as refugees, primarily in
neighboring countries but increasingly as a global diaspora.”'*® This destruc-
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tion was not the product of drone strikes, but the result of continuous cycles
of advances, sieges, frontal clashes, retreats, and counteroffensives as epito-
mized by several key battles, such as in Damascus, Walamous, al-Yaarybiyah,
Aleppo, 1dlib, Yarmouk, and Raqqa.! Drones, and more generally the indis-
criminate use of air power by Syrian armed forces, along with their Iranian
and Russian supporters through artillery, attack helicopters, and air-to-ground
bombers, failed to eliminate close combat.!®? In fact, most campaigns contin-
ued their strategies of sieges, starvation, and storming towns and cities.!*®
Moreover, ISIS and other rebel groups relied extensively on guerrilla tactics
and modern combat approaches to penetrate enemy lines and gain territory.'>
Finally, both the Syrian government and Iranian forces fired ballistic missiles
against the rebels in 2012, 2017, and 2021, while the Syrian government used
more than 80,000 barrel bombs and conducted several attacks with chemical
weapons from 2012 to 2021.1° If drones are so easy to use, so quick and cheap
to produce and procure, and so effective, why did the actors fighting in Syria
instead use economically and politically more expensive alternatives?
Second, combat skills and proficiency remained fundamentally important
throughout the conflict. The alleged vulnerability of Russian air defense sys-
tems to rebels” drones is an ideal instance to test the effectiveness of drones.
Although it is challenging to detect, track, and engage small targets flying at
low altitude, especially for ground-based, long-range systems, asymmetries in
the modern system of force employment explain the successes and failures of
drone operations.'”® On the one hand, the limited experience and relatively
poor skills of Syrian personnel at operating air defense systems exposed their
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positions to enemy fire.’” On the other hand, the Syrian government’s adver-
saries proved remarkably skilled at suppressing enemy air defenses. The battle
for Idlib in northeast Syria from December 2019 to March 2020 shows the im-
portance of the modern system of force employment in air warfare. Turkish
troops effectively used different platforms, systems, and countermeasures
against Syrian surface-to-air batteries: They geolocated Syrian soldiers by
hacking their phones, they deceived and blinded Russian antiair defense
systems using their advanced KORAL multifunctional electronic warfare sys-
tems, and they used their Bayraktar TB2 and Anka-S drones to attack and
destroy targets or to provide the enemy’s geocoordinates to artillery sys-
tems (e.g., T-155 Firtina).!®® But when the Syrian Army and its local allies
adopted stricter operational security measures, such as stopping cell phone us-
age and switching to paper-based communications, Turkey abruptly lost its
military advantage as its sensors could no longer easily track and detect en-
emy targets.'”

Importantly, Turkey’s large-scale and effective use of drones in coordinated
squadron attacks in the battle for Idlib was more the result of Turkish troops’
mastery of the modern system in exploiting geographical and topographical
factors than of drones’ features.!® Idlib’s proximity to the Turkish border
made it relatively easy for Turkish armed forces to conduct ISR target
acquisition and sequential strikes. By using squadron drone attacks, Turkey
could achieve “high precision long-range strikes, enabling Turkey to bypass
the Idlib airspace yet managing to inflict heavy casualties to Syrian Arab
Army targets.”'®! As the former director of international affairs for Turkey’s

for Strategic Studies, October 18, 2017, https://besacenter.org/perspectives-papers/russia-air-
defense-syria/.

157. John V. Parachini and Peter A. Wilson, “Drone-Era Warfare Shows the Operational Limits of
Air Defense Systems,” RAND Blog, July 2, 2020, https: //www.rand.org/blog/2020/07 /drone-era-
warfare-shows-the-operational-limits-of-air.html.

158. Urcosta, “The Revolution in Drone Warfare,” p. 52; Alex Gatopoulos, “Battle for Idlib: Tur-
key’s Drones and a New Way of War,” Al Jazeera, March 3, 2020, https://www.aljazeera.com/
news/2020/3/3/battle-for-idlib-turkeys-drones-and-a-new-way-of-war; Tasdan, “Turkish EW
Systems”; and Bakir, “Turkey’s Electronic Warfare Capabilities.” Turkish troops first transmitted
data to drones (the TAI Anka) operating as communication relays, which in turn then passed this
data to combat drones at longer distances.

159. Urcosta, “The Revolution in Drone Warfare,” p. 52.

160. Petkova, “Turkish Drones—A ‘Game Changer’ in Idlib.” See also Gatopoulos, “Battle for
Idlib.” We cross-checked data on the Turkish Gendarmerie’s equipment list with primary and sec-
ondary resources to estimate that Turkey deployed about twenty ANKA-S and Bayraktar TB2
drones in Syria.

161. Dylan Nicholson, “Revolutionary’ Warfare or Good Marketing: Turkey’s Syria Drone
Strikes,” Defence Connect, March 9, 2020, https: //www.defenceconnect.com.au/strike-air-combat/
5709-revolutionary-warfare-or-good-marketing-turkey-s-syria-drone-strikes.



Why Drones Have Not Revolutionized War | 161

Undersecretariat for Defense Industries noted, “You take off from Turkey and
are there within minutes. Targets are also very close together, which means
you don’t have to spend hours looking for them.”'%> Moreover, Syrian armed
forces displayed little proficiency in concealing their air defense systems,
which were exposed to Turkey’s air strikes.!®?

Armenia-Azerbaijan Conflict over Nagorno-Karabakh, 2020

Nagorno-Karabakh is a region internationally recognized as being part of
Azerbaijan. Since the 1991-1994 war, it has been under Armenian control. On
September 27, 2020, Azerbaijan tried to revert this situation with what became
known as the “44-day war.”'®* Azerbaijan’s extensive and successful reliance
on drones led many analysts and scholars to claim that this military con-
frontation represented a turning point in warfare.'®® According to some,
“Azerbaijan’s drones owned the battlefield in Nagorno-Karabakh.”'*® Others
speculated that the systematic use of drones led to the demise of the tank, and
that drones were the decisive factor in the war.!®” As in the previous cases of
Libya and Syria, the empirical record does not support this interpretation. In
contrast, this case further strengthens the validity of the modern system of
force employment to understand success and failure of drone operations.

OFFENSIVE ADVANTAGE
In the early days of the conflict, Azeri drones suppressed Armenia’s mobile air
defenses, lending prima facie support to speculations about an ensuing drone
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revolution in military affairs.'®® Azerbaijan, however, used some of the same
drones that had been employed and shot down in Libya and Syria. This varia-
tion in outcome begs the question: Why did drones succeed in Nagorno-
Karabakh but fail in other theaters? The answer lies in the superiority of
Azerbaijan vis-a-vis Armenia in implementing the modern system of force em-
ployment in air warfare.

First, Armenia did not possess a layered integrated air defense system capa-
ble of addressing a multiplicity of threats at both short and long ranges as well
as low and high altitudes. Second, its personnel lacked the necessary skills.
Third, Armenia’s surface-to-air missile batteries were mostly obsolete, Soviet-
era (1960s-1970s) platforms, which are significantly less capable than many of
the air defense systems deployed by Turkey and the UAE in Libya, and by
Russia in Syria.!'®” Some of these Soviet-era systems cannot detect, track, or
engage small targets because they lack advanced signal processing func
tions.!”’ Other systems have these capabilities, but their electronic counter-
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countermeasures are not updated, making them vulnerable to jamming by
enemy electronic warfare systems.!”! Fourth, Armenia’s limited electronic war-
fare capabilities could not jam or hack Azeri communications, on which
drones’ remote control depends.!”? Fifth, because of the limited data integra-
tion between different sensors and systems, Armenian short-range air defense
systems sometimes detected but did not intercept Azeri drones, which ex-
ploited altitude to reduce exposure to enemy fire.!”> Finally, we observe a clear
gap in concepts of operations, proficiency, and skill between Armenian and
Azeri armed forces. Azeri forces employed tactics and technologies to deceive,
blind, locate, and destroy Armenian air defenses, which permitted Azeri
drones to penetrate Armenian air space and act with relative impunity.'”* Spe-
cifically, Azerbaijan converted multiple Soviet-era Antonov An-2 light aircraft
into remotely piloted aircraft and used them as baits to detect and locate Ar-
menian air defense systems.!”> Armenian air defenses fell into the trap, and by
illuminating these decoys, their acquisition radars gave up their position, thus
becoming themselves targets of Azerbaijan’s anti-radiation missiles and loiter-
ing munitions.'”® Together with the Turkish electronic warfare system, which
blinded the Armenian radar systems that were still functioning, these tactics
and technologies allowed Azeri drones to penetrate Armenian air defense sys-
tems and strike targets in Nagorno-Karabakh.!””

In sum, the deficiencies and vulnerabilities of Armenia’s air defense sys-

171. These counter-countermeasures attempt to minimize the enemy’s capacity to interfere with a
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tems, together with the infrastructural and operational support that Turkey
provided Azerbaijan, explain why Azeri drones managed to penetrate and op-
erate within Armenian air space with relative impunity in the early phase
of the conflict.'”® The situation changed later in the war, when Armenia
fielded more advanced systems, such as the Russian Polye-21 electronic war-
fare system, which proved very effective.!”” Similarly, Russian forces used the
Krasukha electronic warfare system based in Gyumri, Armenia, to interdict
Azeri deep reconnaissance and to jam the signals linking the drones to
their guidance stations.'®” Finally, Armenian armed forces used the Buk-M1-2,
Buk-M2, and Tor-M2KM air defense systems to successfully intercept and
shoot down some enemy drones.'®! With these more advanced air defense sys-
tems, Azeri drones’ offensive advantage waned, but these systems “were de-
ployed too late in the conflict, limited in number, and vulnerable to attack
themselves” to reverse the course of the war.!®

LEVELING EFFECT
Far from being the weapon of te weak or an equalizing force, also in the case of
Nagorno-Karabakh, drones systematically favored the stronger side, that is,
Azerbaijan. In the two decades preceding the conflict, Azerbaijan had sig-
nificantly increased its defense spending thanks to its natural gas reserves
and sustained economic growth.!® As a result, whereas in 2000 Armenia and
Azerbaijan spent roughly the same for defense ($152 million and $141 million,
respectively), in 2020 Azerbaijan outspent Armenia by three times ($2.2 bil-
lion and $638 million, respectively).!®* Consequently, at the outset of the con-
flict, Azerbaijan’s armed forces were qualitatively and quantitatively superior
to Armenia’s.'®

Second, not only is Azerbaijan economically and militarily more powerful
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than Armenia, but it also received extensive support from a regional power,
Turkey, whose help during the Armenia-Azerbaijan conflict over Nagorno-
Karabakh was instrumental in its systematic employment of drones. Accord-
ing to some sources, Turkish commanders oversaw the drone campaign.186
Turkish support included the provision of drones, electronic warfare units, air-
craft for target acquisition, long-range artillery, skilled Turkish troops that op-
erated these platforms, and the transportation of Syrian fighters to the theater
of operation for ground combat.'®” Additionally, Turkey shared its expertise in
and experience with employing modern tactics and operational concepts with
Azerbaijan, which used decoys to detect and strike enemy ground-based air
defense systems; employed special operations forces to penetrate deep inside
enemy territory so that they could provide target geocoordinates through
laser-designators for precision strikes; and coordinated the use of different sys-
tems, such as drones and long-range artillery.!®®

In addition to being the weaker side, Armenia did not receive any sig-
nificant external support. In contrast to the drone revolution thesis, it did not
turn to drones to redress its numerical and qualitative military inferiority on
the battlefield. In fact, Armenia deployed a relatively modest UAV fleet that
consisted of small indigenous systems for reconnaissance such as the X-55, the
Krunk, the Russian-made Orlan-10, and the HRESH loitering munition.'® As a
weapon of last resort, however, Armenia turned to ballistic missiles against
Azerbaijan—a counterintuitive epilogue for the drone revolution thesis, which
assumes that drones are affordable and effective.'” With regard to Azerbaijan,
the drones it used were foreign made and supplied: the Turkish Bayraktar TB2
UAVs (number unknown); the Israeli-made ISR drones Hermes-900 (two),
Hermes-450 (ten), Heron (five), Aerostar (fourteen), and Searcher (five); and
the Israeli loitering munitions Harop (fifty), Orbiter 1K (eighty), Orbiter-3
(ten), and SkyStriker (one-hundred).'”!
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CLOSE COMBAT AND FORCE EMPLOYMENT

Contrary to the expectations of the drone revolution thesis, the deployment of
drones on the battlefield did not eliminate close combat, and it did not make
traditional force employment elements obsolete. In fact, during the conflict,
“many casualties [we]re still inflicted by armor, artillery, and multiple launch
rocket systems.”1?

First, far from disappearing, close combat played a key role also in the 2020
Armenia-Azerbaijan conflict. Despite the extensive use of ballistic missiles,
loitering and other precision-guided munitions, as well as UAVs, infantry
units proved pivotal to holding defensive lines and advancing in the front.
Groups of mercenaries and regular forces fought on both sides in World War I-
style trenches positioned a few meters away from one another.!”® According to
some analysts, Turkey’s deployment of Syrian mercenaries in support of
Azerbaijan was the game changer.'” Fighting in coordination with other ele-
ments of the force structure, these mercenaries contributed to overwhelming
Armenian defensive positions, which ultimately forced Russia to intervene
diplomatically.!” The Battle for Shusha/Shushi City is a telling example: It
was “the most important battle of the Nagorno-Karabakh war” because “once
Shusha fell, Armenia surrendered and entered a lopsided agreement, ceding
massive amounts of their previously held territories.”!”® To carry out this at-
tack, about 400 Azeri special operation forces marched for five days through
forests and ravines, climbing rocks and cliffs, to reach the city without alerting
the enemy’s defenses. Once they entered the city, Azeri forces “engaged the
defending Armenians at close range in heavy street fighting.”'”” Because fog
had descended on the city by the time the attack had started, Azeri drones
could not be used to destroy or disable Armenian armored vehicles. This al-
lowed the 2,000 Armenian troops to maximize the use of their T-72 tanks
and BMP-2 infantry fighting vehicles, in addition to relying on heavy artil-
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lery. As a result, dismounted Azeri special forces had to rely extensively
on rocket-propelled grenades, portable antitank guided missiles, multiple
launch rocket systems, and artillery.!” Once again, drones did not erase dis-
tance or ground conflict.

Second, drones did not make traditional force employment obsolete. Azeri
forces, for instance, skillfully exploited the geography of the conflict to their
advantage. Nagorno-Karabakh is a mountainous region. Proximity to moun-
tains and other natural or artificial obstacles significantly degrades the effec-
tiveness of ground-based air defense systems because it interferes with the line
of sight between radar and target that is necessary for detection, and it gener-
ates unwanted radar returns that make detection more difficult (i.e., “ground
clutter”). Azeri forces exploited the morphology of the terrain to limit or delay
their exposure to enemy radar and hence minimize the risk of interception.!”
Moreover, as mentioned previously, Azeri forces also effectively employed
tactics and technologies aimed at degrading and suppressing Armenian air de-
fense systems.?”

Geography further proved to be an asset to Azerbaijan’s offensive opera-
tions. Nagorno-Karabakh is an enclave within Azerbaijan, which means
that the latter faced limited logistical and infrastructural challenges. Moreover,
by taking control of Gamish Mountain, Azerbaijan gained a strategic position
over the road that connects the front and rear of Armenia’s operation (i.e., be-
tween the cities of Kelbajar and Aghdere).®! Once Armenia’s air defense
systems had been neutralized, Azeri drones could then easily destroy any tar-
gets transiting on this road.?? Azerbaijan also effectively employed its special
operation forces for its drone operations. Endowed with laser-designators for
acquiring valuable but hard-to-detect targets deep inside enemy territory,
Azeri special operation forces supported precision strikes against relevant
assets such as arms depots and communication centers.?®®

Whereas both sides struggled with certain aspects of modern tactics and op-
erations, Armenian forces appeared to perform comparatively worse. More-
over, the absence of a layered air defense system further hindered Armenia,
leaving its ground forces vulnerable to enemy fire.’** Armenia’s problems
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were epitomized by mass movements of troops, in the open, during daylight,
and without air defense, which left soldiers, vehicles, and platforms exposed
to Azeri air power.”® Once the inherent weakness of the Armenian air defense
system became apparent, its troops still implemented insufficient countermea-
sures and countertactics such as dispersion or camouflage to avoid exposure to
enemy fire. For several days after the start of the conflict, in fact, Azeri drones
kept targeting Armenian troops in noncombat mode or while convoying.2%
Additionally, Armenia located its air defense systems too forward, in relatively
exposed fixed positions in a mountainous region in which air defense is partic-
ularly difficult, thus further limiting its effectiveness.?”” This variation in force
employment explains why Armenia suffered a high number of casualties, and
why about one-third of its tanks were destroyed.?*®

In sum, drones were not a silver bullet in the Armenia-Azerbaijan conflict,
in contrast to what many have concluded. This does not mean that drones
were unimportant. In fact, when employed with other systems, such as
manned aircraft, land-based artillery, electronic warfare systems, and ground-
based radars—as Azerbaijan did—they proved to be a significant force multi-
plier?” But without such infrastructural and operational support, drones
remained vulnerable to air defense systems, as was the case in Libya and Syria.
This is why, “depending on drones, including loitering munitions drones,
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alone would be a strategic mistake. . . . Deployment of these systems depends
on the mix of warfare systems and how they are leveraged.”?!°

Conclusion

In this article, we have argued that the dominant narrative about an en-
suing drone revolution in military affairs has neglected a key transformation
in air warfare, what we call the second firepower revolution. Starting from
the 1960s, such revolution has led to dramatic improvements in detection,
communication, precision, and destruction, making air warfare extremely le-
thal. The need to avoid enemy lethal firepower has led to a hider-finder
competition between air forces and air defenses. Actors that do not master
the set of tactics, techniques, procedures, technologies, and capabilities neces-
sary to limit exposure to enemy fire while successfully detecting and targeting
the enemy—that is, the modern system of force employment—will suffer
severe consequences.

To test the modern system of force employment in air warfare, we have fo-
cused on three dependent variables: whether drones yield an offensive advan-
tage; whether they have a leveling effect on existing power imbalances; and
whether they cancel close combat. For each of these dependent variables, we
have identified the observable implications of the modern system of force em-
ployment and of the drone revolution thesis. We have then tested these ob-
servable expectations by looking at three recent conflicts in which drones were
employed extensively—in Libya, Syria, and the region of Nagorno-Karabakh.

The evidence we have gathered does not support the idea of an ensuing
drone revolution. Since we have investigated the conflicts in which drones
have been employed more extensively, there is little reason to believe that in
other cases, where drones were used more sparingly, we should observe the
transformation of warfare that many have described. While the evidence pre-
sented in this article is not definitive, our empirical analysis shows that drones
have not tilted the military balance toward the offense, they have not had an
equalizing effect between strong and weak states, and they have not elimi-
nated close combat. We conclude that drones can be effective if they are oper-
ated by skilled military personnel and if they are integrated with other
multilayered and conventional systems (e.g., attack and ISR aircraft, radar and
electronic warfare systems, artillery, and ground units).
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Our analysis contributes to key debates about the study of war, states’ de-
fense policies and postures, and the evolution of the international system.
First, we have offered a new way to understand the role of drones in modern
wars. The theoretical framework we have developed explains why drones
proved effective in some conventional conflicts but not in others—a variation
in outcome that existing works cannot explain. Moreover, by adapting Biddle’s
modern system of force employment to the exigencies and idiosyncrasies of air
penetration and air defense, our framework provides a way to assess and un-
derstand a broader subset of conflicts than Biddle originally envisioned. Our
framework also provides guidance beyond the specific case of drone warfare.
It can help scholars and practitioners understand the impact of other so-called
disruptive and emerging technologies, as well as the dynamics in conventional
conflicts, such as the limited use of air power by Russia in the first months of
the 2022 invasion of Ukraine.

Second, our framework highlights factors that are often neglected in the aca-
demic and public debates about drone warfare and emerging technologies but
that are critical for military operations—such as military personnel proficiency,
electronic warfare, and air defense systems. With regard to personnel, academ-
ics and practitioners have interpreted drone warfare and military robotics as
an instance of substitution of labor (soldiers) with capital (advanced technol-
ogy). But they have largely neglected that “high-technology weapons demand
high-quality personnel.”?!! With regard to air defense, our article focuses on a
set of technologies such as radar systems, antiaircraft guns, and surface-to-air
missiles that have had transformational effects on air warfare but that have
received scant attention by security studies scholars. To understand the dy-
namics and outcomes of recent conflicts, our framework focuses on the relative
effectiveness of air defense vis-a-vis air penetration rather than on which sides
possess armed drones. Our empirical analysis thus offers insights for how both
regional and great powers should respond if their allies are targeted by drone
attacks. By deploying air defense systems and electronic warfare systems with
skilled personnel operating them, regional and great powers can significantly
degrade and possibly halt a military offensive that relies heavily on current-
generation military drones.
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Third, our analysis contributes to policy debates on armed forces’ restructur-
ing and defense acquisition. States that are considering radical changes in their
force structure by shifting toward cheap and small platforms or revisiting
their defense postures solely on the basis of technological considerations
should be cautious about such actions. For states such as those in Eastern
Europe and in South East Asia that face a much more powerful neighbor, our
study suggests that current-generation military drones have inherent limita-
tions.?!? For instance, before the start of hostilities between Russia and Ukraine
in February 2022, some analysts concluded that Ukraine had “drawn the les-
son that it must invest heavily in drone technology, both indigenous and exog-
enous to counter Russian superiority.”*'® Our analysis suggests that drones
alone are not sufficient to overcome conventional military inferiority.

Admittedly, our evidence is not definitive, and our analysis has not ad-
dressed some important questions. We have limited our focus to the opera-
tional level of war, thus omitting the strategic implications of the competition
between air defense and air penetration that we have identified. Our discus-
sion of the hider-finder competition suggests that—far from becoming easier
or cheaper—waging modern war will become more demanding, difficult, and
expensive. Building on existing research, future works should explore these
implications in greater depth.?'* Moreover, we have limited our focus to the
current generation of drones, an inherent limitation given the rapid pace of
technological change.?’® Unless technological advances will significantly alter
or end the hider-finder competition between air defense and air penetration,
there is little reason to believe that the future of war will be different from the
past.?!® Yet, some practitioners and scholars have warned about such an epi-
logue.?!” Further research should investigate this topic.
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