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Interviews with Intelligence Community Customers

Military Customers

• Former Chairman of the Joint Chiefs of Staff, General Joseph Dunford

• Former Chairman of the Joint Chiefs of Staff, General Martin Dempsey 

• Former Commander, US Central Command (CENTCOM) General Joseph Votel

• Former Commander, Resolute Support Mission NATO and US Forces Afghanistan 
(USFOR-A), General John “Mick” Nicholson, Jr. 

• Former Deputy Commanding General, XVIII Airborne Corps, Major General (MG) 
Jefforey A.  Smith 

White House Customers

• Former National Security Advisor, Lieutenant General (LTG) H.R. McMaster

• Former National Security Council (NSC) Acting Special Assistant to the President for 
Counterterrorism (CT) & Former NSC Senior Director of CT, Mr. Javed Ali

• Former NSC Director of Transnational Crime, Mr. James Collins 

• Former NSC Director of China, Mr. Matthew Turpin

• Former NSC Director of CT, Mr. Timothy Adgent

Civilian Customers

• Former Undersecretary of Defense for Intelligence, LTG James Clapper1

• Former U.S. Ambassador to the United Nations, Ambassador Samantha Power 

• Former Secretary of Department of Homeland Security (DHS), Secretary Jeh Johnson

• Former Deputy Assistant Secretary of Defense (DASD), Anonymous 

• Former Deputy Chief of Staff, Energy Department, Ms. Radha Iyengar Plumb

Congressional Customers

• Former Chairman, House Permanent Select Committee on Intelligence (HPSCI), the 
Honorable Michael Rogers

• Former Senator, the Honorable Mark Kirk

• Former Special Assistant to the Chairman, Senate Armed Services Committee (SASC), 
Mr. Charles Alsup

1  The authors interviewed LTG James Clapper twice— once as an IC customer (former USDI) and 
once as an IC leader (Director of National Intelligence and Director of both DIA and NGA)  
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Interviews with Intelligence Community Leaders

Office of the Directorate of National Intelligence (DNI) Leaders

• Former Director of DNI, LTG James Clapper

• Former Principal Executive DNI, Mr. Neil Wiley

• Former Principal Deputy DNI, Ms. Sue Gordon

• Former Deputy DNI, Mr. Ted Gistaro 

Agency Leaders

• Director of National Geospatial Agency (NGA), Vice Admiral Robert Sharp

• Former Director of Defense Intelligence Agency (DIA), LTG Robert Ashley

• Former Director of NGA, Mr. Robert Cardillo

• Former Assistant Secretary of State, Bureau of Intel & Research (INR), Ms. Ellen 
McCarthy

• Former Director of Central Intelligence Agency (CIA), General David Petraeus

Military Intelligence Leaders 

• Director of DoD’s Joint Artificial Intelligence Center (JAIC) & Former Director of 
Intelligence/Joint Chiefs of Staff, LtGen Michael Groen 

• Former Deputy Chief of Staff for Intelligence, U.S. Army, LTG Mary Legere

• Former Director of Intelligence, U.S. Central Command, LTG Karen Gibson

Civilian Intelligence Leaders

• Director of Analysis, DIA, Dr. Trent Maul 

• Former Director of Intelligence Analysis and Partnerships, US Air Force, Mr. Mark 
Chandler  

Agency Internal Leaders

• Chief Operations Officer of Computer Network Operations, NSA, Mr. Daniel McCormack

• Director of Office of Advanced Analytics, CIA, Mr. Randall Nixon

• Chief of Analytic Development, DIA, Mr. Martin Kindl

• Senior Expert for Technical Collection, DIA, Mr. Sean Tytler
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Targeted Conversations with Expert Voices

Department of Defense 

• Former Secretary of Defense, Dr. Ash Carter

• Former J2, United States Forces – Korea (USFK), BG Wayne Michael Hall

• Former, G2, US Army Europe, COL Harrold Bakken

• Former Chief, Sr. Executive Management Office, DIA, Mr. Frank Cyr 

• Former, G3, Marine Forces Pacific, Col. John O’Hey 

IC Technology Leaders

• Former Intelligence Community Chief Information Officer, Mr. John Sherman 

• Former Assistant DNI, Systems & Resources, Ms. Catherine Johnston 

Private Sector

• Executive Vice President, Applied Systems, Mr. Richard Belanger 

• Program Director, Artificial Intelligence Applications, IBM, Ms. Yvonne Stoetzel

• Senior Vice President, World Aware, Mr. Michael Susong 

Regional Analyst

• Analyst at DIA, Mr. Evan B.
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Executive Summary

Introduction

Is the Intelligence Community (IC) staying ahead of the digital curve? 
Over eight months, the authors conducted in-depth interviews to probe 
this question with over 45 current and former high-ranking national 
security professionals, including the leaders of five U.S. intelligence 
agencies, Cabinet-level officials, two former Chairmen of the Joint Chiefs 
of Staff, and Congressional leaders. This study finds that while the IC is 
overwhelmingly critical to U.S. leaders in the Digital Age, it has fallen 
behind the digital curve. There was unanimity in the imperative for 
the IC to radically transform many aspects of its business to accelerate 
through the digital curve and continue to remain relevant.  

“How does the IC sustain relevance in an open, transparent 
world? We struggle with that because we are prisoners of 
our past successes. Tsunamis of information are assaulting 
decisionmakers, and the challenge to be relevant is different 
from our predecessors. I worry that the IC is being complacent 
about our future relevancy. It isn’t that the sky is falling, but 
it’s darkening.”  
—Former Director of the National Geospatial Intelligence 
Agency (NGA), Mr. Robert Cardillo1

The IC has made enormous progress since 9/11, but it is facing 
unparalleled challenges on many fronts. The challenge for the IC is 
to continue excelling at its day-to-day mission while simultaneously 
evolving for the future. The IC is in the midst of shifting the enterprise 
focus from counterterrorism to the far more complex Great Power 
competition with China and Russia. The fluidity and lethality of this new 
global battlespace requires a demanding pace of technological innovation 
to stay ahead of our adversaries, keep our workforce armed with 

1 Phone Interview with Mr. Robert Cardillo, January 7, 2020. 
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state-of-the-art skills, and remain focused on a kaleidoscope of emerging 
threats like pandemics, quantum computing, and climate change. This 
study laser focuses on areas for improvement to ensure the IC not only 
remains relevant in the Digital Age—but thrives in it.

“The IC doesn’t get to shut down the Saturn plant for three 
years to re-tool while it’s trying to make big cosmic changes.” 
—Former Director of National Intelligence (DNI), 
Lieutenant General James Clapper2

Interview Methodolgy

The authors conducted 18 interviews with officials who regularly 
use intelligence products to make strategic decisions—termed “IC 
customers”—and 18 interviews with leaders inside the Intelligence 
Community—termed “IC leaders.” The authors also had eleven more 
targeted discussions with experts from the IC, the private sector, and the 
Department of Defense, including a former Secretary of Defense. There 
was some overlap in the questions the authors asked both datasets but key 
differences as well. For IC customers, the focus of the interview was on 
the IC’s utility to decision-makers. For the IC leaders, the focus was on 
the challenges they are facing in modernizing the IC for the Digital Age. 

Key IC Customer Findings

For the IC customer dataset, there was a stark dichotomy between 
the highest-level customers at the Cabinet level, who offered glowing 
praise for the IC, and customers a few echelons below, who gave the 
IC mixed to poor reviews. Military leaders across the board largely had 
nothing but high marks for the IC and foot-stomped the criticality of 
the IC’s analysis to their decisionmaking processes. On the otherhand, 
Congressional customers surprisingly noted that only a small sub-
set of Congress values intel products; they claimed that large swaths of 

2 In-Person Interview with LTG James Clapper, March 4, 2020. 
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Congress do not seek out classified products, preferring the ease of access 
to unclassified information. Despite these differences in the dataset, all of 
these customers resoundingly saw the IC as credible and unbiased on 
the whole. The only major caveat was on Afghanistan, where a fair number 
of customers perceived some bias in analytic assessments and collection 
priorities.  

These IC customers recommended three areas of improvement for the 
IC that all coalesced around strengthening partnerships—with allies, 
within the US government, and with the private sector. These customers 
anticipate that the IC needs to reimagine new ways of sharing information 
and leveraging data with partners to keep pace with the ever increasing 
complexity of the world. The first recommendation is for the IC to create a 
new intelligence sharing architecture for the 21st century. The second is for 
the IC to build whole of government partnerships to ensure it is tapping 
expertise and leveraging data that already exists in the U.S. government, 
and the third recommendation entails generating more outreach to the 
private sector, academia, and non-governmental organizations (NGOs). 

Key IC Leader Findings

There was significant commonality amongst the eighteen IC leaders 
the authors interviewed from the highest echelons of the Office of the 
DNI to the heads of five intelligence agencies to its military and civilian 
intelligence leaders. The IC’s leaders are juggling a dizzying number 
of priorities, and they are making solid progress on transforming the 
IC into a more agile and flexible version of itself for the Digital Age. 
Yet, these leaders voiced their recognition that the IC remains in a 
catch-up game on a grand scale. Even after almost a decade of trying to 
make our IT systems interoperable, opening up the spigots of data, and 
layering artificial intelligence and machine learning (AI/ML) tools on top, 
enormous work remains to be done. 

The interviews coalesced around challenges on eight common fronts. 
There was significant agreement on the way forward on six of the 
eight challenges, such as igniting cultural change at all levels of the 
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IC, broadening the scope of national security threats the IC covers, 
developing and scaling AI/ML, elevating the importance of open source 
as an intelligence discipline, designing new paradigms for sharing with 
the private sector, and creating a more adaptive, mobile and technically 
competent workforce.

The two areas that evoked disagreement among IC leaders were the 
appropriate degree of IC integration necessary to modernize tools 
and platforms and whether it is actually necessary to create new intel 
sharing constructs with allies. On the latter point, several IC leaders 
opined that the additional flexibility necessary could be achieved within 
existing sharing constructs. 

Areas of Convergence & Divergence Between 
IC Customers & Leaders 

IC customers and IC leaders largely were optimistic —yet frank —
regarding the magnitude of the current and coming challenges the 
IC faces if it wants to remain relevant within the decision cycle of the 
national security enterprise. Unprompted, over 20% of the interviewees 
emphasized that despite some public and elite opinion, the IC is not 
broken, and most of these luminaries conveyed a protective attitude to the 
IC, which they clearly valued.

There was significant commonality between the IC customer and 
IC leader datasets, with little daylight between both datasets on the 
shared vision for the way forward with the exception of two areas of 
disagreement. 

First, IC customers view the IC’s intel sharing partnerships as archaic and 
not well-suited to respond to the modern national security environment. 
Yet, a solid number of IC leaders stated their preference for strengthening 
the FVEY alliance rather than developing new intel constructs. Only a 
few IC leaders acknowledged actively pursuing efforts to reimagine the 
IC’s intelligence sharing architecture with allies or with U.S. government 
partners. 
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Second, many IC customers judged the IC is in a stiff competition with 
publicly available media and industry information as they warned they are 
finding products of equal value to the IC’s analysis. Nonetheless, IC leaders 
largely do not perceive that non-IC products are of the same caliber and do 
not have the IC’s objectivity and policy neutrality. 

Overview of Recommendations

The authors proposed eight broad areas of recommendations to help 
guide the IC through its digital transformation ranging from igniting 
cultural change to retooling human resources to strengthening 
partnerships with allies. They are focused on what is do-able within the 
existing resource constraints of the community. In many cases, continued 
and consistent leadership accompanied by intellectual imagination will be 
the two most valuable components to drive digital transformation. 
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Research Methodology
Semi-Structured Interview Methodology: The authors used semi-
structured interviews to engage with 36 senior IC customers and IC 
leaders. Most interviews lasted ~45-60 minutes. While the authors 
prompted these leaders with around ten questions, they did not offer 
multiple choice answers, and the discussions were free-flowing. Therefore, 
significant convergence in responses was particularly noteworthy. 

Targeted Conversations with Expert Voices: The authors talked to an 
additional eleven Defense, Information Technology (IT), and private sector 
leaders as well as a junior analyst, to hone in on specific topics. As these 
discussions were shorter and did not include the full interview questions, 
these answers were not included in the datasets of customers and leaders. 

DoD Bias in Overall Dataset: While only a third of the IC customers and 
leaders the authors spoke to were military leaders, there was a strong DoD 
bias in the dataset given that approximately twenty percent of the civilian 
respondents also had a military background. This bias was a function of 
the authors’ access to certain officials. It is certainly possible that interviews 
with more civilian and political appointees could have trended the data in 
other directions. 

Dividing Line between Data Subsets: The majority of interviewees clearly 
fell into either the IC customer or IC leader datasets. However, for those 
who had multiple leadership roles that fit into both datasets, the authors 
used their leadership position that was most recent and relevant to the 
questions.  

Current Versus Former Leaders: By virtue of accessibility, many of the 
leaders the authors interviewed were former not current leaders. To ensure 
the currency of information, the authors largely only interviewed leaders 
who served in the second half of the Obama administration or during the 
Trump administration. 
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Key Findings from IC 
Customer Interviews 

Summary
From interviews with 18 senior customers who regularly used 
Intelligence Community (IC) products, the highest-ranking 
customers assessed the IC more favorably than some of those 
customers a few echelons below, who had mixed to poor reviews on 
the IC. 

This divergence of opinion is probably unsurprising as customers at the 
Cabinet level and at the highest levels of the military are, in many cases, 
privy to the crown jewels of the IC. They also have the authority to direct 
the entirety of the IC to produce intel assessments they need to make 
critical decisions. Requirements from customers at this level are always 
the IC’s highest level priorities. 

A few levels below, military leaders at the Combatant Commands and 
policymakers, such as Directors at the National Security Council and 
Deputy Assistant Secretary of Defense-level civilians at the Pentagon, 
certainly have access to important intelligence. However, they largely 
do not have the authority to direct the entirety of the IC to produce on 
intelligence they need. The IC certainly responds to their questions, but 
at times, not with the same level of urgency as for those at the highest 
levels. The military leaders in this customer set were largely in sync 
with the highest-level customers in their adulation of the IC, but 
civilian policymakers rankled at how the IC prioritizes different tiers 
of customers, leading them to give mixed to low marks on the IC’s 
performance. 

Almost eighty percent of all eighteen customers noted they equally 
valued all of the IC agencies. Moreover, the vast majority of customers 
trusted that the IC is objective and unbiased in its analysis and 
collection efforts though Afghanistan was the one major caveat where 
some customers perceived analytic bias from different elements of the IC. 
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Even customers who provided criticism of the IC noted they did so in 
the hope of improving an institution they deem critical to the U.S.’s 
success—one noting, “even though we can be self-critical of the IC, the 
U.S. is light years ahead of other countries in terms of intelligence.”3

Overview of Dataset

6 Customers with IC Tasking Authority 12 Customers without IC Tasking 
Authority 

2 Former Chairman of the Joint Chiefs of 
Staff (CJCS)

3 Former Congressional Leaders 

Former Secretary of the Department of 
Homeland Security (DHS)

Former CENTCOM Commander

Former U.S. Ambassador to the United 
Nations

Former Commander of US Forces 
-Afghanistan

 Former Undersecretary of Defense for 
Intelligence (USDI)

Former Deputy Commanding General, 18th 
Airborne Corp

Former National Security Advisor Former Deputy Assistant Secretary of 
Defense (DASD)

4 Former National Security Council (NSC) 
Officials

Former Chief of Staff at Energy Department

3 Phone Interview with Mr. Matthew Turpin, February 25, 2020. 
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For the Highest-Level Customers, the IC is 
Integral to Strategic Decisionmaking

Of the six highest-level IC customers the authors interviewed, including 
Cabinet level officials and two former Chairman of the Joint Chiefs of 
Staff (CJCS), all firmly conveyed that the IC produces credible and 
useful products they regularly used to make critical national security 
decisions. All six highly prized the intelligence products they received. 
Unsolicited, a number of these IC customers highlighted the prioritization 
they accorded their intelligence briefings in their daily routines and called 
out their intel briefers by name.

“I had the benefit of being a PDB super user. I found the IC 
to be remarkably responsive. My PDB briefer was terrific... I 
could never imagine not taking the briefing. Not just to take 
the briefing but to wrestle with the topics.”  
—Former Chairman of the Joint Chiefs of Staff (CJCS), 
General Martin Dempsey4   

Of note, there was a cognizance that the relationship between customers 
and the IC is a two-way street, and these high-level customers recognized 
they have an active role to play in their relationship with the IC. 
They did not see themselves as passive recipients of intelligence, but key 
stewards of the allocation and prioritization of the IC’s intellectual capital 
and time. This recognition of the necessity of an iterative dialogue between 
customers and the IC is likely a function of the long experience many of 
these leaders had from their military and intelligence careers.  

“The responsibility of how well the government serves an 
administration is on both the IC and the policymakers. I 
never thought of the IC’s products as final... they were ongoing 
discussions.”  
—Former National Security Advisor, LTG H.R. McMaster5

4 Phone Interview with General Martin Dempsey, February 26, 2020. 

5 Phone Interview with LTG H.R. McMaster, February 20, 2020. 
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“If people say intel is broken, then they need to explain what 
it is they need. Intel can’t solve that problem alone. Senior 
leaders are the ones who prioritize what intel analysts spend 
their time on.”  
—Former CJCS, General Joseph Dunford6 

For Customers without IC Tasking Authority, 
There was More Variance on the IC’s Utility 

There was a salient difference in responses for the IC customers who did 
not have the authority to direct the IC to produce assessments. Of these 
twelve IC customers, fifty percent were in sync with the highest-level 
customers and strongly agreed the IC was key to helping them make 
critical decisions. However, another quarter of these customers had 
mixed feedback on the IC’s utility, and the other quarter indicated the 
IC was not helpful in their decisionmaking process.   

“I don’t have IC tasking authority so I get whatever agencies 
happen to publish, which might not be what I need. Only a 
small amount of what I receive is relevant to the presidential 
priorities I’m working on.” 
— Former National Security Council (NSC) Director of 
Counterterrorism (CT), Mr. Timothy Adgent7 

6 Phone Interview with General Joseph Dunford, January 31, 2020. 

7 Phone Interview with Mr. Timothy Adgent, February 21, 2020. 
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“DASDs and NSC Directors largely are at the whim of what the 
IC produces for more senior policymakers so we spend a lot of 
time supplementing our knowledge with open source. There is 
nothing like what the full force of the IC can contribute with its 
exquisite intelligence, however, the IC is not of singular value at 
the strategic level. I think it tends to overlook how much the rest 
of the world is doing the same thing.” 
— Former Deputy Assistant Secretary of Defense (DASD) 
and former NSC Director8

Congressional Customers Rely Heavily on 
Unclassified Sources of Information

Of note, the three Congressional customers in the authors’ dataset—
including a former Chairman of the House Permanent Select Committee 
on Intelligence (HPSCI), a Senator, and a senior advisor to the Senate 
Armed Services Committee—indicated there is only a small subset of 
Congress that uses and values intel products. While this is surprising 
given the many requests for briefings and products the IC regularly 
fields from Congress, the customers the authors spoke to noted that 
large swaths of Congress intentionally avoid IC products so they will not 
inadvertently disclose classified material. They also commented on the 
difficulty of scheduling time to get into the small Sensitive Compartmented 
Information Facility (SCIF) on the Hill to read intel and said Congressional 
members who do not have an intelligence background have difficulty 
putting the products into context. These leaders said the norm for 
members of Congress and their staffs’ is to use open source data in lieu of 
intelligence products. 

8 Phone Interview with Anonymous DASD, March 25, 2020. 
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“The IC’s products are good, but they tend not to get to you 
in Congress unless you are on an intelligence committee. The 
IC doesn’t want to be in competition with open source, but 
it is. I used the Institute of the Study of War’s graphics to 
hand out on the Senate floor during votes, and I’d also go to 
DigitalGlobe, which gave me real-time satellite pictures that I 
thought were as valuable as the IC’s.” 
—Former Senator Mark Kirk (and a former Navy Reserve 
Intel Officer)9 

“Congressional members on the HPSCI were not really 
doing what they needed to do. I was checking in on who was 
reading, and it was shockingly bad—even on big topics. 
—Former Chairman of the House Permanent Select 
Committee on Intelligence (HPSCI), Mr. Michael Rogers10 

 “It is unlikely you’re going to get a member to go into a SCIF 
and read intel. They may have a staffer try to summarize 
something for them, but for the most part, they get their intel 
from the news. In Congress, the vast majority of members are 
just not routinely using intelligence to stay informed. The IC 
needs to do a much better job of providing unclassified intel to 
Congress.” 
—Former Special Assistant to the Chairman of the SASC, 
Mr. Charles Alsup 11 

9 Phone Interview with Senator Mark Kirk, December 5, 2019. 

10 In-person Interview with Congressman Mike Rogers, December 5, 2019. 

11 Phone Interview with Mr. Charles Alsup, December 17, 2019. 
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Rank & Topic Led to Differing Grades on the 
IC’s Timeliness & Responsiveness

All of the highest-level customers highlighted responsiveness as a 
strength of the IC. Even given the multitude of crises and issues crossing 
their desks, they found the IC was very timely in providing cogent 
assessments at the right time. However, half of the Congressional, NSC, 
and DASD customers gave very different responses with mid to low 
marks for the IC on timeliness and responsiveness. 

A large function of the IC’s responsiveness to customers is dictated by 
the topic and, therefore, the IC’s collection access. Certain topics that 
repeatedly surfaced where the IC was untimely or largely irrelevant were 
topics that required economic data or information from government 
databases outside the IC’s authorities, like law enforcement. 

“It depends on the area. Knowing what’s happening around 
Scarborough Shoal in the South China Sea? It felt timely. 
Understanding how supply chains are changing in critical 
infrastructure? Not timely. It comes down to the collection 
access.” 
—Former NSC Director on China, Mr. Matthew Turpin12 

“President Trump said in 120 days the IC will report on 
transnational organized crime’s penetration of the Homeland. 
120 days later, the National Intelligence Council (NIC) 
responded saying we had to punt on 50% of the question since 
we can only look at the external part. We [the NSC] had to 
send it back to them to get the NIC to work with U.S. law 
enforcement.” 
—Former NSC Director on Transnational Crime,  
Mr. James Collins13

12 Phone Interview with Mr. Matthew Turpin, February 25, 2020. 

13 Phone Interview with Mr. James Collins, January 28, 2020. 
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Customers Largely Found the IC to be 
Objective but Noted Select Instances of Bias

On analytic products, the positive news was the vast majority of 
all eighteen customers found the IC to be credible, apolitical, and 
unbiased; the major caveat was the IC’s analysis on Afghanistan. These 
leaders cautioned that even a hint of bias in products undermined their 
utility to customers. Of the eight military and civilian customers who 
had Afghanistan in their portfolios, all of them mentioned institutional 
biases in the analysis. They perceived the military’s intelligence as being 
overly optimistic and the IC as being unfairly pessimistic. One noted that 
it became a “civil-military crisis” and that policymakers “almost had to 
operate in a strategic intelligence void” because of the chasm between the 
IC and the military.14 This same leader noted, “I don’t think the IC itself 
was politicized, but its analytic lens was sometimes used as a political 
weapon in the debate on Afghanistan.”15 

“At times, policy preference can creep into the analytic process. 
I think it colored analysis on Afghanistan and maybe on Iran 
over the years. Some maybe had Stockholm syndrome with 
the Taliban.” 
—Former National Security Advisor, LTG H.R. 
McMaster16 

 

“DC-based analysis way over-emphasized intelligence on the 
enemy, portraying the Taliban as stronger than it was and 
ignoring the Afghan’s increasing capabilities. This is due to an 
institutional bias in the IC to weigh “red” (enemy) reporting 
over “green” (Afghan) or “blue” (U.S. or Coalition) inputs. Red 
reporting gets vetted in the system in a way that green and 
blue do not. The problem is IC analysts are not able to use 
“unfinished” reporting in their analysis so the majority of blue 

14 Phone Interview with Anonymous DASD, March 25, 2020. 

15 Phone Interview with Anonymous DASD, March 25, 2020. 

16 Phone Interview with LTG H.R. McMaster, February 20, 2020.
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and green reporting is disregarded in finished production.” 
—Former Commander of US Forces-Afghanistan,  
General John Nicholson17 

On collection priorities, about a third of the dataset noted two 
types of bias. The first was a perceived stubborn refusal by the IC to 
adjust its collection priorities to better serve emerging customer needs. 
Afghanistan was again the key locus of frustration for a number of 
these customers, particularly military leaders, who highlighted the IC’s 
unwillingness to shift collection priorities as the battlespace evolved to 
include reconciliation efforts with the Taliban. The former Secretary of 
Homeland Security, Jeh Johnson, also professed that he failed in getting the 
IC to increase collection to warn of waves of immigrants massing on the 
southern border in 2015.18 

The second bias was only raised by Ambassador Power, but it is highlighted 
for its incisiveness. She noted that the IC’s collection often leaves out key 
sectors of society. While the IC has worked hard to ingest social media 
outlets and other primary sources for incorporating views from outside 
government circles, particularly since the Arab Spring, there is still much 
room to improve the scope of collection.

“The weakness of the IC is that, like most government actors 
and institutions, it is inevitability statist—and therefore, 
there is often insufficient reach on collection and a broader 
understanding of what makes history move. The IC’s main 
contacts are within government, and its collection can end up 
missing youth, unions, and businesses.” 
—Former US Ambassador to the United Nations, 
Ambassador Samantha Power19

17 In-person Interview with General John Nicholson, December 12, 2019. 

18 Phone Interview with Secretary Jeh Johnson, May 13, 2020. 

19 Phone Interview with Ambassador Samantha Power, March 10, 2020. 
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Every IC Agency Brings Value to the Table

Regardless of rank, almost eighty percent of the eighteen customers 
the authors spoke with did not show preference for any individual IC 
agencies. They trusted the intelligence agencies equally and valued the 
unique tradecraft each brought to the table. Many noted the importance 
of reading widely throughout the IC’s products. Customers particularly 
appreciated products that gave the IC’s perspective rather than an 
individual agency outlook. Some NSC directors noted they sometimes read 
CIA’s products more because CIA has the Executive Office building “hard-
wired,” and its officers excelled at getting their products into the hands of 
customers who don’t have time to look for intelligence products that aren’t 
in their inbox or dropped on their desks. 
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Customer Recommendations 
for the Intel Community 

Summary: IC Customers Highlighted Three 
Main Areas for Improvement

The three main recommendations from these IC customers 
revolved around the IC strengthening its partnerships—with 
allies, with U.S. government entities, and with the private sector. 
These customers forecast that the IC needs to reimagine new ways 
of sharing information and leveraging data with partners to keep 
pace with the ever increasing complexity of the world. Almost half 
of them also voiced concern that part of the solution to these sharing 
challenges will require tackling the persistent and pernicious twin 
problems of overclassification and excessive compartmentalization.  

“There are problems in terms of sharing with allies, but there 
is an even bigger problem with sharing across U.S. agencies. 
There are frequent instances when I can’t share intel with my 
U.S. counterparts because of the compartments we use.” 
—Former NSC Director of CT, Mr. Timothy Adgent20 

1. Create a new intel sharing architecture 
for the 21st Century 

The most ubiquitous concern across the customer dataset was the 
need to bolster the IC’s intelligence alliances and to restore trust with 
our partners. Further, many pushed for the IC to critically rethink 
its intel constructs and to focus on capitalizing on the capabilities of 
allies beyond its core partners. Some customers proposed two new 
models for partnerships that serve as a starting point for discussions

20 Phone Interview with Mr. Timothy Adgent, February 21, 2020. 
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in the IC. The first is the idea of uniting allies with strong intelligence 
capabilities around a topic or geographic area. The second is the 
idea of creating concentric rings of alliances based on differing intel 
capabilities. 

2. Build partnerships inside the U.S. Government 
to tap expertise and leverage data 

The changing nature of the U.S.’s adversaries and current events 
are compelling the IC to tackle non-traditional IC topics, such as 
climate change, pandemics, quantum computing, and economics. 
Some customers proposed building partnerships beyond the 
confines of the national security apparatus to tap expertise and 
data that already resides in the U.S. government in places like the 
Commerce and Treasury departments as well as public health 
organizations. Further, unnecessary silos still exist between the 
IC and other law enforcement bodies; similarly, these customers 
noted work remains to be done to further break down unnecessary 
internal barriers.

3. Partner with the private sector, academia, 
and NGOs to open the aperture on sharing 

Forty percent of customers implored the IC to build more outreach 
to the private sector, but there was no unanimity around the 
goal of this outreach. Some stipulated that the IC needs to build 
mechanisms to share threat warnings with the private sector when 
supply chains or critical infrastructure are at risk. Many noted 
that the IC needs to incorporate and fuse more public data into its 
analysis to have a more holistic analytic picture of global trends. 
Another half of the dataset commented that the IC’s competitive 
advantage is eroding with the onslaught of high-quality analysis 
and geospatial imagery in the private sector. Accordingly, the IC 
needs to take steps to shed coverage areas when the intelligence 
value-add is not sufficient or not cost-effective.
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Recommendation 1: Create a New Intel 
Sharing Architecture for the 21st Century

The most predominant concern across all IC customers was the 
difficulty in sharing intelligence with key allies. Of the eighteen IC 
customers the authors surveyed, almost seventy percent had mixed 
responses on their ability to sufficiently share with partners. Not a single 
respondent thought they could share as much as they deemed 
appropriate with their international intelligence partners, and almost 
thirty percent said they were not able to effectively share with partners, 
which negatively impacted their missions. 

A resounding eighty percent of this dataset called for the IC to reimagine 
its intel sharing constructs with allies and to revamp who the IC is 
partnering with and how it is partnering in terms of the breadth and 
strength of those partnerships. The U.S. continues to reap immense 
benefits from its predominant intelligence sharing alliance with its closest 
partners—Australia, Canada, Great Britain, and New Zealand, called 
“Five Eyes” or “FVEY” for short. This alliance dates back to World War 
II and will remain at the center of the IC’s sharing relationships for the 
foreseeable future. Many customers noted the need to strengthen this 
relationship further, however, one-third of these customers also noted 
the FVEY alliance is too limiting for the complex environment the U.S. 
operates in today. As the US shifts its strategic focus from counterterrorism 
to Great Power competition, the U.S. needs to also increasingly rely on 
the collection access and intellectual capital of allies in geographic areas 
the U.S. can’t prioritize. To do so, these IC customers overwhelmingly 
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noted the IC needs to think well beyond FVEY and bilateral sharing 
arrangements. 

“I don’t think we are looking at our info sharing requirements 
in the context of our broader strategy. If we can’t be 
everywhere, how do we talk about a process that lets us be 
more open? I’m not talking about giving the crown jewels 
away, but at times, the impact of not sharing with our 
partners cheapens the relationship.” 
—Former CENTCOM Commander, General Joseph Votel21  

Proposed Solutions

A few customers proposed two new models for IC partnerships, which 
found resonance with a good number of the other customers. The first 
idea is to bring relevant global partners together around a topic or 
geographic areas (Graphic 1). The Defense Department (DoD) pioneered 
such an intel sharing model in 2013 called Operation Gallant Phoenix.22 
As tens of thousands of foreign fighters started flocking to Syria to join 
ISIS in 2013, DoD recognized the enormity of this challenge was going 
to far exceed the capacity of the FVEY alliance so it rallied dozens of 
countries to tackle this issue jointly. As former CJCS General Dunford 
noted, this model allowed allied nations not only to share intelligence on 
the foreign fighter threat but also to relay that information back to their 
law enforcement agencies to disrupt attacks.23 Some argue that multilateral 
partnerships are not worth the effort as they devolve to the lowest common 
denominator, but Gallant Phoenix serves as an example to build upon 
in developing innovative sharing paradigms around the most pressing 
current and future national security threats. 

21 In-person Interview with General Joseph Votel, February 27, 2020. 

22 Kitfield, James. (2017, June 16) “CJCS Dunford Talks Turkey, Iran, Afghan Troop Numbers & Daesh,” 
Breaking Defense. https://breakingdefense.com/2017/06/cjcs-dunford-talks-turkey-iran-afghan-
troop-numbers-daesh

23 Kitfield, James. (2017, June 16) “CJCS Dunford Talks Turkey, Iran, Afghan Troop Numbers & Daesh,” 
Breaking Defense. https://breakingdefense.com/2017/06/cjcs-dunford-talks-turkey-iran-afghan-
troop-numbers-daesh
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The second idea—which is not mutually exclusive with the first model—
is to use FVEY as the base of U.S. intel sharing arrangements and then 
establish secondary and tertiary tiers of FVEY-like partners around 
it—as if there were concentric circles of partners based on their capabilities, 
alignment with US goals, and willingness to share with the U.S. (Graphic 2).

“For violent extremism, we needed a global network, but the 
only intel constructs were FVEY or bilateral sharing. The 
goal was disrupting foreign fighters so we needed a coalition 
and an intel architecture to support the coalition. If conflicts 
are transregional, then we need intel structures designed to 
support collective action. I firmly believe that multilateral 
relationships tailored to specific needs is the way forward. 
Trust tailored to certain issues. 
—Former CJCS, General Joseph Dunford24

24 In-person Interview with General Joseph Dunford, January 31, 2020

Graphic 1 Graphic 2
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Recommendation 2: Build Whole of 
Government Partnerships to Tap Expertise 
and Leverage Data

There were two related areas of concern for customers that necessitate 
that the IC expand its partnerships inside the U.S. government beyond 
the narrow confines of the national security apparatus. Currently, 
the IC’s relationships outside the national security apparatus tend to be 
surface-level when they exist at all. 

The first concern is that a third of these customers recognized that 
current events and U.S. adversaries are compelling the IC to cover 
topics that are well outside its traditional areas of expertise, such as the 
implications of climate change, pandemics, genomics, economics, and 
global competitiveness with peer adversaries. For example, the Trump 
administration prioritized economics and global competitiveness with 
peer adversaries, particularly China, over the last few years, but customers 
described the IC’s analysis on economics and access to economic data as 
weak. Even with the new administration, these topics likely will remain a 
priority given that our adversaries, like China, are blurring the lines between 
traditional military and economic power. Instead of trying to master these 
topics on its own, customers suggested that the IC must start tapping 
expertise within the U.S. government in places like the Commerce and 
Treasury departments as well as public health and scientifically-focused 
organizations. Further, these customers implored the IC to find legal ways 
to leverage data that already exists in these government departments.  

“The Commerce Department has the authority to collect 
any information from US businesses relating to trade under 
the 1976 International Investment Survey Act. It potentially 
could share this with the IC as it is not intelligence nor 
collection. However, we haven’t been using these authorities 
in an appropriate way. It requires a cultural shift and a real 
leadership effort to wrestle with what can be done.” 
—Former NSC Director on China, Mr. Matthew Turpin25

25 Phone Interview with Mr. Matthew Turpin, February 25, 2020. 
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The second area where customers expressed concern are the gaps and 
silos that still exist between the IC and law enforcement agencies, which 
leads to the IC not being able to analyze issues holistically. Similar 
to the first concern, this concomitantly leads to tasking collection 
that already resides in U.S. databases but is beyond the IC’s reach. 
Transnational crime is an example of an intelligence topic that sometimes 
is in the fault-line between the IC and the law enforcement community. A 
senior director at the NSC pointed to the wealth of data that exists on this 
topic if the U.S. government were able to harvest data from across all its 
holdings. Instead, much of this data does not traverse the silos of the IC 
and law enforcement community, producing a disjointed and incomplete 
picture. In recent years, there have been some efforts made at making 
common-sense changes to regulations while safeguarding certain walls that 
need to exist between the IC and law enforcement; however, there is a lot of 
work that remains to be done in shoring up knowledge management across 
the government. 

“Customs & Border Patrol (CBP) has one of thebiggest 
databases in the U.S. There are obviously important privacy 
rights, but every time someone gets on an airplane or 
something is shipped across a border, CBP captures that. We 
should be thinking in innovative ways about the secondary 
and tertiary exploitation of this data for national security. 
Instead, the IC tasks NSA and others to recapture data that 
already exists." 
—Former NSC Director of Transnational Crime,  
Mr. James Collins26

Proposed Solutions

The IC needs to broaden its customer base across the government. 
Building meaningful institutional relationships with partners outside 
the IC requires intervention at the highest levels as it is going to require 
cultural change to recognize the importance of working together to 

26 Phone Interview with Mr. James Collins, January 28, 2020. 
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create holistic analysis, to not duplicate data collection, and to merge 
expertise. Some customers suggested that National Intelligence Managers 
(NIMs) should be the focal points for doing much of the customer 
development and relationship management for the IC’s outreach across 
the government. For instance, the NIMs could reach out to economic 
customers and explain what the IC can bring to the table and help them in 
crafting requirements. Creating common baselines of information inside 
the US government is vital for decisionmakers to operate from a common 
understanding. 

“Economic customers like Commerce and Treasury don’t view 
the IC as producing for them. Defense customers rely on the 
IC, but financial officials have a different support network 
of sell-side and buy-side firms. So there are two universes 
where different elements of the U.S. government are relying on 
completely different information, which causes confusion. The 
economic sphere doesn’t have a J2 to figure this out for them. 
The IC needs to do a better job of customer development 
to figure out the questions that motivate these non-typical 
customers.” 
—Former NSC Director on China, Mr. Matthew Turpin27 

Recommendation 3: Partner with Private 
Sector, Academic & NGOs to Open Aperture 
on Data & Sharing

Forty percent of these customers suggested the IC should partner smartly 
with the private sector, academia, and non-governmental organizations, 
but the intent and focus of these efforts was considerably varied. 
Customers like General Dunford highlighted that the private sector 
is a “critical underbelly” for U.S. national security, and therefore, 
developing symbiotic mechanisms to share information and threat 
warnings with the private sector is critical to strengthening U.S. 

27 Phone Interview with Mr. Matthew Turpin, February 25, 2020. 
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national security.28 For instance, an enemy attack on critical private sector 
supply chains could have a significant impact on U.S. military readiness. 
The IC has made nascent efforts at creating partnerships with key private 
sector companies, but it has a long way to go. 

Many IC customers also argued that the IC needs to widen the aperture 
on incorporating and fusing public and commercial data into its 
analysis. Sixty percent of the IC customers interviewed assessed that with 
the explosion of data in the Digital Age, the IC is far behind where it needs 
to be on using open source data. This will come as no surprise to IC leaders 
who are aggressively working to address this. About half of the customer 
dataset also warned that the high-quality and availability of open 
source analysis and geospatial imagery is eroding the IC’s competitive 
advantage. All of the Congressional customers as well as a number of 
National Security Council and Deputy Assistant Secretary of Defense 
customers noted they regularly were able to find open source products 
of equal value to the IC’s. 

“The IC must recognize it is not only in stiff competition with 
the private sector, but it has to adapt its mission to answer the 
questions only it can answer. What was once our comparative 
advantage on global communications and geo-political risk 
analysis has withered away.” 
—Former Secretary of Defense, Dr. Ash Carter29

Proposed Solutions

These customers cautioned that the IC needs to be deliberate and 
unsparing in shedding areas where its analysis does not provide a 
significant value-add over what is available in the private sector. For 
instance, as access to private sector geospatial imagery exploded in recent 
years, NGA smartly jettisoned those elements of its mission where it was 
no longer providing a comparative advantage over the private sector. In the 

28 In-person Interview with General Dunford, January 31, 2020

29 Phone Interview with Dr. Ashton Carter, March 24, 2020.
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coming years, the IC will need to conduct periodic assessments to ensure it 
is being honest with itself where the gap has narrowed too much. 

Some also suggested that the IC can use the private sector to procure 
needed data from business data analytics companies, particularly economic 
data. Another suggested gaining entrée into informal business networks 
that have global footprints of eyes on the ground to augment the IC’s 
human source networks. 

“Not building partnerships with the private sector is a huge 
mistake! It’s a missed opportunity that leaves us vulnerable. 
Our enemies are exploiting the globalized economic base, and 
the IC is idly standing by. Our IC island-centric approach is 
not helpful.”  
—Former Secretary of Defense, Dr. Ash Carter
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The IC’s Technology and 
Integration Evolution

Summary

The current leaders of the IC—from the directors of intelligence agencies to 
military intelligence chiefs to the top echelon of the Office of the Director 
of National Intelligence—face a blizzard of challenges to keep pace with 
technological innovation and to stay ahead of our adversaries. Before 
delving into their perspectives on the many challenges they are facing, it 
is important to take stock of the IC’s upward—if uneven—trajectory to 
modernizing its technology backbone and learning how to operate as a 
more cohesive community. 

In interviews with eighteen leaders of the IC, half of them proactively 
raised the topic of the first community-wide cloud architecture project, 
called the Intelligence Community IT Enterprise (IC ITE); the IC launched 
this project almost a decade ago, and it was the “first building block that 
taught the community how to act as a community.”30 Discussions on IC 
ITE invariably evoked strong reactions—both positive and negative—
among leaders. For better or worse, it has become the frame of reference 
for many of these leaders in how they envision the further integration of 
the community. The two biggest lessons from IC ITE were that one-size-
fits-all solutions do not work well for the IC, and agencies need a certain 
degree of latitude to individualize solutions to their specific challenges.

Creating the IC’s Superhighway for 
Collaboration

The accelerated transformation to the Digital Age came as somewhat 
of a surprise to the IC. Its disproportionate focus on terrorism since 
9/11 allowed the private sector to leapfrog over the IC in technological 

30 In-person Interview with Ms. Sue Gordon, January 20, 2020. 
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innovation. Many leaders acknowledge the vast chasm that now exists 
between the IC and the private sector’s technology dominance, particularly 
on artificial intelligence and machine learning (AI/ML). 

When the community launched its first major effort to “fix the plumbing 
of the IC” with IC ITE in 2011, the goal was to create a community-wide 
cloud architecture and shared services for the 21st century to replace the 
patchwork of individual servers and networks at seventeen agencies.31 
CIA set up the commercial Amazon cloud for the IC, and NSA houses the 
government cloud. 

“The IC’s Amazon commercial cloud is analogous to the 
intuitiveness of an iPhone whereas the NSA IC government 
cloud is like a Texas Instrument calculator; it is challenging to 
use, but you need that functionality.” 
—Former IC Chief Information Officer, John Sherman32 

Bitter Memories Despite Major Success

The cloud architecture and the tagging, organizing, and cataloging 
of the IC’s data have been a major success. IC ITE is largely invisible 
back-end work to most in the IC, but it is the “electricity” the IC runs 
on; AI/ML tools are now being built on this foundation to counter our 
adversaries.33 The Director of an IC agency referred to IC ITE’s cloud 
services as “game changers,” but for many others, their collective memory 
is one of countless problems from major cost over-runs to security 
concerns, cultural opposition, and turf wars. For instance, a much 
smaller but visible component of IC ITE involved the attempt to install a 
common desktop across the IC. It ended in a very expensive and public 
failure when NSA and CIA pulled out of the project in the eleventh hour, 
which still elicits bitter memories for some leaders. Another major obstacle 
was that IC agencies couldn’t simply “fork-lift” their legacy systems into 

31 Phone Interview with Mr. Robert Cardillo, January 7, 2020. 

32 Phone Interview with Mr. John Sherman, May 15, 2020. 

33 Phone Interview with Mr. John Sherman, May 15, 2020.
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the cloud. The IC grossly underestimated the price-tag and gargantuan 
effort of tagging every piece of data to be put in the cloud, which “created 
pushback everywhere because there were hidden bills everywhere.”34 Some 
perspectives landed in the middle: 

“IC ITE was the incredible idea that every agency would 
make their data available so you could run an algorithm 
against all of it... but then the shields went up. It became, if 
you want to use our data, then you have to fill out this form. 
It was like trying to drive down the highway with a stop 
sign every ten feet. I think we settled for something less and 
declared success.” 
—Director of DoD’s JAIC and former Joint Staff J2, LtGen 
Michael Groen35

Creation of Leadership Committee for the IC 
to Integrate Community Efforts

The other major development in the IC’s integration was the creation of 
the Deputies Committee leadership team in 2017. Under the vision of 
Sue Gordon when she was the Principal Deputy at DNI, this committee 
regularly brought together the leaders of the Big Six agencies, who boiled 
the IC’s “400 priorities down to six,”36 which later became “Vision 2025.” 
The success of the Deputies Committee as a vehicle to pull together the 
community’s leaders cannot be overstated, and it will remain pivotal to 
the IC’s direction forward. 

34 Phone Interview with Ms. Catherine Johnston, April 10, 2020. 

35 Phone Interview with LtGen Michael Groen, February 14, 2020. 

36 In-person Interview with Ms. Sue Gordon, January 20, 2020. 
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Intelligence Community’s Vision 2025 Priorities

1. Augmenting Intel Using Machines 
(AIM)

2. The Right, Trusted Agile Workforce

3. Comprehensive Cyber Posture
4. Modern Data Management & 
Infrastructure

5. Private Sector Partnerships 6. Acquisition Agility

Lessons Learned from Community 
Integration to Date

One of the biggest lessons learned from IC ITE was that the original 
vision of total integration was too extreme. Instead, DNI adopted 
a philosophy of common standards and interoperability. One-size-
fits- all solutions do not work for the disparate mission sets in the IC, 
and leaders at DNI realized that IC agencies need the autonomy to build 
their own tools. The key caveat is that all of the IC’s tools should be 
like the International Space Station—where all of the modules need to 
work together no matter who provides them.37 It remains to be seen if 
individual agencies will ensure this happens. 

37 Phone Interview with Mr. John Sherman, May 15, 2020.
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Key Findings from IC 
Leader Interviews 

Summary

The authors interviewed eighteen intelligence leaders about the most 
pressing challenges they are facing in modernizing the enterprise’s 
platforms, processes, and tools for the Digital Age. There was a wide 
range of concerns these leaders raised, but the below eight challenges 
were the most prevalent. 

Eight Main Challenges for IC Leaders

1. Igniting cultural change for the challenges ahead at every level of the Community 

2. Striking the right balance between agency autonomy and IC integration

3. Developing and scaling artificial intelligence and machine learning tools

4. Retooling human resources for the future

5. Organizing analytic resources around the national security threats of the  
Digital Age

6. Integrating Open Source—A necessary but complicated cultural shift

7. Strengthening international sharing constructs with allies

8. Designing new paradigms for sharing with the private sector

There was broad agreement across the importance of six of the eight 
challenges, but there were two areas that lacked consensus amongst IC 
leaders—Challenge #2 and Challenge #7. For Challenge #2, there was 
wide disparity between leaders on the level of community integration 
necessary to modernize tools and platforms. A number called for DNI 
leadership to enforce more integration of tools across the community 
while other IC leaders assess current integration efforts are sufficient 
as is. For Challenge #7, some IC leaders are already forging ahead on 
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creating new international sharing constructs while others assess that 
existing sharing constructs are sufficient.

Almost all of the IC leaders’ eight challenges were also raised by IC 
customers in their interviews. This is a positive development as it points 
to a shared vision for the way forward. 

Overview of Dataset

Breakdown of 18 IC Leaders Interviewed

4 DNI Leaders 
(Former DNI; 2 Former Principal Deputies at DNI; Former Deputy DNI)

5 Heads of Intel Agencies  
(Current NGA Director; Former Directors of DIA, NGA & CIA; Former Assistant Secretary of 
State/INR)

3 Military Intelligence Leaders 
(Current Director of DoD’s Joint Artificial Intelligence Cell; Former Army G-2, Former J2 at 
CENTCOM)

2 Civilian Intelligence Leaders  
(Current Director of Analysis at DIA; Former Director of Intelligence at Air Force)

4 Internal Leaders focused on analytic modernization (DIA, CIA, NSA)

Introduction

The IC’s leaders recognize that even after nine years of trying to make our 
IT systems interoperable and to modernize the community’s tools, the IC 
is still struggling to keep pace with the speed of industry. A few noted that, 
by comparison, the IC’s efforts remain in the nascent stages and have been 
“token” in effort. 
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“I hate to throw this all on the Global War on Terrorism, but 
it was a relatively simple adversary that didn’t force us to 
understand modernization to the level we have awoken to with 
the National Defense Strategy. So now we have to deal with 
mass volumes of information, onboard data scientists, and 
leverage open source information and artificial intelligence.” 
—Director of Analysis at DIA, Dr. Trent Maul38 

Vivid anecdotes abounded from these leaders on the IC’s current inability 
to harness AI/ML to solve the complex national security problems of the 
day. There was agreement that our systems are struggling with the amount 
of data and lacking in the tools necessary to fully harvest and correlate 
this data across disciplines. That doesn’t even include the fact that the IC is 
not incorporating a world of uncurated data from social media, press, and 
other unclassified sources. As former Principal Deputy DNI Sue Gordon 
mentioned, we are currently “looking at the world through a soda-straw.”39 
There was also a deep-seated frustration with the sharp dichotomy between 
what is possible outside the IC versus inside its doors. 

“When I was in Iraq in 2017, I felt like I was in the 90s before 
real automation! Everything was so manual. There were 
few tools available outside the Beltway, and we desperately 
needed data analytics. I felt like I was drowning in data, 
looking for a needle in a haystack of needles. Why did I have 
such incredible technology on my personal phone but not for 
solving our nation’s thorniest security issues?” 
—Former CENTCOM J2, LTG Karen Gibson40 

38 Phone Interview with Dr. Trent Maul, February 14, 2020. 

39 In-person Interview with Ms. Sue Gordon, January 20, 2020.

40 In-person Interview with LTG Karen Gibson, February 5, 2020. 
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Challenge 1: Ignite Cultural Change Around 
the Challenges Ahead

Almost 80% of these IC leaders either directly or implicitly highlighted 
that the IC needs a cultural revolution to make the leap into the Digital 
Age. There was a widespread recognition that the changes necessary will 
not be limited to the realm of technology; they will touch every aspect of 
the workplace, including new processes to revamp the way the community 
hires and retains talent, partners with allies and the private sector, ingests 
publicly available information, updates tradecraft standards for machines, 
and trains the workforce on data literacy. 

A number of these leaders noted that the IC is in the very early stages 
of a mammoth transition that will occur over a period of time. The IC’s 
organizational DNA was not instilled with adequate organizational 
flexibility or a bias toward integration—both of which are key ingredients 
for the IC to be effective moving forward. The scale of change each 
agency—and the IC as a whole—needs to undergo will require 
significant cultural change that must be led from the top, yet to be 
effective, the entirety of the IC’s workforce will need to adopt a new 
mindset for the transformational challenges ahead.  

“Culture change will need to begin with leader education at 
every echelon. We need to start with culture and infect people 
with a vision of the problem. There is an entirely new science, 
discipline, and capabilities that are necessary to fight in this 
Digital Age, and we don’t have a workforce or systems ready 
to exploit it.” —Former Army G2, LTG Mary Legere41 

41 Phone Interview with LTG Mary Legere, January 9, 2020. 
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“You Are Going to Take My Job!” 
A Leadership Case Study on Changing Workforce Culture

Former NGA Director Robert Cardillo pioneered the way forward 
on reimagining a new vision of the future for his agency when faced 
with the commercialization of geospatial intelligence, according to the 
former Principal Deputy of DNI, Sue Gordon.42 However, Cardillo’s 
experience provides an illuminating snapshot on the difficulties of 
readying a workforce for the significant changes that lie ahead for the 
IC. 

The goal of Cardillo’s initiatives was to focus on the aspects of GEOINT 
that only humans can bring to the discipline. However, in reflecting on 
his time at NGA’s helm, Mr. Cardillo noted he ran into stiff resistance 
from his workforce who interpreted his changes as “a criticism of 
NGA’s history.”43 Another significant workforce concern was that he 
was going to make their jobs obsolete with his pursuit of commercial 
automation and algorithms. Fear of automation and job loss as well 
as a general resistance to change are going to be recurring obstacles 
that IC leaders will need to persistently address in the coming years. 

Challenge 2: Strike the Right Balance 
Between Agency Innovation and IC 
Integration

There was a noticeable lack of consensus for IC leaders around the 
level of community integration necessary to modernize the tools and 
processes at each agency going forward. Over half of the IC leaders called 
for the DNI to be more forceful in setting standards for interoperability, 
reducing duplication of modernization efforts, and getting data to flow 

42 In-person Interview with Ms. Sue Gordon, January 20, 2020.

43 Phone Interview with Mr. Robert Cardillo, January 7, 2020. 
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more freely between agencies. However, a quarter strongly assessed that 
integration efforts were relatively sufficient, and these leaders tended to be 
more focused on efforts at their individual agencies. 

“We need to eat away at the organizational and institutional 
boundaries that plague the IC’s ability to share and work 
together in a meaningful way. We need to find a way to 
harness the power of the collective. Each agency is still too 
insular.”  
—Director of DoD’s Joint Artificial Intelligence Center 
(JAIC) and former Joint Staff J2, LtGen Michael Groen44

Over half of those seeing the exigent need to deepen interoperability at 
the IC level tended to have DNI experience, but some were also from the 
trenches warning of the insularity of their own agencies’ efforts. The latter 
camp sees the need for IC agencies to do a good deal more to integrate and 
connect their capabilities across the IC. These leaders worry about agencies 
being bore-sighted on building new solutions for their individual missions 
but according a much lower priority to interoperability with IC partners. 
Interoperability needs to be built in from the bottom up and not as an 
after-thought. While the IC needs to allow innovation at the agency-
level and not dictate one-size-fits-all solutions, the balance seems to 
currently skew too far to the agency-level. 

“We create and scale internal solutions, but working with 
the IC goes off the cliff a little. No single solution works with 
every partner, so we build unique solutions for every IC 
partner, which is time-consuming. The more we solve one-
off problems, the more we complicate fixing longer-term 
problems as people get invested in the one-off solutions.” 
—NSA Chief Operations Officer of Computer Network 
Operations, Mr. Daniel McCormack45 

44 Phone Interview with LtGen Michael Groen, February 14, 2020.

45 Phone Interview with Mr. Daniel McCormack, May 14, 2020. 
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Need for a More Emboldened DNI? 

The majority of these IC leaders think DNI has the requisite authorities 
that it needs. A number also noted that the personalities in the top 
echelons of DNI have considerable latitude to bring the community 
together without any additional authorities. A few pointed to Sue Gordon’s 
success in inspiring closer integration when she was the Principal Deputy 
at DNI. However, a third of these leaders felt strongly that it is essential 
for the DNI to be empowered with increased governing authority and 
budgetary mechanisms to mandate enhanced jointness. 

“As much as we pay lip service to common standards, we don’t 
have them. There are no enforcement mechanisms because 
the DNI is a paper tiger. It’s a problem if the DNI can’t enforce 
standards.” 
—Former Air Force Director of Intelligence, Mr. Mark 
Chandler46 

Challenge 3: Develop and Scale Artificial 
Intelligence and Machine Learning

There were five predominant concerns that IC leaders raised about 
employing AI/ML tools, including one, moving the IC to a state of 
data readiness, two, educating the workforce on the roadblocks that 
overclassification and compartmentalization create for AI/ML tools, three, 
ensuring humans remain at the core of analysis, four, strengthening IC 
collaboration bodies on AI/ML solutions, and finally, finding the optimal 
balance for scaling AI projects. 

Move the IC to Enable Data-Driven Decisionmaking 

The Defense Department is moving in the direction of data-driven 
decision-making, and the IC needs to be moving more rapidly along 

46 Phone Interview with Mr. Mark Chandler, May 9, 2020. 
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this path as well.   AI will allow rapid sense-making of data where a 
decisionmaker—such as a military commander—can leverage live data 
to understand multiple situational awareness pictures, including the 
friendly picture, the enemy picture, the external media picture, and the 
cybersecurity picture.47 Through machine-to-machine communication, the 
IC will be able to feed these situational awareness tools with authoritative 
data sources, like GEOINT from NGA. 

“It is no longer sufficient to push ‘time-late’ analytic notes 
to Defense decision-makers.  There has to be an increasing 
data connectivity and availability of raw intelligence between 
the IC and Defense systems for continuous and immediate 
situational awareness. There will always be a place for deep 
analytic expertise, but the hypersonic strategic competition 
environment will not allow for real-time combat data to be 
late because it passed through human hands.  There are no 
seconds to waste! Battlefield data must flow seamlessly and 
automatically from sensor to decision-maker.  This has to 
occur in a trusted ecosystem of authorized producers with 
some data validation.   
—Director of DoD’s JAIC and former Joint Staff J2,  
LtGen Michael Groen48

Leading Change to Mitigate Overclassification & 
Compartmentalization

Similar to IC customers, over fifty percent of IC leaders identified 
overclassification and extreme compartmentalization as thorny problems 
writ large, but these issues take on a pronounced level of importance 
given the severe roadblocks they create in leveraging the power of big 
data analytics and algorithms. The IC will never be able to operate with 
complete datasets the way the private sector can, but it must minimize 
unnecessary compartmentalization and overclassification when possible 
so the AI/ML tools can use as much of the relevant data as possible. It will 

47 Email conversation with LtGen Michael Groen, April 1, 2021.

48 Email conversation with LtGen Michael Groen, April 1, 2021.
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take significant leadership at every echelon to effect widespread cultural 
change and incentives to dislodge these impediments to even begin to 
realize the promise of AI/ML.

“We slap massive NOFORN labels on so much stuff. The 
people who do it aren’t accountable to the people who depend 
on the data. They aren’t incentivized to share. When you get 
into a future tech environment where you can integrate data 
from multiple sources, that’s going to create huge problems.”  
—Director of DoD’s JAIC and former Joint Staff J2,  
LtGen Michael Groen49 

“If you can’t use all of the relevant data, then you can’t 
generate the right insights. The insights you generate will be 
from the lowest common denominator –not the best and most 
quality intel you have. You could actually skew the insights in 
the wrong direction since you aren’t using all the data. That 
could be dangerous.” 
—Former DASD and former NSC Director50

The Importance of Integrating Human Analysis with Context 
& Tradecraft 

Half of these IC leaders conveyed concern about calibrating the 
right balance between implementing technical AI/ML solutions and 
maintaining the appropriate level of human interpretation of the data. 
Analysts will remain vital in determining the veracity of the datasets by 
evaluating sources and applying tradecraft standards. They are also critical 
in providing the context for the analytical judgment; if the algorithms are 
not pulling from valuable and credible sources, they will produce skewed 
or patently inaccurate conclusions. Further, the IC ultimately needs to be 
able to express the degree of confidence in any machine-aided analysis. 

49 Phone Interview with LtGen Michael Groen, February 14, 2020.

50 Phone Interview with Anonymous DASD, March 25, 2020.
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“My biggest concern is that understanding doesn’t just come 
from a pile of data... We could wash out good context if we 
aren’t careful. We need to preserve the analytic expertise. You 
could draw bad conclusions from data if you don’t understand 
the context.” —Director of DoD’s JAIC and former Joint 
Staff J2, LtGen Michael Groen51 

“Human thought must drive and shape technology. Artificial 
intelligence and technology cannot synthesize, engage in 
holism, imagine, emote, experience intuition, recognize 
cultural nuance, and create. On the other hand, technology 
can help human minds engage in directed deep thinking, with 
machine supplementation, to create a powerful output of 
mental capabilities.” 
—The Power of Will, BG Wayne Michael Hall52

There was also a recognition of the limitations of what AI can and can’t 
do. As the former Deputy of DNI Ted Gistaro noted, the IC is really getting 
good at using its muscle memory to use AI to see patterns and connections 
between data, particularly for one-off discrete intelligence challenges, like 
looking for pre-missile launch activity in North Korea. However, there 
are certain types of activities where there are no obvious algorithmic 
solutions, and there is no substitution for traditional intelligence 
tradecraft to deduce what is happening, what it means, and what are the 
implications for U.S. interests. 

“If you are a political analyst, how will big data alert us 
to a fruit vendor who is going to set himself on fire? How 
will big data help us figure out how Xi is responding to the 
Coronavirus? It can help us track the virus and the reaction 
to it, but you still need that exquisite intelligence and analysis 
on what Xi’s intentions and plans are for dealing with it. 

51 Phone Interview with LtGen Michael Groen, February 14, 2020.

52 Hall, Wayne Michael, (2018) The Power of Will in International Conflict: How to Think Critically in 
Complex Environments. Praetor Security International, and Phone Interview, May 11, 2020. 
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Algorithms are not going to be the IC’s salvation.”  
—Former Deputy DNI, Mr. Ted Gistaro53 

Human feedback on algorithms is also a key component to judge their 
reliability and to ensure they are producing analytically sound judgments. 
Leaders at DIA and State recognize the importance of technologists 
and analysts working symbiotically and not in silos—both on the 
development of tools as well as on analytic teams going forward. 

“You don’t need to hire thousands of data scientists. You need 
to think about how to fuse them into combined arms analytic 
data teams. Instead of all source analysts sitting around with 
each other, we need to have a methodologist, a tool developer, 
a data scientist, and an all source analyst attack problems 
together.” 
—Former DIA Director, LTG Robert Ashley54  

IC Collaboration on AI Exists... But Needs to be 
Strengthened 

Mechanisms for collaboration on AI initiatives exist inside the IC and 
with the Joint Artificial Intelligence Center at the Pentagon to share 
collective dance cards on current initiatives and lessons learned. The 
DNI initiative that leaders at DIA and CIA considered the most effective 
and mature of the IC’s collaborative mechanisms is the IC Strategy on 
Augmenting Intelligence with Machines (AIM). 

However, some leaders do not think these mechanisms are strong 
enough to produce sufficient integration and interoperability across 
agencies on AI projects. Currently, the level and quality of participation 
on AI/ML is agency and personality-driven, and some agencies only 
nominally contribute. Lack of equity in funding for collaborative AI/
ML projects is an area where leaders explicitly called for more overt DNI 
leadership.  

53 Phone Interview with Mr. Ted Gistaro, February 11, 2020. 

54 Phone Interview with LTG Robert Ashley, March 27, 2020. 
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“DNI has an AI effort, but its ability to do its job is completely 
dependent on other agencies foregoing their own interests 
to work for the common good. That’s not easy. There has to 
be more trust between the DNI and the community. I work 
closely with counterparts at some agencies, but others don’t 
play together as well. On the whole, there isn’t a lot of ‘let’s sit 
down and do this together.’” 
—Director of CIA’s Office of Advanced Analytics,  
Mr. Randall Nixon55 

To Scale or Not to Scale? Little Consensus Across Leaders... 

The purpose of AIM is for the IC to be strategic in how it invests in AI 
projects; the goal is to take the most promising AI/ML initiatives and do 
them at scale. However, IC leaders are roughly divided into two camps 
on how and when to scale AI/ML initiatives. The first camp contends 
that the IC continues to mistakenly let a thousand flowers bloom 
with grassroots AI/ML initiatives; they perceive these efforts as being 
un-scaleable, unsustainable, and unproductive. Many of these leaders 
argue for going big fast; they also argue that the Hill prefers funding big 
initiatives, not an array of smaller, tailored ones.  

“The IC is stuck in pilot mode. We are only infecting a 
few people in the workforce right now, but we need AI/
ML at scale to affect every analyst. That needs to be the 
oxygen that everyone is breathing to actualize a true digital 
transformation.” 
—Former Army G2, LTG Mary Legere56 

“When I was the Principal Deputy of DNI [until Spring 
2019], we were still in the age of discovery. Everyone had their 
own niche big data projects, but they didn’t have scalability. 

55 Phone Interview with Mr. Randall Nixon, March 23, 2020. 

56 Phone Interview with LTG Mary Legere, January 9, 2020.
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These projects would build a tool to exploit a specific pool of 
data, but you couldn’t re-use that tool on a different data set. 
There were no unifying solutions. We were overwhelmed by 
how overwhelming the problem was.” 
—Former Principal Deputy of DNI, Mr. Ted Gistaro57 

The second camp favored the ‘fail-fast’ side of the argument where you 
continue innovating, see which grassroots initiatives gain traction, and 
scale from there. The idea is that if you generate some small successes, you 
can then build on that traction to achieve larger community victories.   

“We, as an IC, try to solve the whole thing at once, and I can 
tell you that won’t work. When we do that, we get what we 
pay for, which is the lowest common denominator solution. 
We can’t be satisfied with that.” 
—Director of DoD’s JAIC and former Joint Staff J2,  
LtGen Michael Groen58 

Challenge 4: Retool Human Resources for 
the Future

Almost 80% of IC leaders thought the IC should focus on improving 
our ability to hire, onboard, and retain the talent that is needed for 
this new digital age by injecting flexibility and creativity into human 
resource solutions. Many of these issues echo those already highlighted 
in the IC’s 2018 strategy called, “Right Trusted Agile Workforce”, but the 
interviews suggested that there has not been significant progress on some 
of these issues, many of which cry out for IC-wide solutions. 

57 Phone Interview with Mr. Ted Gistaro, February 11, 2020.

58 Phone Interview with LtGen Michael Groen, February 14, 2020.
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Considering New Solutions for Expediting the Onboarding 
Process 

One of the most longstanding problems in the IC has been the glacial 
onboarding and clearance process. IC leaders recognized this perennial 
issue takes on newfound importance with the increasing competition 
with the private sector for the types of data-literate candidates the IC 
needs to fuel the analysis of the Digital Age. Both former DNI Clapper 
and DIA Director LTG Ashley expressed confidence in shifting the IC to 
a continuous evaluation process using big data tools rather than having 
“someone knocking on your neighbor’s door.”59 60 This will significantly 
expedite the backlog of clearances though Clapper worried about the effect 
it could have on recruiting Generation Z candidates, who might be wary 
of being constantly monitored. Clapper also suggested using open source 
analysis as a way to onboard analysts into the IC while they are waiting for 
a TS/SCI clearance. Another leader also suggested trying to get to some 
centralization of hiring for the community. 

Creating Mobility Inside and Outside the IC 

Over a third of these leaders noted that mobility is the coin of the realm 
for the next generation. A number noted that the new generation has 
no desire to stay in one industry or organization. The mobility they seek 
includes not only being able to move around the IC with more ease, which 
requires reciprocity of clearances, but much more-so, about a third of these 

59 Phone Interview with LTG Robert Ashley, March 27, 2020. 

60 In-Person Interview with LTG James Clapper, March 4, 2020.
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leaders saw the need to create a mechanism to let these employees leave for 
the private sector, academia, or NGOs, and come back to the IC with new 
skills, certifications, and experiences. Instead, right now, the IC strongly 
disincentivizes movement out of the IC. 

“We have been having the same meetings for decades about 
centralizing hiring or implementing clearance reform. 
Amazon is coming to town, and we still can’t get out of our 
own way. We’re going to seriously lose talent if we don’t come 
up with more agile personnel systems.” 
—Former CENTCOM J2, LTG Karen Gibson61

“I think we would benefit from common personnel practices. 
I don’t know that we could get to a J1 for the IC, but if we 
recruited together and brought in candidates together... we’d 
be a lot healthier.” 
—Former Director of NGA, Robert Cardillo62 

COVID Could Transform Telework Options for Some 
Employees 

Pre-COVID, telework was also an issue that IC leaders noted is a necessary 
incentive to be able to recruit the best technical talent, in particular, but 
to also give mobility to our workforce writ large. Post-COVID, this issue 
is of paramount importance as many employees across the IC enjoyed 
the perks of telework in the early months of the pandemic and want this 
benefit extended. As the Chief Intelligence Officer of DNI conveyed, the 
next planned stages for IC ITE is developing cloud capabilities at the 
Unclassified level. This is coupled by IC agencies buying government 
laptops and thousands of Common Access Card readers to enable the 
workforce to perform duties more securely and effectively from remote 
locations. 

61 In-person Interview with LTG Karen Gibson, February 5, 2020.

62 Phone Interview with Mr. Robert Cardillo, January 7, 2020.
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“We have to relook at our infrastructure. The IC was limited 
in its operations during the initial stages of COVID. The risk 
of not being able to operate is worse than the risk of losing 
some information. We need leaders who can imagine a new 
future. Leadership and crisis can drive culture” 
—A former IC leader63 

Imperative for IC to Prioritize Diversity in the Community—
Especially in the Senior Ranks 

Only one out of the 45 leaders interviewed brought up the need for the IC 
to continue trying to make the IC more diverse, which was striking as the 
authors later realized that only three of the 45 leaders interviewed were 
minorities. This was the point of one of the interviewees: 

“The more senior I got, the less diverse the rooms looked 
whether in the IC or at the White House. I was almost always 
the only minority in the room. The IC is limiting itself by 
not bringing in a more diverse workforce that understands 
the world in different ways. I know a lot of people talk about 
trying to make improvements, but over two decades, I wasn’t 
seeing a lot of results. You need to have a champion for 
diversity, or we’ll continue to look monochromatic” 
—Former NSC Senior CT Director, Mr. Javed Ali64

63 Harvard Kennedy School Intelligence Project Panel Speaker. “Intel in the Age of COVID.” Name with-
held due to Chatham House rules. April 15, 2020. 

64 Phone Interview with Mr. Javed Ali, May 7, 2020. 
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Challenge 5: Organize Analytic Resources 
Around the Security Threats of the Digital 
Age

There was a recognition among some IC leaders that the IC has been slow 
to reprioritize Great Power competition as enshrined in the 2017 National 
Security Strategy and the 2018 National Defense Strategy. They bemoaned 
the continued over-investment in the counterterrorism fight. These IC 
leaders echoed IC customers in highlighting the importance of the 
IC doubling down on some areas, such as global competitiveness and 
economic areas, and similarly, they made the case that the IC’s aperture 
needs to be widened to focus on the threats of the future, including 
climate change, digital, industrial, and biotechnology threats, like gene 
manipulation. Post-COVID lockdown, pandemics and infectious diseases 
were regularly added to that list. Two leaders, in particular, suggested that 
the IC also include in its mandate any threats to U.S. critical infrastructure, 
like dams, electric grids, and supply chains. One leader suggested a 
solution could be to widen the scope of the National Counterterrorism 
Center (NCTC) to become the National Counter Threats Center—which 
would encompass threats to the private sector. 

“Should a huge attack happen at, say the Hoover Dam, or 
there is a major cyber-attack, what would the Director of 
National Intelligence say? We were busy watching terrorist 
watchlists? Institutional bureaucracy and inertia keep us from 
being able to change at the rate we need.” 

—Former CENTCOM J2, LTG Karen Gibson65

65 In-person Interview with LTG Karen Gibson, February 5, 2020.
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Challenge 6: Integrate Open Source—A 
Necessary but Complicated Cultural Shift

Leaders are overwhelmingly in agreement on the importance of 
elevating open source intelligence and consider it a necessary new 
intelligence management discipline. As former DIA Director LTG Ashley 
exclaimed, “open source is not second-class information!”66 While the use 
of open source is not new, the current challenges with it are as varied as 
they are numerous. These challenges include processing the exponential 
growth of open source, managing the time-intensity associated with 
finding and validating credible sources, navigating legal restrictions of 
personally identifiable information, mitigating the redundancies between 
intelligence analysis and commercially available analysis, and driving the 
cultural shift necessary for collectors and analysts to appropriately weigh 
publicly available information.  

“I tried to get our office to philosophically wrap our heads 
around looking at open source more, but the IC isn’t currently 
optimized for it. There is a cultural bias that open source isn’t 
of the same value as intelligence.” 
—Former NSC Senior CT Director, Mr. Javed Ali67 

Leaders Extolled the Benefits of Incorporating Open Source 
Data 

Open source provides valuable context to enhance exquisite sources and 
methods, increase timeliness, enrich analysis, and it is shareable with 
international partners. Particularly with the aid of artificial intelligence 
and commercially-available translation tools, open source is likely to yield 
information that can fill gaps, especially in geographic areas with low 
collection. For instance, a junior analyst remarked that there are bloggers 
in certain countries whose information from the ground has been validated 
over the years and provides solid context for analysts. 

66 Phone Interview with LTG Robert Ashley, March 27, 2020.

67 Phone Interview with Mr. Javed Ali, May 7, 2020.
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“One of the most unique products State INR provides is 
opinion polling. Analysts work with companies to develop 
questions and methodologies for focus groups. The results are 
integrated with highly compartmented information, but more 
often than not, the open source analysis is better.”  
—Assistant Secretary of State for INR, Ms. Ellen 
McCarthy68

Agencies are Working Towards Multiple Open Source 
Solutions 

Over half of the IC leaders talked about the importance of partnering 
smartly with the private sector to ingest business intelligence, economic 
data, and other data sources. Many leaders agreed that partnerships 
with academia and NGOs would also benefit the IC. Privacy constraints 
remain one of the most significant obstacles in cementing public-private 
partnerships as US businesses are not prohibited from using ‘US persons 
data’ the way that US intelligence agencies are.

“We struggle with broader macroeconomic issues, and that 
is where open source can help. If we are going to be relevant 
on economics with peer competitors, then we need to create 
public private partnerships in order to better understand and 
anticipate the adversary.” 
—Former NGA Director, Mr. Robert Cardillo69

IC leaders are working on multiple strategies on how to best attack 
open source. NGA has been at the forefront of this charge given the wide 
array of geospatial collection and data mining tools that now exist in the 
commercial sector. DIA also stood up an Open Source Center for the 
Defense enterprise in October 2019 to work on both IC and Combatant 
Command requirements and tool development. DIA also established a 
separate intelligence career field for open source analysis. This is a key 
development in professionalizing an open source workforce and adapting 

68 Phone Interview with Ms. Ellen McCarthy, January 31, 2020. 

69 Phone Interview with Mr. Robert Cardillo, January 7, 2020.
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tradecraft will also be a key factor going forward. DIA’s new center 
complements CIA’s existing national-level Open Source Enterprise. 

Is there a Need for an Open Source Agency? 

A number of leaders proposed the need for an Open Source Agency to 
focus exclusively on this discipline. Their argument is that open source 
today is not even comparable to what it was a decade ago. Previously, 
publicly available information was largely journals and text reports. Today, 
there is a tidal wave of diverse formats of open source, and each requires 
different discovery, processing, exploitation, and dissemination. As former 
DNI Clapper remarked, “open source needs a center of mass— as loathe as 
I am to suggest a reorganization.”70 

“Open source intelligence (OSINT) has essentially become 
a discipline unto itself, and all of the other disciplines, like 
SIGINT and GEOINT, have their own agencies to refine and 
specialize their tradecraft.”—Former Principal Executive 
DNI, Mr. Neil Wiley71

Conversely, there were just as many vocal opponents of establishing a new 
bureaucracy; they favored continuing to employ a loose federation of open 
source efforts across the enterprise.

70 In-Person Interview with LTG James Clapper, March 4, 2020.

71 Phone Interview with Mr. Neil Wiley, May 9, 2020. 
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Challenge 7: Strengthen International 
Sharing Constructs with Allies

Though nascent, there is growing momentum for the IC to create new intel 
sharing constructs with international partners. Similar to the responses 
of IC customers, only two out of the eighteen IC leaders thought they could 
appropriately share with allied partners. The remainder who answered had 
mixed responses that skewed negative on how the IC shares intelligence with 
foreign partners. The former Director of DIA and the former Director of NGA 
had started constructing new multilateral intel partnerships to address the 
shortfalls in sharing in a more complex global environment. 

“Sharing is not where it needs to be. We still have a Cold War 
mindset. We are moving forward on different intel constructs 
that entail thinking about the problem you have, who has 
equities in solving it, and then building coalitions around 
those partners.” 
—Former DIA Director, LTG Robert Ashley72 

“Our antiquated concepts of what and who we share with are 
making us fall behind. I set up a Seven-Eye construct to share 
imagery with key partners in a certain geographic area. It was 
FVEY but with two key additional partners. Then I found 
out DIA had done something similar, so we aligned the two 
constructs.” 
—Former NGA Director, Mr. Robert Cardillo73 

While IC leaders are cognizant the community cannot sacrifice certain 
intelligence where the U.S. has pristine access and capabilities, there 
are certainly cases where the cost benefit trade-off favors sharing with a 
wider array of partners on intel and technologies. Particularly as the IC 
moves forward, the benefits of making intelligence more easily shareable 
with partners are manifest. 

72 Phone Interview with LTG Robert Ashley, March 27, 2020.

73 Phone Interview with Mr. Robert Cardillo, January 7, 2020.
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“Sharing with new partners will be an investment boom for 
the US. Take space. Over the next 10 years, the growth will 
happen internationally. The Japanese are putting real money 
into space as well as the Brazilians, Indians, and French. 
It would be our loss to not adapt our relationships to take 
advantage of that.” 
—Former NGA Director, Mr. Robert Cardillo74

A number of leaders also talked about working on the basics, such 
as shoring up the FVEY relationship by broadening the amount of 
information that is shared with these partners and automating aspects 
of the downgrade process. For instance, the former Deputy of DNI 
questioned why the IC can’t default entire bins of intelligence to a FVEY 
releasable level. Former DNI Clapper suggested moving much further in 
that direction by entirely doing away with NOFORN for FVEY partners.

“It’s about trying to get the system to identify big bins of 
reporting and analysis as REL//FVEY so that you don’t have 
to put it through a separate review process. Thinking about 
new intel constructs is good; I’m focused on thinking about 
individual partners right now, but we need to work it from 
both ends of the spectrum.” 
—Former Deputy DNI, Mr. Ted Gistaro75

74 Phone Interview with Mr. Robert Cardillo, January 7, 2020.

75 Phone Interview with Mr. Ted Gistaro, February 11, 2020.
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Evolving Beyond Just Sharing Tearlines with International 
Partners 

For sharing to truly evolve with partners—FVEY and beyond—it needs 
to happen further up the intelligence food chain to involve passing data 
and algorithmic tools as well as sharing at the sensor level. For example, 
CIA noted it is already breaking down barriers with partners by sharing 
data and tools tailored to the partners’ ability to use artificial intelligence 
platforms. In return, CIA asks for insight that the partners generate from 
the tools; if the partner improves the tools, then it asks them to share the 
new code.76 

Challenge 8: Design New Paradigms for 
Sharing with the Private Sector

Beyond partnering with the private sector to ingest new streams of open 
source data, many leaders pointed to the need for developing new 
models to address the problems of working with the private sector. 
NGA, for instance, built a new technology hub in a St. Louis faculty where 
a section of the building is unclassified. Private contractors can develop 
tools there so they can work symbiotically with their NGA partners. 
NGA has more latitude in being able to do than other agencies that can’t 
share at that level. Some of the issues with inventing new partnership 
models are inextricably tied into the difficulty of securing clearances 
for contractors. As the Director of DIA noted, you can find great small 
businesses, but if they don’t have the proper security credentials, you can’t 
work with them. 

Sizeable Barriers to Partnering with the Private Sector 
Remain 

Four leaders were explicit about the significant difficulties the IC needs to 
surmount to establish any sharing relationships in the private sector. The 

76 Phone Interview with Mr. Randall Nixon, March 23, 2020. 
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basic perception is the government operates a one-sided street, rarely 
sharing in return with the private sector. On the flip side, companies 
have proprietary issues and don’t want to reveal their vulnerabilities 
for fear of inadvertently helping their competitors and/or hurting their 
stock prices. Recently, there is the additional challenge that some private 
sector companies do not want to be associated with working with the 
U.S. government. There is also the sclerotic pace of working through 
government red-tape that is unattractive to the private sector. 

“The antiquity of federal regulations is a major issue. We’re 
uncompetitive. I tried to get a public-private partnership up 
and running. We pitched it to Congress, but when it went 
through committees, it was death by a thousand lawyers.” 
—Former NGA Director, Mr. Robert Cardillo77 

77 Phone Interview with Mr. Robert Cardillo, January 7, 2020.
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Author Recommendations

Overview of Recommendations

The proposals below are offered to help guide the IC’s relentless pursuit 
of excellence, and they respond to both customer and leader inputs 
from across all of the interviews. Many of these recommendations do 
not require new regulations, authorities, or budgets. They are focused 
on what is do-able within the existing resource constraints of the 
community. In many cases, continued and consistent leadership 
accompanied by intellectual imagination will be the two most 
valuable components to drive digital transformation. 

Recommendation to Ignite Cultural Change

Agency and DNI leaders are well aware that the large-scale changes 
the IC needs to make in the coming years need to also be coupled 
with a massive transformation in the culture of every agency and 
across the IC. This cannot solely be a top-driven cultural shift, and 
it’s worth repeating LTG Legere’s belief that, “every officer needs to be 
infected with a vision of the future.” Therefore, IC leaders need to start 
packaging a vision for the future to inspire bottom-up changes.

DNI and Agency Leaders Need to Sell A Vision of the Future 
to the Workforce 

Agency and DNI leaders should start to more fully share their vision of 
the future with their workforces, and these leaders should coordinate their 
messages and start a campaign to inspire change across the community. 
Right now, modernization projects seem to be worked in pockets of the 
IC, but the coming changes are not manifest to the larger workforce. IC 
leaders need to make the workforce aware and excited about the coming 
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changes—not scared and apprehensive. It needs to give them a vision of 
how much more dynamic the IC needs to be, and it needs to generate 
participation from all levels of the workforce—particularly the data-savvy 
junior officers. 

Recommendations to Deepen IC 
Interoperability & Cohesion

The IC has come a long way over the last two decades in strengthening 
interconnectivity across the community in terms of technology and 
culture, but the pace of these changes needs to accelerate sharply. 
On technology, DNI needs to take a much more aggressive role in 
setting up mechanisms to ensure agency-level technology solutions are 
interoperable with the rest of the community. On culture, leaders also 
need to focus on deepening the cohesiveness of the IC through new 
orientation programs and community training exercises.

DNI Needs to Be More Muscular in Enforcing Jointness 

The helm of DNI needs to exercise more coordination over the major 
projects that are being developed across the IC. This likely will be 
personality driven as it is key to have someone who is continuously 
reinforcing the importance of the IC working in tandem. As the director 
of an intelligence agency noted after Sue Gordon left as the Principal 
Deputy at DNI, there wasn’t anyone to “enforce jointness, and without 
someone deliberating bopping heads, everyone went back to their own 
parochial interests.”78 The DNI cannot enforce jointness alone. It is also 
incumbent on the leaders across the IC to model the behavior of putting 
the community first. 

One of the critical lessons that the IC has learned is that one-size-fits-all 
solutions are not healthy for a community that has such disparate missions. 
As the former CIO of the IC stated, “you wouldn’t want to force the Army, 

78 In-person Interview with the Director of an intelligence agency, March 4, 2020. 
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Air Force, and Navy to all use the same weapons systems.”79 The tradecraft 
and expertise that each agency possesses is a strength, but the DNI needs 
to build enforceable mechanisms to ensure agencies are building tools that 
are interoperable. This needs to be a forethought and not an afterthought, 
or the IC will only end up creating the new silos of the 21st century. 

Inculcate Loyalty to the IC at the Outset of Junior Officers’ 
Careers 

A number of leaders noted that Joint Duty rotations have been one of the 
IC’s most successful programs in strengthening cohesion. However, these 
opportunities do not present themselves until much later in an officer’s 
career. The IC needs to build upon the success of Joint Duty program by 
initiating analysts into the IC right as they enter the community’s doors. 
Instead of starting orientation at each individual agency, DNI should be 
where new IC officers onboard. There should be one or two-week orientation 
sessions where new IC officers immediately start building connections across 
the community. Jump-starting those interagency connections is a low-cost 
way to strengthen officers’ commitment to the IC at an early stage. 

Build Community Cohesion through Regular Crisis Training 
Exercises

Leaders should also focus on ways to strengthen bonds by having the IC 
train together to increase the resiliency of the IC. The COVID crisis forced 
the IC to operate at incredibly reduced manning levels, but how would the 
IC respond if the U.S. were under attack and couldn’t reduce manning? 
Individual agencies are already putting plans together not just for future 
pandemics but future crises of all types. They should take this to the next 
level by incorporating training modules across the IC as well. The IC 
should leverage exercise capabilities that already exist in the government, 
including at the National War College and the Department of Homeland 
Security, to prepare analysts for crises and contingency planning on 
emerging threats. Exercising interagency and whole of government crisis 

79 Phone Interview with Mr. John Sherman, May 15, 2020.
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responses will generate greater fusion, build cohesion, and serve as a test 
bed to develop risk mitigation strategies for national security.80 

Recommendations to Develop & Scale 
Artificial Intelligence

For a new digital culture to permeate the IC, leaders need to put those 
working the front-lines of modernization front and center in their 
communications to the workforce to highlight the types of innovative 
projects coming down the pike. They also need to unleash the creativity 
and knowledge of the data-literate elements of the workforce, especially 
at the junior levels, by ensuring there are mechanisms for ideas from 
the workforce to be considered and operationalized. There is also 
much work to be done on training the rest of the workforce on data 
literacy as AI/ML tools become a part of analysts’ toolbox. Finally, 
over fifty percent of IC customers and leaders highlighted the need for 
the IC to more aggressively combat overclassification and excessive 
compartmentalization, which will strangle the promise of AI/ML if not 
addressed.

Mainstream Analytic Modernization Offices 

Analytic modernization offices in many IC agencies are working on a host 
of invaluable projects that are revolutionizing how analysis is done from 
building automated tools to reduce analytic grunt-work to developing 
the advanced tradecraft analytics necessary to accompany these tools. 
The problem is these offices somewhat exist in silos, and in many cases, 
the analytic workforce is largely unaware of these offices’ existence and/
or purpose. Leaders should start elevating the stature of these offices in 
their communications and lionizing the prominent role these offices are 
playing in the modernization of analysis. By highlighting concrete projects 
these offices are working on, leaders can start building consciousness and 
excitement around coming changes. These offices should also be doing 

80 Phone Interview with MG Jefforey A. Smith, January 19, 2020.
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their own outreach campaign to the workforce and offering short-term and 
long-term rotational assignments so analysts can start getting a taste for 
these projects and bringing these ideas back to their own offices. 

Harness the Ingenuity of Data-Literate Analysts to Create a 
New IC Digital Culture 

Analysts need to play a pivotal role in inventing the future, and IC 
agencies need to first tap those analysts who already have some level of 
sophistication with AI/ML. One, leaders need to ensure that these analysts 
are central to tool development for AI projects. Two, there should be 
regular outreach to advertise avenues for analysts to funnel their innovative 
ideas, and leaders should set up IC -wide and/or agency competitions 
specifically around generating new AI/ML tools and ideas for the future. 

“We have to ensure that analysts are invested in the 
development of AI tools. These tech people come in and use 
sexy words and say they are going to solve world hunger. 
However, then you try to use the tools, and they don’t work 
for what we do. You need the analysts working with the people 
building the tools.” 
—Former Air Force Director of Intelligence, Mr. Mark 
Chandler81

Three, managers also need to provide analysts with the space and time to 
explore ways to incorporate AI/ML tools into their analysis. 

“You don’t always need to build your own machine learning. 
You can appropriate someone else’s and personalize it. When 
you are task saturated, innovation comes from having the 
space to think and the room to self-organize. At Google, they 
let you do what you want for five hours or so a week. We need 
a structure in the IC for people to experiment with tools they 

81 Phone Interview with Mr. Mark Chandler, May 9, 2020.
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want to try.” 
—Regional DIA analyst, Mr. Evan B.82

Build Data-Literacy Training for the Larger Workforce 

Agencies and DNI need to start building training programs on how to 
use advanced tools to harness the benefits of AI/ML for the rest of the 
workforce. The IC doesn’t need most analysts to become coders, but it does 
need for them to be proficient and savvy on the ways they can incorporate 
these tools into their daily routines. 

As the training takes hold, managers should be writing performance 
expectations for analysts to start innovating around working with 
data scientists, algorithms, and new tools. The IC should also try to 
operationalize former DIA Director LTG Ashley’s idea to more aggressively 
create “combined arms teams” of data scientists, methodologists, tool 
developers and analysts to work through analytic problems together—
perhaps starting pilots and advertising the results to the workforce.83 

Zealously Police Overclassification & Excessive 
Compartmentalization 

DNI and agency leaders have a more muscular role to play in combatting 
overclassification and excessive compartmentalization. These dangers start 
multiplying exponentially in a digital environment as AI/ML tools won’t 
be able to work as effectively. Leaders have a large role to play in educating 
analysts in understanding the danger of these twin problems. Simply 
dictating policy is not going to make a dent in these problems. There has to 
be a cultural shift for the workforce to start seeing the direct impact they 
personally have on these two fronts. 

A first step could entail thoughtful training that reinforces the financial 
costs as well as the benefits of being able to share more broadly with 

82 Phone Interview with Mr. Evan B., April 16, 2020. 

83 Phone Interview with LTG Robert Ashley, March 27, 2020.
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partners inside the government and with allies. This training could be 
linked to DNI’s yearly required operational security training as leaks 
tend to lead to increased compartmentalization as well. Leaders also have 
more of a role to play in demanding metrics on the amount and quality of 
sanitized reporting that comes out of compartments and to encourage an 
increase where possible.  

“It’s great to have all of this exquisite intel that we put in 
compartments so that only three people can see it. We have 
to do a better job of getting to a middle ground. We need to 
protect sources, but we also need to do a lot more to sanitize 
the information and get it out of these compartments where 
analysts can use it.” 
—Former NSC Senior CT Director, Mr. Javed Ali84

Recommendations to Retool Human 
Resources

Eighty percent of the IC’s customers and leaders recognized the 
criticality for the IC to adopt more nimble human capital policies to 
speed the onboarding of talent, ensure it is recruiting and retaining 
the right skillsets for the future, and compete more effectively with the 
private sector. Leaders acknowledged that the younger generations 
are much less inclined to stay with the same organization for thirty 
years. The following recommendations focus on building mobility and 
flexibility into the IC’s HR practices and reducing the rigidity of the 
IC’s talent management systems, which are untenable in a Digital Age.

Create Freedom of Movement within the IC 

Leaders should prioritize clearance reciprocity between IC agencies as it 
is one of the most feasible of the knotty clearance issues. Giving analysts 
freedom of movement inside the IC further serves to break down barriers 

84 Phone Interview with Mr. Javed Ali, May 7, 2020.
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in the IC and could save the government millions of dollars per year in not 
having to re-do clearances from scratch just to switch agencies. This is the 
type of mobility that is the minimum that the new generation demands. 

Allow Officers to Leave and Return to the IC and Build 
Lateral Entry Points for the Private Sector 

IC agencies need to create a pathway for analysts to leave IC agencies and 
to return at rank. Currently, if someone leaves DIA as a GG15, for instance, 
they would only be able to return as a GG10 at the highest. Keeping IC 
alumni on a list for 5-10 years with the option to return would be one way 
forward. A slight derivation would be for them to go into a hiring pool that 
the IC could consider but not be obligated to take back into the IC. This 
would potentially allow the workforce to infuse the IC with relevant private 
sector experience. It also would allow parents the flexibility to take time off 
to raise children and then return to the IC.  

“In the private sector, we call someone who leaves and then 
comes back a “Boomerang”. We welcome them back! They 
have learned new stuff. They can usually start 2 to 3 levels 
higher!” 
—Executive Vice President at Applied Systems,  
Mr. Richard Belanger85 

Similarly, a number of IC leaders emphasized the need to bring talent in 
laterally from the private sector. This requires effective outreach campaigns 
to industry and academia to welcome these key potential accelerants to the 
IC’s digital culture. IC agencies also need to build flexibility into their rigid 
talent management systems that largely only allow entry into the junior 
ranks. They could potentially also build sabbatical programs to allow the 
IC to bring in private sector talent for specific periods of time. 

“Our human capital models need to be examined for how 
to bring black belts in and out of industry to help the IC 

85 Phone Interview with Mr. Richard Belanger, April 10, 2020. 
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on specific problems. We need to be able to bring people 
in laterally if they have a skillset to work on our hard 
problems—even if it’s only for five years.” 
—Former DIA Director, LTG Robert Ashley86 

“I bet there would be hundreds of super talented people who 
would be willing to take years off from the highest levels of 
high-tech firms to work on hard problems for the IC. These 
people value big, thorny, challenging problems. Tie that to 
mission and that is what makes the government appealing. 
You aren’t doing this to sell a tube of toothpaste—you’re doing 
it to save lives.” 
—Executive Vice President at Applied Systems, Mr. 
Richard Belanger87 

Retain Elements of Telework for All of the Workforce  

The IC should resist swinging the pendulum back to the very limited 
forms of telework that existed pre-COVID. Telework can be both a tool 
for recruitment as well as retention. Yet, it seems like some IC agencies are 
trying to fully revert to pre-COVID styles of telework by eliminating a lot 
of the flexibilities extended during the early months of the crisis. Granted, 
there are some mission sets that require analysts to be in the office, but the 
IC should not turn its back on giving a degree of flexibility to the workforce 
for weekly or monthly training, open source research, or experimentation 
with AI/ML tools. The IC would likely benefit from a more exhaustive 
audit of all roles and responsibilities to identify where it could assume 
further risk in operating by telework. The IC should also work on setting 
up more seniors and mission critical personnel with home kits to build 
increased resiliency into the fabric of the IC for potential future crises. 

86 Phone Interview with LTG Robert Ashley, March 27, 2020.

87 Phone Interview with Mr. Richard Belanger, April 10, 2020.



64 Is the Intelligence Community Staying Ahead of the Digital Curve?
A Survey of its Highest-level Customers and Leaders on the Challenges and Opportunities Ahead

Transform the IC’s Physical Workplaces for the Future 
 
The IC needs to start transforming its physical workspaces. One, the IC 
should start laying the groundwork for the IC to go wireless and be able to 
equip analysts with laptops inside IC buildings. This is a step that likely will 
not be a matter of choice down the road as, at some point, private sector 
companies are unlikely to continue producing non-wireless components—
like keyboards and mice. 

Two, the IC should open up avenues for more collaboration with the 
private sector by building SCIFs inside our facilities for them to work 
out of on specific projects. As the former Director of DIA mentioned, 
sometimes very innovative companies are too small to have their own 
SCIFs.88 NGA is already leading the way on this front in its facility in St. 
Louis, Missouri where it facilitates information sharing and collaboration 
with the private sector on its campus.   

Recommendation for Integrating Open 
Source

While the discipline of open source intelligence is likely deserving 
of its own agency in time, the Open Source centers at DIA and CIA 
should focus on refining open source analysis as a professional craft, 
capturing best practices, and scaling capability before the IC makes 
any large-scale structural shifts. For the near-term, the following 
recommendation focuses on significantly expanding the IC’s 
production of unclassified threat assessments on a wider array of topics 
to broaden the IC’s customer base with Congress, its allied partners, 
and the private sector. 

88 Phone Interview with LTG Robert Ashley, March 27, 2020. 
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Expand the IC’s Production of Unclassified Threat 
Assessments  
 
The IC’s customers increasingly need assessments that are more shareable 
and transportable at the unclassified level—or customers will find them 
elsewhere. For instance, the Congressional leaders the authors interviewed 
indicated that many elected representatives do not read classified 
assessments, which leads to a lack of common understanding on the 
baseline threats to U.S. national security. The IC should build upon the 
success of DIA’s unclassified but highly-detailed assessments on Russia and 
China’s Military Power books and establish more regular mechanisms to 
share these types of assessments on a broader array of topics. Some of the 
work for the declassification of the IC’s assessments should rest with the 
Open Source centers and not rest solely on the shoulders of the regional 
and functional analytic offices.  

Recommendations for Organizing Analytic 
Resources & Strengthening Partnerships 
with Allies

The imperative to collaborate across the whole of government on 
identifying and resourcing national security threats as well as devising 
new constructs for sharing with partners has been discussed throughout 
this paper. The recommendations below focus on conducting zero-based 
reviews of analytic resources and partners inside and outside the U.S. 
government. The IC also needs to posture itself to share information 
with allies at the speed of war, which in today’s terms means sharing 
code and sharing at the sensor level.
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Build Partnerships with Non-IC Government Entities & 
Holistically Resource National Security Threats

IC leaders need to conduct proactive outreach to U.S. government entities 
to gain a comprehensive picture of all of the available governmental 
resources—beyond the normal confines of the national security 
enterprise—in any given topic area. This will require significant outreach 
to create or strengthen partnerships around the US government; National 
Intelligence Managers (NIM) could potentially spearhead these efforts to 
establish greater connectivity with non-IC government entities as well as 
to broker relationships between analysts inside and outside the IC.89 The 
IC should also leverage alliances with partner nations, academia, and the 
private sector on these new security threats to further digital innovation 
and increase collection footprints. 

The IC should include these additional partners in a true zero-based review 
of the most pressing threats to U.S. interests. The IC can leverage the 
power of existing community analytic frameworks—such as the National 
Intelligence Priorities Framework (NIPF)—to prioritize and holistically 
resource these IC efforts, which should include non-traditional topics, 
such as pandemics, climate change, genomics, global competitiveness, and 
quantum computing, among others.

Conduct Community-Wide Zero-Based Review of all Key 
International Partners Beyond FVEY 

Similarly, the IC should conduct a zero-based review of partners, including 
their capabilities, willingness to share, and areas of expertise. The IC should 
identify which global partners are best suited for more permanent standing 
sharing solutions. 

89 Phone Interview with Mr. Matthew Turpin, February 25, 2020. 
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Sharing Further Up the Intelligence Food Chain for Allies 

The IC should collectively determine acceptable levels of risk for sharing 
with different allies at both the sensor and analytic levels as sharing needs 
to move further upstream. At the analytic level, the IC has been leaning 
forward on “write for release” —writing at the lowest classification levels 
possible—to ease sharing with allies for years, but the IC should try to 
develop automated tools to expedite the production of lower classified 
assessments. For instance, former DIA Director Ashley suggested the 
IC could try to automate the FDO process by creating AI/ML-triggered 
algorithms that are preprogrammed to downgrade and distribute shareable 
intelligence based upon a set of predetermined criteria of criticality and 
perishability.90 There would, of course, need to be a human review process, 
but some level of automation could accelerate the process. At the sensor 
level, the IC now needs to focus on “collect for release,” meaning that 
sensors are developed in such a way that the intelligence can be more 
automatically shared with key allies. 

Recommendation for Sharing with Private 
Sector

A number of leaders view the private sector as the soft underbelly 
of the United States for our enemies as mentioned throughout this 
paper. The IC needs to develop the mechanisms necessary to foster a 
closer relationship with key private sector industries to be able to share 
pertinent threat information while ensuring the U.S. government does 
not unintentionally distort free trade or give the perception of favoring 
industries or companies.

Develop Products for Sharing Threat Information with the 
Private Sector 

The IC also needs to work on creating products and mechanisms to share 
threat information with the private sector, particularly for supply chains for 

90 Phone Interview with LTG Robert Ashley, March 27, 2020. 
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technology companies and critical infrastructure in the U.S. This will entail 
also developing a craft and culture around sharing with non-traditional 
customers.91 CIA and DIA’s Open Source Centers should play a central role 
in developing these mechanisms at the unclassified level as a start. 

Recommendations for Packaging Analytic 
Products

The IC must revolutionize the packaging of analytic products to capture 
the attention of busy policymakers and military leaders to ensure they 
have the requisite context surrounding analytic assessments. The IC 
needs to quickly catch up to the media in terms of being able to roll 
out advanced visualization techniques. The IC also needs to leverage 
virtual meeting technology platforms to be more accessible to a broader 
customer base and to eventually use AI/ML to personalize analysis to 
policymaker questions.

Package Products for the Future 

The IC needs to significantly improve its packaging of intelligence in a way 
that resonates with its customers. A familiar complaint for years has been 
the IC’s inability to mirror the media’s powerful graphics and visualization 
techniques, such as 3-D visualization and fly-throughs. Rolling out iPads 
to deliver intelligence is a start, but the IC needs to get more creative in 
contextualizing intelligence for customers. CIA has built multi-media labs, 
and it can now produce short podcasts to accompany analytic products, 
where the analysts can delve deeper into the analysis and background of 
the topic.92 This is a tremendous start that other IC agencies should mirror. 
The IC should consider developing public private partnerships with media 
companies to build visualization skills and get inspiration for new ways 
of packaging IC products and/or try to recruit media specialists who can 
bring these skills in-house.

91 In-person Interview with Ms. Sue Gordon, January 20, 2020. 

92 Phone Interview with Mr. Randall Nixon, March 23, 2020. 
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Better Serve Second and Third Tier Customers

As some customers noted, they did not think they were well-served by the 
IC. The highest-level customers get top-notch service, but the IC needs 
to do better at serving other key policymakers and military leaders at the 
Pentagon, White House, and elsewhere. In a few years, it may be possible 
to use AI/ML to “make every customer a VIP with an algorithm” where 
you could produce personalized intelligence for specific customers.93 

Until then, the IC could start leveraging the new virtual platforms that 
have arisen in the wake of COVID, like MS Teams and MeetMe, to open 
up the lines of communication with these customers. For instance, analysts 
can use these platforms to advertise briefings on a variety of topics to 
a wider net of policymakers, military, and Congressional customers. 
Unclassified briefings could also allow analysts to serve a broader customer 
set, and they are more cost-effective in reducing travel to the Hill, the 
White House, or the Pentagon. These platforms could also be used as 
quicker mechanisms for customers to request quick virtual sessions with 
analysts. Especially for customers who do not have a dedicated briefer, 
these venues could provide more outlets to get decisionmakers faster 
answers. DNI should enforce some commonality of IC platforms that can 
be multi-purposed to provide more personalized options to serve wider 
audiences of decisionmakers. 

93 Phone Interview with LtGen Michael Groen, February 14, 2020.
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Conclusion
As COVID-19 has painfully demonstrated, keeping this nation strong 
demands an ever-adaptive, modernized, and insightful Intelligence 
Community. The dawn of the Digital Age brought with it both 
opportunities and threats to U.S. sovereignty. The IC needs to ensure it has 
state of the art technology, adaptive information sharing partnerships and 
collection platforms, and a capable and resilient workforce. Building this 
capacity and instilling a sense of passion and urgency to remaining relevant 
in the Digital Age will take the effort of every Intelligence Officer in the 
community.
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