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The Boston Tech Hub Faculty Working Group, hosted by former Secretary of Defense and Harvard Kennedy School 
Belfer Center Director Ash Carter and Harvard SEAS Dean Frank Doyle, will convene its second session of the spring 
semester on the topic of Chinese technology companies and state funding of American academic institutions, and 
their effects on American national security. The session will examine the issues around the relationships between 
the Chinese Communist Party and the country’s private sector; China’s influence and actions on American academic 
institutions; how these efforts may negatively affect America’s national security; and what should be done to mitigate 
national security risks.

PROBLEM TO BE ADDRESSED:

Through Chinese companies like Huawei and ZTE, China’s government could potentially access sensitive data 
that the companies have. This could create a security risk to Huawei and ZTE components for technologies 
like 5G, the wireless communications infrastructure.

Separately, China’s government may be taking advantage of the spirit of openness and collaboration that 
academia in democratic countries strives for, potentially accessing ideas and technologies in ways that hinder 
American economic competitiveness and national security, as well as democratic values around the world.

What should American policymakers do to address these concerns in the short term? In the long term?

Context

Chinese Technology Companies 

• Huawei and ZTE are private companies based in China that produce foundational equipment for, 
among other things, telecommunications infrastructure—including for 5G, the next generation of 
wireless infrastructure. Theoretically, these companies could steal information sent through networks 
using their foundational and enabling technologies, or could embed concealed ‘kill switches’ into vital 
infrastructure.1 

• Private companies in China have unusually close ties with the governing Chinese Communist Party 
(CCP). Additionally, companies are required to comply with the Chinese National Intelligence Law, 
which compels private companies to transfer sensitive data to the CCP, if requested—even if the 
companies do not want to give this data.2 

• In a recent report, the Defense Innovation Board argued that being a leader in 5G infrastructure and 
uses will be vital for American economic competitiveness, and that the first-mover advantage for 5G 

1 Gorman, Lindsay. “5G Is Where China and the West Finally Diverge.” The Atlantic. January 5th, 2020. https://www.theatlantic.com/ideas/
archive/2020/01/5g-where-china-and-west-finally-diverge/604309/

2 Ibid. 

https://www.theatlantic.com/ideas/archive/2020/01/5g-where-china-and-west-finally-diverge/604309/
https://www.theatlantic.com/ideas/archive/2020/01/5g-where-china-and-west-finally-diverge/604309/
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infrastructure and the capabilities it enables (e.g., autonomous vehicles, remote sensing) is very high.3 
However, there are no American companies capable of quickly bringing to market 5G infrastructure. 
In the marketplace, Huawei equipment is typically cheaper than its competitors based in democratic 
countries, like Sweden’s Ericsson, Finland’s Nokia, and South Korea’s Samsung.4 

• Therefore, there are concerns about America—or its allies—using Huawei or ZTE components in 
their wireless infrastructure; tradeoffs appear to exist between installation cost, installation speed, 
component sophistication, and security. Additionally, many in America and Europe view this deci-
sion primarily through a trade lens, not a security lens, making a comprehensive discussion more 
difficult.5 

Academic Funding and Collaboration  

• In recent years, the United States and China have been each other’s top research collaborators.6 Open, 
collaborative basic research is viewed in the academic community as vital. 

• The Department of Education and Congress believe that the CCP seeks to use funding of American 
academic institutions to gain access to valuable intellectual property—which increases the competi-
tiveness of Chinese companies—and to increase its soft power. According to a November 2019 Senate 
Permanent Subcommittee on Investigations report, “China unfairly uses the American research and 
expertise it obtains for its own economic and military gain.”7

• In some cases, research funding from Chinese public and private institutions could lead to the 
development of technologies that will be used in ways that reduce privacy and potentially in-
fringe on human rights. For example, according to an official at the Department of Education, 
an American university “received research funding from a Chinese multinational conglomer-
ate to develop new algorithms and advance biometric security techniques for crowd surveil-
lance capabilities.”8 In others cases, individuals recruited through China’s Thousand Talents 

3 Defense Innovation Board. “The 5G Ecosystem: Risks & Opportunities for DoD.” April 2019. https://media.defense.gov/2019/Apr/04/2002109654/-
1/-1/0/DIB_5G_STUDY_04.04.19.PDF

4 Gorman.

5 Ibid. 

6 Ellis, Lindsay and Nell Gluckman. “How University Labs Landed on the Front Lines of the Fight with China.” Chronicle of Higher Education. May 31, 
2019. https://www.chronicle.com/interactives/20190531ChinaResearch?cid=rclink

7 “Threats to the U.S. Research Enterprise: China’s Talent Recruitment Plans.” United States Senate Permanent Subcommittee on Investigations. 
November 2019. https://www.hsgac.senate.gov/imo/media/doc/2019-11-18%20PSI%20Staff%20Report%20-%20China’s%20Talent%20
Recruitment%20Plans%20Updated.pdf

8 Rubinstein, Reed. “Letter to Permanent Subcommittee on Investigations. United States Department of Education, Office of the General Counsel. 
November 27th, 2019. https://www2.ed.gov/policy/highered/leg/psi-nov27-2019.pdf

https://media.defense.gov/2019/Apr/04/2002109654/-1/-1/0/DIB_5G_STUDY_04.04.19.PDF
https://media.defense.gov/2019/Apr/04/2002109654/-1/-1/0/DIB_5G_STUDY_04.04.19.PDF
https://www.chronicle.com/interactives/20190531ChinaResearch?cid=rclink
https://www.hsgac.senate.gov/imo/media/doc/2019-11-18%20PSI%20Staff%20Report%20-%20China's%20Talent%20Recruitment%20Plans%20Updated.pdf
https://www.hsgac.senate.gov/imo/media/doc/2019-11-18%20PSI%20Staff%20Report%20-%20China's%20Talent%20Recruitment%20Plans%20Updated.pdf
https://www2.ed.gov/policy/highered/leg/psi-nov27-2019.pdf
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Plan have allegedly stolen sensitive information from American universities and laboratories 
before returning to China.9

• As a result, universities are “discouraging their faculty members from participating in Chinese 
talent-recruitment programs, part- and full-time visiting appointments some see as an honor. 
The FBI has said these programs are part of a Chinese strategy “luring” expertise to their uni-
versities. Scholars who participate, the agency warned, could be violating export-control and 
espionage laws.”10 Additionally, “[American] universities are also rejecting Chinese money 
for research. Heavyweights like Cornell and Stanford Universities and MIT have halted new 
research agreements with Huawei, a Chinese telecommunications company under scrutiny by 
the U.S. government.”11

• This complicates the existing beliefs of American academia, which generally holds that global collab-
oration is a means of producing the most progress in scientific and technological realms. 

Public Purpose Concerns and Considerations

• Data Security. Experts are concerned that if Huawei or ZTE components are used to build 5G infra-
structure in the United States or in allied countries, data security could be hindered by those compa-
nies’ relationships to the CCP and its National Intelligence Law. According to a Defense Innovation 
Board report, “If China leads the field in 5G infrastructure and systems, then the future 5G ecosystem 
will likely have Chinese components embedded throughout…This would pose a serious threat to the 
security of D.O.D. operations and networks going forward.”12  

• Openness, Collaboration, and Transparency. Action taken to place limits on academic collaboration 
may have a negative effect on research quality, innovation, and cross-border relationships. Further, even 
the perception that Chinese-born researchers may not be trustworthy could have a chilling effect on 
research partnerships and on the ability of the United States to retain top global talent.

• Equality and Fairness. Skepticism about Thousand Talent Plan recruits working in America—or 
about ethnically Chinese researchers, American-born or otherwise—could unfairly harm innocent 
individuals and affect the United States’ ability to recruit and retain talent at research universities and 
in the private sector.  

9 “Threats to the U.S. Research Enterprise: China’s Talent Recruitment Plans.” United States Senate Permanent Subcommittee on Investigations. 
November 2019.

10 Ellis and Gluckman.

11 Ellis and Gluckman.

12 Defense Innovation Board. “The 5G Ecosystem: Risks & Opportunities for DoD.”
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Governance and Regulation 

• There have been several attempts to constrain Huawei’s access to the American market and to American 
products, and the Department of Justice indicted Huawei, alleging that it stole trade secrets. 

• In May 2019, President Trump “issued an executive order barring US companies from using 
information and communications technology from anyone considered a national security 
threat,” including Huawei.13  

• In August 2019, “the [American] Commerce Department has put Huawei on a so-called entity 
list, which bans American corporations from supplying foreign companies deemed potential 
security threats.”14 

• In January 2020, the Department of Justice indicted Huawei, alleging that, among other 
things, the company attempted to steal trade secrets and “misappropriate sophisticated tech-
nology from U.S. counterparts.”15 

• Government agencies, including the NIH, are attempting to crack down on researchers who fail to be 
transparent and disclose all foreign funding they receive. 

• In the FY2020 National Defense Authorization Act, Congress created two bodies “aimed at prevent-
ing foreign governments from unfairly exploiting the US research enterprise.”16

• A White House-driven effort will coordinate government agencies to “protect federally fund-
ed research projects from cyberattacks, theft, and other foreign threats.”17

• Separately, the National Academies of Sciences, Engineering, and Medicine will convene 
a roundtable with “officials from academia, government, and industry to advise the gov-
ernment on ways to achieve national security without undermining valuable international 
collaborations.”18

13 Stewart, Emily. “The US government’s battle with Chinese telecom giant Huawei, explained.” Vox. August 2019. https://www.vox.com/
technology/2018/12/11/18134440/huawei-executive-order-entity-list-china-trump

14 Lohr, Steve. “U.S. Moves to Ban Huawei From Government Contracts.” The New York Times. 7 Aug. 2019. www.nytimes.com/2019/08/07/business/
huawei-us-ban.html?login=email&auth=login-email 

15 “Chinese Telecommunications Conglomerate Huawei and Subsidiaries Charged in Racketeering Conspiracy and Conspiracy 
to Steal Trade Secrets.” United States Department of Justice. February 13, 2020. https://www.justice.gov/opa/pr/
chinese-telecommunications-conglomerate-huawei-and-subsidiaries-charged-racketeering

16 Malakoff, David. “Congress creates two new bodies to tackle foreign influence on U.S. research.” Science, American Association for the Advancement 
of Science. December 10, 2019. https://www.sciencemag.org/news/2019/12/congress-creates-two-new-bodies-tackle-foreign-influence-us-research

17 Ibid.

18 Ibid. 

https://www.vox.com/technology/2018/12/11/18134440/huawei-executive-order-entity-list-china-trump
https://www.vox.com/technology/2018/12/11/18134440/huawei-executive-order-entity-list-china-trump
http://www.nytimes.com/2019/08/07/business/huawei-us-ban.html?login=email&auth=login-email
http://www.nytimes.com/2019/08/07/business/huawei-us-ban.html?login=email&auth=login-email
https://www.justice.gov/opa/pr/chinese-telecommunications-conglomerate-huawei-and-subsidiaries-charged-racketeering
https://www.justice.gov/opa/pr/chinese-telecommunications-conglomerate-huawei-and-subsidiaries-charged-racketeering
https://www.sciencemag.org/news/2019/12/congress-creates-two-new-bodies-tackle-foreign-influence-us-research
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Discussion Questions

Technology

• How significant a threat to American national security is Huawei components in 5G infrastructure, in 
America and abroad? 

• What potential solutions exist to mitigate potential threats to American national security? Should the 
United States purchase components from European or South Korean companies? Subsidize American 
companies? What are the drawbacks of the potential solutions?

Academia

• How significant a threat to American national security and economic competitiveness are programs 
like the Thousand Talents Plan?

• What potential solutions exist to mitigate potential threats to American national security? What are 
the drawbacks of the solutions?

• How can academic freedom and cross-border collaboration be protected?

Readings

Lindsay Gorman. “5G is Where China and the West Finally Diverge.” The Atlantic. January 5, 2020.

John Deutch and Condoleezza Rice. “Maintaining America’s Lead in Creating and Applying New 
Technology.” Chapter 7. The World Turned Upside Down: Maintaining American Leadership in a Dangerous 
Age. Aspen Strategy Group. November 2017.

 “Threats to the U.S. Research Enterprise: China’s Talent Recruitment Plans.” (Executive Summary). United 
States Senate Permanent Subcommittee on Investigations. November 2019.

Aruna Viswanatha and Kate O’Keeffe. “U.S. Struggles to Stem Chinese Efforts to Recruit Scientists.” Wall 
Street Journal. November 17, 2019.  




