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ABSTRACT  
 

Since the 9/11attacks, China has significantly improved its nuclear security system, with a focus 

switching from the traditional “guns, gates, guards” approach to an effective mixed approach, 

combining personnel with modern techniques. Chinese president Hu Jintao emphasized at the 2012 

Nuclear Security Summit that, “the threat of nuclear terrorism cannot be overlooked. And it is a long 

and arduous task to effectively manage the security and safety risks in the development and utilization of 

nuclear energy.” This paper will first describe the Chinese nuclear experts and officials’ perspectives 

on the nuclear terrorism threat. Second, this paper will explore the security risks to China’s nuclear 

facilities and materials. Finally, this paper will recommend steps to reduce the danger of nuclear 

terrorism in China. 

 

 

Since the 9/11 attacks, China has strengthened its system of physical protection for nuclear facilities and 

has significantly improved its MPC&A system.  The major progresses include, a security approach 

based on a design basis threat (DBT); application of modern concepts of physical protection, based on 

systems-engineering approaches to analyzing vulnerabilities and designing defenses to address them; the 

use of modern physical protection, material control, and material accounting technologies; requirements 

for in-depth vulnerability assessments of security systems;  and improvements to the organization of 

nuclear security and guard force training and equipment on the part of facility operators. While China 

has substantially advanced its nuclear security, there is still room for improvement.
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Chinese Assessment on the Risk of Nuclear Terrorism Threat 
 

Before the 2010 Nuclear Security Summit in Washington , except for the relevant departments of the 

government, the issue of nuclear terrorism was not well known by other Chinese sectors, including local 

governments, think tanks, industries, researchers in international affairs, the media, and the general 

public. Despite being less concerned about nuclear terrorism than the West, Chinese experts began to 

analyze the risks of nuclear and radiological terrorism and to discuss the management of the threat of 

nuclear terrorism in the aftermath of 9/11. In 2005 China published an authoritative book “Management 

of Nuclear and Radiological Terrorism Incidents” based on a research project of the China Academy of 

Engineering. The project, initiated around 2003, involved a number of experts from distinguished 

Chinese nuclear agencies including NNSA, China Institute of Atomic Energy (CIAE), the China 

National Nuclear Corporation (CNNC), and the China Academy of Engineering Physics (CAEP).
2
 

However, academic research is still limited. While the majority of Chinese nuclear experts do not 

believe the threat of nuclear terrorism threat is urgent in China, some relevant departments including 
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CAEA and NNSA have taken significant steps to develop and apply approaches to nuclear security and 

nuclear accounting since 9/11 attacks. 

Theft, seizure, and the explosion of nuclear weapons. While Chinese experts are aware of the 

international community’s concerns about the theft or loss of nuclear weapons in other countries, 

particularly the former Soviet Union/Russia and Pakistan, most Chinese experts believe it is implausible 

for Chinese nuclear weapons to be stolen. This is because China’s arsenal is very limited in size, tightly 

monitored, and guarded by substantial and well-armed forces.
3
 Moreover, most Chinese warheads are 

stored in remote, mountainous locations that are kept highly secret and are very difficult for outsiders to 

access. 

 

In fact, even before the events of 9/11, the Chinese government emphasized in its national defense white 

paper, that: “China's nuclear force is under the direct command of the Central Military Commission 

(CMC). China is extremely cautious and responsible in the management of its nuclear weapons, and has 

established strict rules and regulations and taken effective measures to ensure the safety and security of 

its nuclear weapons.”
4
 

 

Published estimates of the size of China’s arsenal vary, though credible sources agree it is relatively 

small.  Some estimates suggest China has roughly 170 total nuclear weapons,
5
 while others suggest the 

figure may be 40-50% higher.
6
 It has been reported that China has a highly centralized warhead storage 

and handling system managed by the 22 Base, a Second Artillery Corps facility.
7
  The central warhead 

storage complex is a secure facility nestled deep in Taibai Mountain. The 22 Base’s physical protection 

system reportedly incorporates not only  “guns, gates, and guards,” but also real-time video monitoring, 

an infrared security system, a computerized warhead accounting system, temperature and humidity 

controls, fingerprint recognition and advanced communication controls.
8
 

Theft and smuggling of nuclear materials. Chinese nuclear weapons experts believe that, once 

terrorists acquire enough fissile materials through theft, smuggling, purchase, or other means, they 

would be able to manufacture a crude nuclear weapon and explode it, although such a weapon would not 

be as easily deliverable, complicated or high-yield as those of nuclear-weapon states. In particular, a 

gun-type bomb made of HEU is quite possibly within the capabilities of a sophisticated terrorist group. 

While HEU would therefore be the material most coveted by terrorists, a terrorist bomb made from 

plutonium is also plausible. Chinese experts agree that any grade of plutonium, including reactor-grade 

plutonium, could be used to build an implosion bomb.
9
 

 

According to unclassified estimates, the Chinese military’s inventory of fissile material includes 

approximately 16 metric tons of weapons-grade HEU and 1.8 tons of weapons-grade plutonium.
 10

 

China stopped producing HEU for all purposes in 1987 and halted plutonium production for military 

purposes in 1991. China has the smallest military stocks of fissile materials among the P5 nuclear-

weapon states. Most of China’s weapon-usable fissile materials are tightly controlled within the military. 

Less than half of China’s military stocks of fissile materials are believed to be contained in its nuclear 

warheads.
11

 Sites at which the remaining stocks may be stored include: the Jiuquan and Guangyuan 

plutonium production complexes, which conduct HEU and plutonium processing, warhead component 

production and weapon assembly; the China Academy of Engineering Physics, which conducts research, 

development and design of nuclear weapons; and dedicated fissile material storage facilities.  Use in 

China of HEU and plutonium for non-weapon purposes are very limited.
12
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Chinese nuclear experts believe the probability of terrorists obtaining fissile materials inside China and 

manufacturing a crude bomb is very low. The experts argue that the technologies necessary for 

manufacturing, delivering and detonating a weapon are very difficult for Chinese terrorists to master. 

Further, China has established a strict regime of security and accountability for nuclear materials. 

Therefore, it would be difficult for terrorists to get enough materials for a crude nuclear weapon.  

However, the experts cannot rule out the possibility of terrorists smuggling a nuclear weapon or nuclear 

materials into China from outside.
13

 

Sabotage of nuclear facilities. China has become the central focus of the international nuclear industry, 

due to its ambitious plans for its nuclear energy program before and continuing after the Fukushima 

nuclear accident in 2011. Currently, China has a relatively small fleet of 20 nuclear reactor units in 

operation with a total capacity of 16 GWe. However, China leads the world in term of nuclear 

development pace and new reactor construction. 31 reactors in China , capable of producing a total of 34 

GWe, are now under construction Beijing officially plans to increase its total nuclear capacity to 58 

GWe by 2020,
14

and much more are under consideration for the coming decades.  

 

Chinese nuclear experts consider the risk of sabotage at civilian nuclear facilities, in particular a nuclear 

power plant, is plausible.
15

 As the number of nuclear power plants in China is rapidly increasing such a 

risk poses a challenge to China’s nuclear security.  The Fukushima accident may also increase the 

terrorists’ interest in targeting China’s power reactors. 

 

In a comprehensive assessment of the risk of sabotage of nuclear facilities, the China Academy of 

Engineering’s 2005 book “Management of Nuclear and Radiological Terrorism Incidents” concluded 

that, “one possible route nuclear terrorists would take is to sabotage [a] nuclear facility. Once [it] 

happen[s], it could seriously affect the environment and public. China has a number of nuclear facilities 

that have a variety of vulnerabilities if attacked.”
16

 

 

Based on the design features of China’s power reactors and the likely characteristics of a terrorist attack, 

the book’s authors identified five potential modes of attack against a nuclear power plant.
17

  These are: 

1) attacks against the reactor building with the goal of causing a large-scale release of radioactive 

materials, which would lead to serious consequences including social and psychological disruption; 2) 

thefts of nuclear materials for future terrorist acts, including passive, explosive (i.e. dirty bomb) or 

atmospheric dispersal of the materials to incite public panic; 3) attacks against secondary facilities that 

would disrupt reactor operations, causing a shutdown with economic and psychological effects; 4) 

attacks against conventional facilities at nuclear power plants that would result in economic and 

psychological effects; and 5) attacks against plant workers, leading to a collapse in reactor operations 

and/or plant command structures, and inflicting a psychological setback.  

 

Among these five modes of attack, the experts concluded that the first, an attack against a reactor 

building, is the only mode that could result in the severe consequence of a radioactive release. The 

impact of the others would be limited to social and psychological disruption.
18

 However, it should be 

noted that the above conclusions are incomplete. As the Fukushima accident demonstrated, the 

destruction of off-site power supplies and on-site diesel generators could also lead to a major radioactive 

release even while the reactor building remained intact. Destroying the reactor’s connection to the 

ultimate heat sink would be another possible out-of-building strategy. So might be causing a fire in the 
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spent fuel pool if it is outside the building. Post-Fukushima reviews have concluded that assets outside 

the protected area of the reactor also need to be protected to avoid major releases. 

 

Those Chinese experts have also discussed sabotage scenarios against the reactor and spent-fuel pool 

buildings. Sabotage attempts by an outsider against a reactor could involve the use of portable weapons 

and limited amounts of explosives outside the reactor building. Experts believe that the safety measures 

incorporated in the existing DBA (design base accident), combined with security measures already in 

place, would prevent terrorists causing a radioactive release with those tools.  However, they neglect to 

consider that terrorists would probably be able to take out off-site power and diesel generators from 

outside buildings.  Chinese experts have also suggested that the current DBA also prescribes protection 

for the containment of damage to a reactor caused by the impact of a small airplane. However, like most 

other countries, it does not protect against a commercial plane impact or heavy weapons including 

missiles, which would damage the containment and cooling system of the reactor, resulting in reactor 

core meltdown and a radioactive release. In addition, if explosives are used inside the reactor building, 

the explosion could also lead to release of some radioactive material. Commercial planes and missiles 

could damage the spent fuel pool and create a loss of cooling water. This could overheat the spent fuel 

or damage it directly, leading to a radioactive release.
19

 However, many experts argue that the risk of an 

attack involving commercial planes and heavy weapons is extremely low in China.   

 

Bearing in mind China’s current security situation, those experts  concluded that the worst manifestation 

of an insider threat would involve the sabotage of the main control room of the reactor or the reactor 

building itself, leading to unpredictable consequences. They further concluded that the consequences in 

all other scenarios involving insider threats, including reactor shutdown, breaking of the primary coolant 

loop, or a cutoff of the power supply system, would be limited or mitigated by DBAs for the reactors 

and other current safety and security measures. However, these conclusions do not take all factors into 

consideration. For instance, if terrorists were determined enough to take out the primary coolant loop, 

they would probably plan to disable any backup cooling system as well – in which case a release would 

likely occur. It is not clear if China has taken security measures to prevent insiders from accessing both 

of these systems in rapid succession. Moreover, consideration of the insider threat in publicly available 

discussion is limited to individual acts, when an entire well-organized group could be involved.
20

 

Critically, collusion between insiders and outsiders, which would pose a great threat to nuclear facilities 

as emphasized by other countries, should not be ignored in China.  

 

Chinese experts have also examined sabotage scenarios against other facilities. Points of concern about 

research reactors, include: 1) research reactors might not be able to prevent or counter some threats 

associated with nuclear terrorism, even though their DBAs take into consideration some malicious acts; 

2) the security and control systems at some older facilities are of a lower standard than those at new 

facilities; 3) possible threats to a research reactor include car bombs and malicious actions launched 

internally; 4) many research reactors are at research institutes located in or near large cities -- about ten 

research reactors (roughly half of China’s research reactors) are in or near Beijing. While a radioactive 

release and corresponding consequences caused by a serious event at a research reactor would typically 

be thousands of times smaller than a release from a nuclear power plant, social effects could still be 

relatively large.
21
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Dirty bombs. Chinese nuclear experts believe the most likely form of nuclear or radiological terrorism 

in China would be the detonation of a radiological dispersal device or “dirty bomb,” which is relatively 

easy to make using radioactive sources such as nuclear waste. Such sources are distributed widely across 

China. There also exist many orphan and spare radioactive sources. Moreover, the control and 

management systems for radioactive sources are weaker than those for nuclear materials.
22

 As one 

nuclear expert emphasizes, “the most realistic nuclear terrorist threat is from a dispersion device 

containing radioactive material,” and thus, “the basic approach for preventing acts of nuclear terrorism is 

to ensure the safe control of radioactive materials.”
23

 

 

If such a bomb were to explode in a densely populated area, while physical damage would be much 

more limited than in a nuclear explosion, it could still cause serious social disorder, and long-term 

damage to the health of persons. Commercial and other social activities could also be seriously 

disrupted.
24

    

Moreover, China also faces the challenge of complacency among a significant number of senior nuclear 

experts and nuclear industries. They believe that China already has strict nuclear security systems that 

have worked well and “free of accident” over the past 50 years. Some managers and employees at 

Chinese nuclear plants do not recognize the importance of advanced and stringent MPC&A systems.  In 

some cases, the guards turn off the detectors at portals of enrichment facilities to reduce their usage to 

avoid the need for frequent replacement.
25

  Also, some managers may doubt whether it is worth the 

money and time to establish and maintain a stronger security system.  

Major drivers for China’s security improvement. Since the 9/11 attacks, China has strengthened its 

system of physical protection for nuclear facilities and has significantly improved its MPC&A. 

However, Chinese accomplishment of nuclear security seems to not be driven mainly by Chinese 

perceptions of the nuclear terrorism threat. Many Chinese experts continue to doubt that there is a 

credible threat to Chinese nuclear materials and facilities.  

 

Some Chinese experts suggest that
26

, one major driver of the development of China’s nuclear security is 

to fulfill those international pledges. As a responsible country, China’s participation in international 

legal instruments relevant to nuclear security and fulfillment of its obligations would improve its 

international image.  

 

Indeed, China has joined nearly all of the international legal instruments relevant to nuclear security.   In 

1989, China acceded to the 1980 Convention on the Physical Protection of Nuclear Material.  In 2008, 

China ratified the 2005 Amendment to the Convention on the Physical Protection of Nuclear Material. 

In  2002 China completed the domestic legal procedures necessary for the entry into force of the 

Additional Protocol, thus becoming the first nuclear-weapon state to complete the relevant procedures. 

In 2010, China ratified the International Convention for the Suppression of Acts of Nuclear Terrorism. 

Since 1999, China has implemented its obligations under relevant UNSC resolutions, including 1999 

Resolution 1267, 2001 Resolution 1373, 2004 Resolution 1540, and 2009 Resolution 1887. 

 

Another major driver of improvements to China’s nuclear security and control system has been 

international cooperation, in particular with the US and the IAEA.  As some China experts address that,  

given the fact that the nuclear terrorist threat is a top priority in Washington, Beijing’s cooperation with 

Washington would be beneficial to the Sino-US relationship. 
27
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In recent years, China’s cooperation with the US  has included an extensive series of exchanges, 

including visits to a range of US facilities to observe nuclear security and accounting approaches; in-

depth training and discussion workshops on everything from approaches to protecting against insider 

threats, to the design of physical protection systems, to steps to strengthen security culture; a second 

joint demonstration of advanced MPC&A technology in 2005; work to strengthen security and 

accounting regulations and inspections in China; and, most recently, cooperation to build a Center of 

Excellence (CoE) on Nuclear Security. Moreover, China has cooperated extensively with the IAEA, on 

issues ranging from safety and security training, to preparations for the 2008 Olympics, to detection and 

emergency response, to regulations and standards. 

 

Consequently, China’s improvement of its nuclear security has been benefited significantly from its 

cooperation with external organizations, in particular the US DOE and IAEA. While the current 

cooperation focuses mainly on the Chinese civilian sector, it can be expected that current and relevant 

MPC&A “best practices” learned from cooperative efforts are being applied to fissile materials and 

facilities in the military sector. However, US-China cooperation needs to be expanded from the current 

civilian efforts to the military sector, since it is the military that has custody of the largest stocks of 

weapon-usable fissile materials and all nuclear weapons.  

 

 

The Security Risks to China’s Nuclear Facilities and Materials 
 

While the probability of a nuclear bomb detonation is lower than that of a dirty bomb, the consequences 

of a nuclear blast are much larger than those of a radiological dispersal device. Therefore, the overall 

risk posed by a nuclear blast may be higher. In fact, no country, in particular those that have nuclear 

weapons or weapon-usable fissile materials, can ignore the real and urgent threat of nuclear terrorism. 

China cannot and should not exclude the possibility of outsider and insider threats.   

 

Insider threats. The possibility of an insider theft of nuclear materials cannot be ruled out, particularly 

as China continues to transform into a market-oriented society and becomes increasingly corrupt. 

Certain Chinese experts argue that the significant changes in Chinese society over the last decades could 

increase crime rates, perhaps raising the probability of theft and smuggling. 
28

 Many experts believe that 

the more severe the corruption in a country is, the higher the potential for insider theft of materials and 

the greater the need for rigorous nuclear materials security measures.
29

  The risk of an insider threat is 

perhaps the most difficult to deal with, because insiders are those authorized to access areas containing 

nuclear materials.  They are knowledgeable about operations, rules, policies, and regulations concerning 

nuclear materials. Insiders are highly trained on handling nuclear materials. They have the opportunity 

to understand how to defeat, test, or circumvent safety and security systems and distract other insiders 

and guards. One or more of these individuals could take advantage of access to perform acts of theft or 

sabotage, and potentially aid terrorists. Insiders could work with outsiders, other employees, on-site 

personnel, or off-site personnel.  

HEU and separated plutonium in China’s civilian nuclear sector, in particular, could be especially 

vulnerable to insiders. For instance, fresh and spent HEU fuel is present at research reactors, which are 

located at institutes that, because of a shortage of funding, are not as well-controlled and guarded as 

military sites, while some of the older ones rely on outdated security and control systems. Some Chinese 
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experts argue against stricter standards on the grounds that they will cost more. Bulk-processing 

facilities in particular—plants that conduct fuel fabrication, reprocessing, and enrichment—tend to have 

limited financial resources, often causing operators to give security a low priority.  

China’s civilian pilot reprocessing plant is also concerned. The plant was not designed for maximum 

security when construction began in 1995. It shares some facilities with a previous military reprocessing 

plant that was not designed with an up-to-date material protection, control, and accounting system. And 

the amount of unaccounted-for material at the plant is higher than is considered acceptable. 

Outsider threats . Outsider terrorist attacks may someday pose a real threat to China’s nuclear facilities. 

As the Chinese government has emphasized, the terrorist forces of the East Turkestan movement have 

long been recipients of training, financial assistance and support from international terrorist groups, 

including core al-Qaeda.
30

  Indeed, concern in Beijing about the threat of terrorism has been rising. 

China has been the victim of terrorism and faces various terrorist threats.
31

 Its recent national defense 

White Paper states, “China still faces multiple and complicated security threats and challenges. The 

threats posed by ‘three forces,’ namely, terrorism, separatism, and extremism, are on the rise.” 
32 

China faces a growing threat from extremists in the predominantly Muslim Uighur community who 

want to form a separate state called East Turkestan. In 2003, China's Ministry of Public Security 

identified several associated terrorist organizations, including the Eastern Turkestan Islamic Movement 

(ETIM), the East Turkestan Liberation Organization (ETLO), the World Uyghur Congress, and the East 

Turkistan Information Center.
33 

ETIM has claimed responsibility for over 200 acts of terrorism between 

1990 and 2001.
34

 The group has a close relationship with al-Qaeda, which has provided training in 

Afghanistan and funding . Several of the terrorist groups have been involved in the recent crisis in Syria. 

“Their aim is not only troop training, but also acceptance and support from other terrorist groups, so as 

to be able to solicit help in the future.”
35

   

Over the last seven years, members of the East Turkestan movement have carried out more than a dozen 

attacks, many on government buildings and police stations and most involving explosives and grenades, 

resulting in numerous deaths. 

Moreover, China’s neighbors in Central Asia and Pakistan have served as safe havens for members of 

the movement. These countries are also home to a high level of international terrorist activity and are 

centers of nuclear smuggling and proliferation activities. It is possible that East Turkestan extremists 

could acquire fissile material or nuclear weapons from their bases in these areas, which they could also 

use to plan and launch attacks.         

Further, even if China is not likely to be the target of a terrorist nuclear bomb, a nuclear or radiological 

attack by terrorists in another country might still have effects on China.  If terrorists succeeded in 

detonating a nuclear bomb in any of the world’s major cities, the political and economic consequences 

would reverberate with potentially dramatic effect on China’s national interests.  Kofi Annan, while he 

was Secretary-General of the United Nations, warned that the global economic consequences of an act 

of nuclear terrorism would push millions into poverty, creating a “second death toll in the developing 

world.”
36
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Finally, a terrorist attack elsewhere would also doom China’s ambitious plan for nuclear power 

development. A Chernobyl-scale security incident, wherever it occurs, would be a global catastrophe 

and would very likely doom the prospects for large-scale nuclear growth. This is especially true for 

China, which currently has the most ambitious plans for nuclear energy growth of any country on the 

planet.  

 

Improving China’s Nuclear Security 
 

China has substantially advanced its nuclear security system, but China should take further steps to 

install a complete, reliable, and effective security system to ensure that all its weapon-usable nuclear 

materials, nuclear facilities, and nuclear transports are effectively protected against the full spectrum of 

plausible terrorist and criminal threats.  

 

Although  the  2008 Nuclear Facility Physical Protection Guidelines by NNSA require all civilian 

nuclear facilities including reprocessing facilities to apply a security approach based on a “design basis 

threat” (DBT) including outsiders, insiders, and a collusion of both.
37

 However, the published guidelines 

lack clearly defined national standards for each nuclear facility. China needs to update and clarify 

requirements for DBT--including the full spectrum of plausible adversaries and tactics for all military 

and civilian nuclear facilities. It is imperative to have at least a minimum DBT standard that includes 

protection against one modest group of well-armed and well-trained outsiders; a well-placed insider; and 

both outsiders and an insider working together, using a broad range of possible tactics. Moreover, China 

needs to update its key relevant regulations and rules that are more stringent and clear, based on at least 

the minimum DBT standard, to protect against the potential threat of nuclear terrorism. The regulations 

should be strong enough that, if followed, effective nuclear security would result.  

 

Further, to ensure that nuclear security systems are actually implemented effectively, the development of 

a strong security culture is imperative. One key element of an effective nuclear security culture is that 

relevant individuals hold a deeply rooted belief that nuclear security is important and that insider and 

outsider threats are credible.
38

 

 

Unfortunately, many Chinese experts continue to doubt that there is a credible nuclear terrorism threat in 

China. Some experts view China’s commitments to upgrading nuclear security as more an international 

requirement than as a response to a serious threat; they argue that nuclear terrorism may be a problem 

for the US, but it is not an urgent concern for China.
39

 It is difficult to count on the people to endeavor to 

prevent something that they do not believe is real. If those responsible for security believe that the threat 

of nuclear terrorism is real, it is more likely that they will take appropriate precautions. And in Chinese 

culture, such an attitude would be a powerful determinant of behavior.  

 

Each operator should establish a targeted program to assess and improve its facility’s security culture. In 

addition, China should conduct regular training programs at its nuclear facilities -- not only to improve 

the guards’ and security personnel’s professional skills, but also to impress upon them that nuclear 

security is important and must be taken seriously. Force-on-force exercises also help strengthen security 

culture, not only for guards but for other employees, who witness the seriousness with which security 

risks are addressed.  Each staff member should not only scrupulously abide by the existing nuclear 

security regime, but also actively and continuously find further ways to improve it.  
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Everyone from senior experts and industry leaders to facility operators and plant employees must come 

to understand that the threat of nuclear terrorism is real, and to begin to change the way they think about 

it.  Effective security is provided not only by advanced devices but even more importantly by human 

choices.  

 

Finally, China needs to take more measures to offer stronger international assurance of the effectiveness 

of its nuclear security system. Chinese cooperation with external organizations, in particular the US 

DOE and IAEA, should continue and grow stronger. At the 2014 Nuclear Security Summit, Chinese 

president Xi Jinping stressed that increased cooperation regarding the nuclear security of one country is 

beneficial to all nations.
40
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