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ABSTRACT 
 

China is currently operating 20 nuclear power reactors with installed capacity of 16 

GWe. China officially plans to increase its total nuclear capacity to 58 GWe by 2020, and much 

more are under consideration for the coming decades.  China plans to reprocess the civilian 

spent fuel, and to recycle the plutonium in fast breeder reactors. A pilot reprocessing plant with 

a capacity of 50tHM/year conducted successfully a hot test in December 2010. Recently the 

China National Nuclear Corporation (CNNC) plans to build a medium-scale demo reprocessing 

plant (200 tHM/year) by 2020 and a larger commercial one (800 tHM/year) between 2025 and 

2030. China also has two military reprocessing plants which were shut down before 1990. This 

paper will first assess the security practices of China’s reprocessing facilities and analyze 

existing regulations. Second, this paper will discuss the security risks China would face if China 

implements plans for commercial reprocessing plants.  Finally, the paper will explore steps to 

strengthen nuclear security in reprocessing facilities in China.  

 

 

China’s Reprocessing Facilities 
 

Military facilities. China’s nuclear weapon program was initiated in 1955 as a result of US 

nuclear threats during the Korean War and the crises over the off-shore islands in the Taiwan 

Strait.
1
 China began to develop its military reprocessing program in 1956 and initially developed 

the Soviet reprocessing technology --precipitation of sodium uranyl acetate with assistance from 

the Soviet Union. The reprocessing plant was selected in 1958 to be located at the Jiuquan 

complex (plant 404). After the USSR stopped its aid in 1960, China began to study and re-

evaluate the Soviet provided technology. Given that Chinese experts had some concerns about 

using this technology for the large reprocessing plant, Beijing decided in 1962 to build first a 

small intermediate pilot plant (also referred as Small Plant, the first project)  and the large 

military reprocessing plant later (also referred as Large Plant, the second project).  China finally 

decided in 1964 to use the PUREX technology for the small and large plants. The intermediate 

pilot reprocessing plant started construction in 1965 and began operation in September 1968. The 

pilot plant stopped plutonium separation when the larger plant began operating in 1970.  

 

Considering the international environment in early 1960, to enhance China’s defense, 

Beijing also urgently needed to construct a large reprocessing plant (the second project). This 

large plant and the intermediate pilot plant were developed in parallel. In May 1964, Beijing 

decided to use PUREX technology for the large plant and approved in July 1965 to build the 
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plant within the Jiuquan complex. The large plant started construction in April 1966. This plant 

started operation in April 1970 and stopped plutonium operation in mid-1980s. 

 

Given Beijing’s concern about the increasingly worsening relationship with Soviet Union 

and US threats to China’s nuclear facilities, in 1969, Beijing decided to build the second military 

plutonium reprocessing plant (Plant 821) at Guangyuan in Sichuan province, far from the coast 

and from the border with the Soviet Union.  This was the “third line” plant backing up the 

Jiuquan complex. The plant started operations in 1976 and closed around the end of 1980s. 

While China has not declared officially that it has ended plutonium production for weapons, it is 

believed that China stopped plutonium production around the end of 1980s.  

 

All these military reprocessing facilities have been closed, converted, or are being 

decommissioned.
 2

  China’s military reprocessing program helped lay a foundation for China’s 

civilian back-end fuel cycle program. And the plant 404 was selected as the site for China’s 

civilian reprocessing activities. 

 

Civilian pilot plant. China decided to develop a closed nuclear fuel cycle in the early 

1980s. According to its proponents, the major benefits of this policy will be full utilization of the 

energy in China’s uranium resources, reduced waste repository volume, minimization of 

radioactive waste toxicity and management of spent fuel at reactor pools.
3
  

 

In July 1986, the State Council approved the construction of a pilot civilian reprocessing 

plant with annual reprocessing capability of 50 tons in the Jiuquan nuclear complex. The pilot 

reprocessing plant was 100% paid for by the government and constructed by CNNC. It is serving 

as an experimental base and personnel training center and possibly a template for China’s next 

indigenously designed reprocessing project. 

 

The design of the civilian pilot plant was based primarily on experience derived from the 

military reprocessing programs. The construction of the pilot plant started in July 1997, and 

completed in December 2005. However, the plant is not using advanced technologies for some 

key equipment, including fuel shearing and dissolution, automatic controls and remote-repair 

techniques in a radioactive environment, and plutonium processing. 
4
 On December 21, 2010, it 

successfully conducted a hot test, which indicated the production line is ready to operate. 

However, design and safety problems were found during the test. On December 31, 2010, China 

declared in its annual INFCIRC/549 report of civilian plutonium holdings a stock of 13.8 kg of 

separated plutonium “in product stores at reprocessing plants.”
5
 In September 2013, China 

reported that as of December 2012 its total civilian stock of separated plutonium was 13.8 kg, 

indicating that there was no additional plutonium produced between 2010 and 2012.
 6

 In fact, the 

plant’s reprocessing operations lasted for only 10 days in December 2010 and below capacity.
7
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Figure 1: The Jiuquan nuclear complex. Satellite image from 31 Aug 2007.  Credit: 

DigitalGlobe and Google Earth 

 

A pilot MOX fuel fabrication plant (with a capacity of 0.5 MT/year) is now under 

construction near the pilot reprocessing plant, with plans to supply MOX fuel to China’s 

Experimental Fast Reactor (CEFR), in operation since July 2010. The CEFR is currently fueled 

by Russia-supplied HEU. Since July 2010, the experimental breeder has been online for only 26 

hours and produced the equivalent of one full power-hour during 2011.
8
 The plutonium for the 

MOX fuel will come from the pilot reprocessing plant.  

 

Plans for commercial reprocessing. In recent years, the CNNC has been negotiating 

with France’s AREVA on the construction of a commercial reprocessing plant (800 tHM/year). 

In November 2007, CNNC signed an agreement with France’s AREVA for cooperation on spent 

fuel reprocessing and MOX fuel technologies. In April 2013, CNNC and Areva signed a letter of 

intent which covers project details about construction, performance, and responsibilities.
9
 CNNC 

plans to build the plant between 2025 and 2030. However, CNNC nuclear experts complain to 

AREVA’s asking price of €20 billion as too high.  It is not clear, however, that this deal will be 

supported financially by the central government. 

 

In parallel, the CNNC has proposed to build domestically a medium-scale demo 

reprocessing plant (200 tHM/year) by 2020, which has not been approved by the government 

either. Moreover, the CNNC signed an agreement in 2009 with Russia expressing a general 

intention to purchase two Russian 800 MWe BN-800 fast breeder reactors, though no agreement 

on price and other details has yet been reached. The CNNC also has stated it plans to build a 

series of commercial FBRs by 2032.
10
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Regulations and the Security Practices  

 
Since the 9/11 attacks, China has strengthened its system of physical protection for nuclear 

facilities and has significantly improved its MPC&A system. 
11

Major factors that influenced 

these alterations to the Chinese MPC&A system include the 9/11 attacks, cooperation with the 

United States, implementation of international legal obligations such as the 1980 CPPNM and its 

2005 amendment as well as UNSCR 1540, and recommendations from the IAEA including the 

most recent revision of INFCIRC/225. 

 

Since the mid-1980s, China has issued a number of regulations, rules, and technical 

guidelines regarding the security of nuclear and radioactive materials and nuclear facilities. 

Currently, the only major regulations on fissile material controls are found in the “Regulations 

for Control of Nuclear Materials,” issued in 1987.
12

 Based on these regulations, China issued 

“Rules for Implementation of the Regulations on Nuclear Materials Control” in 1990,
13

  which 

are also the only existing rules on the subject.  

 

Physical protection. The most up-to-date and detailed documents on physical protection 

of China’s nuclear facilities are the “Nuclear Facility Physical Protection Guidelines” issued by 

the National Nuclear Safety Administration (NNSA) in 2008.
14

  The 2008 Guidelines call on all 

civilian nuclear facilities to apply a security approach based on a DBT. Each operator must 

develop a site-specific DBT, which is then approved by regulators before it is used in the design 

of a physical protection system.  In developing a site-specific DBT, the 2008 guidelines 

recommend an evaluation of potential threats the nuclear facility could face. Major elements of 

the evaluation should include the attributes and characteristics of potential criminals, their 

motivations and intentions, and the scale of their activity and capabilities, as well as possible 

means and tactics they could adopt. Potential adversaries could include outsiders, insiders, and a 

collusion of both.  

 

The 2008 NNSA guidelines require the operators of nuclear facilities to establish a 

comprehensive, reliable, and effective physical protection system.
15

 The guidelines state that the 

system should assure coordination among the three elements of detection, delay and response. 

The system is also expected to integrate the functionality of physical protection equipment with 

personnel-level preventive measures to provide effective security.  

 

While the new 2008 guidelines require a DBT, they contain no clearly defined standards 

for how each nuclear facility should design one for its local conditions. Operators typically 

design their site-specific DBTs on a case-by-case basis taking into account a number of factors, 

including the socioeconomic situation in the area surrounding the facility.
16

 Based on the general 

requirements for DBTs in the 2008 Guidelines, the operators of a nuclear facility study, discuss, 

and evaluate their proposed DBT based on current threat levels with the China Atomic Energy 

Authority (CAEA), the Ministry of Public Security (MPS), the Chinese Armed Police Force, the 

local security department, and other relevant organizations. Eventually, the DBT is submitted to 

the CAEA for approval. The details of the DBT are kept secret from the public. 

 

The 2008 guidelines require the operator of a nuclear facility to design its security system 

based on certain principles for protection of Category I, II, and III nuclear materials and 
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facilities. These principles include protection measures graded according to the types of material 

held and the potential consequences if the facility were to be sabotaged. 

 

Reprocessing facilities including the pilot plant are termed as the Category-I nuclear 

facilities.
17

 The operator is required to divide the grounds of a reprocessing facility into three 

security zones: the controlled area, the protected area, and the vital area. The vital area should be 

located within a protected area, which should be located within a controlled area. The operator 

must adopt management and physical protection measures based on these divisions.  

 

The major approaches to securing reprocessing facilities include:
18

 

 

 Armed forces on duty 24 hours a day at access points in the three security zones.  

 A permanently staffed and hardened central alarm station located in the vital area. 

 A “two man and double-lock” rule for the vital area. 

 Detection systems of radioactive material and prohibited items installed at access to the 

protected and vital areas; intrusion detection and video monitoring systems at the 

physical barrier surrounding the protected and vital areas. 

 A minimal number of authorized persons and vehicles with verified identification 

allowed entering the security areas, and a pass or badge displayed. 

 Strict control of non-site personnel and vehicles to access; full time escort with site 

personnel after entering the protected and vital areas. 

 Detailed contingency plans to prevent nuclear terrorist acts and nuclear accidents; an 

annual exercise to assess and validate the prepared contingency plans.   

 

MC&A. China established and revised its nuclear materials control and accounting system 

based on the 1990 “rules” and in accordance with international standards. In 1990, the NNSA 

issued a document for “Nuclear Material Accounting Management of Power Reactor Nuclear 

Fuel Reprocessing Plant,” 
19

 In 2008, the NNSA issued new guidelines for what it called “the 

standard format and content of nuclear facilities safety analysis reports on MC&A.”
20

 Based the 

guidelines, the MC&A system of reprocessing facilities must include clear definitions for 

material balance areas and key measurement points, control of measurement quality, physical 

inventory of materials, materials unaccounted for (MUF) assessments, and a recording and 

reporting system. The licensee must establish physical inventory procedures for Pu-239 and 

conduct a complete inventory at least at least twice a year. The licensee is required to ensure its 

records of nuclear materials accounting are clear, accurate, systematic, and complete. Records 

must be maintained for at least five years. If MUF of more than twice the standard deviation for 

the measurement is detected, an investigation into the discrepancy must be initiated. 

  

The Security Risks of Reprocessing Plant 

 
While the 2008 Nuclear Facility Physical Protection Guidelines require all civilian nuclear 

facilities including reprocessing facilities to apply a security approach based on a “design basis 

threat” (DBT). However, the published guidelines lack clearly defined national standards for 

each nuclear facility. Moreover, the existing security systems do not include realistic “force-on-

force” exercises. No Chinese regulations require such tests.  
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Chinese nuclear experts have estimated sabotage risks at the pilot reprocessing plant.
21

 One 

of the major sabotage concerns is an attack against the storage facility for separated plutonium, 

which could result in a critical event. A successful attack on the spent fuel pool or high level 

waste tanks could also lead to a radioactive release. They addressed that, to prevent the theft of 

nuclear materials for economic benefit or the furtherance of terrorist objectives, it is necessary to 

deny outsider access, insider theft, and collusion between insiders and outsiders. 

 

Moreover, the pilot reprocessing plant may lack an integrated security system. The 

construction of the plant started in 1997, and completed in 2005. However, the security 

requirements have been changed. While the 2008   Guidelines require updating the system, it 

does not incorporate security-by-design from the beginning.  The plant shares some facilities of 

the older military reprocessing plant, including high level waste tanks. Those older facilities built 

in 1960s, constrained by economy and technology conditions at the time, were generally not 

designed to meet the current requirements. This leads an overlap of new and old security systems 

for the pilot plant. Thus the pilot plant may lack a complete and unified physical protection 

system, and fail to meet with the defense-in-depth and balance principles required in the 2008 

guidelines.
22

 

 

Also, the operator of pilot reprocessing plant faces a challenge to establish an effective 

MC&A system. As those older facilities were not designed in compliance with modern MC&A 

standards, the plant’s accounting system might not operate satisfactorily. Indeed, the operations 

of the pilot plant demonstrate the challenge. Although reprocessing operations stop after only ten 

days, beginning in December 2010, many problems, including safety and security issues, were 

encountered or identified. These included both a very high amount of waste produced and a very 

high measure of MUF.
23

 

 

Moreover, unlike operators of nuclear power plants, which derive revenue from market sale 

of electricity, the pilot reprocessing plant is currently heavily dependent on the government for 

financial support. It therefore often lacks enough money to hire enough qualified people and to 

purchase the number and type of appropriate sensors and equipment needed for an effective 

MC&A system. Also, as Chinese nuclear experts emphasize that the operator of the plant needs 

more efforts to improve sampling analysis and random error analysis, and to avoid systematic 

biases in measurement.
24

  

 

In addition, China plans to fuel the CEFR with MOX fuels made by its pilot MOX facility 

in the future. Once the MOX fuel loads are ready for transportation from a site in the northwest 

part of the country to the Beijing area where the CEFR is located, security concerns raised by the 

three-thousand-kilometer trip will likely rise to the fore. Furthermore, when larger commercial 

reprocessing facilities, larger MOX plants, plutonium fabrication plants (all those bulk 

processing facilities are assumed to be located near plant 404 or other remote areas)   and 

commercial FBRs (supposed near the east coastal areas—far away from those plutonium 

processing facilities) come on-line, the long-distance shipment of MOX fuels and metal 

plutonium fuels will pose major security concerns. 

 

Further, to make sure that nuclear security systems are actually implemented effectively, 

the development of a strong security culture—in which the relevant individuals hold a deeply 
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rooted belief that nuclear terrorism threats are credible— is imperative. However, many Chinese 

experts continue to doubt that there is a credible threat to Chinese nuclear materials and facilities. 

It is difficult to count on the people to endeavor to prevent something that they do not believe is 

real. China also faces the challenge of complacency among a significant number of senior 

nuclear experts and nuclear industries. 
25

They believe that China already has strict nuclear 

security systems that have worked well and “free of accident” over the past 50 years. Some 

managers doubt whether it is worth the money and time to establish and maintain a stronger 

security system.  

 

The operation of the pilot reprocessing plant shows China may lack the experience 

necessary to operate an effective MC&A system for bulk processing facilities, particularly large-

scale reprocessing facilities. The CNNC currently has stated plans to build larger reprocessing 

plants with capacities of 200tHM/year and 800tHM/year; it would be even more difficult to 

establish an effective MC&A system at these facilities than at the much smaller pilot facility. 

Even with an advanced, modern MC&A system, measurement uncertainties at a reprocessing 

plant are typically in the range of 1 percent of plutonium throughput, amounting to 80 kg of 

plutonium per year at a 800 tHM/year facility. Thus, the construction of the planned reprocessing 

facilities will require a substantial investment in improved MC&A measures.  Given the 

inevitable uncertainties in accounting, it is likely that China will ultimately have to rely primarily 

on other measures to prevent insider theft.  Nuclear security experts have emphasized that it is 

far easier for insiders to steal small amounts of material over time without anyone noticing at 

such bulk processing facilities. In nearly every case in which authorities have seized stolen HEU 

or separated plutonium the material has been in bulk form, such as powder, apparently stolen 

without detection by insiders from bulk processing facilities.
26

  

 

In practice, the possibility of an insider theft of nuclear materials in China cannot be ruled 

out, particularly as China continues to transform into a market-oriented society and becomes 

increasingly corrupt.
27

  The risk of an insider threat is perhaps the most difficult to deal with, 

because insiders are those authorized to access areas containing nuclear materials.
 
They are 

knowledgeable about operations, rules, policies, and regulations concerning nuclear materials. 

Insiders are highly trained on handling nuclear materials.  They have the opportunity to 

understand how to defeat, test, or circumvent safety and security systems and distract other 

insiders and guards. One or more of these individuals could take advantage of access to perform 

acts of theft or sabotage, and potentially aid terrorists. Insiders could work with outsiders, other 

employees, on-site personnel, or off-site personnel.  

 

Advancing Nuclear Security 
 

Since the 9/11 attacks, China has substantially advanced its nuclear security system. However, 

China still needs to take steps to secure its reprocessing facility.
28

  

 

 China should review and upgrade the criteria used for designing physical protection for 

its nuclear facilities .Operators must develop and implement security plans that provide 

effective protection against a threat that includes the full spectrum of plausible 

adversaries and tactics—including not just brute force attacks but also deception, and 

stealth, from both insiders and outsiders working together. Eventually,  it is imperative to 
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have at least a minimum DBT standard that includes protection against one modest group 

of well-armed and well-trained outsiders; a well-placed insider; and both outsiders and an 

insider working together, using a broad range of possible tactics. 

 

 Operators of nuclear facilities must be required to take steps to decrease the vulnerability 

to insiders with intent to do harm. In particular, in cooperation with relevant government 

departments, every operator must have an effective program for personnel reliability 

screening to strengthen access control.  For example, security and other personnel with 

access to vital areas must be subject to periodic drug testing, background checks, and 

psychological or mental fitness tests, and they should be vetted at both specified and 

random intervals. These investigations should be based on the issues that are frequently 

the “root causes” of insider issues, including mental and emotional stresses, financial 

problems, and other issues. The license conditions for facility operators should specify 

that personnel must report suspicious behavior to a clearly designated authority.  

Regulations should also require constant surveillance of inner areas when they are 

occupied using either a two-person surveillance system or a technological surveillance 

system including devices such as closed circuit television. 

 

 To prevent terrorists from acquiring nuclear materials, China must improve its approach 

to material control and accounting at its bulk processing facilities (e.g., MOX fuel 

fabrication, and reprocessing).  This would be particularly important if China moves 

toward large-scale use of separated plutonium in the civil sector.  The government should 

make sure the operator has an accounting system that will detect if any significant 

quantity is removed, and be able to localize the removal in time and space, and identify 

which insiders had access.  

 

 Operators of reprocessing facilities face the challenge of having to invest additional 

resources to meet new and stricter security standards. Due to their poor profits, they are 

heavily dependent on government financing.  They will not spend more on the new 

security measures unless the government requires them to do so. Therefore, the 

government should assess the costs of security given the threats the security system is 

required to protect against, clarify responsibilities and the apportionment of costs 

between the government and operators, and provide adequate resources to those operators 

who are in need. Through this action all operators are assured of having sufficient 

resources to provide effective security for their facilities. Meanwhile, the government 

must require the operators to implement effectively those security regulations and rules 

issued by the government.  

 

 China should promote a robust nuclear security culture. To ensure that modern security 

systems are actually implemented effectively, a strong security culture is imperative. 

Also China should take more measures to offer stronger international assurance of the 

effectiveness of its nuclear security system. Moreover, China should continue and further 

strengthen its cooperation with external organizations, in particular the US DOE and 

IAEA.  
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 Finally, China should rein in plans for commercial reprocessing.
29

 Instead of the current 

consolidated control of weapons-useable material, commercial-scale reprocessing in 

China would increase significantly security issues of separated plutonium. The 2014 

Hague Nuclear Security Summit communiqué encouraged “States to keep their stockpile 

of separated plutonium to the minimum level”. The international community 

unanimously endorses the concerns about security issues of separated plutonium—which 

would create an inviting target for terrorists to steal or attack. Further, China’s 

exploration and investment in domestic and oversea uranium resource should not 

constrain China’s development of nuclear energy for next several decades. Plutonium 

recycle is much more costly, much less safe and secure than LWR once-through cycle. 

Dry cask storage offers a flexible, safe, and low-cost option that can postpone the need 

for either reprocessing or direct disposal for decades, allowing time for interest to accrue 

and technology to develop.  China has no convincing rationale for rushing to build 

commercial-scale reprocessing facilities or plutonium breeder reactors in the next couple 

of decades, and a move in toward breeders and reprocessing would be a move away from 

more effective consolidation of nuclear materials. 
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