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About the Conference Facilitators

Maria Robson Morrow is the Program Coordinator at the Intelligence 
Project. In addition to being a facilitator for the conference, Robson 
Morrow was the lead author of this report. She previously worked as a 
global security intelligence analyst at Nexen Energy in Canada and as 
an independent security intelligence consultant. Robson Morrow holds 
a Master’s degree in military and strategic studies and a PhD in political 
science, specializing in intelligence cooperation. 

Paul Kolbe is the Director of the Intelligence Project at the Belfer Center. 
He served for 25 years in the CIA’s Directorate of Operations in a variety 
of foreign and domestic roles. He was a member of the Senior Intelligence 
Service and is a recipient of the Intelligence Medal of Merit and the 
Distinguished Career Intelligence Medal. Following his CIA career, Kolbe 
was Director for Intelligence and Analysis at BP. 

Rolf Mowatt-Larssen is a Senior Fellow with the Belfer Center’s 
Intelligence Project. Mowatt-Larssen served over three years as the 
Director of Intelligence and Counterintelligence at the U.S. Department 
of Energy. Prior to this, he served for 23 years as a CIA intelligence officer 
in various domestic and international posts, including as Chief of the 
Weapons of Mass Destruction Department, Counterterrorist Center. 

For more, visit belfercenter.org/project/intelligence-project/
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About the Conference 

In an unprecedented step in forging ongoing global collaboration, 129 
global experts gathered in Amman, Jordan, in December 2021, under 
the auspices of Jordan’s Aqaba Process, for a conference facilitated 
by representatives from the Harvard Kennedy School Belfer Center’s 
Intelligence Project. Attendees 
included intelligence officers, 
diplomats, military officers, 
private sector practitioners, 
and academics representing 29 
countries, 5 continents, and 68 
government and private sector 
organizations. Through presentations and discussion under Chatham 
House Rules, the conference facilitated an open exchange of ideas on the 
possible next big threats from terrorism and on strategies for moving 
forward. The following report provides a closer look into these discussions.

About the Intelligence Project 

The Intelligence Project seeks to build a new generation of intelligence 
practitioners prepared to serve in a rapidly changing world and to help 
future policymakers and intelligence consumers understand how best 
to interact with intelligence to gain a decision advantage. Building on 
multi-disciplinary research being conducted at the Belfer Center, from 
history to human rights and cyber technologies, the Intelligence Project 
links intelligence agencies with Belfer researchers, Faculty, and Kennedy 
School students, to enrich their education and impact public policy.

https://www.jordantimes.com/news/local/king-attends-part-aqaba-process-meetings
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REUTERS/Sean Adair  Caption if needed: Highjacked airliner headed toward World Trade Towers on 
September 11, 2001.
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Executive Summary 
The two decades since 9/11 have seen the development of new 
technologies, enduring and intensifying grievances, and the emergence 
of systemic but hidden vulnerabilities that could produce a terrorist 
attack that would shake the foundations of global economics, politics, and 
security. The tools of the 21st century may be leveraged by terrorists in 
unanticipated ways, but they also present opportunities for creative solutions. 

In the past, strategic surprise has often stemmed from a failure of 
imagination. Most intelligence failures are rooted in a lack of foresight or 
early warning of impending events. “Blue sky” thinking seeks to prevent 
these surprises by devoting more attention not just to known risks and 
likely scenarios, but also to low probability, high impact events.

Pressing military, economic, health, and cyber challenges have moved 
attention from counterterrorism. Anticipating the next terror crisis or 
trend requires “blue sky” consideration of future threats instead of focusing 
narrowly on ones that are familiar. This report reflects the key findings 
from the “Blue Sky” sessions and captures the core issues discussed.
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Key findings: 

1. The threat landscape is more interconnected than at any other time 
in history, with extremists leveraging new technologies.

2. These same technologies present opportunities, if counterterrorism 
actors leverage them to their full potential. 

3. The lessons and assumptions of previous counterterrorism strategy 
will not suffice to counter future threats.

4. Twenty years after 9/11, nations are still seeking to define terrorism 
and extremism and to understand root causes.

5. Mistrust in institutions – augmented by crises such as the 
COVID-19 pandemic – may promote radicalization.

6. Partnerships are critical. Responsibilities and power span 
across jurisdictions, levels of government, non-governmental 
organizations, and the private sector.



3Belfer Center for Science and International Affairs | Harvard Kennedy School

1.  Assessing the Shifting 
Threat Landscape 

The current international landscape presents many potential vectors and 
drivers for terrorism and extremism. History tells us that we often overlook 
early indicators of the next spectacular attack, such as earlier airplane 
hijackings as forerunners of 9/11. The Blue Sky conference examined the 
questions of what potential indicators we may be missing, and whether 
current counterterrorism policies – developed over the last twenty years – 
apply for the next twenty. 

Assessing and addressing risk relies on calculating the changing threats, 
vulnerabilities, and consequences. Given evolution of threats and 
vulnerabilities, we must adjust our understanding of the risk landscape. 
Technological advancements, mass migration, climate change, and crises 
that displace populations are all potential drivers for new manifestations of 
extremism and terror.

Systemic disruption caused by recent political developments and by the 
COVID-19 pandemic has exacerbated loss of faith in authority and 
institutions. Fragmentation of societies due to the pandemic, political 
divisions, loss of faith in governing structures, and foreign misinformation 
narratives are likely to drive new forms of terror.

Assessing consequence, or impact, is aided by drawing lessons from 
history. Blue Sky participants invoked lessons from past disasters as 
providing insight for the estimated human casualties and damage from 
future shocks. Examples ranged from ancient history—the Pompeii 
volcanic eruption of 79 AD—to recent shocks such as the 2010 
Eyjafjallajökull eruptions in Iceland and the 2019 terrorist attack in 
Christchurch. Identifying potential catastrophic consequences is a key  
step in the risk equation.
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The nature of terrorist and extremist activity is changing. Conference 
participants noted that right-wing extremism and terrorism are not 
following the same patterns as sectarian extremism. In Europe, violent 
right-wing attacks have not increased over the last decade, and mass 
casualty attacks are rare, in contrast to al-Qaeda or ISIS-style attacks. 
The most potent threat from right wing violent extremism comes from 
unorganized sources, particularly lone actors.

Largely flying under the radar, ISIS is quietly and methodically recovering, 
restructuring finances, and deliberately underreporting its operations to 
maintain a low profile. The implications for a potential resurgence of other 
groups, such as al Qaeda, following the U.S. withdrawal from Afghanistan 
remain to be seen. Blue Sky participants highlighted another important 
and understudied jihadist model in Hay’at Tahrir al-Sham, which, as the 
de facto authority in northwestern Syria, has cracked down on al Qaeda 
and ISIS and is governing while avoiding involvement in the provision of 
certain services, notably education. Meanwhile, state-sponsored terrorism 
is increasing, while terrorists have potential access to more complex 
weapons systems.

A hazardous materials unit worker is hosed down on Capitol Hill on Oct. 23, 2001 file photo after 
inspecting buildings and offices for anthrax contamination. A top U.S. biodefense researcher, Bruce 
E. Ivins, 62, apparently committed suicide just as the Justice Department was about to file criminal 
charges against him in the anthrax mailings that traumatized the nation in the weeks following the 
Sept. 11, 2001, terrorist attacks (AP Photo/Ron Thomas, FILE)
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2.  Combating Extremists 
Employing New Technology

Technological change, from the internet to weapons systems to the 
metaverse, is rapidly influencing both the terrorist threat and the response. 
Current challenges include the increasing decentralization of internet 
communications, rendering it challenging to track extremist activity online. 
Future potential threats brainstormed by participants include: suicide 
drones—raising the importance of investing in anti-drone systems—and 
targeted assassinations enabled by technological developments such as 5G. 

Global networks are enabling the decentralized linking of like-minded 
extremists. Extremists can now gather online by content rather than 
geography. Terrorists are increasingly technologically savvy – as evidenced 
by their use of encryption, the dark web, and gaming platforms – despite 
frequent use of simple tactics, such as knife and vehicle attacks in Europe. 
Terrorist use of new technologies such as cryptocurrencies pose challenges 
for counterterrorism monitoring, particularly for countries with limited 
decryption capabilities. Operational trends suggest technologies such as 
fintech, cryptocurrencies, and encryption will pose significant challenges for 
spotting and disrupting new terror manifestations.

Private sector engagement is a key piece of the puzzle, both for 
understanding the future of technology and for content moderation. 
Technology companies are investing in artificial intelligence (AI) and in 
personnel to flag and remove inappropriate content and bad actors from 
platforms. Examples include removing videos when they have only had ten 
or fewer views, using link analysis to take out whole networks, and ensuring 
actors do not get back in once removed. Human expertise is essential; 
companies are building internal teams with deep understanding of regions, 
languages, and threats to review AI-flagged content. Counterterrorism 
initiatives without private sector participation are missing this key piece 
of the puzzle. Furthermore, corporations cannot address this in siloes. 
Cross-platform collaboration, such as through the Global Internet Forum 
to Counter Terrorism initiative, is key to better understanding the threats, 
detecting recidivism, and identifying paths for reducing extremist use of 
these platforms.
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New technologies represent not just a threat but also an opportunity. 
Participants recommended that national and international strategies include 
leveraging technology to market counterterrorism narratives and to educate 
individuals who are vulnerable to terrorist messaging.. 

3.  Identifying Vulnerable 
Communities

Conflict zones are safe havens and drivers for extremism and terror. 
Resilient terrorism will spawn in ungoverned or poorly governed spaces. 
Vulnerable human populations are being weaponized by state and non-state 
actors, resulting in political destabilization and backlash against institutions. 
A major concern raised by participants was the need to focus on educating 
and supporting youth. 

Patterns of terror financing require new, creative solutions. In areas with the 
potential for radicalization, friends and family, humanitarian organizations, 
cultures of giving, online retail, and criminal networks all may contribute 
to terrorist financing. Some funds cannot be tracked by technology. A 
recommendation stemming from the discussion is that counterterrorism 
efforts should focus on taking out networks and – where funding is 
taking place online – working directly with fundraising platforms such as 
GoFundMe to identify and disrupt terrorist funding.

Students and youth must be a key priority for future counterterrorism 
initiatives. Students are most vulnerable when they lack information, and 
the COVID-19 pandemic has exacerbated social isolation for students, 
increasing the risks of radicalization online. Furthermore, recent conflicts 
such as the Syrian civil war have meant that many youths have faced 
displacement since early childhood. Education and support are important for 
countering the allure of radicalization.
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4.  Looking to the Future
To understand and effectively respond to this rapidly evolving threat 
landscape, national, local, and international authorities must work with 
each other and with non-traditional partners. Experience has shown that 
a systematic whole-of-society approach is required to combat terror 
and anticipate new manifestations. International cooperative models are 
evolving. For example, the European Union started as a Union of Trade 
and now includes many other policy domains, including security. No  
one entity can do this alone; cooperation is needed to leverage each  
other’s strengths.

Responses will be ineffective without the right players at the table. 
The private sector is a key player, and bears significant responsibility 
to pro-actively prevent use of technologies and platforms by terrorist 
organizations. Not only are technology companies necessary to understand 
changing patterns of communication, engagement, and financing, but 
they must also invest in better understanding the threat actors using their 
platforms—including through linguistic and regional expertise—rendering 
them a key partner in better understanding the risk and mitigation strategies. 

Divergence on both definitions and legal parameters remains a central 
challenge for counterterrorism cooperation. Certain groups are defined 
as terrorist entities in some jurisdictions but not others, impeding 
international cooperation. Participants examined the pros and cons of 
strategies for responding to terrorist activity, posing questions around 
military and diplomatic strategies—raising the concern that diplomatic 
engagement with terrorists can lend them credibility—and whether there 
are further unexplored options. These questions raise the potential for 
future research and international engagement.

Active engagement across the international community must be in 
conjunction with nuanced local action and messaging. Educating and 
engaging youth, learning new technology, and bringing psychologists 
into the discussion were all identified as important for counterterrorism 
strategy. Narratives, messaging, rebuilding, and education form the core of 
successful long term counterterrorism efforts.
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5.  Key Priorities and Enduring 
Questions

Encouraging blue sky thinking on counterterrorism challenges is intended 
to foster long-term creativity and collaboration. This report’s goal is not to 
identify all the answers, but instead to pose key questions that should be 
top of mind for policymakers, military officials, and intelligence officers 
seeking to identify and counter future extremist threats.

The first key takeaway is that the threat landscape is more interconnected 
than at any other time in history, with extremists able to communicate 
and influence others regardless of geography. The interconnectedness 
of both threat actors and the institutions seeking to combat them pose 
significant challenges. How should intergovernmental, state, and non-state 
actors address decentralized terrorist models, as terrorists leverage new 
technology? How can states engage with companies that face the challenge 
of extremists using their platforms? 

Second, these same technological developments and interconnectedness 
pose not just challenges, but new opportunities for counterterrorism 
efforts. How can states best engage with companies at the cutting edge of 
technology? Are there approaches that have not yet been fully explored? 
Further public-private initiatives and network mapping are needed to 
address questions around jurisdictions and possible solutions.    

Third, the lessons and assumptions of previous counterterrorism 
strategy will not suffice to counter future threats. What other risks 
should the counterterrorism community consider? One of the questions 
raised in discussions was: How are right-wing extremist threats evolving? 
Strategies to answer these questions should include scenario planning and 
war gaming around new capability, motivation, weapons, vulnerability, 
and consequence to help identify potential future shocks. Applied history 
provides another tool to help fill in the “impact” portion of the risk 
equation, helping assess the consequences of potential future risks.
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A woman touches photographs of victims, as people 
gather in the gym in a ruined school, scene of the 
2004 hostage crisis, in memory of victims on the 
fifteenth anniversary of the tragedy in Beslan, 
North Ossetia region, Russia. More than 330 people, 
including 186 children, died as a result of the attack 
and the storming of the building by Russian special 
forces on Sept. 3, 2004. (AP Photo/Musa Sadulayev)
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Fourth, twenty years after 9/11, nations are still seeking to define 
terrorism and extremism and to understand root causes. The twenty-first 
century has posed new challenges in defining and understanding 
terrorism, from the changing nature of extremist actors to unrest around 
the global COVID-19 pandemic. With changing sources and motives for 
radicalization (e.g. grievances, alienation, and eroded trust in authorities, 
particularly during COVID-19), how do we define terrorism across borders 
and identify individuals and communities vulnerable to radicalization? 
A critical strategy is to focus on education as a priority, particularly for 
children who have grown up in camps and are vulnerable to radicalization. 
It is also important to examine the COVID-19 pandemic’s impact on 
institutional legitimacy and identify strategies to regain public trust.

Finally, partnerships are critical. Responsibilities and power span across 
jurisdictions, levels of government, non-governmental organizations, 
and the private sector. In response, “all of society” solutions are 
necessary. Cooperation is needed across all geographic regions, including 
unconventional partners and even adversaries. However, who takes 
responsibility for interconnected, non-linear threats? It can be politically 
challenging to get the right players in the room. Complex, coordinated 
responses are needed that include the private sector and build trust.

In sum, to address the evolving terrorist threats of the decades to 
come, governments and private sector organizations must look to the 
future, anticipate how technological and societal change will drive 
terror motivation and capability, and forge new partnerships to share 
ideas, capabilities, and intelligence. Blue Sky thinking, considering how 
technological and societal changes may drive terror motivations and 
abilities, will be key.
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