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About the Cyber Project
Forty years ago, an interdisciplinary group of Harvard scholars – professors, 
researchers and practitioners – came together to tackle the greatest threat of 
the Cold War: the fear of a nuclear exchange between the Soviet Union and 
the United States. Today, we seek to recreate that interdisciplinary approach to 
tackle a new threat: the risk of conflict in cyberspace. The problems that confront 
today’s leaders are substantial and diverse: how to protect a nation’s most critical 
infrastructure from cyberattack; how to organize, train, and equip a military force 
to prevail in the event of future conflict in cyberspace; how to deter nation-state 
and terrorist adversaries from conducting attacks in cyberspace; how to control 
escalation in the event of a conflict in cyberspace; and how to leverage legal 
and policy instruments to reduce the national attack surface without stifling 
innovation. These are just a sample of the motivating questions that drive our 
work. The aim of the Belfer Center’s Cyber Project is to become the premier home 
for rigorous and policy-relevant study of these and related questions.
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Personnel secure batteries to a Hexa aircraft’s motors at Eglin Air Force Base, Fla., before its 
first flight at a military airfield, July 6, 2022. The unmanned electric aircraft, piloted via remote 
control, used 18 motors and propellers to fly for approximately 10 minutes and reach a height 
of about 50 feet. The Air Force’s 413th Flight Test Squadron provides coordination, logistics 
and support for the Hexa team’s developmental ground and flight-testing operations. 
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Executive Summary
Technology, society, and warfare are not stagnant. As the Department 
of Defense continues to become more of a consumer of commercially 
developed capabilities, it must develop tools and pathways to effectively 
acquire and utilize them. Dual-use technologies are increasing in 
complexity, scale, and application to warfighting, but are increasingly 
researched and developed by the private sector. Data and information 
systems, situational awareness, unmanned autonomous vehicles, machine 
learning, artificial intelligence, exoskeletons, computing systems, and 
biotechnologies do not need a national security market to exist, but will 
become more applicable to national security needs as they develop.

Acquiring commercial capabilities and integrating them into the American 
national security architecture and planning has been a challenge for 
decades, and significant work has been realized in contracting diverse 
technologies for soldiers, sailors, airmen, marines, and guardians. 
However, as commercially produced dual-use technology begins to 
rival or surpass that of the Department of Defense, a process that 
elevates commercial technology to the architectural planning level must 
be developed. Currently, the Department of Defense can purchase a 
commercial capability off-the-shelf and integrate it into long term planning 
as a program of record. Commercial-off-the-shelf capabilities can be 
bought or contracted. However, if the force-multiplying or threat-reducing 
capabilities precede the establishment of requirements by the Department 
of Defense, then it cannot become a program of record except in the most 
extreme circumstances, a title given to acquisitions efforts that undergo 
a specific process and generally increases budgetary, sustainment, and 
planning benefits.

Capabilities-Based Requirements: Effects-Driven Requirements: 

System mandates to achieve a specific 
and narrow ability or set of abilities. This is 
typically grounded in a specific platform or 
domain. (i.e. air-to-air combat, space-based 
surveillance, carrier-based manned 

Determines overall portfolio management 
of specific end-states desired for political, 
deterrent or military means. (i.e. Indo-Pacific 
sea lane control, space domain awareness)
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The Department of Defense should implement an “effects-driven” acquisitions 
system rather than “capabilities-based.” System requirements should be based on 
the effects required to wage and win conflicts across a continuum, rather than on 
specific, domain- and platform-centric capabilities. An effects-driven acquisitions 
system will increase the diversity of solutions, and by appropriating money to 
effects-driven portfolios, Congress can still maintain control of the purse while the 
Department of Defense can more effectively allocate its appropriated funds. 

Key Recommendations for the Department of Defense: 

• Develop a pilot program to test the management, measurement, and 
effectiveness of an effects-driven acquisitions system of an individual effect, 
such as space domain awareness.

• Direct the Under Secretary of Defense for Acquisition and Sustainment 
to begin classifying effects portfolios under the broader effects sectors 
of combat support, power projection, precision engagement, homeland 
and base protection, and integrated battlespace. Deeper taxonomy can be 
derived from regional and geographic need.

• Establish general (development time, cost, man hours, etc.) and 
effect-specific (software resiliency, security/backup measures, maximum 
items tracked, predictive accuracy, etc.) points of measure for an individual 
effect such as space domain awareness.

• Model, test, track, and compare existing and proposed solutions to an 
individual effect-area such as space domain awareness to determine 
relative effect-to-cost ratios.

• If data reinforces an effects-driven model, gradually transition different 
from capabilities-based acquisitions to effects-driven portfolio 
management for all materiel requirements of the Department of Defense, 
one effect at a time per Combatant Command.

Key Sequential Recommendations for Congress: 

1. Direct the Assistant Secretary of Defense for Legislative Affairs to complete 
a report on how existing or revised Congressional authorities could allow a 
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shift from capabilities- to effects-based acquisitions organization, oversight, 
and appropriations.

2. Coordinate and create a joint Defense Innovation Board, Defense Business 
Board, Office of the Under Secretary of Defense for Acquisition and 
Sustainment (OUSD/A&S) and Congressional Research Service white 
paper on necessary acquisitions reform based on this report.

3. Prioritize staffing and resourcing the Congressional Commission on 
Planning, Programming, Budgeting, and Execution Reform to address 
structural change to DoD PPBE.

4. Schedule an open hearing incorporating National Security Council staff, 
Department of Defense and Intelligence Community staff, system level 
program managers, National Labs & security-focused research center staff, 
large firm portfolio managers, and small firm leadership. This hearing 
should directly address current challenges highlighted in this report and 
question witnesses to shift Congressional interest in favor of effects-based 
acquisitions.

Key Recommendations for Industry: 

• Engage in multilateral business dialogues on developing better strategies to 
market force-multiplying systems (as compared to platforms) to Congress. 
Focus efforts on emphasizing quantitative benefits to jobs and economy 
within districts.

• Share best practices with relevant Congressional, Department of 
Commerce and Department of Defense organizations and committees 
regarding: quantitative and real-time tracking of supply chain, bottlenecks 
and challenges with working with government customers and regulators, 
and competitive strategies to compare new systems to existing throughout 
capability development.

• Demonstrate increased willingness to utilize non-governmental resources 
(time, financing, professional networks, etc.) towards the development of 
official or unofficial commercial advisory committees such the Commercial 
Space Transportation Advisory Committee (COMSTAC).
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Buying What Works: An 
Acquisitions Strategy for the 
Reality of Dual-Use Technologies
The relationship between the private sector and the United States (US) government 
has continued a nearly century-long shift from the government playing a leading 
role in research, manufacturing, and innovation to the government becoming the 
consumer. This shift will soon be highlighted by dual-use technologies developed 
for commercial markets that could become tools of national security with small 
changes. Autonomous food delivery and taxi vehicles can serve as loitering strike 
vehicles; situational awareness and predictive tools for business risk mitigation directly 
correlates to domain awareness; exoskeletons for delivery and warehouse workers 
can be used by foot soldiers and maintainers; artificial intelligence, machine learning, 
cloud computing, and quantum computing each contribute unique but shareable 
capabilities to both civil and military efforts. These capabilities are of interest to 
the Department of Defense (DoD), but are being led by the private sector, and no 
requirements have been set by the DoD regarding their acquisition.

These are not small capabilities, and each exemplify shifts in both society and in 
warfighting. As the DoD acquires these tools, it must effectively fund, sustain, and 
incorporate them within its budget, planning, and architecture. Important defense 
systems, called “programs of record,” receive the benefits of Congressional oversight, 
long-term sustainment, and integration into architectural planning. Current 
acquisitions processes do not allow for fully developed commercial capabilities to be 
purchased and integrated at the level of programs of record in any non-emergency 
circumstance, preventing their use during relative times of peace. Assuming the 
private sector and US government continues to trend in the direction of government 
consumerism, the DoD must learn to treat all advanced and important capabilities as 
programs of record, or move past them to a new model. Knowledge about, acquisition 
of, and integration of deep and dual-use technologies is now the 21st century 
equivalent of understanding nuclear deterrence and game theories. 

In the near- to medium-term, acquisitions must transition to an “effects-based” 
model, rather than one focused on capabilities and platforms as parts of programs of 
record. Changing from a platform > capabilities > effects, to an effects > capabilities 
> platform model enables acquisitions to take begin at the same level as architectural 
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and strategic planning. Increased integration between architecture, strategy, and 
acquisitions will enable a more proactive and responsive national security framework 
for an uncertain technological, societal, and geopolitical future.

This paper will: 

1. Briefly summarize the different methods the DoD uses to acquire capabilities,

2. Discuss fundamental challenges to the existing acquisitions system,

3. Propose a new “effects-driven” acquisitions model, a pilot program to test 
this model, and other key recommendations to Congress and industry.

Current Defense Acquisitions
“The Big A”

The current DoD acquisitions process focuses on setting requirements for capabilities 
and filling them. This process is guided by Operational Requirements Documents 
(ORD) and System Specifications (SS), which help focus the program and measure its 
success, respectively.1 The focus and incentives for acquisitions professionals is 
on meeting the specifications, rather than variables such as intended effects, 
since requirements and measures based on the ORD and SS are set early in 
the process. This system fundamentally transformed in 2003 from its “threats based” 
model, which focused on each military service’s ability to meet different threats. This 
shift forced the services to work together through a joint requirements process rather 
than as independent services.2 This evolution brought the focus from addressing 
key threats, to addressing needs within a bigger idea of national security. The DoD 
acquisitions process, the “big A,” now contains three main components: the Joint 
Capabilities Integration and Development System, the Planning, Programming, 
Budgeting and Execution System, and the Defense Acquisition System

1   Montroll, Mark and Ed McDermot. Capability-Based Acquisition in the Missile Defense Agency, National Defense University, 
2003, https://apps.dtic.mil/sti/pdfs/ADA422428.pdf. Last Accessed 25 June 2022.  

2   Erwin, Sandra. Pentagon Doubles Down on JCIDS, National Defense Magazine, 25 Jan. 2012, https://www.
nationaldefensemagazine.org/articles/2012/1/24/pentagon-doubles-down-on-jcids. Last Accessed 25 June 2022.

https://apps.dtic.mil/sti/pdfs/ADA422428.pdf
https://www.nationaldefensemagazine.org/articles/2012/1/24/pentagon-doubles-down-on-jcids
https://www.nationaldefensemagazine.org/articles/2012/1/24/pentagon-doubles-down-on-jcids
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Figure 1.  Materiel Acquisitions Process3 

The Joint Capabilities Integration and 
Development System and Planning, 
Programming, Budgeting and Execution System

The Joint Capabilities Integration and Development System (JCIDS) identifies the 
capability needs via a Capabilities Based Assessment (CBA). Gaps are typically 
brought forward by the commanders of different unified combatant commands 
(CCMD). For any capability gap, JCIDS looks at both materiel (i.e. hardware or 
software) and non-materiel (i.e. changes in strategy or doctrine) solutions. This 
process, called DOTmlPF-P, forces military planners to consider the full range of 
possibilities to address any gap.4 

If materiel is needed, an Initial Capabilities Document (ICD) is included within 
the program file, which is then verified and approved by the Joint Requirements 
Oversight Council (JROC).5 The JROC is led by the vice chiefs of each service, but 
ultimately serves a non-binding, advisory oversight function. The JROC ensures the 

3   JCIDS Process: JCIDS Overview. AcqNotes, 7 June 2021. https://acqnotes.com/acqnote/acquisitions/jcids-overview. Last 
Accessed 25 June 2022.

4    JCIDS Process: DOTMLPF-P Analysis. AcqNotes, 8 June 2021. https://acqnotes.com/acqnote/acquisitions/dotmlpf-analysis. 
Last Accessed 25 June 2022.

5   Schwartz, Moshe. Defense Acquisitions: How the DOD Acquires Weapons Systems and Recent Efforts to Reform the 
Process. Congressional Research Service, 23 May 2014. https://sgp.fas.org/crs/natsec/RL34026.pdf. Last Accessed 25 June 
2022.

https://acqnotes.com/acqnote/acquisitions/jcids-overview
https://acqnotes.com/acqnote/acquisitions/dotmlpf-analysis
https://sgp.fas.org/crs/natsec/RL34026.pdf
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capabilities required to perform the defined mission are accurate, there is a gap in 
capabilities required to perform this mission, and that the prescribed DOTmlPF-P 
solution is the best for the gap at hand. 

After the capability gap has been addressed, verified, and approved, and a materiel 
solution has been deemed necessary, the process moves on to the Planning, 
Programming, Budgeting and Execution System (PPBE). This system allocates 
resources and organizes the budgeting process for any materiel solutions through 
complex interagency and interservice coordination, including congressional 
committees and other governmental organizations. An in-depth analysis of 
the multi-year, multi-stakeholder PPBE lies outside of the narrow scope of this 
argument.

Acronyms for the Joint Capabilities Integration and Development System and Planning, 
Programming, Budgeting and Execution System

Operational Requirements Documents ORD

Systems Specifications SS

Joint Capabilities Integration and Development System JCIDS

Capabilities Based Assessment CBA

Unified Combatant Commands CCMD

Doctrine, Organizational, Training, Materiel, leadership,  
Personnel, Facilities, and Policy

DOTmlPF-P

Initial Capabilities Document ICD

Joint Requirements Oversight Council JROC

Planning, Programming, Budgeting and Execution System PPBE
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The Defense Acquisitions System

The “little a” of DoD acquisitions, the Defense Acquisitions System (DAS), 
represents efforts to develop or buy the capability required.6 The DAS determines 
which programs will be continued and how they will be assessed. Most major 
capability acquisitions under the DoD follow a traditional three milestone process. 
Successfully passing Milestone A (MA) initiates technology maturation and risk 
reduction within the program. If it is determined by the program’s manager that 
the capability creation should be contracted out, a Request for Proposal (RFP) 
is submitted. An RFP is created and published immediately before Milestone B, 
meaning requirements must be ironclad and approved by the Milestone Decision 
Authority (MDA). Successfully passing Milestone B (MB) initiates engineering 
and manufacturing development of the capability. Here, the program must be 
entirely funded and de-risked to pass, and all requirements must be validated 
and approved. Successfully passing Milestone C (MC) initiates production and 
capability deployment. An Acquisition Program Baseline (APB) is created, which 
are the performance, cost, and schedule goals the program will be measured against. 
A program must pass operational testing and systems integration to pass MC.

A recent updated to DoDD 5000.017 includes an “Adaptive Acquisitions 
Framework (AAF),” which establishes different “tracks” for different 
types of capabilities, such as business systems, services, software, major 
capabilities, middle-tier, and urgent capabilities.8 The AAF establishes 
cybersecurity as a prerequisite and enables program managers to customize each 
track for the needs of the specific program. Critically, the AAF is an integral part 
of the JCIDS > PPBE > DAS pathway within DAS, implying that any capability 
passed through the AAF will become a Program of Record (POR). PORs are 
elevated capabilities that receive the promise of greater stability in research, 
funding, sustainment, oversight, and full integration into overall national security 
architecture and planning.

6    Course 11 Acquisition Basics Tutorial 1 An Overview of DOD Acquisition Process. SBIR/STTR, https://www.sbir.gov/
tutorials/acquisition-basics/tutorial-1. Last Accessed 25 June 2022.

7    The set of sub-regulatory guidance that govern the Defense Acquisitions System and related processes, roles, and 
responsibilities.

8    JDoD Directive 5000.01 The Defense Acquisition System. Office of the Under Secretary of Defense for Acquisition 
and Sustainment, 9 Sept. 2020. https://www.humphreys-assoc.com/evms/evms-documents/dod/DODD500001-
RevSept92020.pdf. Last Accessed 25 June 2022.

https://www.sbir.gov/tutorials/acquisition-basics/tutorial-1
https://www.sbir.gov/tutorials/acquisition-basics/tutorial-1
https://www.humphreys-assoc.com/evms/evms-documents/dod/DODD500001-RevSept92020.pdf
https://www.humphreys-assoc.com/evms/evms-documents/dod/DODD500001-RevSept92020.pdf
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Figure 2.  The Adaptive Acquisitions Framewor9 

Acquisitions are generally evaluated and analyzed along the “Acquisitions triad:” 
schedule, cost, and performance. Oversight and personnel assigned to a POR 
is dependent primarily on cost and is broken into four different Acquisitions 
Categories (ACAT).10 If cost or schedule exceeds APB criteria, it could receive 
additional oversight and scrutiny, possibly risking program termination, 
commonly called a “Nunn-McCurdy breach.”11

9   Adaptive Acquisitions Network Pathways. Defense Acquisition University, https://aaf.dau.edu/aaf/aaf-pathways/. Last 
Accessed June 28 2022.

10   Acquisition Categories (ACATs). Defense Acquisition University, https://aaf.dau.edu/aaf/mca/acat/. Last Accessed June 
25 2022.

11   Schwartz, Moshe and Charles O’Conner. The Nunn-McCurdy Act: Background, Analysis, and Issues for Congress. 
Congressional Research Service, 12 May 2016. https://sgp.fas.org/crs/natsec/R41293.pdf. Last Accessed 25 June 2022.

https://aaf.dau.edu/aaf/aaf-pathways/
https://aaf.dau.edu/aaf/mca/acat/
https://sgp.fas.org/crs/natsec/R41293.pdf
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Major Non- Program of Record 
Acquisitions Methods

There are other ways to ensure government user needs are fulfilled. The following 
methods allow internal or commercially procured solutions to be contracted for 
use by “the warfighter at the speed of relevance,” a term commonly used to impress 
the need for shorter acquisitions timelines. 

Critically, these methods do not result in a capability becoming a full 
POR, are rarely integrated into architectural assessments, and are easiest to 
terminate in the face of looming budgetary or legal concerns. There is no set 
acquisitions pathway that allows for the purchase of fully developed 
commercial-off-the-shelf (COTS) capabilities as PORs without processing 
the capability through the entire “big A,” or identifying a critical threat that 
cannot be resolved otherwise. There is no overlap between purchasing a ready 
to use, force multiplying, COTS capability and a POR.

Other Transaction Authorities

Other Transaction Authority (OTA) contracts are held up as a significant evolution 
in the way the DoD acquires COTS and dual-use capabilities.12 Recognizing that 
not all operational needs can be solved internally or via a requirements process, 
OTA contracts offer cost sharing and agreements to help facilitate dual-use 
research and development (R&D) and economies of scale capability production. 
There are two main types of OTA contracts the DoD utilizes, Research OTAs and 
Prototype OTAs. Research OTAs are “for the basic, applied, and advanced research 
projects to pursue development and application of dual-use technology,” designed 
to spurn R&D for dual-use capabilities and taking advantage of economies of 
scale.13 Prototype OTAs are designed to develop, acquire, and begin fielding 
capabilities, often leading into Production OTAs. 

OTA contracts are well suited for one-off capabilities that fit the needs that JCIDS 
does not address, but OTAs are not sustained as a POR. As a contract, the only 
structural incentive keeping these capabilities tied to DoD operations 

12  Other Transaction (OT) Guide. Defense Acquisition University, https://aaf.dau.edu/aaf/ot-guide/. Last Accessed 25 June 
2022.

13   What is an “Other Transaction”. MITRE Corporation, https://aida.mitre.org/ota/. Last Accessed 25 June 2022. 

https://aaf.dau.edu/aaf/ot-guide/
https://aida.mitre.org/ota/
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and funding is sunk cost. When budget cuts or other significant changes 
appear, non-POR contracts are often the first to go. The Defense Innovation 
Unit (DIU) and the Defense Advanced Research Programs Agency (DARPA) are 
both exemplars of utilizing OTA authorities, meeting commercial supply with 
government demand.

Joint Urgent Operational Needs

Joint Urgent Operational Needs (JUON) Statements fill critical capability 
gaps, which if left unfulfilled, would potentially result in loss of life or critical 
mission failure. The priority and urgency of the JUON is established by a CCMD 
commander, the Combatant Commander (CCDR). These are classified as Urgent 
Threats, Emergent Threats, and Deliberate Planning. The JUON process utilizes 
and borrows aspects from the existing POR process, including a condensed 
JCIDS staffing timeline, at 15, 31, and 97 days, respectively. Oversight is generally 
executed by myriad Defense Acquisition Executives (DAE), Component Acquisition 
Executives (CAE), and Service Acquisition Executives (SAE), depending upon the 
ACAT level, and all funding is sustained through standard Service budgeting.14 
After one year, any UON program can be terminated, sustained as a JUON, or 
transitioned to the standard acquisitions process as a POR.

Unit Funds

Units and organizations within the DoD are allotted a certain amount of money 
per year, depending on their respective mission requirements, personnel size, and 
relevance. These funds are spent on a “use-it-or-lose-it” basis annually, meaning 
significant portions of these appropriated funds are spent on new desk chairs and 
“morale room” televisions. Units can contract with commercial providers certain 
capabilities that fall under cost thresholds, seeking to attain an Authority to Operate 
(ATO) for any produced or purchased software. Within small, digitally focused 
units these authorities can be utilized extremely effectively if DoD-secure internet 
(NIPR, SIPR, etc.) integration challenges can be overcome and ATOs are awarded or 
denied in a time frame that is relevant to continuing operations. 

14   JS/J8, Joint Capabilities Division and OSD-Joint Rapid Acquisition Cell. Urgent and Emergent Operational Needs and Their 
Fulfillment. Defense Acquisition University, July 2016, https://acqnotes.com/wp-content/uploads/2014/09/DAU-Urgent-
Operational-Needs-7-Jul-2016.pdf. Last Accessed 25 June 2022. 

https://acqnotes.com/wp-content/uploads/2014/09/DAU-Urgent-Operational-Needs-7-Jul-2016.pdf
https://acqnotes.com/wp-content/uploads/2014/09/DAU-Urgent-Operational-Needs-7-Jul-2016.pdf
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Others: BA-08 Pilot Program

One significant pilot program under current evaluation is the Software and 
Digital Technology Budget Activity (BA-08).15 This test program realigns 
existing and fully funded programs under various different appropriations 
portfolios within a specific service or organization’s Research, Development, 
Test, & Evaluation (RDT&E) budget. Appropriations is currently spread across 
RDT&E, Procurement, and Operational & Maintenance (OM) funding for 
software systems. Reorganizing all funding under the RDT&E increases program 
transparency and more adequately reflects the iterative method of software 
development in a transparent fashion.

Acronyms for the Defense Acquisitions System

Defense Acquisitions System DAS

Request for Proposal RFP

Milestone Decision Authority MDA

Milestone A/B/C MA/MB/MC

Acquisition Program Baseline APB

Adaptive Acquisitions Framework AAF

Program of Record POR

Acquisitions Category ACAT

Commercial-Off-The-Shelf COTS

Other Transaction Authority OT/OTA

Research and Development R&D

Joint Urgent Operational Needs Statements JUON/JUONS

Combatant Commander CCDR

Authority to Operate ATO

Research, Development, Test, & Evaluation RDT&E

15   Sevier, Jennifer. The Cyber Experiment. US Army Acquisition Support Center, 2 Feb. 2022, https://asc.army.mil/web/
news-the-cyber-experiment/. Last Accessed 25 June 2022. 

https://asc.army.mil/web/news-the-cyber-experiment/
https://asc.army.mil/web/news-the-cyber-experiment/
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Current Challenges and 
Acquisitions Effectiveness
The current capability-based requirements and acquisitions process for the DoD, 
a significant evolution from the 2003 threat-based requirements and acquisition 
process, is unlikely to remain as relevant as viable long-term dual-use systems 
are developed by commercial providers external to the DoD contracting and 
requirements process. As these capabilities develop, DoD leadership should 
enable an effects-driven acquisition pathway that accounts for strategic dual-use 
capabilities. Until these capabilities can be brought into a long-term, sustained 
defense architecture as programs of record, the DoD and its commercial partners 
will struggle to crest the next evolution in public-private partnerships. Defense 
acquisitions, including the current model, face significant challenges. To ensure 
equity, existing and emerging challenges will be addressed below:

Key Challenges Description

Congress The DoD wants to have more flexibility, but Congress avoids empowering “slush 
funds,” pots of money which encourage spending that is inconsistent with specific 
Congressional authorization and appropriations.16

Security Supply chain security17 is an increasing concern across the entirely of the defense 
acquisitions process, especially within commercial capabilities, which are more difficult 
to discern relevant risks. Data and 3rd party access security remains a significant 
security risk.

Resiliency Despite significant efforts to create a succinct definition, commercial and government 
capability providers and users face the same challenge of defining and providing 
resilient systems. Architectural analysis provides the most likely avenue for relevance 
and effectiveness.

Communication Users, suppliers, and contractors must be effective at iterating and improving solutions 
to meet the desired short- and long-term effects. Threats range from “vendor lock” 
regarding intellectual property owned solely by commercial actors to complete DoD 
ownership, both of which are dangerous to innovation and operational effectiveness.

16   There is a clear constitutional and legal basis for avoiding “slush funds.”  Specifically, Article I, § 9, cl. 7 of the U.S. 
Constitution provides, “No Money shall be drawn from the Treasury, but in consequence of Appropriations made by 
Law....”  This constitutional requirement is further enforced through the Antideficiency Act, at 31 U.S.C.§ 1341(a)(1), 
which prohibits federal employees from spending or obligating federal funds in excess of the amount available in an 
appropriation, or before funds have been appropriated for that purpose, unless otherwise allowed by law.

17   Rosenzweig, Paul, et al. Creating a Framework for Supply Chain Trust in Hardware and Software. Lawfare Institute, May 
2022, https://s3.documentcloud.org/documents/21831749/creating-a-framework-for-supply-chain-trust-in-hardware-
and-software.pdf. Last Accessed 25 June 2022. 

https://s3.documentcloud.org/documents/21831749/creating-a-framework-for-supply-chain-trust-in-hardware-and-software.pdf
https://s3.documentcloud.org/documents/21831749/creating-a-framework-for-supply-chain-trust-in-hardware-and-software.pdf
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Oversight and 
Scrutiny

• Risk management: Can current oversight processes account for portfolio-styled risk 
management spread across the DoD rather than within each service?

• ATO’s: How can relevant users integrate new or improved capabilities into existing 
DoD networks?

• Authorization to contract: When can money be spent within the JCIDS <>DAS 
process? In some cases, such as optionally manned stealth strike fighters, there is no 
commercially viable systems in the private sector, but in many cases, such as data 
analysis and collection, systems can exist outside of the defense sphere of influence. 
Purchasing capability before a CBA and DOTmlPF-P can reduce long-term servicing 
and process cost.

Data Driven 
Decision-Making

Most recently mandated and introduced into the Middle-tier acquisitions track of 
the AAF, data driven decision-making will only become more important as new 
capabilities are developed and must shop from different acquisitions pathways to be 
implemented into DoD architectures.18

Schedule vs. Cost 
vs. Performance

Significant challenges result from the over-optimization of any of these aspects. 
From speed for the sake of speed,19 gold plated requirements, and slush funds, 
each of these can be dangerous to the operations and fragile politics which support 
acquisitions processes.

Innovation Challenges remain considering risk tolerance for institutionalizing innovation, and 
the risk tolerance for innovations in process, in deep technology, and novel use of 
existing technology. Educating acquisitions professionals sufficiently on the nuances 
of different technologies and capabilities remains a challenge towards the effective 
discernment of what systems will meet needs and generate effects, and what will not.

Technological 
Readiness

• Adaptation: How can new or novel COTS systems be integrated at scale as programs 
of record?

• Picking winners: How should the DoD balance accelerating the development of 
promising technology, sustaining current R&D, and early program adoption?

• Integration: How can new or novel technology be integrated into current PORs or 
contracts without significant disruption?

• DoD Valley of Death: How should the DoD help carry promising technology from the 
R&D stages to operations, especially regarding the funding gap that exists between 
technology readiness levels?

Withstanding these challenges, and ensuring acquisitions processes can 
accommodate or solve them, is important to ensure American technological 
dominance across the continuum of conflict. As the fundamental relationship 
between public and private capability creation continues to shift in favor of 
commercial leadership and government benefit, new models of acquisitions will 
become more feasible. Ultimately, meeting the mission and warfighter requirements 

18   Oakley, Shelby. DOD ACQUISITION REFORM Increased Knowledge Needed to Achieve Intended Performance and 
Innovation Outcomes. US Government Accountability Office, 28 Apr. 2021, https://www.gao.gov/assets/gao-21-511t.pdf. 
Last Accessed 25 June 2022. 

19   Wong, Jonathan. Bad Idea: Overly Focusing on Development and Acquisition Speed. The RAND Blog, 16 Dec. 2020, 
https://www.rand.org/blog/2020/12/bad-idea-overly-focusing-on-development-and-acquisition.html. Last Accessed 25 
June 2022. 

https://www.gao.gov/assets/gao-21-511t.pdf
https://www.rand.org/blog/2020/12/bad-idea-overly-focusing-on-development-and-acquisition.html
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through an architectural framework of analysis is best adjusted for modern, 
complex, and data-driven realities.20 Effectiveness and cost should be considered 
first, followed by decisions on whether the capability should be built or bought. 
If it can be bought, it should be bought via appropriated funds, rather 
than face down-stream process, operations, and sustainment costs. If it 
cannot be bought, then the bespoke capability should be built in-house 
or contracted out. Resorting to build or contract as a first resort is unlikely 
to optimize the unique strengths of American innovation. Regardless of 
pathway, data on program effectiveness must be collected and integrated into 
double-loop development for any program.

In-house and bespoke process can be improved alone based upon the lessons of 
the last twenty years of capabilities-driven requirements. Agile development can 
now be expanded to many hardware systems through trends in the increased 
adoption and trust in digital engineering. Pivoting away from industrial-age 
cost-plus contracting, increasing acquisitions authorities at lower levels of 
command, evaluating short- and long-term architectures on cost, and creating a 
DoD agency capable of sustaining technological development between R&D to 
operations must all be considered.

Effects-Driven Acquisitions 
and Planning
Current acquisitions processes create requirements at the capability level and 
plans at the platform level. Logically, as platforms flow to capabilities then flow 
to effects, effects-driven planning and acquisition seeks to reverse this flow and 
integrate planning and acquisitions earlier than existing processes. Just as 2003 
reforms changed from a threat-based requirements focus to capabilities-based, 
current near-peer threats and technological capacity must force the consideration 
of effects-driven acquisitions and planning. While threats and effects might be 
seen as similar, categorical differences lie in the basic timeless nature of an effect 
(surface PNT in denied environments, air superiority over open ocean) versus 
the temporal and fleeting nature of threats (drone-based surveillance disruption, 
increased vehicle improvised explosive device protection).

20   Brose, Christian. The Kill Chain. New York, Hachette Books, 2020.
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Regarding process, effects are the intermediate between strategy and acquisitions, 
such as long-distance surface fires, air superiority, sea lane control, space fires, 
real-time intelligence to tactical warfighters, space situational/domain awareness, 
position, navigation, and timing (PNT) in denied environments, overland transport, 
etc. These were broadly categorized under five major effects sectors in 2003 in an 
Office of the Deputy Undersecretary of Defense, Industrial Policy report as: combat 
support, power projection, precision engagement, homeland and base protection, 
and an integrated battlespace.21

Changing from a platform > capabilities > effects, to an effects > capabilities > 
platform model enables planning and acquisitions to take place at the same level. 
The national and regional strategies established by the executive branch do not 
mention the need for air-to-air combat capabilities, they discuss air superiority and 
rapid global force projection. Beginning from the national strategies established, 
effects can be quickly derived. For example, any good Indo-Pacific strategy must 
contain sea lane control and long-distance surface-strike (“fires”) capabilities. These 
effects can then be analyzed through architecture and network driven analysis, 
which acknowledge the complex and emergent outcomes because of different 
domestic, partnered, and adversarial actors.

Figure 3.  Relationships between: Strategy, Effects, Capabilities, Feedback, and Architecture

21   Vehmeier, Dawn, et al. Transforming the Defense Industrial Base: A Roadmap. Office of the Deputy Undersecretary of 
Defense, Industrial Policy, 13 Feb. 2003, https://apps.dtic.mil/sti/pdfs/ADA492918.pdf. Last Accessed 25 June 2022. 

https://apps.dtic.mil/sti/pdfs/ADA492918.pdf
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Based upon existing people, programs and platforms, defense architectures can be 
analyzed to determine how much funding should be appropriated to each effect 
to address needs required for architectural success in fulfilling national strategy. 
Effects within architectures could be evaluated on urgency, capability gaps, 
physical possibility, etc. Congressional control of the purse is a necessary part of 
any planning and acquisitions model and ensuring final Congressional control 
over this appropriation of funds cannot change. However, rather than allocated to 
capability focused PORs, this money will be allocated to effects. Legacy systems 
will compete against proposed systems as solutions to the different effects needs. 
Depending on the effect, the time between iterations and RFPs will be determined 
by how schedule, cost (including sustainment and operations costs), and 
performance are presented. Global nuclear strike might not iterate as quickly as 
real-time intelligence to tactical users. 

Effects portfolios will manage the proposals and manage them through the same 
methods as financial risk, across a portfolio of overlapping, diverse, and resilient 
capabilities. These capabilities can be provided through individual or interacting 
platforms. Services, agencies, allies, and DoD and service-level R&D labs can 
all compete against small and large firms within this risk-spreading portfolio 
management approach to effects. This will help quell the parochial competition 
between services, and transition resource scarcity and competition towards 
retaining organizational relevance to the effects and needs of an actual 
defense architecture and strategy, rather than a service-specific program of 
record. It is easier to lobby Congress for funds and be at risk of sunk-cost fallacy 
when an organization is invested in a platform such as the F-22 or F-18 where 
funds have been spent and capabilities developed as compared to competing at 
an earlier stage when competing for air superiority funding. Department of the 
Air Force, Navy, and Army funding will not need to be split across even thirds, 
relevance to the strategic and architectural needs of the nation and quality of 
solutions selected for portfolio diversity will determine ultimate Congressional 
appropriations.

Effects managers, like the current program managers, will coordinate different 
proposals to fulfill these effects, manage the appropriations allotted to each effects 
portfolio, and work within each effects portfolio to design iterating architectures 
which can supply diverse capabilities to provide any specific effect. Rather than 
expecting the JROC to perform the Sisyphean task of setting capability 
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requirements for all platforms in the joint force, a vice service chief and Unified 
Combatant Command Commander staffed organization could instead coordinate 
effects managers and their appropriated funding to best optimize existing and 
proposed capabilities and platform which address more than one effect need, such 
as situational awareness tools that can provide awareness, visualization, and 
predictive capabilities on the ground, at sea, in the air, in cyberspace, and space. 
This “effects-driven coordinating committee” could then determine the “owning” 
organization, service, or commercial firm for the development. A newly appointed 
“owning” service or agency would then be responsible for tactical operations and 
sustainment under different CCMDs.

Figure 4.  Inter-Effects Portfolio and Multi-Portfolio Capability
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Success of any program would be constantly measured across different lengths 
of time to discern effects-to-cost ratio. Avoiding false measurements and 
attribution will remain a struggle as they do now, planners can never be sure 
if the air superiority platform they enabled has advanced American national 
security interests. However, intentional, and consistent measurements from 
inception, funding, building, testing, and operations will add significant capability 
to accurately measure effects. Measurements in low-conflict points of time will 
have to rely more on digital twins via wargames and probabilistic modelling 
and simulation methods such as Monte Carlo simulations. Recent and future 
developments in this type of wargaming and modelling help increase capacity to 
consider historic, present, and future counterfactuals to aid in decision making 
and planning. Key variables such as time, simplicity, collateral, flexibility, etc. will 
each contribute to the measurement of effectiveness, an improvement towards net 
assessment, and away from baseball card-like measures such as aircraft speed.  

Personnel and talent management will also benefit. As service and organizational 
professionals become less incentivized to promote program-based organizational 
interests, platforms, and techniques, the more dedicated they will be to the 
professional pursuit of joint capability integration and leverage for specific effects. 
Parochial or domain-specific interests will not go away, but competition will be 
earlier and over determining if a set of space capabilities can better provide an 
effect than a set of maritime capabilities.

The need for a more integrated national security enterprise is increasing in 
awareness. At the 2022 Space and Missile Defense Symposium, the U.S. Space 
Command Commander General James Dickinson outlined three “influence triads” 
to frame USSPACECOM’s approach to modern warfare. The three triads: (1) the 
fusion of space, cyber, and special operations capabilities, (2) securing ground, 
link and space nodes, and (3) a unified joint, combined, and partner approach to 
the space domain.22 At a closer look, all three triads require some fundamental 
restructuring of the current joint-warfare concept set by the Goldwater-Nichols 
Department of Defense Reorganization Act of 1986 to overcome natural parochial 

22   U.S. Space Command [US_SpaceCom]. (2022, August 9). Mission command binds these #triads to ensure that 
#USSPACECOM can effectively and persistently secure access to space, regardless of the threat. #SMDSymposium 
[Tweet]. Twitter. https://twitter.com/US_SpaceCom Last Accessed 15 August 2022.

https://twitter.com/US_SpaceCom
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interests.23 Leading with an effects-based acquisitions model enables early and 
proactive integration within effects.

Proposed Pilot Program

An enterprise-wide solution must be predicated by a pilot effect, such as space 
situational/domain awareness, where myriad commercial capabilities are emerging 
to meet the needs of warfighters and planners. The current capabilities-driven 
requirements process focuses on the character of the capability (how it is funded, 
where it comes from, etc.), when what matters is the effect the capability provides, 
which allows acquisitions flexibility. Any effective change strategy and transition 
must be phased in with the full support of regulations, budgets, and leadership. 
Transitioning to an effects-driven acquisitions and planning model must be done 
carefully and over time. This would be best be suited, like the BA-08 pilot program, 
as a parallel institution to the existing JCIDS <> DAS process. By measuring 
effects-driven outcomes versus its capabilities-based counterparts across schedule, 
cost, and performance, more relevant and salient data would become available for 
further analysis and determinations of the future of effects-driven acquisitions and 
planning. Although this fundamental shift is not explicitly necessary for modern 
and future conflict across the continuum, it is extremely sufficient and will be a 
significant improvement from the current system.

Figure 5.  Effects-Driven Pilot Program in Parallel to Existing Defense Acquisitions System

23   H.R.3622 - 99th Congress (1985-1986): Goldwater-Nichols Department of Defense Reorganization Act of 1986. 1 Oct, 
1986. http://www.congress.gov/ Last Accessed 15 August 2022.

http://www.congress.gov/
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Key Recommendations for 
National Security Leadership
No single commercial acquisitions process will satisfy each edge case or nuance, 
even the existing acquisitions model contains multiple methods of contracting 
for dual-use commercially provided capabilities. Any good system of models 
should overlap in methods and authorities, but if combined it should 
provide flexibility and adaptability in ensuring the DoD can buy what it 
needs, when it needs it, and can integrate it into long-term planning and 
budgets, especially if the capability already exists. The presentation of the 
following options help make the shift from capabilities-driven to effects-driven 
acquisitions models. Within an effects-driven acquisitions model, these options 
will facilitate the secure and effective use of force-multiplying tools to integrate 
and enhance the capabilities within and between different effects portfolios.

Central Contract Access

There are no hard barriers preventing one organization within the DoD from 
accessing and benefiting from the contract that another DoD unit or organization 
has established. Barriers exist due to a lack of centralized, accessible information. 
An unclassified capability might exist, but there is no guarantee all relevant 
organizations are aware of its existence. If government organization X buys 
capability Y, then government organization Z should be able to access that 
contract, help provide funding (via limited unit funds), and then benefit from the 
specific contract or program while reducing any financial burdens that fall on a 
single organization. For example, if the National Geospatial-Intelligence Agency 
can purchase commercial satellite photos, the Army should know this contract 
exists prior to any specific need via a common access point where different 
national security organization contracts are displayed.
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Figure 6.  Organizations Accessing a Centralized Registry of Existing Contracts

Marketplace or Appstore

Like an app store or digital marketplace in form, commercial and government 
services, capabilities, and programs, both under contract and available for 
contract, can be visible to all relevant government users. This common 
government marketplace, primarily focused on commercially available software 
services or capabilities, which is security vetted, can help units spend end-of-year 
funds and coordinate larger unit or service-wide purchases if individual or group 
resources fit needs. For example, if several dozen companies provide data analytics 
and course of action development tools, each of these vetted capabilities can be 
available to any individual, unit, or collection of units authorized to integrate any 
capability available, marketing directly to the end-user.
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Figure 7.  A Centralized Software Marketplace for Unit-Level Purchasing

Branched Development and Acquisitions

A provider of a solution for a specific effect can design a framework (like a cell 
phone’s operating system) for an entire operational unit or set of units with 
similar operational needs and techniques. Additional capabilities, like apps, could 
be contracted out and shared by all users depending on needs and preferences, 
rather than unit or service level requirements. For example, the US Space Force’s 
orbital warfare organization, Delta 9, could share the same orbital warfare digital 
framework, but could purchase or build different domain visualization, domain 
visualization, course of action development, user interface, etc. capabilities. This 
branched method ensures cost can be spread, but centralized where cost burdens 
will be most significant.
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Key Recommendations for the Department of Defense: 

• Develop a pilot program to test the management, measurement, and 
effectiveness of an effects-driven acquisitions system of an individual effect 
such as space domain awareness.

• Direct the Under Secretary of Defense for Acquisition and Sustainment 
to begin classifying effects portfolios under the broader effects sectors 
of combat support, power projection, precision engagement, homeland 
and base protection, and integrated battlespace. Deeper taxonomy can be 
derived from regional and geographic need.

• Establish general (development time, cost, man hours, etc.) and 
effect-specific (software resiliency, security/backup measures, maximum 
items tracked, predictive accuracy, etc.) points of measure for an individual 
effect such as space domain awareness.

• Model, test, track, and compare existing and proposed solutions to an 
individual effect-area such as space domain awareness to determine 
relative effect-to-cost ratios.

• If data reinforces an effects-driven model, gradually transition different 
from capabilities-based acquisitions to effects-driven portfolio 
management for all materiel requirements of the Department of Defense, 
one effect at a time per Combatant Command.

Key Sequential Recommendations for Congress: 

1. Direct the Assistant Secretary of Defense for Legislative Affairs to complete 
a report on how existing or revised Congressional authorities could allow a 
shift from capabilities- to effects-based acquisitions organization, oversight, 
and appropriations.

2. Coordinate and create a joint Defense Innovation Board, Defense Business 
Board, Office of the Under Secretary of Defense for Acquisition and 
Sustainment (OUSD/A&S) and Congressional Research Service white 
paper on necessary acquisitions reform based on this report.
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3. Prioritize staffing and resourcing the Congressional Commission on 
Planning, Programming, Budgeting, and Execution Reform to address 
structural change to DoD PPBE.

4. Schedule an open hearing incorporating National Security Council staff, 
Department of Defense and Intelligence Community staff, system level 
program managers, National Labs & security-focused research center staff, 
large firm portfolio managers, and small firm leadership. This hearing 
should directly address current challenges highlighted in this report and 
question witnesses to shift Congressional interest in favor of effects-based 
acquisitions.

Key Recommendations for Industry: 

• Engage in multilateral business dialogues on developing better strategies to 
market force-multiplying systems (as compared to platforms) to Congress. 
Focus efforts on emphasizing quantitative benefits to jobs and economy 
within districts.

• Share best practices with relevant Congressional, Department of 
Commerce and Department of Defense organizations and committees 
regarding: quantitative and real-time tracking of supply chain, bottlenecks 
and challenges with working with government customers and regulators, 
and competitive strategies to compare new systems to existing throughout 
capability development.

• Demonstrate increased willingness to utilize non-governmental resources 
(time, financing, professional networks, etc.) towards the development of 
official or unofficial commercial advisory committees such the Commercial 
Space Transportation Advisory Committee (COMSTAC).
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Conclusion
A focus on capabilities within acquisitions has helped the DoD achieve the 
relative levels of superiority it enjoys today across most fields of current or 
potential conflict. Since the reform from a threats-driven requirements process 
in 2003, capabilities driven-requirements has managed to evolve throughout 
the digital revolution and the realities of near-peer competition. However, the 
homogeneity of data-driven analysis and significant commercial adoption of 
dual-use technologies will not be addressed simply through a new addition to 
the AAF. When commercial capabilities exceed the scope of DoD requirements 
and long-term planning capacity, those capabilities are less capable of integrating 
within a defense architecture, it is up to the DoD to meet commerce where they 
are. Addressing a fundamentally different environment requires challenging 
assumptions at fundament levels. By integrating acquisitions and planning at 
the level of effects, the source and pathways of solutions will matter less than the 
prioritization, selection, and integration of capabilities via iterating architecture 
assessments. Colonel Boyd created the Observe, Orient, Decide, Act (OODA) 
loop to address the looped decision-action space for tactical air combat, but 
the strategists and planners of the 21st century will be judged by their ability 
to observe, orient, decide, and act within their allocation of resources and 
organizational leadership. 
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