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About the Cyber Project
Forty years ago, an interdisciplinary group of Harvard scholars – professors, 
researchers and practitioners – came together to tackle the greatest threat of 
the Cold War: the fear of a nuclear exchange between the Soviet Union and 
the United States. Today, we seek to recreate that interdisciplinary approach to 
tackle a new threat: the risk of conflict in cyberspace. The problems that confront 
today’s leaders are substantial and diverse: how to protect a nation’s most critical 
infrastructure from cyberattack; how to organize, train, and equip a military force 
to prevail in the event of future conflict in cyberspace; how to deter nation-state 
and terrorist adversaries from conducting attacks in cyberspace; how to control 
escalation in the event of a conflict in cyberspace; and how to leverage legal 
and policy instruments to reduce the national attack surface without stifling 
innovation. These are just a sample of the motivating questions that drive our 
work. The aim of the Belfer Center’s Cyber Project is to become the premier home 
for rigorous and policy-relevant study of these and related questions.
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German Interior Minister Thomas de Maiziere talks to the media during his visit to the central 
department of fighting internet criminality (ZIT) in Giessen, Germany, Wednesday, Feb. 8, 2017. In 
background a map showing the amount of cyber attacks in a30 days. (AP Photo/Michael Probst)
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Executive Summary
The constant evolution in cyberspace creates immense opportunity – and 
risk. While the internet makes it easy to innovate and share information 
rapidly, it also creates ample opportunity for relatively ambiguous and 
highly destructive cyberattacks. As global critical infrastructure grows ever 
more interconnected, so do both the attack surface and the potential cost 
of cyberattacks. Incidents such as SolarWinds, NotPetya, and WannaCry 
have demonstrated the devastating, widespread, and often non-targeted 
impacts of cyberattacks on innocent civilians

Establishing norms for state behavior in cyberspace is critical to 
building a more stable, secure, and safe cyberspace. Norms are defined 
as “a collective expectation for the proper behavior of actors with a given 
identity,”1 and declare what behavior is considered appropriate and when 
lines have been crossed. Cyberspace is in dire need of such collective 
expectations. However, despite efforts by the international community 
and individual states to set boundaries and craft agreements, clear and 
established cyber norms for state behavior remain elusive. As early as 2005, 
the UN Group of Governmental Experts (GGE) and UN Open-Ended 
Working Group (OEWG) both aimed to create shared “rules of the road,” 
but fundamental disagreements between states and a lack of accountability 
and enforcement mechanisms have prevented these initiatives from 
substantively implementing cyber norms. As a result, the international 
community and individual states are left with no accountability 
mechanisms or safeguards to protect civilians and critical infrastructure 
from bad actors in cyberspace.2

In 2018, the Paris Peace Forum convened states and international 
organizations with civil society and the private sector to address persistent 
failures of peace, including in cyberspace. Participants issued the Paris 
Call for Trust and Security in Cyberspace as a result of the initial 

1   Lau, Arindrajit Basu, Irene Poetranto, Justin. “The UN Struggles to Make Progress on Securing Cyberspace.” 
Carnegie Endowment for International Peace. May 19, 2021. https://carnegieendowment.org/2021/05/19/un-
struggles-to-make-progress-on-securing-cyberspace-pub-84491

2   Finnemore, Martha. “Cybersecurity and the Concept of Norms.” Carnegie Endowment for International 
Peace. Nov 20, 2017.  https://carnegieendowment.org/2017/11/30/cybersecurity-and-concept-of-norms-
pub-7487

https://carnegieendowment.org/2021/05/19/un-struggles-to-make-progress-on-securing-cyberspace-pub-84491
https://carnegieendowment.org/2021/05/19/un-struggles-to-make-progress-on-securing-cyberspace-pub-84491
https://carnegieendowment.org/2017/11/30/cybersecurity-and-concept-of-norms-pub-7487
https://carnegieendowment.org/2017/11/30/cybersecurity-and-concept-of-norms-pub-7487
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Forum. While not initially involved in the drafting, the United States announced 
its decision to support the Call at the 2021 edition of the Forum. This Paris Call 
invites all cyberspace actors, across states, non-profits, and private sector actors to 
come together to face digital threats endangering citizens and infrastructure. As 
of today, the Paris Call has over 80 nation-state governments, 700 private sector 
entities, and 390 civil society organizations’ public supporters.3

The Call is based on nine common principles to secure cyberspace, for adoption 
by states, international organizations, and private-sector actors. These nine 
principles create the framework for discussion, debate, and development towards 
stronger norms and a more stable cyber space. After negotiations and stalemates 
in the UN GGE and OEWG processes, the Paris Call is arguably the best 
available tool for a wide range of actors to interact on the inclusive governance of 
cyberspace and build trust.

As international organizations have failed to make significant progress, 
operationalizing and implementing cyber norms requires sustained leadership 
from cyber powers and democracies like the United States. As the world’s 
preeminent cyber power, the United States has a unique opportunity to shape the 
future of cyber norms by building on the principles of the Paris Call.4

This brief outlines exactly how the United States can leverage the Paris Call and 
its principles to structure its approach to unilaterally committing to cyber 
norms and establishing a more secure and democratic cyberspace.5 Outlined 
below, the Paris Call’s Nine Principles offer a compelling framework for unilateral 
commitments the U.S. can make to strengthen state norms and behavior in 
cyberspace. For each principle of the Paris Call, this paper presents a single action 
or unilateral commitment that the U.S. can take to align with the goals of each 
principle.

3   Supporters — Paris Call.” https://pariscall.international/en/supporters.

4   Voo, Julia, Irfan Hemani, Simon Jones, Winnona DeSombre, Dan Cassidy and Anina Schwarzenbach. “National Cyber 
Power Index 2020.”, September 2020.

5   “The Paris Call 9 Principles.” Paris Call, https://pariscall.international/en/principles. 

https://pariscall.international/en/supporters
https://pariscall.international/en/principles


3Belfer Center for Science and International Affairs | Harvard Kennedy School

The U.S. should make the following unilateral commitments to advance cyber 
norms and align with the nine principles of the Paris Call:

1. Protect individuals and infrastructure: The US should require Critical 
Infrastructure operators to substantially strengthen their defensive posture, 
unilaterally normalizing more secure infrastructure. 

2. Protect the Internet: In order to protect internet freedom and governance, 
the U.S. must support and enforce international standards for global 
internet governance. This includes leveraging U.S. diplomatic and 
economic power to impose costs on nation-states that restrict access to 
information and the internet.

3. Defend electoral processes: Congress should amend the mandate of the 
Electoral Assistance Commission to tie funding assistance for election 
security to participation in existing threat information sharing and 
disclosure programs. It should also pass the Election Workers Protection 
Act.

4. Defend intellectual property: Intellectual Property (IP) espionage and 
theft has been a cornerstone of some countries’ technology policy over the 
last several years - and is one of the primary sources of diplomatic tensions 
between China and the United States.  In response, Congress should 
expand CFIUS’s review powers, or empower the Department of Commerce 
to also evaluate American investment into foreign companies.

5. Non-proliferation of malicious software and practices: In the wake of 
the Shadow Brokers hack, American policy makers took substantial steps 
to mitigate domestically-developed cyberweapon proliferation. Now, a 
coordinated strategy of intelligence, defense, and law enforcement partners 
is needed to constrain the use of these weapons globally.

6. Strengthen digital lifecycle security: In order to secure the cybersecurity 
and integrity of U.S. supply chains, the federal government must establish 
a dedicated and centralized institute within the Executive Branch that 
convenes and streamlines supply chain reform, in addition to promoting 
transparency for both citizens and businesses on efforts within the federal 
government.
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7. Support cyber hygiene: The cyber threat environment has evolved 
substantially over the last several years.  From federal agencies to state and 
local governments, to private businesses, NGOs, and citizens, no entity 
or individual is immune from the rapidly changing cyber environment.   
Federal, state and local governments must partner with private companies 
and civil society on specific coordinated actions to advance a norm of 
greater cyber hygiene.

8. No private hack back: As “hacking back” is generally illegal in the US, 
Congress should continue to dismiss attempts to change the law and direct 
private parties to partner with law enforcement on suspected international 
cyberattacks.

9. Promote international cyber norms: The United States must lead in 
establishing and enforcing effective international norms by building a 
coalition of partners and allies to secure democratic values in cyberspace, 
leveraging its own unilateral commitment to cyber norms and diplomatic 
power.

U.S. unilateral commitments to key cyber norms is an impactful first step to 
implementing and maintaining responsible state action in cyberspace. While 
actions by one country alone are insufficient, by making unilateral commitments, 
the U.S. can substantially enhance its own security and model to international 
allies and partners how to similarly commit to cyber norms. As this paper outlines, 
the United States has the opportunity to shape the future of intergovernmental 
cyber norms through clear and unilateral commitments.
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Introduction
Over the last several decades, the international community has made concerted 
efforts to build a robust collection of norms for state behavior in the international 
order. From establishing wartime laws through the Geneva Convention to nuclear 
non-proliferation treaties, the international community has built normative 
frameworks to guide and constrain state behavior. However, the historical and 
established playbook for creating international norms falls short for guiding state 
action in cyberspace. The rapid development of cyber technology and capabilities, 
as well as the general opacity of cyberspace, presents a significant challenge to the 
international community and policymakers for crafting and enforcing norms that 
are adaptable to the constant evolution in cyberspace.6 

Acknowledging this challenge, Joseph Nye wrote in 2019 that “negotiating 
cyber arms-control treaties is problematic, but this does not make diplomacy 
impossible.”7 Even if explicit agreement on norms between nations is believed to 
be out of reach, unilateral commitments and statements of norms from the United 
States can help open the door for more productive conversations on cyber norms 
with both allies and adversaries. 

Cyber norms are critical for promoting responsible state behavior and preventing 
adversaries from using cyber operations that threaten and undermine U.S. 
national security. They create a set of commonly understood “rules of the 
road” that guide engagement between actors and reduce the risk of accidental 
escalations and excessive collateral damage due to adversarial uncertainty. While 
attempts at crafting norms through consensus have failed to translate to broad 
implementation, the U.S. should make its own unilateral commitments to cyber 
norms to set the agenda and serve as an example for other nation-states to follow. 

The Paris Call for Trust and Security in Cyberspace provides a framework for 
specific unilateral commitments the U.S. should make to advance cyber norms. 
To be clear, there are many steps U.S. officials can take to advance these principles. 
Rather than attempt to detail all of them, this paper attempts to identify a single, 

6   Lété, B. (2021, March 10). The Paris call and activating Global Cyber Norms. German Marshall Fund. Retrieved July 11, 
2022, from https://www.gmfus.org/news/paris-call-and-activating-global-cyber-norms

7   Nye, J. S. (2019, March 8). Rules of the cyber road for America and Russia: By Joseph S. Nye, Jr.. Project Syndicate. 
Retrieved July 11, 2022, from https://www.project-syndicate.org/commentary/cyber-rules-for-america-and-russia-by-
joseph-s--nye-2019-03 

https://www.gmfus.org/news/paris-call-and-activating-global-cyber-norms
https://www.project-syndicate.org/commentary/cyber-rules-for-america-and-russia-by-joseph-s--nye-2019-03
https://www.project-syndicate.org/commentary/cyber-rules-for-america-and-russia-by-joseph-s--nye-2019-03
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meaningful action that officials can take unilaterally to substantively enhance 
norms of security and stability in cyberspace. By adhering to and building on the 
framework of the Paris Call, the U.S can shape the implementation of cyber norms 
through concerted action and unilateral commitments.

The Evolution and History of Cyber 
Norms
The challenge of establishing long-lasting and easily enforceable cyber norms is 
rooted in the ephemeral nature of cyber conflict. Whereas much of the implements 
and effects of kinetic combat are physically observable before, during, and after 
attacks, cyberweapons are explicitly not. In traditional warfare, monitoring 
armaments and attribution of attacks are essential for global accountability. Even 
when belligerents do not openly acknowledge their aggressive posture, it is difficult 
to plausibly deny the existence of military equipment or spent weaponry, and so 
aggressors often take steps to limit the scale of their attacks (see: Russia’s 2022 war 
in Ukraine).

Cyber weapons are different. It is much more difficult to monitor digital 
armaments and attribute digital attacks. Measuring a cyber arsenal can be 
fruitless and nearly impossible when the arsenal is made of replicable software. 
Buildups are represented by lines of code, often on the victim’s servers. Attacks 
are frequently masked and often re-directed through unwitting intermediary 
machines or fabricated to resemble a different actor. This makes traditional norms 
enforcement much more difficult: cyber actors can and do operate with relative 
ambiguity and impunity relative to traditional conflict.

Still, there have been notable attempts to build norms and stability in cyberspace. 
The initial efforts to build consensus on norms in cyberspace began in 2004, 
with the creation of the Group of Governmental Experts (GGE). This first 
iteration of the GGE was composed of experts representing 15 UN-member 
states. The GGE grew to 20 states in 2015 and then to 25 in 2017.8 It was tasked 
with examining and identifying what responsible state behavior should be in 
cyberspace and produced several significant consensus reports that laid a critical 

8   Ruhl, Christian, Duncan Hollis, Wyatt Hoffman, and Tim Maurer. “The UN GGE.” Cyberspace and Geopolitics: Assessing 
Global Cybersecurity Norm Processes at a Crossroads. Carnegie Endowment for International Peace, 2020. http://www.
jstor.org/stable/resrep24286.5. 

http://www.jstor.org/stable/resrep24286.5
http://www.jstor.org/stable/resrep24286.5
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foundation for understanding cyber norms. In 2013, a GGE report agreed that 
international law and the UN Charter applied to state activity in cyberspace and 
support of confidence-building measures.9,10 In 2015, the next GGE consensus 
report committed to 11 peacetime norms, including that “states should not 
interfere with each other’s critical infrastructure; they should not target each 
other’s computer emergency response teams; they should assist other nations 
investigating cyberattacks; and they are responsible for actions that originate from 
their territory.”11 The adoption of these two GGE reports by UN member states 
was a significant marker of progress towards an international consensus on norms 
for nation-states in cyberspace.12 However, the steady progress of the GGE in 
publishing consensus reports drastically slowed by 2017, as more members were 
added to the group and consensus became more challenging.13 Furthermore, 
the broader geopolitical environment between great power nations also made 
agreement more difficult and led some member states to question  the applicability 
of international law in cyberspace and restrictions on self-defense.14 

With the breakdown of the GGE talks, the UN Open-Ended Working Group 
(OEWG) was proposed by Russia as a parallel track in 2018 to attempt 
formalization again of the global agreement across UN member states on 
norms for state behavior in cyberspace.15 Unlike GGE, OEWG was open to all 
UN member states and was a counter by Russia to the U.S.-led GGE.16 Russia 
leveraged the OEWG process to push for many goals that the U.S. and allies 
opposed, including “information sovereignty” within borders and greater state 
control of the internet. The need for a 193-member consensus also prevented any 

9   United Nations, General Assembly, Group of Governmental Experts on Developments in the Field of Information and 
Telecommunications in the Context of International Security, A/68/98 (24 June 2013), available from undocs.org/
en/A/68/98.

10   Ibid. 

11   United Nations, General Assembly, Group of Governmental Experts on Developments in the Field of Information and 
Telecommunications in the Context of International Security, A/68/98 (22 July 2015), available from undocs.org/
en/A/70/174.

12   Ibid. 

13   Ruhl, Christian, Duncan Hollis, Wyatt Hoffman, and Tim Maurer. “The UN GGE.” Cyberspace and Geopolitics: Assessing 
Global Cybersecurity Norm Processes at a Crossroads. Carnegie Endowment for International Peace, 2020. http://www.
jstor.org/stable/resrep24286.5.3 

14   Grigsby, A. (2017, December 21). The year in review: The death of the un GGE process? Council on Foreign Relations. 
Retrieved July 11, 2022, from https://www.cfr.org/blog/year-review-death-un-gge-process 

15   United Nations, General Assembly, Group of Governmental Experts on Developments in the Field of Information and 
Telecommunications in the Context of International Security, A/68/98 (22 Juky 2015), available from undocs.org/
en/A/70/174.

16   Sharikov, P. (2021, September 7). Global Cybersecurity at stake amid US and Russia's disagreements. Italian Institute 
for International Political Studies. Retrieved July 11, 2022, from https://www.ispionline.it/en/pubblicazione/global-
cybersecurity-stake-amid-us-and-russias-disagreements-31435

http://undocs.org/en/A/68/98
http://undocs.org/en/A/68/98
http://undocs.org/en/A/70/174
http://undocs.org/en/A/70/174
http://www.jstor.org/stable/resrep24286.5.3
http://www.jstor.org/stable/resrep24286.5.3
https://www.cfr.org/blog/year-review-death-un-gge-process
http://undocs.org/en/A/70/174
http://undocs.org/en/A/70/174
https://www.ispionline.it/en/pubblicazione/global-cybersecurity-stake-amid-us-and-russias-disagreements-31435
https://www.ispionline.it/en/pubblicazione/global-cybersecurity-stake-amid-us-and-russias-disagreements-31435
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significant change or process in norms commitments by the OEWG. In 2021, 
all 193 UN member nations adopted the OEWG report that reaffirmed the 11 
norms agreed upon in the 2015 Group of Governmental Experts (GGE) report.17 
However, this report failed to establish greater accountability for state actions 
in cyberspace and stronger safeguards against cyberattacks against civilians and 
critical infrastructure.18 

Additionally, Russia’s suspected government-backed cyber actions (U.S. election 
interference, SolarWinds, NotPetya) and the ongoing war in Ukraine destroys 
credibility for Russia’s cyber norms advocacy efforts through the OEWG. 
Furthermore, Russia’s deliberate violations cast a bigger shadow over the 
legitimacy of the UN norms creation and implementation process. The growing 
strategic competition between China and the United States and the consistent 
breaches of cyber norms by the Russian government expose the limits of the 
multilateral processes to establish and implement norms in cyberspace.

The Paris Call for Trust and Security 
in Cyberspace
The Paris Peace Forum, established in 2018, was conceived of as the forum to 
discuss and agree on responses to governance challenges, akin to the World 
Economic Forum or Munich Security Conference.  At the first forum, held in 
November 2018, French President Emmanuel Macron issued the Paris Call for 
Trust and Security in Cyberspace (the Paris Call). 51 states, along with over 200 
companies and universities, signed onto the initial Paris Call.19 

The Call and its principles stand out as the best recent broadscale commitment to 
cyber norms thus far. 

17   Tolppa, M. (2021). First UN OEWG concludes with a consensus report – what does it mean for future cybersecurity 
discussions under the auspices of the First Committee? CCDCOE. Retrieved from https://ccdcoe.org/library/
publications/first-un-oewg-concludes-with-a-consensus-report-what-does-it-mean-for-future-cybersecurity-
discussions-under-the-auspices-of-the-first-committee/  

18   Basu, A., Poetranto, I., &amp; Lau, J. (2021, May 19). The UN struggles to make progress on securing cyberspace. 
Carnegie Endowment for International Peace. Retrieved July 11, 2022, from https://carnegieendowment.org/2021/05/19/
un-struggles-to-make-progress-on-securing-cyberspace-pub-84491 

19   Sanger, David E. U.S. Declines to Sign Declaration Discouraging Use of Cyberattacks. The New York Times, 13 Nov. 2018, 
www.nytimes.com/2018/11/12/us/politics/us-cyberattacks-declaration.html.

https://ccdcoe.org/library/publications/first-un-oewg-concludes-with-a-consensus-report-what-does-it-mean-for-future-cybersecurity-discussions-under-the-auspices-of-the-first-committee/
https://ccdcoe.org/library/publications/first-un-oewg-concludes-with-a-consensus-report-what-does-it-mean-for-future-cybersecurity-discussions-under-the-auspices-of-the-first-committee/
https://ccdcoe.org/library/publications/first-un-oewg-concludes-with-a-consensus-report-what-does-it-mean-for-future-cybersecurity-discussions-under-the-auspices-of-the-first-committee/
https://carnegieendowment.org/2021/05/19/un-struggles-to-make-progress-on-securing-cyberspace-pub-84491
https://carnegieendowment.org/2021/05/19/un-struggles-to-make-progress-on-securing-cyberspace-pub-84491
http://www.nytimes.com/2018/11/12/us/politics/us-cyberattacks-declaration.html
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The Paris Call outlines nine common principles to secure cyberspace. The 
principles call to: 

1. Protect individuals and infrastructure, 

2. Protect the internet, 

3. Defend electoral processes, 

4. Defend intellectual property, 

5. Prevent malware proliferation, 

6. Ensure the lifecycle security of digital products, 

7. Ensure cybersecurity hygiene, 

8. Prevent private hack-backs, and 

9. Promote the acceptance of international norms in cyberspace. 

These nine principles serve as areas for discussion and action by signatories. 
Furthermore, the Paris Call also strives to create a multi-stakeholder structure 
that is appealing to both state actors, businesses, and grassroots movements and 
provides a range of tools to implement norms in cyberspace.20 

While it did not participate in the initial drafting, the U.S. joined the Paris Call 
on November 10th, 2021. The State Department announced that the U.S. is 
“committed to working alongside our allies and partners to uphold established 
global norms in cyberspace and ensure accountability for states that engage in 
destructive, disruptive, or destabilizing cyber activity.”21 This paper argues that 
more is needed and can be done to establish the norms envisioned in the Paris 
Call firmly. With the U.S. and EU joining in 2021, the Paris Call has expanded its 
signatories and global reach across countries, state and local governments, private 
businesses, and nonprofits.

20   Lété, B. (2021, March 10). The Paris call and activating Global Cyber Norms. German Marshal Fund. Retrieved July 11, 
2022, from https://www.gmfus.org/news/paris-call-and-activating-global-cyber-norms 

21   The United States Supports the Paris Call for Trust and Security in Cyberspace. (2021, November 10). US Department 
of State. Retrieved from https://www.state.gov/the-united-states-supports-the-paris-call-for-trust-and-security-in-
cyberspace/.

https://www.gmfus.org/news/paris-call-and-activating-global-cyber-norms
https://www.state.gov/the-united-states-supports-the-paris-call-for-trust-and-security-in-cyberspace/
https://www.state.gov/the-united-states-supports-the-paris-call-for-trust-and-security-in-cyberspace/
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Merits of Unilateral Norms & 
Commitments
Incidents of cyberattacks perpetrated by nation-state and state-affiliated criminal 
actors on critical infrastructure since 2015 have indicated that agreement on 
norms is often not enough to prevent adversarial states from conducting or 
supporting cyberattacks that breach the adopted norms. While norms from 
the Paris Call have been broadly agreed to, implementation remains elusive. 
States have the unique responsibility and role in developing the norms, rules, 
and principles of responsible behavior that promote security and stability in 
cyberspace.22 France’s success in securing global support for the ParisCall 
demonstrates the potency of unilateral commitments. As a historic leader in global 
democratic norms, the United States can set an example by taking unilateral steps 
to advance cyber norms. 

As intended, the Paris Call creates a framework to assess and recommend an 
approach to how countries can unilaterally commit to norms in cyberspace. The 
U.S. should leverage the Paris Call Principles as a structure for its approach to 
creating and committing to cyber norms and establishing a more secure and 
democratic cyberspace. This paper reviews the Paris Call’s nine principles and 
recommends a meaningful and achievable commitment that U.S. policymakers 
can make to advance and strengthen each principle in cyberspace. There are many 
steps U.S. officials can take to advance these principles. However, rather than 
attempt to detail all of them, this paper attempts to identify a single, meaningful 
action that officials can take unilaterally to substantively enhance a norm of 
security in cyberspace. By utilizing the framework of the Paris Call, the U.S can 
shape the implementation of cyber norms through concerted action and unilateral 
commitments.

22   Finnemore, M. (2017, November 30). Cybersecurity and the concept of norms. Carnegie Endowment for International 
Peace. Retrieved July 11, 2022, from https://carnegieendowment.org/2017/11/30/cybersecurity-and-concept-of-norms-
pub-74870 .

https://carnegieendowment.org/2017/11/30/cybersecurity-and-concept-of-norms-pub-74870
https://carnegieendowment.org/2017/11/30/cybersecurity-and-concept-of-norms-pub-74870
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Recommended U.S. Commitments: 
Paris Call Principles & Framework

Principle 1: Protect Individuals and Infrastructure

The US should require Critical Infrastructure operators to substantially 
strengthen their defensive posture, unilaterally normalizing more secure 
infrastructure.

The highly publicized attacks on both American and international infrastructure 
and the constant personal digital identity threats have heightened popular 
awareness of cyber risks and the need for greater security. However, cybersecurity 
practices remain discretionary and insufficient for many Critical Infrastructure 
operators. The risk to domestic security and global well-being is too great to allow 
this to continue.

The roots of current Critical Infrastructure cyber vulnerabilities are myriad. 
Reporting about cyberattacks is inconsistent; management and oversight is 
disjointed and uncoordinated across state, regional, and federal levels; resources 
are limited and information is siloed.23 American policy needs to create better 
visibility, bolster both infrastructure and defensive capabilities, and strengthen 
intelligence sharing and collective defense across regulatory agencies and 
Critical Infrastructure operators.  By establishing a stronger defensive posture 
domestically, the US will be positioned to partner with allies and multilateral 
institutions to evangelize these practices globally, reducing threats and improving 
responses to attacks on CI and businesses and private operators.  Fortunately, 
several recently-passed policies will substantially advance these goals. 

Until recently, there were no disclosure requirements for entities that faced 
cyberattacks.  Some actors, fearing embarrassing headlines, navigate cyber 
incidents privately, paying ransoms or recovering from attacks with limited 
disclosure. The lack of disclosures challenges policymakers and relevant federal 
agencies to understand the scope of cyber risks and respond appropriately. The 
Cyber Incident Reporting for Critical Infrastructure Act (CIRCIA), passed as part 

23   Zabierek, Lauren, Felipe Bueno, Andrew Sady-Kennedy, Ngasuma Kanyeka and Graham Kennis. “Toward a Collaborative 
Cyber Defense and Enhanced Threat Intelligence Structure.” Paper, August 2021.
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of the 2022 omnibus spending bill, is a critical milestone in improving America’s 
cybersecurity and addressing this challenge. The legislation requires covered 
entities, namely operators in one of the 16 DHS-defined Critical Infrastructure 
sectors, to disclose substantial cyber incidents or ransom payments shortly 
after their occurrence.24 CISA is currently in the process of developing and 
implementing new reporting rules for covered cyber incidents and ransomware 
payments.  

After several high-profile incidents that seriously impacted service delivery 
in cities such as Atlanta, Baltimore, New Orleans, it is clear that state and 
local governments are also vulnerable targets. To help address this, the 2021 
infrastructure package earmarked $1 billion for the State and Local Cybersecurity 
Improvement Act. This funding will help address the lack of resources that often 
results in cyber insecurity.

With resources more broadly available, Critical Infrastructure regulatory 
authorities should mandate best practices.  The North American Electric 
Reliability Council (NERC) and Federal Energy Regulatory Commission 
(FERC) require electric power providers to meet specified implement Critical 
Infrastructure Protection (CIP) standards.  These standards clearly work. While 
there have been publicized incidents of attacks on several facilities, none have been 
in sectors that adopted the above CIP standards.25 

Therefore, all regulatory authorities for all 16 critical sectors should adopt and 
require similar standards. These include information and threat sharing protocols, 
basic security hygiene like minimum password security and multi-factor 
authentication (MFA), mandatory patching and regular operating systems 
and software updates, moving to secure networks and domains, and hiring 
cybersecurity advisors and full-time professionals. Furthermore, policymakers 
and private sector actors need to recognize the gap in device cybersecurity. This 
includes identifying and addressing vulnerabilities for operational technology, 
such as control field devices and process sensors.26 Several agencies have already 

24   Bahar, M., Bloomfield, C., Paul, S., & Sand, A. (2022, March 30). The Cyber Incident Reporting for Critical Infrastructure 
Act of 2022. JD Supra. Retrieved July 11, 2022, from https://www.jdsupra.com/legalnews/the-cyber-incident-reporting-
for-6058324/

25   Larson, Selena and Lauren Zabierek. “It's Time to Regulate Water and Wastewater Cybersecurity--Here's How.” Paper, 
Belfer Center for Science and International Affairs, Harvard Kennedy School, 3 November 2021.

26   Weiss, J. (2022, January 9). Cross industry meeting to address the gap in process sensor cyber security and process 
safety. Unfettered Blog. Retrieved July 11, 2022, from https://www.controlglobal.com/blogs/unfettered/cross-industry-
meeting-to-address-the-gap-in-process-sensor-cyber-security-and-process-safety

https://www.jdsupra.com/legalnews/the-cyber-incident-reporting-for-6058324/
https://www.jdsupra.com/legalnews/the-cyber-incident-reporting-for-6058324/
https://www.controlglobal.com/blogs/unfettered/cross-industry-meeting-to-address-the-gap-in-process-sensor-cyber-security-and-process-safety
https://www.controlglobal.com/blogs/unfettered/cross-industry-meeting-to-address-the-gap-in-process-sensor-cyber-security-and-process-safety
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made progress in updating standards. In July 2022, the TSA announced revised 
Security Directives for oil and natural gas pipeline cybersecurity.27 Additionally, 
the water and wastewater sector is an example of a particularly vulnerable 
sector with heavy reliance on operational technology. Adding cybersecurity of 
information and operational technology to the EPA Sanitary Survey focus areas 
can assist with identifying these gaps. 28 Ultimately, ratifying bills like the State 
and Local Cybersecurity Improvement Act (currently pending in the Senate) are 
critical for securing funding, building capacity, and closing these vulnerabilities 
at state and local levels.29 The U.S. federal government must commit to elevating 
the need for increased cybersecurity measures for operational technology and IT 
in critical infrastructure sectors through additional legislation that expands on 
current funding. 

Principle 2: Protect the Internet

To protect internet freedom and governance, the U.S. must support and 
enforce international standards for global internet governance. This 
includes leveraging U.S. diplomatic and economic power to impose costs 
on nation-states restricting access to information and the internet.

The second principle of the Paris call is to “Protect the Internet,'' specifically, 
to “prevent activity that intentionally and substantially damages the general 
availability or integrity of the public core of the Internet.” This principle focuses on 
both protecting and addressing the threats facing the core protocols and services 
of the global Internet. Any action or establishment of norms for protecting 
the internet requires cooperation across diverse stakeholders. Most internet 
infrastructure, products, and services are owned and operated in the private sector 
or governed by civil society. As a result, nation-states have limited tools to enforce 
norms and standards. Given the limited enforcement capacity, this presents a 
significant challenge for U.S. unilateral commitment to norms. Regardless, the U.S. 
must commit to creating, enforcing, and supporting international standards that 
can shape normative frameworks for state behavior in cyberspace.

27   “TSA revises and reissues cybersecurity requirements for pipeline owners and operators” Transportation Security 
Administration (TSA) Press Release. July 21, 2022. 

28   Larson, Selena and Lauren Zabierek. “It's Time to Regulate Water and Wastewater Cybersecurity--Here's How.” Paper, 
Belfer Center for Science and International Affairs, Harvard Kennedy School, 3 November 2021.

29   "Text - H.R.3138 - 117th Congress (2021-2022): State and Local Cybersecurity Improvement Act." Congress.gov, Library 
of Congress, 21 July 2021, http://www.congress.gov/.

http://Congress.gov
http://www.congress.gov/
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Support and Enforce International Standards

According to the Freedom House “Freedom on the Net 2021” Report, global 
internet freedom has declined for the 11th consecutive year.30 In Executive Order 
14028, the Biden Administration publicly committed to counter this trend and 
“strongly affirm the importance of an open, interoperable, secure, and reliable 
Internet.”31 However, far more must be done by the U.S. government to protect 
the Internet and secure equitable global access. Instead of allowing the private 
market to set standards, the U.S. must commit to implementing and supporting 
international standards for global internet governance. The new State Department 
Bureau of Cyberspace and Digital Policy can lead an active and whole-of-
government approach to determine exactly what standards should be instituted, 
leveraging the expertise of agencies like the National Institute of Standards and 
Technology within the Department of Commerce and CISA within Homeland 
Security. 

By ending its passive approach, the U.S. can strategically counter China’s efforts 
to become a “cyber superpower” and shape the establishment of global internet 
governance and standards.32 The threat of China-led standards is only growing 
– nations such as Nigeria, Tanzania, Uganda, and Zimbabwe have made efforts 
and laws to adopt aspects of Beijing’s repressive model for internet governance.33 
However, the U.S. can push back on this trend by identifying what existing digital 
standards most threaten U.S. strategic interests and leveraging public-and-private 
sector partnerships to develop and implement new standards to address these 
challenges.34 

Furthermore, the U.S. should identify and consider imposing economic or 
diplomatic costs on nation-states that restrict access to information and the 
internet. This is particularly critical for states with repressive governments that 
threaten human rights. The historic Cyber Diplomacy Act (H.R.1251) offers a 
framework for how the U.S. can commit to protecting internet access and freedom 

30   Freedom House. (2021). Freedom on the Net 2021 - The Global Drive to Control Big Tech. Washington, DC.

31   Exec. Order No. 14028, 86 Fed. Reg. 26633 (May 12, 2021).

32   U.S.-China Economic and Security Review Commission, Report to Congress (December 2020).

33   Freedom House. (n.d.). Policy recommendations: Internet freedom. Retrieved July 11, 2022, from https://freedomhouse.
org/policy-recommendations/internet-freedom 

34  Faaborg-Andersen, Sophie and Lindsay Temes. “The Geopolitics of Digital Standards.” Paper, Belfer Center for Science 
and International Affairs, Harvard Kennedy School, July 2022.

https://freedomhouse.org/policy-recommendations/internet-freedom
https://freedomhouse.org/policy-recommendations/internet-freedom
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abroad.35 Specifically, this legislation requires the inclusion of internet freedom in 
annual State Department country assessments. These assessments will inform the 
strategic direction for engaging foreign governments, by supporting their internet 
freedom efforts, or by imposing costs on repressive states. 

Such deliberate action from the U.S. is crucial for developing international 
norms of responsible state behavior on cyber issues and securing an open, free, 
and democratic internet. While H.R. 1251 has been passed in the House, it has 
not been ratified by the Senate.36 In the meantime, the State Department Cyber 
Bureau should consider adopting and institutionalizing the framework into its 
current country assessments. Cyber diplomacy and the use of non-military tools 
like sanctions are critical to protecting the internet. U.S. unilateral commitment 
to proactively set digital standards and integrating internet freedom into its 
diplomatic relations will send a clear signal of support for protecting the public 
core of the internet.

Principle 3: Defend Electoral Processes

Congress should amend the mandate of the Electoral Assistance 
Commission to tie funding assistance for election security to participation 
in existing threat information sharing and disclosure programs.  It should 
also pass the Election Workers Protection Act to ensure the protection of 
the people who run our elections.

The threats of election interference, both real and imagined, have increasingly 
overshadowed domestic and international elections over the last decade. Election 
agencies and political campaigns face a substantial risk of cyberattacks that 
would undermine their ability to run and oversee fair elections. Famously, 2016 
Democratic nominee Hillary Clinton’s campaign chair John Podesta fell prey to 
a spear-phishing “hack and leak” attack, where his emails were stolen and posted 
online. The attack intentionally damaged Secretary Clinton’s image and fueled 
conspiracy theories and disinformation. Election officials can also be targeted by 
hackers: an attack could inhibit their ability to run elections effectively, impact 
voter rolls or polling locations, and create doubts about an election’s credibility. 

35   "H.R.1251 - 117th Congress (2021-2022): Cyber Diplomacy Act of 2021." Congress.gov, Library of Congress, 22 April 2021, 
http://www.congress.gov/.

36   Kagubare, Ines. “Sen. King Calls on Senate to Pass the Cyber Diplomacy Act.” The Hill, The Hill, 21 Sept. 2022, https://
thehill.com/policy/cybersecurity/3654210-sen-king-calls-on-senate-to-pass-the-cyber-diplomacy-act/

http://Congress.gov
http://www.congress.gov/
https://thehill.com/policy/cybersecurity/3654210-sen-king-calls-on-senate-to-pass-the-cyber-diplomacy-act/
https://thehill.com/policy/cybersecurity/3654210-sen-king-calls-on-senate-to-pass-the-cyber-diplomacy-act/
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Election institutions are often resource-constrained and lack cybersecurity 
expertise. Campaigns particularly suffer from substantial resource constraints and 
a lack of institutional knowledge and best practices - most employees work for a 
given campaign for less than a year.37 The past few elections have unfortunately 
revealed other vulnerabilities in the system–those that fail to protect election 
workers. Increased threats of violence and disruption have generated fear for the 
safety of those volunteer workers and their families, causing many to end their 
service. Without greater protections, continued harassment threatens the security 
and safety of free, fair, and stable elections.38 

Locally run and fragmented election institutions are both a security strength 
and weakness. A vulnerability in an independently operating election system is 
unlikely to become a contagion across all election systems.  Unfortunately, that 
also makes it difficult to quickly deploy or enforce robust cybersecurity practices 
across these many institutions.  Programs like the Belfer Center’s Defending 
Digital Democracy project39 were important in addressing these vulnerabilities, 
but now this work needs to be reinforced at state and local levels. The 2002 
Helping Americans Vote Act (HAVA) established the EAC to serve as a funding 
clearinghouse and a conduit of federal expertise and local administration. In 
recent years, the EAC has partnered closely with CISA to evangelize best practices 
and encourage participation in new organizations.

  Election Security and Multi-State Information Sharing & Analysis Centers 
(ISACs) are critical information-sharing and collaboration organizations that 
enable local election officials to partner with cybersecurity experts. Cybersecurity 
professionals from DHS and CISA share best practices and critical updates 
regarding the evolving threat landscape with election officials and service vendors. 
Importantly, local officials can report on what they are observing, pushing up risk 
information to a central federal expert network, to be reviewed, contextualized, 
and then disseminated to local officials across the country. DHS has taken the 
further extraordinary step of providing security clearances to certain state election 
officials, to ease the sharing of classified intelligence.40 Information sharing is 

37   Mook, Robby & Scott Jennings (2022). Modern American Political Campaigns.

38   Zakrewski, Cat. “Election workers brace for a torrent of threats: ‘I KNOW WHERE YOU SLEEP.’” Washington Post, 
November 8, 2022. https://www.washingtonpost.com/technology/2022/11/08/election-workers-online-threats/ 

39   Mook, Robby, Rhoades, Matt & Eric Rosenbach. “The State and Local Election Cybersecurity Playbook.” Report, Belfer 
Center for Science and International Affairs, Harvard Kennedy School, July 2018.

40  “Written Testimony of DHS for a Senate Select Committee on Intelligence Hearing Titled ‘Election Security.’” 2018.

https://www.washingtonpost.com/technology/2022/11/08/election-workers-online-threats/
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essential for election officials to appropriately understand and defend against the 
latest threats.

Today, participation in these programs is largely optional for state and county 
election officials. Understanding cyber threats and alerting other actors about 
attacks is critical for improving cybersecurity in all industries, including election 
administration. Congress should therefore amend the HAVA to tie security 
funding to participation in ISACs. Additionally, the amended HAVA should 
mandate that election officials disclose any cyber incidents to CISA and the 
ES-ISAC. Finally, Congress should pass the proposed Election Worker Protection 
Act to ensure administrators have enhanced physical and cyber protections in an 
evolving and contentious threat environment.41 

It is important to note that American elections are not the only ones vulnerable 
to cyber interference. Over the last decade, we have seen myriad examples of 
foreign interference, often in the form of “hack and leak” attacks or via concerted 
misinformation.42,43,44 America is a leader in democratic norms, election security, 
and integrity. By unilaterally committing to substantive cyber defense in domestic 
elections, xas well as protecting the people who run our free and fair elections, the 
U.S. can both secure its own election and advance the norm of electoral defense 
abroad as well.

Principle 4: Defend Intellectual Property

Intellectual Property (IP) espionage and theft have been a cornerstone 
of some countries’ technology policy over the last several years - and are 
one of the primary sources of diplomatic tensions between China and 
the United States.  In response, Congress should expand CFIUS’s review 
powers, or empower the Department of Commerce also to evaluate 
American investment into foreign companies.

41   Mellerio, Paige, and Maxx Silvan. “U.S. Senators Introduce Legislation Aiming to Protect Election Workers.” NACo, 
National Association of. Counties, 27 Oct. 2022, https://www.naco.org/blog/us-senators-introduce-legislation-aiming-
protect-election-workers.

42   Scott, M. (2017, May 6). U.S. far-right activists promote hacking attack against Macron. Retrieved July 11, 2022, from 
https://www.nytimes.com/2017/05/06/world/europe/emmanuel-macron-hack-french-election-marine-le-pen.html 

43   Bronskill, J. (2022, June 23). China may have tried to discourage Canadians from voting conservative: Federal Unit. 
CTVNews. Retrieved July 11, 2022, from https://www.ctvnews.ca/politics/china-may-have-tried-to-discourage-
canadians-from-voting-conservative-federal-unit-1.5959464

44   Clayton, M. (2014, June 17). Ukraine election narrowly avoided 'wanton destruction' from hackers. Passcode. Retrieved 
July 11, 2022, from https://www.csmonitor.com/World/Passcode/2014/0617/Ukraine-election-narrowly-avoided-
wanton-destruction-from-hackers 

https://www.naco.org/blog/us-senators-introduce-legislation-aiming-protect-election-workers
https://www.naco.org/blog/us-senators-introduce-legislation-aiming-protect-election-workers
https://www.nytimes.com/2017/05/06/world/europe/emmanuel-macron-hack-french-election-marine-le-pen.html
https://www.ctvnews.ca/politics/china-may-have-tried-to-discourage-canadians-from-voting-conservative-federal-unit-1.5959464
https://www.ctvnews.ca/politics/china-may-have-tried-to-discourage-canadians-from-voting-conservative-federal-unit-1.5959464
https://www.csmonitor.com/World/Passcode/2014/0617/Ukraine-election-narrowly-avoided-wanton-destruction-from-hackers
https://www.csmonitor.com/World/Passcode/2014/0617/Ukraine-election-narrowly-avoided-wanton-destruction-from-hackers


18 Advancing Cyber Norms Unilaterally: How the U.S. Can Meet its Paris Call Commitments

IP theft comes in a few different forms. For example, Chinese regulators often 
mandate that American tech companies expose algorithms to authorities and store 
user and corporate data on locally-controlled servers.45,46 IP theft also takes place 
surreptitiously - FBI Director Christopher Wray recently stated that Chinese attacks 
threatens “our innovation, our trade secrets, our intellectual property, on a scale 
that’s unprecedented in history” and that his agency is “now moving at a pace where 
[they’re] opening a new China counterintelligence investigation about every 12 
hours.”47

There is no evidence (and little reason to believe) that the US government engages 
in a similar type of corporate espionage and theft on behalf of American businesses. 
American regulators and policymakers must therefore take a defensive posture in 
their normative commitments. 

The Committee on Foreign Investment in the United States (CFIUS) is the primary 
existing entity responsible for overseeing the intersection of American economic 
interests and national security.  Congress, recognizing CFIUS’s criticality in defending 
and strengthening American security and capabilities, expanded its purview in 
the 2018 Foreign Investment Risk Review Modernization Act (FIRRMA).  CFIUS 
can now review and veto transactions that would transfer control of institutions, 
assets, and employers which are deemed critical to domestic security, including and 
particularly cybersecurity.

FIRRMA’s expansion was a good step, but alone was insufficient in the face of 
rampant IP espionage. Just as it is essential for core security capabilities to remain in 
domestic control, it is unacceptable for Americans to invest in and profit from foreign 
businesses that jeopardize American security. The CHIPS act established a review 
process for US-based investment in Chinese semiconductor manufacturing. This new 
mandate should build on that, and prohibit investment into foreign companies that 
are known to practice corporate espionage or benefit from IP and technology stolen 
by foreign states on their behalf. Congress should also explore legislation prohibiting 
American businesses from entering into Joint Ventures with known malign actors. 

45   Hout, Thomas & Pankaj Ghemawat (2017, September 7). China vs the world: Whose technology is it? Competitive Strategy. 
Retrieved July 11, 2022, from https://hbr.org/2010/12/china-vs-the-world-whose-technology-is-it 

46   Wheeler, T. (2021, September 14). China's new regulation of platforms: A message for American policymakers. Tech Tank. 
Retrieved July 11, 2022, from https://www.brookings.edu/blog/techtank/2021/09/14/chinas-new-regulation-of-platforms-a-
message-for-american-policymakers/ 

47   Beals, M. (2022, April 24). FBI chief says espionage threat posed by China 'unprecedented in history'. Retrieved July 11, 2022, 
from https://thehill.com/policy/national-security/3461869-fbi-chief-says-espionage-threat-posed-by-china-unprecedented-
in-history/ 
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Principle 5: Non-Proliferation

In the wake of the Shadow Brokers hack, American policymakers took 
substantial steps to mitigate domestically-developed cyberweapon 
proliferation. Now, a coordinated strategy of intelligence, defense, and 
law enforcement partners is needed to constrain the use of these weapons 
globally.

To advance the norm of non-proliferation, American policymakers should focus 
on mitigating both the distribution of increasingly powerful cyber weapons and 
their growing use by state and non-state actors. Unfortunately, some of the most 
powerful weapons are based on tools that have left American control.  Two of the 
most destructive mass cyberattacks in recent history, the WannaCry and NotPetya 
ransomware, were developed from a vulnerability exploit called ETERNALBLUE, 
initially developed by the NSA for US national security purposes. ETERNALBLUE 
was one of a suite of tools stolen and then leaked by the criminal hacker 
organization called the Shadow Brokers.  Despite Microsoft issuing patches to 
address the vulnerability, the WannaCry and NotPetya attacks were still released 
to devastating effect months late and showcased the importance of ensuring the 
nonproliferation of cyberweapons. 

The NSA has responded by releasing clearly defined protocols and extensive 
review processes to confirm that internally developed tools are built thoughtfully 
and deployed carefully. Home-grown weapons have proven difficult to protect, to 
devastating effect. When possible, American cyberintelligence and actions should 
try to use targeted, low-tech and low-risk tools that already exist, and work with 
private enterprises to quickly eliminate discovered vulnerabilities.

Policymakers must also commit to constraining foreign adversaries’ use of cyber 
warfare. Cyber weapons are appealing because their origin can be relatively 
ambiguous. Fortunately, innovations in cyber forensic technology have made it 
easier for investigators to identify the source of many attacks. In the lead-up to and 
through the current Russian invasion of Ukraine, American officials successfully 
released intelligence eliminating plausible deniability and creating global pressure 
to constrain Russian aggression. Even as they have moved forward with their war 
efforts, Russians have faced immense international pressure to constrain the types 
of action they deploy because of the perceived illegitimacy of the war.
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American cyber defense should apply this model to all cyber activities. One of the 
biggest lessons learned in the cyber domain from the Russian war in Ukraine is 
that, as CSIS’ James Andrew Lewis wrote, “A well-prepared and energetic defense 
can prevail over offense in cyberspace.”48 As such, CISA, in conjunction with the 
FBI, State, CYBERCOM, other departments and agencies, states, and the White 
House, should continue to develop close defensive collaboration, domestically 
and with international allies.49 This includes a similar strategy of “naming and 
shaming” reasonably known sources of cyberattacks. When appropriate, the FBI 
should continue to bring criminal charges against known cyber criminals, and 
work with international partners to expose criminals and bring them to justice. 
When law enforcement can’t reach them, the Department of Commerce can rely 
on its international partners to implement an array of wide-ranging sanctions to 
isolate perpetrators and deter further action. 

Cyberattackss are not like nuclear attacks - they are more akin to terrorist strikes. 
The military should embrace a dynamic strategy similar to using special forces in 
counterterrorism operations. When appropriate, US CYBER COMMAND should 
embrace the authority recently granted in the House-passed National Defense 
Authorization Act50 and deploy targeted actions that shut down known bad actors, 
be they unaffiliated criminal groups or known troll farms like the Russian-backed 
Internet Research Agency.51 Coordination with allies to advance the norms of 
non-proliferation is critical to constrain the use of cyber weapons globally.

48   Lewis, James Andrew. “Cyber War in Ukraine” Report, Center for Strategic and International Studies, June 2022. https://
www.csis.org/analysis/cyber-war-and-ukraine 

49   Zabierek, Lauren. “The New Frontier of Democratic Self-Defense.” Horizons Winter 2022 / Issue No.20, CIRSD, Nov. 
2022,  

50   "H.R.7776 - 117th Congress (2021-2022): James M. Inhofe National Defense Authorization Act for Fiscal Year 2023." 
Congress.gov, Library of Congress, 15 December 2022, https://www.congress.gov/bill/117th-congress/house-bill/7776.

51   Gordon, S., & Rosenbach, E. (2022). America’s Cyber-Reckoning: How to Fix a Failing Strategy. Foreign Affairs, 101(1), 
10–20.
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Principle 6: Lifecycle security

In order to secure the cybersecurity and integrity of U.S. supply chains, the 
federal government must establish a dedicated and centralized institute 
within the Executive Branch that convenes and streamlines supply chain 
reform, in addition to promoting transparency for both citizens and 
businesses on efforts within the federal government.

The Paris Call’s sixth principle calls to “strengthen the security of digital processes, 
products, and services, throughout their lifecycle and supply chain.”52 In a world 
that is increasingly reliant on complex digital systems and technologies, malicious 
supply chain disruptions pose a major economic and national security threat to the 
U.S. and its allies. Broader supply chain security is, therefore, a critical challenge.

The Biden Administration has already taken significant action to improve the 
security and integrity of U.S. technology supply chains. Executive Order 14017 
“America’s Supply Chains” emphasized the need for “resilient, diverse, and secure 
supply chains to ensure our economic prosperity and national security”.53 The 
EO also ordered a “100-Day Supply Chain Review” of major risks and impacts 
of disruption for the supply chains of critical sectors, such as semiconductors, 
critical minerals and materials, pharmaceuticals, and large capacity batteries54 The 
report also outlined how under-investment in cyber security has left companies 
and critical infrastructure vulnerable to hacks and other cyberattacks. The Biden 
Administration should move forward with a permanent Supply Chain Task Force 
or centralized Institute that will take immediate action to identify and address key 
vulnerabilities in U.S. supply chains. 

Establish a U.S Government Supply Chain Institute

The threat of cyberattacks to critical industries requires a more concerted, 
centralized and proactive approach by the U.S. government. While there are many 
efforts across the U.S. federal government and in Congress to strengthen and 
secure U.S. supply chains, a convening body that reports to the President is critical 

52   The 9 principles. Paris Call. (2018, November 12). Retrieved from https://pariscall.international/en/principles 

53   “Executive Order on America's Supply Chains.” Executive Orders, The White House, 24 Feb. 2021, https://www.
whitehouse.gov/briefing-room/presidential-actions/2021/02/24/executive-order-on-americas-supply-chains/.

54   “Building Resilient Supply Chains Report.” 100 Day Supply Chain Review Report, The White House, June 2021, https://
www.whitehouse.gov/wp-content/uploads/2021/06/100-day-supply-chain-review-report.pdf.
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for prioritizing supply chain security.55 This Institute will be instrumental for 
streamlining supply chain reform and promoting transparency for both citizens 
and businesses on efforts within the federal government. 

The White House 100-Day Supply Chain Review Report recommended the 
establishment of specific agency-led task forces that focused on unique aspects of 
securing U.S. supply chains. For example, the report proposed a task force made 
up of the major U.S. public lands agencies, the EPA, and the Geological Survey to 
develop a material-by-material plan to identify specific locations of key strategic 
and critical materials in the United States that could be sustainably produced 
domestically.56 Along with the recommended Battery Recovery and Recycling 
Task Force and a task force led by the HHS on novel manufacturing technologies 
and processes, a broader Supply Chain Institute or entity will be critical for 
tracking progress and fostering communication between the different task force 
workstreams and the President. 

This Supply Chain Institute can also guide the implementation of 
recommendations from the Cyberspace Solarium Commission on “Building 
a Trusted ICT Supply Chain.” The Commission proposed a strategy built on 
developing robust public-private and international partnerships.57 With the 
rapid evolution of technology and emerging threats, consistent collaboration and 
cooperative measures with the private sector is critical for securing supply chains 
across the U.S. government and private sector actors.58 The U.S. must normalize 
a whole-of-government approach to work closely with private sector companies 
on improving supply chain cybersecurity, and a centralized Institute will be 
instrumental in strengthening collaboration with the private sector and providing 
actionable insights and analysis to the President and other task forces across the 
federal government. 

55   “Reimagining Global Supply Chain Post COVID-19.” Principal to Principal Global Supply chain Task Force. Principal 
to Principal. May 2021. https://secureservercdn.net/198.71.233.44/9gx.c95.myftpupload.com/wp-content/
uploads/2021/05/P2P-Supply-Chain-Report-FINAL-MAY-2021-compressed.pdf

56   “Building Resilient Supply Chains Report.” 100 Day Supply Chain Review Report, The White House, June 2021, https://
www.whitehouse.gov/wp-content/uploads/2021/06/100-day-supply-chain-review-report.pdf.

57   “Cyberspace Solarium Commission - Supply Chain White Paper.” Cyberspace Solarium Commission White Papers, U.S. 
Cyberspace Solarium Commission , Oct. 2020, https://www.solarium.gov/public-communications/supply-chain-white-
paper.

58   “Cybersecurity Policy Making at a Turning Point.” Internet Economy, OECD, 2012, https://www.oecd.org/sti/ieconomy/
cybersecurity%20policy%20making.pdf.
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A dedicated and centralized institute within the Executive Branch will also 
be critical for supporting efforts in both the House and the Senate to address 
vulnerabilities in the U.S. supply chain, including the House-passed America 
COMPETES Act and the Senate-passed United States Innovation and Competition 
Act (USICA). Both bills include the establishment of a Supply Chain Resiliency 
and Crisis Response Office within Commerce. A Supply Chain Institute can 
complement this new office with its focus on coordinating research, insights, and 
deliverables across other task forces across the federal government. These insights 
can be leveraged by U.S. policymakers and cyber experts to create standards and 
regulations to protect lifecycle security. 

Principle 7: Cyber Hygiene

The cyber threat environment has evolved substantially over the last 
several years.  From federal agencies to state and local governments, to 
private businesses, NGOs, and citizens, no entity or individual is immune 
from the rapidly changing cyber environment.   Federal, state, and local 
governments must partner with private companies and civil society on 
specific coordinated actions to advance a norm of greater cyber hygiene.

Just as policy and guidance have evolved with other technologies (e.g. motor 
vehicles, firearms, medical treatments), so too must cyber policy change reflect the 
new risks in the digital world.  Sloppy cyber practices that endanger individuals 
also risk the security of broader society.

CISA already plays a critical role in alerting, educating, and partnering with 
businesses to enhance their cybersecurity. They now need to accelerate their 
work with private citizens, proactively pushing out information regarding 
elevated risks (akin to the “Shields Up” campaign recently issued in tandem with 
Russian hostility towards China), and find appropriate local partners to push out 
information and alert the public to specific risks.

State governments can best share appropriate cyber hygiene through their 
various citizen services. Citizens digitally interact with state governments in a 
host of ways, through elections, driver services, taxation and benefit services. 
State entities should model and require good cyber hygiene, including MFA, 
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minimum password complexity, and requiring users to change known duplicated 
or compromised passwords.

State governments offer many direct services to the public, and are therefore 
uniquely positioned to educate the public and provide resources for cyber hygiene. 
States’ Departments of Education should bolster computer education curricula to 
expose the risk of poor cyber hygiene, and to teach students simple best practices 
on how to improve their personal security. Adults can benefit from public 
education courses offered in person at community colleges or online through local 
library systems or other citizen service centers.

Technology companies have been instrumental in promoting better digital 
hygiene. For example, prominent platforms like Google and Meta generally 
now require users to use MFA to log into their accounts.59,60 This both makes 
these particular platforms more secure, but also promotes user awareness of the 
importance and value of MFA. More businesses, particularly financial platforms 
and other keepers of sensitive and valuable information, should similarly require 
MFA and alert users to or prohibit users from using known compromised 
passwords.

Civil society is already playing a critical role, and must continue to do so. The 
Cybercrime Support Network, run by a consortium of cybersecurity service 
providers, offers a variety of free guidance to businesses that have been affected 
or are vulnerable to cybercrime.61 Meanwhile, Craig Newmark Philanthropies 
has committed $50 million to build a Cyber Civil Defense.62 Practically, this will 
invest across a wide group of organizations focused on educating Americans about 
both growing security threats and what can be done to reduce those risks. It is 
particularly important to expand funding to more state and local governments 
across the United States that are especially vulnerable to cyberattackss or have not 
had the resources to invest in better cyber capabilities and talent. States and local 
governments struggle to recruit top talent, but civil society organizations can work 
alongside government agencies like CISA to subsidize costs and direct talent into 

59   “Authentication Tools for Secure Sign In.” Authentication Tools for Secure Sign , Google Safety Center, https://safety.
google/authentication/.

60   “How Two-Factor Authentication Works on Facebook.” How Two-Factor Authentication Works on Facebook, Facebook 
Help Center, https://www.facebook.com/help/148233965247823

61   “About.” Fightcybercrime.org, Fight Cybercrime , 5 July 2022, https://fightcybercrime.org/about/.

62   Cyber Civil Defense, Global Cyber Alliance, https://www.globalcyberalliance.org/cyber-civil-defense/.
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state and local agencies.63 In addition to recommending increased regulations and 
standards, building a robust community across federal, state, local and civilian 
levels that understands and promotes cyber hygiene will be critical to reducing the 
nation’s attack surface.

Principle 8: No Private Hack Back 

Private companies “hacking back” is generally illegal in the United States. 
Congress should continue to dismiss attempts to change the law and direct 
private parties to partner with law enforcement on suspected international 
cyberattacks.

While state Advanced Persistent Threats (APTs) are the most sophisticated cyber 
threat actors, many cyberattacks (including notable examples like WannaCry, 
NotPetya, and the Colonial Pipeline hack) are committed by state and non-state 
actors against businesses and NGOs, motivated by a combination of financial 
and political causes.  Several of the principles of the Paris Call and the previously 
proposed norms and policy actions are designed to address these threats. In 
general, it is important that private organizations develop greater defensive 
capabilities so that they can identify threat actors and stop attacks before they 
happen.

However, there have been recent examples of private actors going a step further, 
actively “hacking back” in response to cyberattacks, as a means of both possible 
deterrence or, more often, vengeance. In recent years, Congress has introduced 
bills that would amend the Cyber Fraud and Abuse Act to legalize this activity for 
private individuals.64,65 While unlikely to pass, this move towards “vigilante justice 
in cyberspace” is alarming - “hacking back” is both risky and unnecessary. Instead 
of legalizing this vicious and risky cycle, lawmakers and federal agencies should 
commit to preventing it.

Hacking back creates substantial risk for the broader cyber ecosystem for several 
reasons and must remain illegal. First, attribution is difficult for cyberattacks. Most 

63   https://apnews.com/article/business-technology-internships-0d7fc0ee18295585292b2e13b62e88f3

64   "Text - H.R.3270 - 116th Congress (2019-2020): Active Cyber Defense Certainty Act." Congress.gov, Library of Congress, 
28 June 2019, http://www.congress.gov/.

65   "H.R.4036 - 115th Congress (2017-2018): Active Cyber Defense Certainty Act." Congress.gov, Library of Congress, 1 
November 2017, http://www.congress.gov/.
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attacks are clandestine and sophisticated attackers can mask themselves, appearing 
to be working from intermediaries or using techniques that mimic other known 
actors. Permitting private hacking back may inadvertently cause more cyber 
violence against incorrectly attributed innocent actors.66 

Second, it is difficult to subject hacking back operations to accountability and 
oversight.  In some of the proposed legislation, victims that want to hack back 
would need to register the attack and their actions with the FBI before responding. 
However, because most cyberattacks are unreported, it is difficult to monitor 
compliance, particularly if the original attacker was a non-US entity.

Hacking back also risks fomenting diplomatic conflict, in addition to undermining 
the State Department’s new Bureau of Cyberspace and Digital Policy and US 
legitimacy more broadly. The 2021 Solar Winds attack was ultimately attributed 
to Cozy Bear or APT29, likely with the blessing of the Russian state.67 Similarly, 
the 2021 Microsoft Exchange server attack was perpetrated by a group called 
Hafnium, later deemed to be associated with the Chinese state.68 China’s growing 
military-civil fusion heightens this risk of diplomatic conflict between the U.S. 
and China. As Beijing seeks to create deeper integrations between China’s defense 
and civilian economies, Chinese companies can be considered an arm of the 
government by the CCP.69 A hack back by a U.S. company or private actor on a 
Chinese corporation could therefore be seen as a direct attack on the Chinese 
state. For example, had Solar Winds or Microsoft responded with a counterattack, 
it could have been construed as an act of violence against the Chinese state, 
and could have invited a more forceful cyber and non-cyber response against 
Microsoft and the United States. 

66   Ellis, Jen. “Why Hack Back Is Still Wack: 5 Causes for Concern.” Security Magazine, 13 Oct. 2021, www.securitymagazine.
com/articles/96295-why-hack-back-is-still-wack-5-causes-for-concern.

67   “ Highly Evasive Attacker Leverages SolarWinds Supply Chain to Compromise Multiple Global Victims With SUNBURST 
Backdoor | Mandiant.” Mandiant, 13 Dec. 2020, www.mandiant.com/resources/evasive-attacker-leverages-solarwinds-
supply-chain-compromises-with-sunburst-backdoor.

68   Conger, Kate, and David Bolaños. “Russian Hacking Cartel Attacks Costa Rican Government Agencies.” The New York 
Times, 18 May 2022, www.nytimes.com/2022/05/17/us/politics/russia-hacking-costa-rica.html.

69   Elsa B. Kania And and Lorand Laskai. “Myths and Realities of China’s Military-Civil Fusion Strategy.” Center for a New 
American Security, 28 Jan. 2021, www.cnas.org/publications/reports/myths-and-realities-of-chinas-military-civil-fusion-
strategy.
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Finally, it is not clear that hacking back is effective.  Despite an escalation in 
counterattacks and global law enforcement takedowns of attackers, incidents of 
ransomware and commercial cyberattacks continue to rise.70 

Fortunately, hacking back remains illegal in the United States. However, there 
are congressional proposals to permit the activity, most recently in Senate Bill 
2292 in the current 117th Congress.71 Instead of engaging in destructive hacking 
back, companies should continue to partner with CISA, the FBI, and other law 
enforcement agencies. Established in 2008, the National Cyber Investigative Joint 
Task Force (NCIJTF) leads a coordinated federal intelligence and law enforcement 
effort to investigate and prosecute cyberattacks on private businesses. Rather than 
attempting to take matters into their own hands, businesses should establish strong 
cyber defenses and then rely on federal resources to respond to cyberattacks.

Principle 9: International Norms 

The United States must lead in establishing and enforcing effective 
international norms by building a coalition of partners and allies to secure 
democratic values in cyberspace, leveraging its own unilateral commitment 
to cyber norms and diplomatic power.

President Biden has made cybersecurity a top priority for the Biden-Harris 
Administration at all levels of government, as shown through EO 14028. However, 
the scope of this EO does not reference U.S. leadership for norms creation within 
the international community.72 The Administration is therefore missing an 
important opportunity to be a first-mover and leader in unilateral commitment 
to cyber norms. The U.S. must leverage its diplomatic resources to move forward 
with other negotiations on nation-state cyber norms commitments, using its own 
commitments for legitimacy. For example, the new State Department Bureau of 
Cyberspace and Digital Policy or USAID’s Digital Development program will be a 
critical tool for building multilateral commitments to international cyber norms.73 

70   Larson, Selena. “Offense Will Win Some Battles, but Cyber Defense Will Win the War.” CyberScoop, 10 Jan. 2022, 
https://www.cyberscoop.com/offense-will-win-some-battles-but-cyber-defense-will-win-the-war/.

71   "S.2292 - 117th Congress (2021-2022): Study on Cyber-Attack Response Options Act." Congress.gov, Library of 
Congress, 24 June 2021, http://www.congress.gov/.

72   “Executive Order on Improving the Nation's Cybersecurity.” 2021. The White House. https://www.whitehouse.gov/
briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/.

73   Office of the Spokesperson. 2022. “Establishment of the Bureau of Cyberspace and Digital Policy - United States 
Department of State.” State Department. https://www.state.gov/establishment-of-the-bureau-of-cyberspace-and-
digital-policy/.
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Furthermore, the new special envoy for critical and emerging technology is 
another key resource for leading the cyber diplomacy agenda and norms creation 
with U.S. allies. The U.S. should leverage its own commitments to create reciprocal 
agreements with allies and adversaries alike to minimize irresponsible actions and 
collateral civilian damage.74 

If the U.S. does not take concerted action to build coalitions to set international 
norms, authoritarian governments like Beijing will seek to leverage its 
growing economic and cyber power to reshape the international order and 
norms in cyberspace. As outlined in recommendations for the Paris Call’s 
“Non-Proliferation Principle,” the U.S. can create reciprocal and enforceable 
agreements with allies or build a similar U.S.-led institution (like the European 
Union’s Joint Cyber Unit) to strengthen cooperation on both norms and responses 
with nations and partners outside of the European Union.75 

Joint partnerships and commitments would be particularly impactful for nations 
in Latin America and Africa that have been calling for increased capacity building 
for cyber infrastructure and support from nations with robust technology and 
cyber resources, like the United States.76 The massive cyberattack in Costa Rica, 
which began in April 2022, caused the Costa Rican President to declare a national 
emergency, as hackers infiltrated at least 27 government institutions.77 The U.S. 
State Department offered “up to $10 million for information leading to the 
identification and/or location” of the organizers behind the Conti attack.78 The 
strategy worked, as did a unified response from the West when Conti aligned itself 
with the Russian government after the invasion of Ukraine. The Conti operation 
was officially shut down in May 2022, after Western sanctions on Russia and 
associated actors cut off their major source of income.79 

74   Adams, Perri, Dave Aitel, George Perkovich, and JD Work. 2021. “Responsible Cyber Offense.” Lawfare. https://www.
lawfareblog.com/responsible-cyber-offense.

75   “Joint Cyber Unit.” Shaping Europe’s Digital Future, 30 June 2022, digital-strategy.ec.europa.eu/en/policies/joint-cyber-
unit.

76   “Why Latin America Needs To Build A Cybersecurity Fortress ASAP.” Crunchbase.Com, 12 Nov. 2021, news.crunchbase.
com/fintech-ecommerce/latin-america-emerging-markets-cybersecurity.

77   BBC News. “President Rodrigo Chaves Says Costa Rica Is at War with Conti Hackers.” BBC News, 18 May 2022, www.
bbc.com/news/technology-61323402.

78   Conger, Kate, and David Bolaños. “Russian Hacking Cartel Attacks Costa Rican Government Agencies.” The New York 
Times, 18 May 2022, www.nytimes.com/2022/05/17/us/politics/russia-hacking-costa-rica.html.

79   Kovacs, Eduard. “Conti Ransomware Operation Shut Down After Brand Becomes Toxic”. Security Week. May 23, 2022. 
https://www.securityweek.com/conti-ransomware-operation-shut-down-after-brand-becomes-toxic
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In partnership with other democracies and allies, the U.S. can and should do more 
to support cyber infrastructure, institutional capacity building, and norms that 
could have better prepared nations like Costa Rica in the event of a large-scale 
attack. The U.S. can also leverage existing capacity building programs through 
USAID and the State Department. Ultimately, a more integrated approach to 
collaborative defense and coordinated information sharing with like-minded 
nations can create more robust cyber norms among U.S. allies.80

However, without Congressional appropriations and support, many of the 
coalition-building initiatives cannot be institutionalized to establish long-standing 
international cyber norms. Cyber diplomacy has been placed on the back-burner 
by Congress for far too long, and it is critical that the Executive Branch, 
particularly the Department of State, work closely with Congress to set clear 
priorities.81 The bipartisan Cyber Diplomacy Act of 2021 showcases how Congress 
can help set an agenda for building coalitions and alliances with like-minded 
nations to promote international norms.82 Although this bill has only passed 
the House, it demonstrates how a whole-of-government approach is critical for 
strengthening international cyber norms and advancing America’s interests in 
cyber policy and diplomacy. 

Challenges Facing the 
Establishment of Cyber Norms
While there is broad support for stabilizing and securing cyberspace through 
many of the norms outlined in the Paris Call, creating and instituting more robust 
cyber norms presents many new challenges for policy-makers.83 Crafting norms 
for the cyber domain demands a new playbook for how to communicate with 
policy-makers and to design and implement norms.

80   Zabierek, Lauren. “The New Frontier of Democratic Self-Defense.” Horizons Winter 2022 / Issue No.20, CIRSD, Nov. 
2022. https://www.cirsd.org/en/horizons/horizons-winter-issue-20/the-new-frontier-of--democratic-self-defense.

81   Bate, Laura, and Matthew Cordova. “Technology Diplomacy Changes Are the Right Start.” Lawfare, 3 Dec. 2021, https://
www.lawfareblog.com/technology-diplomacy-changes-are-right-start.

82   "H.R.1251 - 117th Congress (2021-2022): Cyber Diplomacy Act of 2021." Congress.gov, Library of Congress, 22 April 2021, 
http://www.congress.gov/.

83   Finnemore, Martha. 2017. “Cybersecurity and the Concept of Norms.” Carnegie Endowment for International Peace. 
https://carnegieendowment.org/2017/11/30/cybersecurity-and-concept-of-norms-pub-74870.
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Communicating with policymakers

The increasingly public and destructive nature of cyberattacks has raised public 
awareness of cybersecurity. However, policymakers still struggle with how to 
craft technically sound policy solutions.84 Cyber experts still need to bridge this 
technical gap, which poses a significant challenge to institutionalizing and crafting 
cyber norms. 

In 2014, the Hewlett Foundation noted in an extensive study on their cybersecurity 
initiative that one persistent problem is the gap between the technical world and 
the policy world.85 Their study found that in order for cyber security experts 
and academics to truly inform policy, there needs to be “more ‘translators’ and 
‘connectors’” – individuals with experience, insights, and credibility in government 
and the private sector as well as with technical cyber issues.86 Bridging this gap is 
critical to establishing cyber norms and for successful U.S. unilateral commitment. 
Experts who have both technical and policy expertise can bring both nuance and 
their networks to establish trust and inform policy. 

With China and Russia engaging in irresponsible, disruptive, and destabilizing 
behavior in cyberspace, policymakers can see the risk to the United States posed 
by a lack of norms in cyberspace.87 However, the complexity, magnitude, and 
variety of risks posed by malign actors make it difficult to craft impactful solutions 
that do not create unintended consequences. Despite the growing urgency, this 
technical complexity slows the legislative and norm development process. To craft 
robust cybersecurity norms and legislation, policymakers need to learn more 
about how cyber operations are executed and work in practice to collaborate 
on creating successful oversight of U.S. cyber operations.88 Closing this divide, 
particularly with the technical components of cyber security, is a major challenge 
facing the establishment of U.S. cyber norms.

84   Sugarman, Eli, and Alicia Wanless. 2018. “Building a more capable cyber policy field.” Hewlett Foundation. https://www.
hewlett.org/building-capable-cyber-policy-field/.

85   Ibid.

86   Ibid.

87   Hearing on "China's Cyber Capabilities: Warfare, Espionage, and Implications for the United States."” 2022. U.S.-China 
Economic and Security Review Commission. https://www.uscc.gov/hearings/chinas-cyber-capabilities-warfare-
espionage-and-implications-united-states

88   Adams, Perri, Dave Aitel, George Perkovich, and JD Work. 2021. “Responsible Cyber Offense.” Lawfare. https://www.
lawfareblog.com/responsible-cyber-offense.
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The U.S. Needs a New Playbook 

Given the global and ubiquitous nature of the cyber domain, developing 
cybersecurity standards and international norms require unique approaches that 
do not align with historical norm-building processes. The prevailing approach 
is rooted in U.S. post-World War II successes in creating political and economic 
norms that were reinforced with international institutions.89 American diplomatic, 
economic, and military primacy in the postwar order gave it broad discretion in 
crafting the political and economic institutions and norms that persisted for the 
next 75 years.90 However, the dynamics of norm creation and the geopolitical 
landscape have drastically changed, preventing a similar approach for the U.S 
with establishing cyber norms. As a result, U.S. diplomats and cyber policymakers 
must adopt an entrepreneurial and collaborative approach to crafting cyber norms 
- beginning with unilateral commitments and decisions on U.S. behavior in the 
cyber domain. 

According to the Belfer National Cyber Power Index (NCPI), the U.S. is the most 
powerful state actor in the cyber domain.91 Because it is the dominant cyber 
power, substantive and unilateral U.S. commitments to the principles of the Paris 
Call will significantly increase its impact. These commitments will help broker 
trust and deepen partnerships to address cyber threats and establish norms for 
responsible state action. Working closely with allies and partners is fundamental to 
successfully mitigate evolving cyber threats. 

In stark contrast to most other conventional and economic weapons, 
cyberweapons and technology are neither controlled nor monopolized by state 
actors.92 The cyber domain’s interconnectedness means that states are in contact 
with not just allies and adversaries, but with all other actors in this global system 
– including private businesses that control a significant majority of cybersecurity 

89   Goldman, Emily. 2020. “From Reaction to Action: Adopting a Competitive Posture in Cyber Diplomacy.” Texas 
National Security Review 3, no. 4 (Fall): pg 12. https://repositories.lib.utexas.edu/bitstream/handle/2152/83957/
TNSRVol3Iss4Goldman.pdf?sequence=2&isAllowed=y.

90   Goldman, Emily. 2020. “From Reaction to Action: Adopting a Competitive Posture in Cyber Diplomacy.” Texas 
National Security Review 3, no. 4 (Fall): pg 12. https://repositories.lib.utexas.edu/bitstream/handle/2152/83957/
TNSRVol3Iss4Goldman.pdf?sequence=2&isAllowed=y.

91   Voo, Julia, Irfan Hemani, Simon Jones, Winnona DeSombre, Dan Cassidy and Anina Schwarzenbach. “National Cyber 
Power Index 2020.”, September 2020.

92   Ruhl, Christian, and Duncan Hollis. 2020. “Cyberspace and Geopolitics: Assessing Global Cybersecurity Norm Processes 
at a Crossroads.” Carnegie Endowment for International Peace. https://carnegieendowment.org/2020/02/26/
cyberspace-and-geopolitics-assessing-global-cybersecurity-norm-processes-at-crossroads-pub-81110
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technology and its development.93 Given this unique and dynamic environment, 
working with the private sector will be an essential component of any cyber norm 
development. Any U.S-led norms will be doomed without the cooperation and 
support of private businesses. Unless cyber norms are legislated into a more robust 
regulatory framework, private sector companies in the US will have little incentive 
to follow the U.S. unilateral norms commitment. Working closely with the private 
sector is critical to developing robust and realistic norms, but still presents a 
significant challenge and contrast to the traditional process of norms creation 
outside of cyberspace. 

93   Levite, Ariel (Eli), et al. “Addressing the Private Sector Cybersecurity Predicament: The Indispensable Role of Insurance.” 
Carnegie Endowment for International Peace, 7 Nov. 2018, https://carnegieendowment.org/2018/11/07/addressing-
private-sector-cybersecurity-predicament-indispensable-role-of-insurance-pub-77622.
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Conclusion
U.S. unilateral commitment to cyber norms is only the first step in a long process 
of implementing and maintaining responsible action in cyberspace. Ensuring 
that cyber norms flourish within the U.S. and expand to international allies and 
partners requires concerted efforts from the U.S. to encourage international 
progress, foster interagency collaboration, and collaborate with the private sector.  

Furthermore, if the US is to prevail in strategic competition in cyberspace, it 
must lead with the establishment of cyber norms. While unilateral commitment 
to cyber norms comes at a cost to the US, the cost will be higher if the US fails 
to establish norms and allows bad actors and states to set the agenda. Only by 
taking this first step towards building an international foundation of good faith 
in cyberspace can the US hope to make a positive impact in a deteriorating cyber 
norms landscape. US unilateral commitments to cyber norms will demonstrate 
what constitutes responsible state behavior in cyberspace, and provide a model for 
other nation-states to adopt as they work to implement the principles of the Paris 
Call and decide on their normative behavior in cyberspace.

As the threats posed by cyberattacks continue to proliferate, the need for 
productive diplomatic dialogue among nations has reached a critical juncture. 
Developing a global understanding of cybersecurity priorities and norms is 
essential to the long-term stability and security of cyberspace, and requires 
collaboration among governments. Through leading by example and creating 
expectations of responsible behavior in the cyber domain, the U.S. can help guide 
State actions and encourage restraint and prudence in cyber operations. Unilateral 
commitment to cyber norms from the United States, the dominant global military 
and diplomatic power, could launch a new chapter and critical evolution in 
cyberspace security diplomacy. 
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