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A worker is seen in a tugboat at the Port of Los Angeles on Nov. 10, 2021. Officials struggle to 
clear a backup of ship traffic and ease supply chain snarls that have been blamed for product 
shortages and higher shelf prices. (AP Photo/Marcio Jose Sanchez, File) 
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Executive Summary 
Macrotrends that have characterized the modern era such as international 
market liberalization, globalization and rapid technological development 
has led to an intensified proliferation of complex transnational supply 
chains.1 This has resulted in a simultaneous trend in radical dispersion 
of economic activity and hyper-specialization within national economies 
such that most goods are now developed along atomized supply chains 
spanning several countries. Because economic systems are internationally 
dispersed, this necessarily means that states’ control over its strategic and 
critical economic dependencies has been eroded considerably over the last 
few decades.2

This reality combined with other geopolitical dynamics including the 
meteoric rise of China as an advanced economy is such that the modern 
system of international supply chains is working contrary to American 
policy and economic interests. As well as raising concerns over the 
country’s ability to respond to the recent pandemic, supply chains are a 
central strategic issue for a variety of keystone strategic interests from 
national security to the environment to the US private sector’s long-term 
competitiveness.

The creation of a national supply chain strategy is crucial to responding to 
the challenge and merits specific attention from both policy and business 
leaders. The paper proposes specific government and business policy steps 
that would progress the US’s position on a more unified, strategic supply 
chain approach. Having analyzed the major threats and current policy 
efforts around supply chains, it recommends the following actions:

1   Perraton, Jonathan, David Goldblatt, David Held, and Anthony Mcgrew. ‘The Globalisation of Economic 
Activity’. New Political Economy 2, no. 2 (1 July 1997): 257–77.

2  Kate Macdonald. ‘The politics of global supply chains’. Polity Press, 2014.



2 Never Breaking the Chain: The Economics and Politics of Creating an Effective National Supply Chain Strategy

Government recommendations

• Accept that a risk-based approach is necessary (at least in the short term)

• Maximize indirect influence on market behavior through government 
procurement processes 

• Increase incentives for new start-ups and reward business practices that 
improve supply chain resilience in critical and strategic sectors

• Include supply chain shocks as part of the national emergency risk register

• Ensure any central, coordinating federal agencies adequately reflect the 
diversity of interest and expertise on supply chain issues

Business recommendations:

• Ensure your supply chain is more “just-in-case,” not “just-in-time:”

• Increase investment in supply chain illumination and monitoring resources

• Maximize the upside risk of increasing investment in supply chain 
management systems

• Build industry-led consortia to progress proactive engagement with 
government on supply chain
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Introduction
Anyone working in government or business strategy will have noticed the 
increasing number of discussions around supply chains in recent times. What was 
once a niche area of interest to economists and operations analysts has suddenly 
become a critical concern for political leaders and business executives. The 
attention being granted to supply chain strategy can seem baffling given there are 
a multitude of other, fundamental strategic challenges on the horizon, be it climate 
change, economic growth or national security. In comparison, supply chains seem 
innocuous. Yet our connotations with the term belie its strategic importance. As 
the architecture of the international economic system, supply chains are both 
the symptom and cause of the largescale issues that dominate both political and 
corporate strategic agendas. They both direct and enable the flow of goods and 
information across the world, making them a critical part of the calculus that 
informs the decision-making in both the public and private sector that flow into 
our collective ability to influence and respond to grand strategic challenges. 

Without a doubt, the Covid-19 pandemic and its resultant economic disruption 
have been the key drivers for the increased attention given to supply chains 
over the last two years. With shortages in everything from toilet paper to 
semiconductor chips, it became clear that contemporary supply chain models are 
profoundly liable to disruption due to their just-in-time, globalized structures. In 
some cases, it has even damaged government’s ability to respond to the pandemic 
when shortages in critical strategic supplies in medical equipment or unequal 
access to vaccine production, storage and distribution. Even more recently, 
Russia’s invasion of Ukraine in February has resulted in a renewed effort across 
governments to reconsider their dependence on international supply chains for 
assured access to critical food and energy supplies.

Beyond recent events, one of the longer-term geopolitical trends that has shone 
a spotlight on supply chains as a strategic issue is the emergence of technological 
development as a competitive domain. This is especially as a result of the 
ascendancy of China and its shifting relations with the US,3 which identified 
China as its principal competitor for the first time in the Department of Defense’s 

3   Wu, Xiangning. ‘Technology, Power, and Uncontrolled Great Power Strategic Competition between China and the United 
States’. China International Strategy Review 2, no. 1, June 2020.
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2022 National Defense Strategy.4 As countries vie dominance in specific strategic 
sectors of the international economy, countries are beginning to maneuver 
for control over the supply chains that enable manufacturing and trade within 
these sectors. This increased politicization of supply chains means that now 
more than ever, businesses have to be aware of the political context from which 
they operate. Especially in advanced sectors such as energy, health, information 
communications or advanced manufacturing where governments see a strategic 
benefit in asserting their dominance in the international trade system, businesses 
are vulnerable to a swathe of illegal activity conducted by both state and non-state 
actors, including cyberattacks, IP theft and, ultimately, permanent technology 
transfer. In their current configuration, the supply chain structures of many firms 
operating in the US in strategic sectors are set up in such a way that it is all too 
feasible for hostile actors to exploit their vulnerabilities. This not only poses a 
threat to the long-term viability of American businesses’ competitiveness, but it 
also affects national security and prosperity overall.

Taken together, the complexity of these issues has generated calls for more 
aggressive policy responses, from mass industrial on-shoring programs5 to 
sweeping trade restrictions.6 On the one hand, the ambition of such proposals is 
appropriate to the scale of the challenge. On the other, such an approach is both 
too blunt and restrictive and its crudity threatens not only to be ineffective, but 
also threatens to do more harm to the national economy than good. At the same 
time, commentators who dismiss the use of any such tools fail to recognize the 
urgency of the threat of supply chain vulnerabilities, and all too often rely on 
outdated political and economic analytical frameworks that are all but redundant.

Instead, the answer rests in a middle way, which is simultaneously more diffuse 
and difficult to achieve. It will require new forms of collaboration between 
government and corporate actors, but it will also depend in a structural 
adjustment that will automatically align both the public and private sector to 
operate in ways that are mutually reinforcing through working under a shared 

4   ‘National Defense Strategy’, U.S. Department of Defense, 2022. Accessed 30 May 2022. https://www.defense.gov/
Explore/Spotlight/National-Defense-Strategy/.

5   Stonnington, Nick. ‘Council Post: Why Reshoring U.S. Manufacturing Could Be the Wave Of The Future’. Forbes, 
September 9 2020. Accessed 30 June 2022. https://www.forbes.com/sites/forbesbusinesscouncil/2020/09/09/why-
reshoring-us-manufacturing-could-be-the-wave-of-the-future/.

6   Smith, Yukon Huang, Jeremy. ‘In U.S.-China Trade War, New Supply Chains Rattle Markets’. Carnegie Endowment for 
International Peace, June 26 2020. Accessed 30 May 2022. https://carnegieendowment.org/2020/06/24/in-u.s.-china-
trade-war-new-supply-chains-rattle-markets-pub-82145.

https://www.defense.gov/Explore/Spotlight/National-Defense-Strategy/
https://www.defense.gov/Explore/Spotlight/National-Defense-Strategy/
https://www.forbes.com/sites/forbesbusinesscouncil/2020/09/09/why-reshoring-us-manufacturing-could-be-the-wave-of-the-future/
https://www.forbes.com/sites/forbesbusinesscouncil/2020/09/09/why-reshoring-us-manufacturing-could-be-the-wave-of-the-future/
https://carnegieendowment.org/2020/06/24/in-u.s.-china-trade-war-new-supply-chains-rattle-markets-pub-82145
https://carnegieendowment.org/2020/06/24/in-u.s.-china-trade-war-new-supply-chains-rattle-markets-pub-82145
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understanding of the potential threats and opportunities that a common 
approach to supply chain strategy would bring.

But first, in order to understand how this might be achieved, it is worth reviewing 
the nature of the contemporary threats to supply chains and how this affects 
the range of business and policy priorities of today. As a result, we will be in a 
better position to see how current corporate actions as well as government policy 
initiatives are falling short in meeting the scale and multidimensional nature of the 
challenge. From there, leaders will be able to take initial steps to work towards a 
coherent strategy to address supply chain concerns whether they make decisions 
in the corporate or policy spheres.
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Supply Chains Threats
A continuous, secure and sustainable supply chain is critical to assured access  
to goods and services. Just as we saw when a stranded cargo ship blocked the  
Suez Canal in Egypt last year, a single event inflicting even a temporary supply 
chain shock can cause billions of dollars’ worth of disruption to American trade 
overnight. While supply chains have developed to be as global and streamlined  
as possible in line with previous conventional business wisdom, today various 
environmental, economic and political factors have exacerbated supply chain  
vulnerabilities such that these models are no longer beneficial to neither business 
nor political stakeholders. While the threats are various, they can be understood  
in one of two ways:

• Threats to the supply chain: where the supply chain itself is disrupted  
as a result of either environmental factors, human error or deliberate 
adversarial action.

• Threats along the supply chain: where the product is the target and  
vulnerabilities in the supply chain are exploited as a point of access. 

While policymakers will be able to influence the broader structural threats 
to supply chains by leveraging various policy and regulatory tools, individual 
businesses are best placed to mitigate against threats along their supply chains. 
That said, these categories are strongly interdependent and as such both policy and 
business leaders should coordinate decisions across supply chain threat response.

Threats to the supply chain

Strategic sector dependence: In 1992, George H W Bush’s economic adviser 
Michael Boskin memorably encapsulated a core concept of liberal economic 
theory of international trade with his quip that “potato chips, computer chips, 
what’s the difference? A hundred dollars of one or a hundred dollars of the other 
is still a hundred dollars.” For policy and business leaders alike, there was a shared 
notion that the nature of a country’s output mattered little compared to the dollar 
value. As such, industrial and economic strategists were justified in arguing for the 
marginal relevance of the loss of manufacturing jobs and erosion of the American 
industrial base in favor of globalized trade and specialization.
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The consequence has been for states to relinquish sovereign control over 
supplies of critical goods in the economy. This may not matter so much with 
potato chips, but for computer chips this can have severe ramifications. The UK 
government’s prevarications over data security concerns raised against Huawei 
as the chosen provider for the country’s 5G infrastructure is a well-known 
example of this dilemma.7 The reality was that while the UK used to be a leader 
in telecommunications technology, it no longer had any domestic company 
that could step in to Huawei’s place. The government was therefore left with an 
unsavory choice between proceeding at-risk with the contract, or falling years 
behind other developed economies while trying to source a different contractor 
from scratch. Security concerns prevailed, but only after a protracted internal 
policy debate and a negotiated provision for an extended turnaround time for 
companies to uninstall Huawei equipment by 2027.8

The solution to addressing dependence does not have to be full autarky. An 
advanced, prosperous economy like the United States cannot and should not 
close itself to open trade to produce all of its own goods alone. This would not 
only harm prosperity, but it would also only create a different set of supply chain 
vulnerabilities (take the recent baby formula shortages as an example of a market 
dominated by domestic providers that can still experience significant disruption). 
Instead, it is about ensuring that there is a protected multiplicity of actors in 
the market to guarantee competition and alternatives, and where appropriate, 
implementing requirements for locating stages of the supply chain in regions 
where national governments can exercise meaningful jurisdiction over strategic 
markets whose products contributing to national security, consumer rights and 
national infrastructure assurance can be regulated.

Geopolitical threats

Supply chains as political strategic assets: Supply chains are no longer neutral, 
economic networks but strategic assets on the geopolitical stage. With almost all 
members of the G7 consistently raising their industrial subsidies9 and government 
R&D expenditure10 over the last few years, there is a tacit competition underway 

7  Boris Johnson Forced to Reduce Huawei’s Role in UK’s 5G Networks. The Guardian, May 22 2020. www.theguardian.com.

8  ‘Huawei 5G Kit Must Be Removed from UK by 2027’. BBC News, July 14 2020. www.bbc.co.uk.

9  OECD. ‘Government Support and Subsidies Portal’. Accessed 28 May 2022. https://www.oecd.org/subsidies/.

10   OECD. ‘Research and Development (R&D) - Gross Domestic Spending on R&D - OECD Data’. Accessed 28 May 2022. 
http://data.oecd.org/rd/gross-domestic-spending-on-r-d.htm.

http://www.theguardian.com
http://www.bbc.co.uk
https://www.oecd.org/subsidies/
http://data.oecd.org/rd/gross-domestic-spending-on-r-d.htm
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at the interstate level between the world’s largest economies looking to assert 
dominance in international markets in the major digital, energy and emerging 
technology sectors. Market leadership in these sectors matter not only as the 
best guarantee of continued prosperity and advanced status of these economies, 
but also because of the divergent normative values these different countries 
have especially with regards to approaches to complex policy challenges that are 
affected by technology ranging from climate change to data privacy. Especially 
in the context of US-China competition, governments are leveraging whatever 
influence they have over domestic technology and other strategic sectors to 
maintain their independence and international influence, 11 and supply chains 
have become one of the new domains for this competition to play out in a 
strategy known as “weaponized interdependence.” Whether it is the Russian 
government’s exploitation of Europe’s dependence on Russian gas12 as part of its 
strategy in its invasion of Ukraine, or the Chinese Communist Parties’ increased 
control over the export of rare earth elements (REE),13 we are already seeing 
governments exercising their strategic position in critical supply chains to meet 
geopolitical goals. The United States has also used this tactic in the past as part of 
its non-proliferation and counter terrorism objectives,14 but it is a relatively new 
innovation that governments are now beginning to use supply chains as part of a 
competitive industrial policy. 

This trend predated, but was worsened by the supply chain shocks of the 
pandemic. The readiness for governments (the United States included)15 to 
respond to critical medical equipment shortages by hoarding and panic-buying, 
followed by the problem of vaccine nationalism16 preventing an equitable 
distribution of vaccines globally entrenched practices of governments diverting 
supply chains that were originally designed for neutral international flows of 
goods to be redirected for national policy priorities instead. As a result, while the 
WHO continues to implore governments to collaborate in responding to global 

11   Chatham House – International Affairs Think Tank. ‘A Power Shift in International Technology Standard-Setting’. 
Accessed 28 May 2022. https://www.chathamhouse.org/2019/11/us-china-strategic-competition/power-shift-
international-technology-standard-setting.

12  ‘Ukraine War: Russia Gas Supply Cuts “Blackmail”, Says EU’. BBC News, Apr 27 2022. www.bbc.co.uk.

13   ‘China Tightens Rare-Earth Regulations, Policing Entire Supply Chain’. Nikkei Asia, January 16 2021. asia.nikkei.com.

14   Farrell, Henry, and Abraham L. Newman. ‘Weaponized Interdependence: How Global Economic Networks Shape State 
Coercion’. International Security 44, no. 1 (1 July 2019).

15   ‘At Least 5 Countries — Including a Small Caribbean Island — Are Accusing the US of Blocking or Taking Medical 
Equipment They Need to Fight the Coronavirus’. Business Insider, April 7 2020. www.businessinsider.com

16   Rebecca Weintraub, Asaf Bitton, and Mark L. Rosenberg. The Danger of Vaccine Nationalism. Harvard Business Review, 
May 22 2020.

https://www.chathamhouse.org/2019/11/us-china-strategic-competition/power-shift-international-technology-standard-setting
https://www.chathamhouse.org/2019/11/us-china-strategic-competition/power-shift-international-technology-standard-setting
http://www.bbc.co.uk
http://asia.nikkei.com
http://www.businessinsider.com
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health crises,17 politicians have already accepted the reality that you cannot rely 
on the international community when preparing for another Covid-like event. For 
example, a key part of the European Union’s Covid-19 recovery program, Horizon 
Europe, includes a multi-billion euro18 investment into creating greater “strategic 
autonomy” in the continent’s health sector,19 while the African Union also recently 
published plans to increase regional vaccine production capacity to decrease 
dependence on foreign vaccine supplies.20 While the world will benefit from 
greater economic resilience borne from the growing number of suppliers for 
critical goods, these policies are currently being driven by the disintegration of 
diplomatic trust rather than a coordinated attempt to strengthen supply chains 
for global benefit. The danger is that these new supply chain systems will not 
reinforce each other, but rather drive a balkanization in the international economy 
for critical strategic sectors. This would put a permanent structural disincentive 
for countries to work with countries beyond immediate allies when responding to 
global issues such as health crises or climate change responses.

Environmental threats 

This class of threats is among the broadest and most difficult to forecast. Comprising 
both environmental events themselves (“direct effects”) and the resultant behavioral 
shifts that are emerging in the political and economic system (“indirect effects”), 
climate change both influences and is influenced by supply chains.

• Direct effects: as the impacts of climate change become more acute, 
the frequency of disruptive weather events is set to increase. Aside from 
the devastating impact this is likely to have on communities around the 
globe, critical trade routes and manufacturing centers are likely to be 
affected. According to the McKinsey Global Institute, while a quarter 
of the world’s chip foundries, computer memory and optoelectronics 
manufacturing capability are located in Japan, the Republic of Korea and 

17   World Health Organization. ‘COVID-19 Shows Why United Action Is Needed for More Robust International Health 
Architecture’. Accessed 28 May 2022. https://www.who.int/news-room/commentaries/detail/op-ed---covid-19-shows-
why-united-action-is-needed-for-more-robust-international-health-architecture.

18   Directorate-General for Research and Innovation (European Commission). ‘Horizon Europe, Budget: Horizon Europe 
the Most Ambitious EU Research & Innovation Programme Ever’. LU: Publications Office of the European Union, 2021. 
https://data.europa.eu/doi/10.2777/202859.

19   ‘Horizon Europe - Publications Office of the EU’. Accessed 20 May 2022. https://op.europa.eu/en/web/eu-law-and-
publications/publication-detail/-/publication/3c6ffd74-8ac3-11eb-b85c-01aa75ed71a1.

20   NEPAD. ‘The Pharmaceutical Manufacturing Plan for Africa | AUDA-NEPAD’. Accessed 28 May 2022. https://www.nepad.
org/news/pharmaceutical-manufacturing-plan-africa.

https://www.who.int/news-room/commentaries/detail/op-ed---covid-19-shows-why-united-action-is-needed-for-more-robust-international-health-architecture
https://www.who.int/news-room/commentaries/detail/op-ed---covid-19-shows-why-united-action-is-needed-for-more-robust-international-health-architecture
https://data.europa.eu/doi/10.2777/202859
https://op.europa.eu/en/web/eu-law-and-publications/publication-detail/-/publication/3c6ffd74-8ac3-11eb-b85c-01aa75ed71a1
https://op.europa.eu/en/web/eu-law-and-publications/publication-detail/-/publication/3c6ffd74-8ac3-11eb-b85c-01aa75ed71a1
https://www.nepad.org/news/pharmaceutical-manufacturing-plan-africa
https://www.nepad.org/news/pharmaceutical-manufacturing-plan-africa
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Taiwan, the region is also set to experience three times the number of 
extreme hurricanes by 2040.21 As these sectors comprise a large portion of 
the enabling technology fundamental to many national infrastructure and 
defense technologies, any disruption to their supply chains would have a 
severe impact on sectors critical to national security and prosperity.

• Indirect effects: a key observation from the Covid-19 Pandemic was the 
continued lack of coordination between national governments in their 
crisis response. The syncopated rhythm of lockdowns, sudden restrictions 
on foreign travel and imbalanced workplace reopening has shown that 
governments are not making policy decisions for mutual benefit or concern. 
As one of the more recent examples, the lockdown in Shanghai has resulted 
in manufacturing operations suspension for several key international 
technology companies.22 The past two years have shown how human 
responses to health and environmental challenges can exacerbate a crisis. 
Many national governments’ Crisis Response Planning took for granted 
that global supply chains will continue to operate adequately to access 
critical products. Yet, the pandemic has shown that to be an unacceptable 
assumption to make in any future crisis response policy planning.

Climate change is already having a profound impact on the strategic landscape 
of both politics and commerce. Its influence on supply chain resilience and 
our understanding of critical goods is only set to grow. This not only makes 
environmental and supply chain policy strongly interlinked, but it also strengthens 
the argument for a holistic, resilience-based approach to supply chain strategy now 
more than ever.

21   Bunde, Tobias, Sophie Eisentraut, Natalie Knapp, Randolf Carr, Julia Hammelehle, Isabell Kump, Luca Miehe, and Amadée 
Mudie-Mantz. ‘Munich Security Report 2022’, February 2022.

22  ‘Why Shanghai’s Lockdown Matters to the Global Economy’. CNN, April 13 2022. edition.cnn.com.

http://edition.cnn.com
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Threats along the supply chain

Just-in-time supply chains and business resilience degradation:

Borderless international trade networks have been a principal driver of economic 
prosperity in the 21st century.23 Indeed, the opportunity for businesses to look 
beyond their home countries’ borders for alternative suppliers has been so effective 
that some 70% of all supply chains are now transnational.24 And as the world’s 
largest importer and exporter of goods, the US has had a central role in driving 
this liberalizing dynamic on supply chains to be more dynamic, competitive and 
efficient.25 The result has been the proliferation of the international “Just-in-Time” 
(JIT) supply chain business model. The basic idea of the model is to work with the 
most efficient suppliers, regardless of where they are located, to have just enough 
inventory at each stage of production from raw materials to final product to move 
along the chain at just the correct speed and frequency to create a streamlined flow 
from start to finish. While this model has helped businesses minimize the amount 
of capital caught up in raw materials and inventory it also comes at a cost. For 
upstream suppliers it has meant that there is no room for error, with no fallback 
inventory to backfill any disruptions to manufacturing or delivery processes.

As part of the JIT streamlining trend, businesses have opted to move their 
supply chain away from a proximity-based model to an efficiency-based one. As 
countries’ economic policies have responded to this by specializing in distinct 
economic sectors at specific parts of the supply chain to incentivize businesses to 
shift their activities to new countries in pursuit of efficiency gains. This has meant 
that each stage of a supply chain can be in totally distinctive geographies such 
that even a simple pencil’s supply chain that will extend over multiple sectors and 
countries.26 The pandemic gave witness to a suite of supply chain disruptions, 

23   IMF. ‘Global Trade Liberalization and the Developing Countries -- An IMF Issues Brief’. Accessed 13 May 2022. https://
www.imf.org/external/np/exr/ib/2001/110801.htm.

24   OECD. ‘Global Value Chains and Trade - OECD’. Accessed 13 May 2022. https://www.oecd.org/trade/topics/global-value-
chains-and-trade/.

25  United States Trade Representative. ‘Benefits of Trade’. Accessed 13 May 2022. http://ustr.gov/about-us/benefits-trade.

26   For an illustration of just how complex modern supply chains are, I strongly recommend watching a short clip on 
YouTube titled “I, Pencil: The Movie.”

https://www.imf.org/external/np/exr/ib/2001/110801.htm
https://www.imf.org/external/np/exr/ib/2001/110801.htm
https://www.oecd.org/trade/topics/global-value-chains-and-trade/
https://www.oecd.org/trade/topics/global-value-chains-and-trade/
http://ustr.gov/about-us/benefits-trade
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from medical equipment27 to semiconductor chips,28 and the US private sector’s 
response to these disruptions was frequently hamstrung due to nations restricting 
access to their upstream supply chain contractors. 29 Even when goods were 
accessible as extra inventory, international trade routes were slowed or suspended 
and had to rely on government-to-government negotiation instead.30 

US Trade Representative Katherine Tai recently observed that “a lot of the 
assumptions we built our trade policy on maximized efficiency without regard to 
the requirement for resilience.”31 We now understand that decisions to off-shore 
part of a business’s supply chain without weighing the increased risks incurred 
to cyberattacks, supplier disruption and general loss of operational oversight 
can inflict more harm than good. According to one recent study, the harm of 
supply-chain shocks is now costing as much as 42 percent of annual revenue 
for every ten years for American business.32 Such a high penalty for increased 
supply chain exposure through off-shoring is shifting our understanding of the 
relationship between business efficiency and resilience. In the past, designing 
supply chains that factored in contingencies such as supplier proximity or higher 
spare inventory was dismissed as sub-optimal efficiency. This argument rested 
on a widespread yet flawed conception in the business strategy community that 
operational efficiency was a function of minimizing all inputs and expenditure. 
Instead, a far more useful model for optimization would be pursue a strategy 
of maximizing productivity both in the long and short term.33 This approach is 
superior in accommodating a more comprehensive cost-benefit analysis for supply 

27   Cohen, Jennifer, and Yana van der Meulen Rodgers. ‘Contributing Factors to Personal Protective Equipment Shortages 
during the COVID-19 Pandemic’. Preventive Medicine 141, December 2020.

28   The White House. ‘When the Chips Are Down: Preventing and Addressing Supply Chain Disruptions’, September 23 2021. 
https://www.whitehouse.gov/briefing-room/blog/2021/09/23/when-the-chips-are-down-preventing-and-addressing-
supply-chain-disruptions/.

29   Goodman, Peter S., and Niraj Chokshi. ‘How the World Ran Out of Everything’. The New York Times, June 1 2021. https://
www.nytimes.com/2021/06/01/business/coronavirus-global-shortages.html.

30   The White House. ‘When the Chips Are Down: Preventing and Addressing Supply Chain Disruptions’, September 23 2021. 
https://www.whitehouse.gov/briefing-room/blog/2021/09/23/when-the-chips-are-down-preventing-and-addressing-
supply-chain-disruptions/.

31   ‘Biden’s Choice for Trade Chief Calls for “Worker-Centered” Approach’. Washington Post February 25 2021. Accessed 27 
May 2022. https://www.washingtonpost.com/business/2021/02/25/tai-biden-trade/.

32   ‘Risk, Resilience, and Rebalancing in Global Value Chains’. McKinsey. Accessed 27 May 2022. https://www.mckinsey.com/
business-functions/operations/our-insights/risk-resilience-and-rebalancing-in-global-value-chains.

33   Phan HP, Ngu BH. ‘Perceived ‘optimal efficiency’: theorization and conceptualization for development and 
implementation’. Heliyon, Jan 27 2021.

https://www.whitehouse.gov/briefing-room/blog/2021/09/23/when-the-chips-are-down-preventing-and-addressing-supply-chain-disruptions/
https://www.whitehouse.gov/briefing-room/blog/2021/09/23/when-the-chips-are-down-preventing-and-addressing-supply-chain-disruptions/
https://www.nytimes.com/2021/06/01/business/coronavirus-global-shortages.html
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https://www.whitehouse.gov/briefing-room/blog/2021/09/23/when-the-chips-are-down-preventing-and-addressing-supply-chain-disruptions/
https://www.whitehouse.gov/briefing-room/blog/2021/09/23/when-the-chips-are-down-preventing-and-addressing-supply-chain-disruptions/
https://www.washingtonpost.com/business/2021/02/25/tai-biden-trade/
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chain decisions in being able to reconcile efficiency and resilience demands that 
could both improve business resilience and the long-term profitability of a firm. 34, 35

Cyber security threats:

Complex, transnational supply chains would not be possible without access 
to modern information and communication technologies. A range of digital 
networks need to interface with one another along a product’s lifecycle, from R&D 
centers to manufacturing facilities to logistical contractors. With each network 
operating separately, the complexity of most modern supply chains is such that it 
isn’t feasible to have oversight of the whole system. Yet each stage in the process 
represents a potential vulnerability, and the diluted accountability that grows 
from dispersed, international supply chains means firms are in a poor position 
to ensure even minimal standards of cybersecurity. This can put operational 
integrity at severe risk and expose critical systems and proprietary assets at risk of 
theft, duplication or sabotage. This is because while different parts of a business’s 
supply chain may work on different digital systems, they are necessarily connected 
enough such that each network can become the single point of weakness can allow 
criminal actors to access more vulnerable backdoors to eventually penetrate a 
company’s most sensitive systems. By the FBI’s own estimate, supply chain-related 
cyberattacks are costing the US economy hundreds of billions of dollars each 
year.36 In their current state, US corporations are not in a position to respond 
effectively, as the lack the oversight across their digital supply chains mean that 
only a quarter of cyberattacks are being detected let alone reported.37 This is 
especially damaging to sectors of the economy where innovation investment 
is critical to competitiveness, as decades’ worth of R&D can be transferred, 
duplicated and then competed out within a matter of months whether it is a 
T-shirt or a quantum communications satellite.38

34   Atkinson, Robert D. ‘Innovation Drag: China’s Economic Impact on Developed Nations’. Information Technology and 
Innovation Foundation, January 6 2020. https://itif.org/publications/2020/01/06/innovation-drag-chinas-economic-
impact-developed-nations.

35   Arora, Ashish, Sharon Belenzon, Andrea Patacconi, and Jungkyu Suh. ‘The Changing Structure of American Innovation: 
Some Cautionary Remarks for Economic Growth’. Innovation Policy and the Economy 20, December 2020.

36   ‘Executive Summary - China: The Risk to Corporate America’. ‘The China Threat’. Federal Bureau of Investigation, 2019.

37   ISACA. ‘New Study Reveals Cybercrime May Be Widely Underreported Even When Laws Mandate Disclosure’. Accessed 
27 May 2022. https://www.isaca.org/why-isaca/about-us/newsroom/press-releases/2019/new-study-reveals-
cybercrime-may-be-widely-underreported-even-when-laws-mandate-disclosure.

38   ‘FBI Director Wray Says Scale of Chinese Spying in the U.S. “Blew Me Away”’. NBC News, February 1 2022. Accessed 
13 May 2022. https://www.nbcnews.com/politics/politics-news/fbi-director-wray-says-scale-chinese-spying-us-blew-
away-rcna14369 
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Commercial reputational damage

A good reputation is one of the hardest-won and most valuable asset a business 
can have. Yet it is also extremely fragile and can become difficult to protect across 
the upstream supply chain. The hyper-globalized and specialized set-up of the 
international economy means that too frequently a business does not have 
any knowledge of the identity of operations of the various contractors and 
sub-contractors that constitute their supply chain, and yet both customers and 
regulators alike will hold firms accountable for any failings along the supply chain, 
whether formally or informally and regardless of whether they had any control or 
foreknowledge of the problem. One of the highest-profile examples over the past few 
years involved the US technology hardware manufacturer Supermicro, that suffered 
severe reputation all damage after it was reported to have sold motherboards 
installed with a malicious chip to its customers.39 Given the high profile nature of 
Supermicro’s clientele, ranging from the Department of Defense to some of the US’s 
largest technology companies, federal intelligence agencies were swift to launch 
formal investigations while a protracted and public debate around the accuracy of 
the reports affair exposed the company’s limited security assurances due to the lack 
of clarity about the different subcontractors, locations and products that constituted 
the company’s supply chain, in particular across China.40

Lack of supply chain transparency is a pervasive issue in business practice. The 
quasi-fractal progression of off-shoring leading to an ever-increasing number 
of contractors and sub-contractors for every stage of a supply chain down to the 
component level has made it almost impossible for a business to account for the 
lifecycle of its products. Yet whether it is due to the sensitive nature of a company’s 
products, or the need to account for operations for ESG purposes, supply chain 
transparency is critical for establishing trust and accessing valuable clientele with 
high assurance requirements. Unfortunately, in their current state, supply chain 
vulnerabilities in critical sectors remain a viable route to infiltrate even the top of 
the US national security and economic ecosystems. For businesses to protect their 
reputation, and for government to be able to exercise any meaningful regulatory 
or procurement due-diligence, more action has to be taken by individual 
businesses to probe and understand their supply chains.

39   Jordan Robertson and Michael Riley, ‘Supermicro Hack: How China Exploited a U.S. Tech Supplier Over Years’. 
Bloomberg, February 12 2021. www.bloomberg.com.

40  News, Taiwan. ‘Supermicro Shifts Production from China to Taiwan to Avoid Spying Rumors’. Taiwan News May 3 2019. 
https://www.taiwannews.com.tw/en/news/3693653.

http://www.bloomberg.com
https://www.taiwannews.com.tw/en/news/3693653
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Flaws in current approaches
The supply chain challenge is a systemic issue that compromises the national security 
apparatus of the US, curtails responses to geopolitical and environmental challenges 
and damages the long-term capacity for the US economy to innovate and compete 
on the international stage. It requires a level or ambition and coordination 
across government and business that is on a level with the threat it poses. Yet, 
one of the biggest obstacles preventing impactful response is that outmoded 
conceptions of an optimal economy that prioritizes efficiency and ignores 
resilience still dominates strategic thinking. It creates inertia around any proposal 
for an increased role for government to work with the private sector to influence 
supply chains, while also entrenching bad business practice among private sector 
actors. As a result, we have seen some attempts to address the increased concern that 
the pandemic caused over supply chain resilience, but these are far from approaching 
what could be termed as a strategy for supply chains as a whole. 

Piecemeal, sector specific policies

The Biden administration’s recent America’s Supply Chains Executive Order 
14017 is symbolic of such issues with current approaches.41 Restricted to just 
four sectors of the economy, its focus is skewed away from broad supply chain 
dynamics and is limited to selective exploration of specific technology issues. Even 
the value of government investment proposals that came from the findings of the 
Executive Order’s supply chain review were also too small to institute any program 
of strategically rebalancing America’s supply chains. For example, the CHIPS 
ACT’s plan for investment in US semiconductor sector enhancements is valued 
at $54bn, while TSMC, a single corporation and the country’s biggest supplier of 
semiconductor chips has an internal R&D budget that dwarfs the entire value of 
the act, worth some $100bn.42 Such a policy is unlikely to do any more than offer 
small incentives at the convenience of large, pre-existing international players that 
will not result in advancing the US’s strategic position nor long term economic 
resilience even in critical sectors. Taking the example of TSMC again, it’s recent 
announcement to establish a new manufacturing base in Arizona was welcomed 

41   House, The White. ‘FACT SHEET: Biden-Harris Administration Announces Supply Chain Disruptions Task Force to 
Address Short-Term Supply Chain Discontinuities’. The White House, June 8 2021.

42   ‘TSMC Announces US$100bn Plan for R&D and Expansion’. Taipei Times, April 2 2021. https://www.taipeitimes.com/
News/front/archives/2021/04/02/2003754941. 

https://www.taipeitimes.com/News/front/archives/2021/04/02/2003754941
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by some as a symbolic business decision marking the return of technology 
manufacturing the US. Yet on closer inspection, while the plant will manufacture 
one of the company’s most popular products, its 5nm chip, TSMC dismissed  
plans to bring manufacturing of its more advanced 3nm and 2nm chips to the 
country.42 So while it will benefit from new government incentives to shift  
some of its manufacturing base to the US, this will not include its more 
future-facing technologies. 

While the CHIPS ACT was noteworthy for the quick development of a mature 
supply chain policy proposal, it falls short in terms of scope, scale and developing 
the best incentives to coordinate with private companies to work to a mutually 
beneficial outcome in the long-term. Instead, the policy does not commit to 
developing a sovereign domestic supply chain for semiconductor manufacturing 
base so much as it induces existing international players to duplicate small parts of 
their operations in the US to achieve a minimal version of on-shoring. The policy 
does not lean in enough to leverage the US’s dominance across the other parts 
of the semiconductor supply chain from design to system integration, which 
should be sufficient to embolden policy makers to be more ambitious. This is a 
missed opportunity as the semiconductor market is pivotal to a range of critical 
sectors, from electric vehicles to defense technologies. The overall resilience of the 
supply chain for international trade would stand to gain from an alternative source 
of semiconductors as well, as over 90% of semiconductor chips are currently 
manufactured in a single country, Taiwan.43

Ally-shoring

Another approach that has gained considerable attention, yet should be treated 
with caution is the proposal for the federal government to push for “ally-shoring.” 
Whereas an inflexible program of full on-shoring to resolve supply chain issues is 
both contrary to general principles of free market economics espoused by most 
Americans, a model of ally-shoring where supply chains are skewed to favor trade 
with America’s closest allies and trading partners appears to both maintain open 
trade while also minimizing supply chain threats. To an extent, there is already a 
precedent for this system, with the defense sector already operating in a similar 
way, with export controls such as the International Traffic in Arms Regulations 
allowing for trade of defense technologies under highly restricted conditions and 

43    ‘Taiwan Chip Industry Emerges as Battlefront in U.S.-China Showdown’. Reuters, December 27 2021.  Accessed 4 July 
2022. https://www.reuters.com/investigates/special-report/taiwan-china-chips/.

https://www.reuters.com/investigates/special-report/taiwan-china-chips/
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only with trusted allied nations.44 But there are three sweeping assumptions that 
an ally-shoring policy would have to take, none of which are likely enough to 
justify it as the panacea some commentators purport it to be.

First, the lack of guarantee that an “ally” trading partner would be a suitable 
trading alternative to the status quo. With regards to many technology and 
industry sectors, a trading partner like the EU would not be able to produce 
like-for-like goods as an alternative to China, for example. Especially for raw 
materials, ally-shoring becomes even less practicable; as these commodities are 
natural endowments of a region and unequally distributed, there is often little to 
no choice as to how they can be accessed. The US’s dependence on Chinese rare 
earth elements imports is one of the more high-profile examples of this.45 As a 
result, ally-shoring may never be achievable for some sectors, and even then, it 
could only be done over a long period of time to avoid cutting US business from 
current suppliers and with close diplomatic coordination.

Which is the second source of concern: diplomacy. For example, the European 
Union (EU) is frequently cited as a promising candidate for ally-shoring. The 
only issue is that the EU does not believe the same of the US. As the outgoing 
Director of Chatham House Robin Niblett recently commented, “EU leaders [have 
become] obsessed with the idea of strategic autonomy,”46 where a dependence on 
trade with the US is considered a point of geopolitical aggravation on par with 
dependence on China.47 Even though recent events in Ukraine have renewed 
transatlantic rhetoric on the importance of US-European cooperation,48 in 
the realm of peacetime economic strategy, the EU is ramping up support for 
member-state sectors where there is a current overreliance on American trade. 
In part this entails ensuring the region will not experience the same shortages 
during the pandemic by reshoring critical infrastructure manufacturing back to 

44   Greenwalt, William. ‘Leveraging the National Technology Industrial Base to Address Great-Power Competition.’ Atlantic 
Council, April 23 2019. Accessed 5 July 2022. https://www.atlanticcouncil.org/in-depth-research-reports/report/
leveraging-the-national-technology-industrial-base-to-address-great-power-competition/.

45    ‘U.S. Dependence on China’s Rare Earth: Trade War Vulnerability.’ Reuters, 27 June 2019. https://www.reuters.com/
article/us-usa-trade-china-rareearth-explainer-idUSKCN1TS3AQ.

46    Niblett, Robin. ‘How the World Has Changed on My Watch.’ Chatham House, 27 May 2022. https://www.chathamhouse.
org/publications/the-world-today/2022-06/how-world-has-changed-my-watch.

47    As an indicative commentary where EU sovereignty is as much about independence from the US as it is from China, 
see: https://www.lefigaro.fr/vox/economie/cyberattaques-et-dependance-numerique-la-souverainete-europeenne-a-l-
epreuve-du-reel-20220317

48    Bunde, Tobias, Sophie Eisentraut, Natalie Knapp, Randolf Carr, Julia Hammelehle, Isabell Kump, Luca Miehe, and 
Amadée Mudie-Mantz. ‘Munich Security Report 2022.’ Munich Security Conference, February 2022.
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the continent, 49 but it also encompasses a broader intention to establish the EU 
as a peer trade competitor with the US as with China. Goals for autonomy across 
EU and member-state level government procurement are being rolled out with 
more frequency. Programs such as Horizon Europe have set strategic autonomy 
objectives to include bolstering the continent’s lead in key digital, enabling and 
emerging technologies and strategic supply chains.50 With such policy ambitions, 
it is unlikely the EU and US would be able to coordinate a shared program of 
supply chain reshoring when the two economies are also vying to compete in the 
same strategic spheres. 

The last and perhaps most intractable issue is the matter of trust. As this paper 
has already argued, international supply chains are only as strong as their weakest 
point and adversaries may still exploit vulnerabilities in an ally’s system to access 
your own. Without the accompaniment of sufficient checks and assurance, it 
matters little whether your supplier is in an allied nation or not. The reality is that 
even for sectors that are already highly regulated and restricted to allied trading, 
this has not prevented cases of illegal technology transfer. For example, even 
though Taiwan is both a strategic ally and trading partner to the US, the close 
interconnections between its technology sector and China’s51 has already resulted 
in the CCP being able to steal US military technology through its Taiwanese 
supply base.52

The threat of modern supply chains is such that there is an overwhelming case for 
government to be more involved. They have not only dove-tailed environmental 
and security concerns, but the combined economic strategic implications mean 
that businesses should not only welcome more government action, but they 
should recognize the commonality of interest between policymakers and the 
private sector.

49   ‘EU Aims for Strategic Economic Autonomy after COVID Pandemic’. Reuters, September 8 2020. https://www.reuters.
com/article/us-eu-economy-autonomy-idUSKBN25Z1GL. 

50   ‘Horizon Europe.’ Publications Office of the EU, 2021. Accessed 20 May 2022. https://op.europa.eu/en/web/eu-law-and-
publications/publication-detail/-/publication/3c6ffd74-8ac3-11eb-b85c-01aa75ed71a1. 

51   Branstetter, Lee, and Jong-Rong Chen. ‘Does Offshoring Manufacturing Harm Innovation in the Home Country? Evidence 
from Taiwan and China’, unpublished symposium paper, October 2017.

52   ‘China Steals US Designs for New Weapons, and It’s Getting Away with “the Greatest Intellectual Property Theft in 
Human History”’. Business Insider, September 24 2019. Accessed 20 May 2022. https://www.businessinsider.com/esper-
warning-china-intellectual-property-theft-greatest-in-history-2019-9.
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Recommended Next Steps 
Before a national strategy can be fully developed and operationalized, there a 
several practical steps both the public and private sector ought to take to lay 
the foundation for an effective strategy. These should ensure the best incentive 
frameworks, information flows, and institutional dynamics are in place to allow 
for better communication and cooperation across and between government and 
businesses. From there, a combination of both passive and active initiatives should 
be able to work in conjunction to begin to restore the resilience and strategic 
advantage of American supply chains.

Recommendations for Government

1. Accept that a risk-based approach is necessary (at least in the short 
term): heavily regulatory approaches seeking to maximize the autonomy 
of the US economy is neither practical nor desirable. Instead, investing in 
improving government situational awareness to enable more responsive 
policy responses when supply chain shocks occur would be an immediate 
quick-win. This can be achieved through building closer working relations 
with the private sector and improving accessibility to government advice. 
Likewise with setting minimum standards for disclosure and supply chain 
transparency for critical sectors. Exploring less restrictive policy solutions, 
such as increasing strategic stockpiles and national logistical capacity 
should also be explored as a means of mitigating risk for supply chains 
across all sectors by building resilience in national economic infrastructure 
as well.

2. Maximize indirect influence on market behavior through government 
procurement processes: the federal government has considerable market 
influence across many sectors through its purchasing power. More than 
any other actor in the economy, it is best placed to set the standards of best 
practice by introducing supply chain assurance criteria in its contracting 
and procurement processes. Through initiatives such as a trusted supplier 
certification scheme, the government can reward companies that invest 
in supply chain due diligence, and nudge their supply chain priorities 
in such a way that aligns with policy concerns. Creating more uniform 
standards from the component to the system level for critical national 
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infrastructure would create a proactive commercial environment in the 
US that structurally embeds resilience and eliminates the need for harsh, 
ad hoc regulation. In emphasizing good behaviors rather than simply the 
location or national identity of a firm, this approach would also avoid 
the problematic parochialism that has tainted some supply chain policy 
discourse in the past.

3. Increase incentives for new start-ups and reward business practices that 
improve supply chain resilience in critical and strategic sectors: Tax and 
subsidy incentives that reward good business practices to improve supply 
chain oversight and build resilience will be an effective way to immediately 
mobilize the private sector to respond to the supply chain challenge. Using 
pre-existing lists of strategic sectors identified by federal departments 
will give an idea of which sectors of the economy to be monitored and 
engaged. Far from just focusing on particular sectors of the economy, 
the government should also include reforms to its internal operations 
as part of a supply chain strategy. Basic improvements in information 
sharing, interdepartmental coordination and consistent representation 
of the broad policy interests in supply chain decision-making should be 
scoped and implemented over a multi-year structural transformation. 
Government has a unique role in providing funding and incentives that 
can de-risk the private investment required to re-shore operations and 
make resilient supply chains more economically viable. The scale of 
subsidies should be much more ambitious than examples we have seen 
in programs such as the CHIPS ACT. The EU’s Horizon Europe program 
discussed earlier is a better example of the kind of scale of support federal 
government could offer. Another area where the US may lead over other 
countries is in maximizing incentives for companies in strategic sectors 
to re-shore manufacturing where it is economically viable. Not only 
would this contribute to supply chain resilience, but it may also recover 
the waning innovative dynamism in the American economy that resulted 
from a period of unrestrained offshoring.53 However, there is a high 
risk of miscalculation in this policy and steps must be taken to avoid 
the politization of subsidizing manufacturing or regulatory capture. It is 
likely that this approach would be more suitable for some sectors such as 
emerging technologies, but not others.

53   Branstetter, Lee, and Jong-Rong Chen. ‘Does Offshoring Manufacturing Harm Innovation in the Home Country? Evidence 
from Taiwan and China’, unpublished symposium paper, October 2017.
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4. Include supply chain shocks as part of the national emergency risk 
register: given the continued dependence on international supply chains 
in the short-to-medium term, supply chain vulnerabilities will continue 
to threaten the stability of the American economy. While federal agencies 
such as FEMA have begun to include acknowledgements of supply 
chains as risk factors for emergency response mechanisms, supply chain 
disruptions have yet to achieve independent status as emergency risks 
in themselves.54 For critical sectors including medical supplies, food, 
health and fuel, all levels of government would benefit from dedicating 
contingency planning resource specifically aimed at monitoring supply 
chain dependencies and generating response plans in case of severe 
disruption and shortages.

5. Ensure any central, coordinating federal agencies adequately reflect 
the diversity of interest and expertise on supply chain issues: given the 
various government agencies expanding into supply chain strategy, there 
will be an increased requirement for a cohering mechanism to facilitate 
information-sharing and align strategic direction. Different parts of 
government will have different expertise as well as different attitudes. In 
order to guarantee that different stakeholders are meaningfully represented 
and empowered, a senior-level cross-government authority should be 
convened that is dedicated to developing a national supply chain strategy 
that can access the expertise of existing agencies, create opportunities for 
intergovernmental collaboration and coordinate workstreams. This may 
take the form of establishing a separate organization,55 but expertise and 
experience already existing in government is often best used if cohered 
under an internal structure that (a) is purposely designed to circumvent 
the silos and bureaucracy of policymaking and (b) genuinely endowed 
with decision-making power. This would also have the added benefit of 
establishing a clear interface for business to engage with government at a 
single point to collaborate on supply chain strategic issues.

54   See, for example: ‘National Risk and Capability Assessment | FEMA.Gov’. Accessed 5 June 2022. https://www.fema.gov/
emergency-managers/risk-management/risk-capability-assessment.

55   ‘GLOBAL SUPPLY CHAIN TASK FORCE: Reimagining the Global Supply Chain Post COVID-19’. National Defense 
University Foundation, June 2021. Accessed 2 July 2022. https://ndufoundation.org/news/article/news-article/2021-06/
global-supply-chain-task-force-reimagining-global-supply-chain.
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Recommendations for Business:

1. Ensure your supply chain is more “just-in-case,” not “just-in-time:” 
this characterizes the overall approach that should inform a corporate 
supply chain strategy at each stage. While still retaining a sensitivity for 
the imperative to achieve sustainable efficiency in operations, companies 
should also embed contingency planning considerations that should 
inform decisions around suppliers, logistics, contractors and inventory. 
This planning should be made with an awareness for the shifting 
international political environment described in this paper that is likely to 
inform the trade and regulatory landscape in future.

2. Increase investment in supply chain illumination and monitoring 
resources: as both the public and government increase their expectations 
over businesses’ responsibility to improve resilience along their supply 
chains, the immediate step to implementing an effective strategy is to 
increase efforts to consolidate detailed information over your company’s 
upstream and downstream supply chains down to the component level. 
This will require expanding supply chain risk management capability, 
which could be achieved both via in-house resource and through external 
expertise from trade bodies or B2B corporate governance and disclosure 
business services. Acting on insights from improved supply chain 
transparency to embed better risk monitoring infrastructure will require 
both technological and human resource investment. The temptation to 
deliver comprehensive supply chain governance through technological 
solutions only must be avoided, as supply chain technologies are still in 
their nascent stages.56

3. Maximize the upside risk of increasing investment in supply chain 
management systems: improving supply chain information systems 
would constitute a step-change in a business’s ability to make better 
corporate governance decisions. Beyond better risk monitoring, the 
strategic relevance of supply chain illumination extends into the breadth 
of environmental and social governance (ESG) as well. Recent research 
by BCG and CDP indicates that 90% of a business’s carbon footprint is 

56   Roeck, Dominik, Henrik Sternberg, and Erik Hofmann. ‘Distributed Ledger Technology in Supply Chains: A Transaction 
Cost Perspective’. International Journal of Production Research 58, no. 7, 2 April 2020).
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derived from its supply chain,57 and an obscure international supply 
chain can pose significant reputational and operational risks.58 In 
engaging proactively with supply chain management, a business can not 
only protect itself from potential vulnerabilities, but it can also gain from 
the opportunity to build its brand and credibility in a way that will generate 
a positive response both from public regulators and private clients and 
consumers.59

4. Build industry-led consortia to progress proactive engagement with 
government on supply chain issues: if the business community does 
not demonstrate a responsiveness to supply chain threats, the private 
sector runs the risk of provoking an unnecessarily rigid response from 
government regulators. This may not only damage business interests, but 
is also likely to lead to a less effective government policy if private sector 
interests are not adequately reflected in the design of the strategy. Instead, 
businesses should begin to coordinate through sector trade bodies and 
other representative organizations and establish more coherent forums for 
communicating a collective understanding of the threats, opportunities 
and best practices around supply chains. Precedents such as the Society for 
Worldwide Interbank Financial Telecommunication (SWIFT) transaction 
system demonstrate an effective model for how the private sector can 
successfully take the initiative in creating a self-regulatory body that 
supports business and partners closely with government to achieve a 
common goal.60 A SWIFT-based model for government and business 
codesigning systems for regulation, information sharing, and governance 
would ensure supply chain risks are best reduced, while the public and 
private economic benefits can be maximized.

57   BCG Global. ‘CO2 AI by BCG: AI for Sustainability’. Accessed 22 May 2022. https://www.bcg.com/beyond-consulting/
bcg-gamma/co2-ai-for-sustainability.

58   AGCS Global. ‘ESG Risks in Supply Chain | AGCS’. Accessed 22 May 2022. https://www.agcs.allianz.com/news-and-
insights/expert-risk-articles/esg-risk-briefing-3-2017.html.

59   Henisz, Witold, Tim Koller, and Robin Nuttall. ‘Five Ways That ESG Creates Value’. McKinsey Quarterly,  November 2019.

60   ‘SWIFT History’. Society for Worldwide Interbank Financial Telecommunication (SWIFT). Accessed 22 May 2022. https://
www.swift.com/about-us/history.
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Conclusion
Addressing supply chain vulnerabilities is a unique opportunity in its potential 
to unite groups across policy interests, and between government and business in 
areas that were traditionally divided. It is one of the strongest policy issues that 
successfully highlights the paradigmatic shift in the global political and economic 
modus operandi. Accepting the growing credibility of the argument that radically 
streamlined globalized supply chains run directly contrary to the economic gains 
that conventional analysis had supposed, government and business leaders can 
begin to develop more creative and ambitious programs to make supply chains 
more resilient, sustainable, innovative and strategically beneficial. Habitualized 
ways of thinking have to be updated as the supply chain challenge demands an 
unusual configuration of stakeholders to work together. 

While federal government should invest more to create a national supply chain 
strategy, this should only look to galvanize people from across the policy and 
business world to act according to their own priorities and requirements. If the 
strategy successfully makes the case for a shared effort to work to the same goal, 
the collective actions of business and policy leaders will be worth more than the 
sum of their parts. Not only would it strengthen the American economy to better 
whether future supply shocks, but it has the potential to create new options for 
addressing other related grand societal challenges all the way from establishing 
a greener economy to assuring the US’s future leadership as the global leader for 
advanced, open and ethical technological and economic development.
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