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Organized cybercrime groups pose the most significant financial threat to institutions 
and individuals in the United States (U.S.), more so than nation-states or terrorists 
engaged in cyberattacks,i and the volume and cost of these fraud-based cyber 
campaigns are growing exponentially.ii In the financial services industry, LexisNexis 
Risk Solutions reports that from 2018 to 2019 the average number of successful 
fraudulent attempts increased by 85 percentiii and the financial services industry 
suffered more login and payment attacks than any other industry in 2020.iv 

The United States Secret Service (USSS) oversees and protects the U.S. financial and 
payment systems. The USSS seeks to proactively prepare for cyber threats and 
successfully intercept cybercriminals and their illicit activities before they inflict serious 
harm to financial institutions. This report assesses common features of organized 
cybercrime groups and the socioeconomic conditions that influence cybercrime 
networks in specific countries. It seeks to provide a preliminary picture of how organized 
cybercrime groups operate and evolve and the conditions that likely allow them to thrive 
in particular locations using the case studies of  Nigeria, India, and Mexico.    

The report relies upon insights from government and private sector cybersecurity 
experts, as well as from industry reports and academic research. The research explored 
what quantitative data exists on the location of cybercriminals and analyzed qualitative 
assessments of the general factors that influence crime rates and specific country 
conditions that influence cybercrime. Leveraging the key findings from this research, the 
report proposes policy recommendations for the USSS to more strategically and 
proactively address the threat from organized cybercrime groups. 

This report identified the following overarching key insights about organized cybercrime 
groups and the conditions influencing their operations in Nigeria, India, and Mexico: 

 
 
 
 
 
 

 
 
 

FINDING 1: The physical location of 
cybercriminals is not currently captured 
in a singular dataset. Further, utilizing 
proxy data to estimate cybercriminal 
locations is challenged by the 
fragmentation and complexity of data 
around cybercrimes and criminals. 

FINDING 2: Organized cybercrime groups 
are networks of threat actors with 
complementary skills and roles, working 
together rather than alone. Groups often 
converge around particular language 
communities, and trust is key in these 
communities to groom and recruit 
cybercriminals.  

FINDING 3: Organized cybercrime 
groups have relatively consistent tactics, 
techniques, and procedures (TTPs), but 
leverage new technologies to better 
target and execute their criminal 
objectives. 

FINDING 4: Conditions like internet access 
and technical skills are prerequisites to 
becoming a cybercriminal. High poverty and 
unemployment rates and weak 
cybersecurity infrastructure, laws, and 
enforcement are conditions that perpetuate 
organized cybercrime.  

KEY FINDINGS 



NIGERIA
1. High poverty and unemployment
rates in Nigeria are responsible for
greater rates of cybercrime.v

2. Nigeria continues to be a hub
for social engineering scams, but
cybercrime groups are becoming
PRUH�VRSKLVWLFDWHG�DQG�HႈFLHQW�vi

3. The threat from Nigerian
organized cybercrime groups will
likely rise as BEC scams increased
in 2020vii��WKH�&29,'����SDQGHPLF
exacerbated economic conditions in
Nigeria that perpetuate cybercrime,viii

and Nigerian cybercriminals are
migrating and operating out of other
countries.ix

INDIA
1. The disparity between technically
skilled individuals and the availability
of technical jobs drives organized
cybercrime.x

�� ,QGLD¶V�OHJLWLPH�LQIRUPDWLRQ
technology industry is associated with
low cybercrime rates, but criminal
groups are increasingly setting up call
centers in India to facilitate their illicit
cyber operations.xi

3. There is a gap between cyber
laws and the enforcement and
prosecution of cybercriminals in India
GXH�WR�ODFN�RI�F\EHUVHFXULW\�WUDLQHG
ODZ�HQIRUFHPHQW�DQG�F\EHUVHFXULW\�
focused courts with judges
knowledgeable of cyber.xii

MEXICO
�� 0H[LFR�KDV�VHHQ�D�VLJQL¿FDQW
rise in cybercrime since 2018xiii and
F\EHUFULPH�YLFWLPV�LQ������LGHQWL¿HG
Mexico as one of the primary
locations of their attackers.xiv

2. In Mexico, organized cybercrime
is emerging from traditional
organized crime groups and drug
cartels as they expand their existing
criminal activities online.

3. Organized crime groups are
exploiting emerging vulnerabilities in
a rapidly digitizing Latin America, but
as cybercriminals in Mexico become
more connected and sophisticated
they will likely pose a greater threat
EH\RQG�WKH�6SDQLVK�VSHDNLQJ�ZRUOG�

7KH�IROORZLQJ�NH\�UHFRPPHQGDWLRQV�ÀRZ�IURP�WKH�UHVHDUFK�DQG�¿QGLQJV�DQG�DUH�RUJDQL]HG�LQ�
DOLJQPHQW�ZLWK�WKH�8666�2ႈFH�RI�,QYHVWLJDWLRQV¶��,19��)<�����������6WUDWHJLF�3ODQ�

$GGLWLRQDOO\��WKLV�UHSRUW�FDSWXUHV�¿QGLQJV�DERXW�RUJDQL]HG�F\EHUFULPH�JURXSV�RSHUDWLQJ�ZLWKLQ�WKUHH�
FRXQWULHV��1LJHULD��,QGLD��DQG�0H[LFR��7RS�¿QGLQJV�IURP�HDFK�FRXQWU\�FDVH�VWXG\�LQFOXGH�

Goal 1: Investigations

Objective 1.1: Detect, Investigate, and Arrest Those Committing Financial Crimes
�� $OLJQ�LQFHQWLYL]HV�WR�,19�REMHFWLYHV�DQG�WDUJHWV
2. Increase coordination to investigate and prevent illicit activity in online criminal forums and
marketplaces
3. Dedicate more resources to tracking social media in known cybercrime hubs to identify
cybercriminals
4. Work with DOJ, and state and local partners, to pursue less sophisticated cybercrimes more
rigorously

2EMHFWLYH������,GHQWLI\�DQG�6HL]H�$VVHWV�WR�3UHYHQW�,OOLFW�3UR¿W�DQG�9LFWLP�)LQDQFLDO�/RVVHV
�� 3ULRULWL]H�WDUJHWLQJ�LOOLFLW�PDUNHWSODFHV�IRU�FRPPRGL¿HG�F\EHUFULPH�WRROV
2. Investigate new trends in exchanging, regulating, and withdrawing cryptocurrency to identify and
interdict cybercrime funding

Objective 1.3: Strengthen the Ability of Stakeholders to Prevent Financial Crimes
1. Coordinate with stakeholders to strengthen cybersecurity infrastructure and enhance and
SXEOLFL]H�GHWHFWLRQ�RI�DWWHPSWHG�IUDXG�FDPSDLJQV�WR�LQFUHDVH�GHWHUUHQFH�DJDLQVW�¿QDQFLDO�FULPHV



*RDO����6WDႈQJ�DQG�7UDLQLQJ

Objective 3.1: Develop the Investigative Teams for Countering Transnational Cyber Fraud
�� &RRUGLQDWH�ODQJXDJH�VSHFLDOLVWV�DFURVV�UHJLRQDO�RႈFHV
2. Coordinate with state and local partners to intervene at earlier stages of cybercrime maturity

Objective 3.2: Increase Technical and Analytical Training for Cyber Fraid Investigations 
1. Enhance training to identify risk factors, enablers,  and intervention points  of cybercriminals
�� ,GHQWLI\�HDUO\�WUHQGV�LQ�WHFKQRORJLFDO�GHYHORSPHQWV�DQG�HPHUJLQJ�YXOQHUDELOLWLHV�LQ�¿QDQFLDO
institutions to predict cybercrime threats
�� (QKDQFH�FRRUGLQDWLRQ�EHWZHHQ�,19�DQG�WKH�2ႈFH�RI�6WUDWHJLF�3ODQQLQJ�DQG�3ROLF\��263�
Enterprise Strategy Division (ESD) to drive additional targeted research and information collection

Goal 4: Outreach

2EMHFWLYH������6WUHQJWKHQ�8QLW\�RI�(ႇRUW�ZLWK�/DZ�(QIRUFHPHQW�DQG�*RYHUQPHQW�3DUWQHUV
1. Increase collaboration, training, and data sharing between law enforcement and the private
sector to identify and understand organized cybercrime networks
�� 6XSSRUW�HႇRUWV�E\�'2-�DQG�WKH�8�6��'HSDUWPHQW�RI�6WDWH��6WDWH�'HSDUWPHQW��WR�GHYHORS�EHVW
practices on interagency cybercrime enforcement
3. Pursue additional opportunities to increase information sharing on organized cybercriminal
activities with international partners
4. Collaborate with DOJ and the State Department to expand the Budapest Convention

Objective 4.2: Develop the Capabilities of Law Enforcement Partners
1. Advocate for increased cyber training for law enforcement partners as well as prosecutors and
judges

Objective 4.3: Cultivate Stakeholder Relationships to Prevent, Detect, and Investigate Crimes
1. Collaborate with domestic and international partners to create public outreach campaigns about
cybersecurity threats
2. Work with international law enforcement and government partners to promote productive, lawful
opportunities for individuals to apply their technical skills
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Increased access to cyber tools and technologies has expanded both legitimate and 
illegitimate uses of the cyber domain. Nefarious actors take advantage of faster and father 
reaching capabilities to access and profit from personal and corporate data. Improved 
technologies allow them to do so with greater anonymity. These criminal actors are also 
often early adopters of new technologies, increasing the pressure on individuals, 
organizations, and law enforcement to accordingly prepare and adapt. The United States 
Secret Service (USSS) Office of Investigations (INV) “through its global network of field 
offices, task forces, and partnerships […] detects and arrests those that engage in crimes 
that undermine the integrity of U.S. financial and payment systems.”xvi INV is a global 
network of offices and multi-functional teams that conducts criminal investigations to 
protect the integrity of U.S. financial and payment systems.xvii 
 
According to the USSS, profit-motivated criminal groups are the most persistent and 
damaging threat to the U.S.xviii Law enforcement entities struggle to successfully trace 
and arrest cybercriminals due to the anonymity of cybercrimes and the limitations in 
cross-jurisdictional cooperation. Sophisticated cybercriminals often route online attacks 
through servers in different countries, for example, making it difficult to clearly identify the 
location of the attack and the physical location of the attacker. Despite these challenges, 
the USSS strives not only to prevent and mitigate cyberattacks, but also to target and 
apprehend threat actors. In support of the USSS’ mission, this report explores what 
factors drive organized cybercrime groups to operate in certain locations. This 
information will help the USSS more effectively align resources and coordinate with 
international partners to successfully protect U.S. financial institutions against cyber 
campaigns.  
 
This analysis is timely given the speed and ease with which cyber tools proliferate 
globally, coupled with the expanding repercussions of cyber campaigns in an increasingly 
automated, online, and interconnected world. To stay ahead of the threat, the USSS must 
constantly reevaluate the evolving cyber threat landscape and work with interagency, 
international, and private sector partners to collaboratively prevent, mitigate, and respond 
to the latest cyber risks. Understanding how organized cybercrime groups operate and 
the conditions that enable their operations will help the USSS address the latest threats, 
leading to more secure domestic and global institutions, systems, and citizens. 
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OVERVIEW OF CYBERLAW 

The various crimes deemed “cybercrimes” are captured under a broad definition across 
different legal codes at the state, federal, and international levels. A broad definition 
allows these institutions flexibility as technology and crimes rapidly evolve. These differing 
legal frameworks across countries, however, complicate law enforcement’s ability to 
prosecute cybercriminals. Because the USSS pursues cybercriminals across many 
jurisdictions, they face  significant challenges as they work to hold cybercriminals 
accountable for crimes specifically committed against American targets. Prosecutors 
must navigate legal differences related to the definition of a cybercrime and the data that 
can be collected for evidence, as well as differences in extradition laws in order to transfer 
accused cybercriminals to the U.S.xix     
 
At the international level, the Council of Europe, the United Nations Office of Drugs and 
Crime (UNODC), and INTERPOL have issued the leading documents to address and 
mitigate cybercrime. The Council of Europe’s Convention on Cybercrime (The 
Convention, or the Budapest Convention) was the first international treaty on cybercrime 
and was intended for use both within and outside of Europe. The Convention was signed 
by 44 of the 46 Member States of the Council of Europe (including the U.S. who signed 
and ratified the treaty in 2001 and 2006, respectively) and has served as a model for other 
international cybercriminal laws and conventions.xx The core provisions of The 
Convention are legal recommendations at the domestic level and principles for 
cooperation at the international level.xxi   
 
In 2013, the UNODC established the Global Programme on Cybercrime to serve as the 
primary coordinating body for countering the rising threat of cybercrime. The United 
Nations (UN) formed this Programme to enhance the capacity of member states to 
combat cyber and other crimes, conduct research and analyze cyberthreats, support 
efforts to sign and ratify international treaties, and develop appropriate domestic 
legislation.xxii International organizations such as INTERPOL and Europol also collect and 
report on global cybercrime statistics and work with the Council of Europe and others to 
coordinate and act on relevant information.  
 
Collaboration and coordination are necessary for effective enforcement due to the 
borderless nature of cybercrimes, the savviness of cybercriminals, and the patchwork of 
enforcement regimes.  For example, if a cybercriminal is in one country, the technology 
infrastructure used to commit the crime in another, and the victim in a third, under which 
country’s jurisdiction does the crime fall? What laws apply to the criminals? How are data 
about the crime and criminal tracked and shared? Inclusive collaboration is necessary to 
effectively answer these questions and successfully investigate and arrest 
cybercriminals. 
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FRAMING CYBERCRIMES 

The focus of this report is cybercrimes in which technology is intentionally manipulated to 
further a crime, rather than traditional crimes with a cyber component. An example of the 
latter would be keeping a log on a computer of potential targets for breaking and entering 
with the intent to steal property. Although evidence involves a computer, the computer 
was not a necessary tool for the crime. Cybercrimes in this report are those, such as 
hacking, phishing, and ransomware, for which the attacker relies on a computer to commit 
the crime.   
 
The Computer Fraud and Abuse Act (CFAA), a civil and criminal law that prohibits certain 
computer-based activities, is considered the most significant piece of legislation in the 
U.S. to combat computer crimes.xxiii The CFAA, Title 18 U.S.C. § 1030, broadly forbids 
the intentional use of a program, information, code, or command to cause damage to a 
computer system or network which the perpetrator is not authorized to access.xxiv 
Additionally, the CFAA criminalizes unauthorized access to computers or computer 
networks used in national defense, by financial institutions, or for committing fraud.xxv This 
report focuses on financially-motivated fraud cybercrime. The sub-sections most relevant 
to such crimes within the CFAA are 18 U.S.C. § 1030(a)(4) and 18 U.S.C. § 1030(a)(6), 
both of which address disruptions to interstate or foreign commerce through unauthorized 
access to computers.xxvi  
 
Further, this report explores profit-motivated, organized cybercrime groups in 
alignment with USSS priorities. This report focuses on the operations and presence of 
organized cybercrime networks and does not assess nation-state, terrorist organization, 
or other cyber threat actors outside organized cybercrime groups.  
 

IMPACT OF FINANCIAL CYBERCRIMES 

Financial cybercrimes impose significant and rapidly growing harm to individuals and 
institutions. The financial burden of cybercrimes is estimated to be about $6 trillion 
globally for 2021 and is expected to reach $10.5 trillion by 2025.xxvii This quantifies not 
only the magnitude of cybercrime’s impact, but also its anticipated growth. LexisNexis 
Risk Solutions reports that from 2018 to 2019 the average number of successful 
fraudulent attempts in the financial services industry increased by 85 percentxxviii 
and the industry suffered more login and payment attacks than any other industry in 
2020.xxix This growth in the financial services industry is of significant focus for the USSS. 
 
According to Verizon’s 2020 Data Breach Investigations Report (DBIR), 55 percent of 
breaches in 2020 were committed by organized crime groups. The findings about 
organized cybercrime groups in this report, therefore, are relevant not only to the USSS, 
but to broader cybersecurity strategy in the U.S.xxx    
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HIGH-LEVEL OBJECTIVES 

The objective of this report is to identify the countries out of which the most prolific 
organized cybercrime groups operate and examine the potential economic, social, and 
other factors that contribute to where and why organized cybercrime groups emerge. 
 
This report began by investigating whether, despite the inherently opaque nature of 
cybercrime, quantitative data exists that points to the volume of cybercriminals operating 
out of individual countries around the world. The goal was to run regressions to identify 
potential correlations between the quantity of cybercriminals and the socioeconomic 
conditions in specific countries. The author was unable to find data that captures 
cybercriminal locations directly and therefore instead explored whether proxy data, such 
as trends in where cyberattacks originated from or financial flows of illicit proceeds, could 
approximate from where cybercriminals might be operating. Again, the author did not find 
reliable proxy data in the time and scope of this research. Therefore, this report instead 
leverages anecdotal, literature, and other qualitative evidence to assess the location and 
nature of organized cybercrime groups.  
 
Although the author was not able to collect quantitative data about the location of 
cybercriminals, or proxy data to estimate this, this report captures the avenues explored 
and the challenges of each in the appendix (Appendix A: Data Challenges and 
Opportunities). Information on data gaps can guide further research, data collection, and 
data-sharing to fill the gaps and enhance overall understanding and enforcement of 
financially-motivated cybercrimes. 
 

METHODOLOGY FOR DATA COLLECTION 

The author pursued two primary methods of data collection: informational interviews and 
literature review. The author conducted informational interviews with a range of 
cybercrime experts from U.S. cybersecurity and enforcement organizations to discuss 
and collect data relevant to identifying and understanding organized cybercrime networks. 
Due to COVID-19, the informational interviews were held remotely. This exploratory 
analysis was predominantly conducted through snowball sampling, beginning with the 
USSS and proceeding to entities with which USSS has previously collaborated to 
research and report on cybercrimes and cybercriminals. At the conclusion of each 
discussion, interviewees often provided suggestions for additional cyber experts and 
government contacts with relevant knowledge and data. The objectives of these meetings 
were to 1) determine whether the organization had data on the locations of 
cybercriminals, 2) identify potential alternative methods to approximate cybercriminal 
origins, and 3) solicit professional, anecdotal insights on the locations and operations of 
organized cybercrime groups. Sample baseline questions in Appendix B: Sample 
Informational Interview Questions.  
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In addition to interviews, the author conducted a literature review to examine a broad 
array of academic, legal, and industry reports on the nature and evolution of organized 
cybercrime groups. The author began by reviewing the legal frameworks that define and 
criminalize cyber activities generally, followed by an examination of financial cybercrimes 
more specifically. The author also surveyed industry blogs and articles on specific 
organized cybercrime groups, which detailed their origins, evolution, and operations. 
These insights provided the foundation for the summary trends on organized cybercrime 
in the Nigeria, India, and Mexico case studies. Finally, the author reviewed academic 
articles about the pathways into cybercrime, tactics for studying cybercriminals, and 
methods for evaluating non-cyber crimes, which provided additional context in which to 
evaluate the emergence and nature of organized cybercrime groups.  
 
Missing from this data collection is extensive first-hand accounts from individuals with 
experience in organized cybercrime groups as well as prosecutors and defense lawyers 
for accused cybercriminals, all of whom could provide further detail around the behaviors 
and operations in such organizations. Additionally, this report met with a diverse range of 
industry experts, but there are a few notable exceptions not included due to the timing of 
this report (e.g., Microsoft, FireEye, and Google).   
 

METHODOLOGY FOR ANALYSIS 

In addition to collecting cybercriminal data, the author selected a set of socioeconomic 
factors potentially relevant to cybercrime, as well as a trio of case study countries in which 
to examine those factors and the known organized cybercrime environment. The 
socioeconomic indicators were predominantly chosen based on recommendations from 
experts during the informational interviews. Additional indicators were added based on 
information derived from the literature review that pointed to other potential influencing 
factors on crime and cybercrime. 
 
This report selected three countries for qualitative case studies based on: 
  

x Anecdotal evidence of cybercrime hotspots from interviews with experts 
 

x Data from a U.S. government source1, which tracks two sets of information that 
indicate the location of perpetrators. The first traces financial flows from the victim 
and the second captures where the victim believed the threat actor was located 

(Tables 1 and 2 below) 
 

x Corroborating evidence from additional cybersecurity industry reports2, and the 
overall availability of data for a thorough evaluation 

 
1 Name of government organization intentionally withheld.  
2 For example, Mexico and India were in the top 10 countries of origin for human-initiated cyberattacks in 
2020, according to LexisNexis Risk Solutions. 



17 
 

 

 
 
 
 
 
 
 
 
 
 
 
 

 
The geographic diversity of the three selected countries also captures different regional 
conditions. Note that this report intentionally excludes Russia and China from the potential 
case study analysis due to the blurred lines between state-sponsored and organized 
cybercrime operations in those countries. Additionally, the United States was not included 
in this report due to the USSS’ specified interest in threats from overseas actors.  
 
This report strives to provide an objective assessment of the case study countries. 
However, there is a dearth of consistent cybercrime data and lack of existing research on 
potential correlating factors with cybercriminal locations. Therefore, the analysis 
incorporates a mixture of data sources, which introduces the possibility of compounding 
statistical errors and decreases the reliability of comparing statistics across different 
metrics. This report also relies heavily on anecdotal and qualitative evidence. In several 
instances, however, only one or two sources were found that addressed a particular point. 
The preliminary findings in this report therefore articulate possible hypotheses and 
correlations, but additional rigorous and, if possible, quantitative research is needed to 
substantiate and expand upon these findings. 
 
 

  

Table 1: Top 10 Countries Where Financial 
Recipient of Cybercrime was Located (2020) 

Country Complaints
China 5,632
Hong Kong 2,233
Mexico 1,590
Thailand 1,261
United Kingdom 1,209
Philippines 1,080
India 927
Turkey 827
Nigeria 492
Canada 462

Country Complaints
China 18,482
United Kingdom 3,367
Canada 1,983
Philippines 1,490
India 1,322
Hong Kong 1,245
Nigeria 1,186
Germany 1,093
Mexico 907
Australia 650

Table 2: Top 10 Countries Where Victim 
Believes Threat Actor Is Located (2020) 
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INTERNAL ORGANIZATION 

Organized cybercrime groups are often run like multinational corporations.xxxi They are 
profit-motivated and therefore seek to structure themselves, innovate, grow, and operate 
in certain respects the way a competitive private sector company would. The degree of 
organization in cybercrime networks 
varies, but working together allows 
cybercriminals to pool complementary 
skills, which can lead to greater 
success and economic gain over 
time.xxxii The more formal organizations 
are characterized by distinct divisions 
of labor.xxxiii These groups are regularly 
organized according to structures 
analogous to a business, with a leader 
or couple of leaders at the top, 
managers in the middle, and a broad 
set of employees with different skillsets dispersed below.xxxiv Often, similar to the structure 
of traditional (non-cyber) organized crime groups, the “employees” of such fraud groups 
typically do not know one another and are kept siloed to minimize the risks to the overall 
operation if a member of the group is arrested.xxxv However, some organized fraud groups 
have a less rigid structure (or a hybrid of rigid and loose structures).xxxvi As organized 
crime groups expand the geographic footprint of their operations, they may maintain a 
rigid structure of the top tier leaders, but a more fluid association among the lower 
levels.xxxvii In less structured groups, participants come together with the specific skills 
and insights needed for particular cyber campaigns, but these associations are more 
short-lived and not characterized by the same division of labor as in the rigid structure.xxxviii  
 
Organized cybercrime groups often pursue multiple crime types, diversifying their fraud 
activities to increase the group’s reach and profit. As organized cybercrime groups have 
evolved from romance scams to business email compromise (BEC), for example, many 
have added new tools and techniques to their operations, rather than replacing past 
scams with the latest.xxxix Large organized cybercrime groups typically have healthy 
budgets, due to the large profit margins in cybercrime, and are renowned early adopters 
of new technology and tactics, techniques, and procedures (TTPs).xl Consequently, 
organized cybercrime groups have the means to invest significant sums of money into 
technology.xli Early technology adoption and large budgets allow cybercrime groups to 
take advantage of advanced technology faster than law enforcement, which is 
constrained by government budgets and procurement cycles.xlii Additionally, crime groups 
take offensive action, whereas law enforcement is often restricted by law to primarily 
defensive operations. Consequently, organized cybercrime groups have the advantage 
of determining when and where to target their campaigns, while law enforcement must 
react accordingly.xliii These asymmetric advantages give large, criminal organizations a 

Corporate Structure in Action 

Nigerian cybercrime group London Blue (as 
referred to by Agari’s Cybercrime Investigations 
Division) exemplifies the rigid structure of some 
organized cybercrime groups, with departments 
that include the functions of business intelligence, 
sales management, email marketing, sales, 
financial operations, and human resources.  

Source: Agari, “London Blue”, 2018. 



21 
 

significant edge that severely impedes the ability of law enforcement to track and prevent 
these groups’ operations.xliv  
 

CYBERCRIMINAL PROFILES 

Within these large, sophisticated cybercrime enterprises, the threat actors fill a variety of 
roles.  The “mastermind” is typically the individual who launched and runs the group, 
providing CEO-like oversight of the entire operation. xlv The core leaders at the top of the 
network plan the criminal activities and recruit other cybercriminals.xlvi In vertically 
integrated organizations, the mastermind recruits technical experts to commit different 
aspects of the crime and others to move and launder the illicit finances. xlvii The middle-
layer of threat actors, sometimes referred to as facilitators, perform the majority of the 
cybercrime activity. Facilitators can either be equivalent to full-time recruits working for 
one organized cybercrime group, or contracted professionals who support several 
networks.xlviii At the bottom layer are money mules, some of whom are unwitting 
accomplices, tricked into transferring funds between victims and the cybercriminals 
without realizing they are involved in illegal activity.xlix Money mules are often recruited 
through job advertisements that target disadvantaged and low-income individuals. 
Although, in some cases threat actors target individuals with stronger financial standing 
so they can open larger accounts to transfer international funds without attracting 
unwanted attention from law enforcement.l  
 
Cybercriminals are motivated by extrinsic factors like financial gain as well as intrinsic 
factors such as status, excitement, new skills, and community. Further, cybercriminals 
are influenced by the circumstances around them, including access to technology, 
opportunities to apply their skills and passion, and the community with which they are in 
contact.li Most cybercriminals are primarily motivated by the potential financial gains from 
cybercrimes.lii Cybercrime not only provides an alternative to unemployment, but can be 
a lucrative job.liii Accomplished cybercriminals are sometimes known to flaunt their wealth, 
showing off their success and helping to attract new recruits.liv Notorious cybercriminals 
known by the monikers “Hushpuppi” and “Mr Woodberry”, for example, frequently 
displayed extravagant signs of their wealth on social media platforms (and this ultimately 
helped law enforcement track and arrest both).lv  
 
Cybercriminals are also attracted to the social status gained when others recognize their 
cyber skills.lvi Young cybercriminals early in their cybercrime careers, in particular, are 
driven by the opportunity to build a reputation for their technical capabilities and the 
challenge of outdoing their own past achievements.lvii Young offenders begin with low-
level computer gaming cheats and game modificationslviii or basic website defacementlix 
before progressing to more advanced cybercrime activities, encouraged by the 
reinforcement and recognition from their online network.lx  
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The cybercrime environment is highly interconnected, with online forums and channels 
providing a critical space for cybercriminals to communicate and share ideas for potential 
schemes.lxi Most cybercriminals work with others, rather than alone,lxii especially for 
financially-motivated cybercrimes.lxiii Cybercriminals are leveraging encrypted platforms 
such as Discord and Telegram to communicate as well as to conduct illicit transactions 
of stolen data and other hacker resources.lxiv This social environment reinforces the 
influence that status and credibility have on cybercriminals. In this closely connected 
cybercrime world, it is also critical for cybercriminals to maintain their reputation and 
trustworthiness. Cybercriminals who cooperate with law enforcement or otherwise betray 
a cybercrime network will face challenges finding other cybercrime work.lxv 
 

Cybercriminals involved in organized 
fraud are often recruited for their specific 
technical skills,lxvi but only a small 
number of low-level cybercriminals 
become highly-technical criminals.lxvii 
There is a notable gap in research, 

however, on when and how amateur cybercriminals transition to working or contracting 
for organized cybercrime groups. Little is known about the techniques used by organized 
cybercrime groups to recruit new members and expand their network.lxviii Nevertheless, 
the findings that environment and status influence the growth of cybercriminals provide 
critical context for determining how to target and prevent the rise of more advanced 
cybercriminals. Money is not the only motivator. The combination of drivers for insider 
crimes – money, ideology, coercion, and ego – also appear to motivate cybercriminals.lxix 
 

EXTERNAL ENVIRONMENT 

Organized cybercrime groups fit into a broader crime and enforcement system that 
influences their ability and motivation to commit crimes. Cybercrime is an increasingly 
lucrative endeavor and many of these groups are driven by the potential for substantial 
illicit profit.lxx At the same time, the anonymity of cybercriminals and challenges of 
coordinating law enforcement across jurisdictions make it difficult to identify and 
apprehend perpetrators. Severe penalties are an inadequate deterrent because the odds 
of being identified, captured, and tried in a court with proper jurisdiction are extremely 
low. Enforcement action is taken against less than one percent of cyber incidents.lxxi 
 
Although cybercrimes are committed online, personal connections and offline 
communities influence the emergence and recruiting tactics of organized cybercrime 
groups. Some of the main cybercrime offenders appear to be located in geographic 
proximity to one another. Close proximity may facilitate the cybercriminals’ need for social 
connections to establish trust and to recruit and coordinate with others.lxxii However, 
geographic location influences the formation of cybercrime groups but does not affect 
their functional activities once established.lxxiii The case studies below provide additional 

Money is not the only 
motivator…money, ideology, coercion, 
and ego also motivate cybercriminals. 
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insights into the role certain country conditions play in facilitating or shaping cybercrime 
networks in those locations.  
 
Cybercrime networks operate on a sliding scale of maturity and capability.lxxiv 
Cybercrime organizations not only have different levels of structural complexity within 
their networks, but also vary in their technical and operational capacity depending on the 
skills, technology, and knowledge available to them.lxxv Despite the differences among 
threat actors, many cyber campaigns have similar features; most cyberattacks are 
conducted according to established, proven TTPs, changing little over time.lxxvi,lxxvii  One 
of the notable characteristics of organized cybercrime groups is that they appear 
to cluster around particular languages, with English as the most prominent 
followed by Russian.lxxviii Depending on the crime type, language proficiency is 
important to convey legitimacy and build trust with victims if perpetrators are interacting 
directly with victims (e.g., phone scams or phishing email campaigns).lxxix English is a 
critical language for threat actors because the majority of potential victims of social 
engineering scams speak Englishlxxx (the United States and United Kingdom are two of 
the top targets for cybercriminals).lxxxi Similarly, given the collaborative nature of 
cybercrime, a common language among cybercriminals enhances their ability to share 
tools and techniques. Cybercriminal forums are characterized by a particular language, 
such as the English-language RaidForums and Cracking Kind and Russian-language 
XSS forum, further underscoring the role of language clusters in cybercrime activities.lxxxii 
Recently, there has even been evidence of organized cybercrime groups helping train 
others, such as a Romanian group supporting a Nigerian network, further expanding the 
network and collaboration of cybercriminals.lxxxiii  
 

Tactics, Techniques, and Procedures (TTPs)  

TTPs capture the behavior of a cybercriminal or organized cybercrime group. These patterns of activities 
are associated with specific threat actors and can therefore be used to identify different actors.  

Tactics (also called Tools): Tactics are the high-level approaches cybercriminals use to conduct an 
operation. Tactics describe the overarching approach the threat actors take at each stage of the 
campaign, including infrastructure and artifacts used. 

Techniques: Techniques describe the actions that facilitate the tactics of a threat actor. Techniques 
can be technological (e.g., moving laterally through a compromised network) or non-technological (e.g., 
social engineering).  

Procedures: Procedures are the specific actions threat actors use to accomplish their techniques and 
tactics. For example, procedures might be the order of operations for a phishing attack or executing 
malware. 

  

Sources: Markstedter, Maria. “Tactics, Techniques, and Procedures.” And Radware. “Tactics, Techniques, and Procedures.” 
2019. 
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OVERARCHING FINDINGS 

The case studies below are a unique and independent analysis of the organized 
cybercrime environment in each country. With the understanding that these are distinct, 
narrow studies, the report finds there are still some high-level, preliminary takeaways 
across all three:  
 
 

Certain conditions are prerequisites to becoming a cybercriminal. These 
include access to the Internet and possession of certain technical and/or language 
skills.  

 
Some conditions perpetuate an environment conducive to cybercrime. High 
poverty and unemployment rates and weak cybersecurity infrastructure, laws, and 
enforcement create an environment that perpetuates organized cybercrime 
groups. However, countries with similar socioeconomic conditions do not 
necessarily have similar rates of crime. Therefore, these conditions might 
contribute to the existence of cybercrime networks but cannot be viewed as 
predictive.  
 
Organized cybercrime groups within particular countries often pursue 
similar crime types, and these crime types change little over time. Organized 
cybercrime groups have relatively consistent TTPs and recruiting procedures, 
pursuing similar cybercrimes but with greater sophistication over time.   
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SOCIOECONOMIC CONDITIONS 

From the interviews conducted for this report, experts hypothesized that higher levels of 
corruption and unemployment, weaker law enforcement, as well as access to reliable 
Internet would be key conditions for organized cybercriminal groups to operate and 
flourish. A review of the current socioeconomic conditions collected on Nigeria suggests 
that some of the indicators of cybercrime proposed in interviews and literature review are 
present, whereas others are notably absent. 
 

According to Transparency 
International, Nigeria suffers 
from high levels of perceived 
corruption in the public sector 
(25 on a scale where 0 is highly 
corrupt to 100 is very clean), as 
reported by surveyed experts 
and business executives.lxxxiv 
Agari’s Cyber Intelligence 
Division (ACID) reports that 
many cybercriminals living in 
Nigeria feel comfortable 
bribing local law enforcement 
to ignore their illegal 
operations; these groups earn 
such high profits that they are 
willing and able to pay 
significant sums to law 
enforcement, rather than pay 
the 10 million naira (~$26 
thousand USD) fine under the 

2015 Nigerian Cybercrime Act.lxxxv Nigeria also experiences a high poverty rate, coupled 
with high unemployment and volatile economic growth, conditions that can drive 
individuals to cybercrime.lxxxvi High poverty rates in Nigeria are responsible for greater 
rates of cybercrime as unemployed graduates seek any opportunity to provide for 
themselves and their families.lxxxvii Population growth is currently outpacing economic 
and job growth,lxxxviii limiting legitimate employment opportunities and pushing individuals 
toward illicit activities, such as cybercrime. Additionally, the profitability of social 
engineering scams such as BECs is likely to translate to higher paying opportunities than 

Country Case Study 1:         
Nigeria 

 

Nigeria 
(Sources for each statistic in Appendix C) 

Crime and Enforcement   
Corruption Perception (score 0-100) 25 
Police officers (per 100,000) N/A 
World Internal Security and Police Index 0.255 
Crime Rate 63.27 
Economic Indicators  
Poverty (% population, $1.9/day PPP) (2018) 39.1  
GDP per capita (2019) 2,229.9 
Economy (GDP growth, annual %) (2019) 2.2 
Unemployment (% total labor force) (2020) 9.0 
Inequality (Gini index) (2018) 35.1 
Literacy (% adults over 15 years age) (2018) 62 
Freedom and Access  
Global Freedom (100: most free) 47/100 
Democracy Score (10: full democracy) 4.10 
Internet Freedom (100: most free) 60/100 
Internet Use (% population) (2017) 7 
Internet Access (25: most access) 16/25 
Internet Affordability (rank out of 61 low- to mid-
economies) 19/61 
Fixed Broadband Subscriptions (per 100) (2019) 0.04 
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might otherwise be available in the legitimate labor market, especially in a country with 
high poverty rates.lxxxix  
 
Nigeria’s current socioeconomic conditions also indicate high crime rates and low levels 
of policing. One study conducted on time series data in Nigeria between 2000-2011 found 
significant correlation between clearance rate (ability of police to solve crimes – a general 
indicator of police performance), unemployment rate, and percentage of the labor force 
with tertiary education and overall serious crime. The two primary variables of interest 
were clearance rate  and unemployment rate, and the study showed a negative 
correlation between clearance rate and serious crime rate and positive correlation 
between unemployment and serious crime.xc In other words, greater detection of crimes 
increases deterrence and reduces the crime rate while higher unemployment means 
fewer legal employment opportunities and therefore greater criminal activity.xci The 
serious crimes examined in this study did not explicitly include cybercrimes, but did 
include fraud and crimes against currency,xcii and therefore the findings suggest there is 
potential quantitative evidence supporting the correlation between unemployment rate 
and police enforcement with rates of crime. 
 
Threat actors are not deterred from pursuing cybercrimes when there is less scrutiny and 
enforcement from police and therefore lower likelihood of arrest.xciii The Cybercrimes Act 
of Nigeria has provided a comprehensive legal framework to prevent and prosecute all 
aspects of cybercrime since 2015. 
However, high levels of corruption and 
low rates of enforcement offset the 
potential deterrent effect of this law. 
Additionally, Nigeria has a set of other 
legal frameworks that can be used to 
investigate and prosecute 
cybercriminals, including the National 
Information Technology Development 
Agency (NITDA) Act 2007.xciv 
Nevertheless, cybercrime has 
continued to flourish in Nigeria, 
suggesting that laws alone, without 
adequate enforcement, will not deter 
cybercriminals.xcv Many officers in the 
Nigeria Police Force are not trained to 
handle cybercrimes nor have the resources, such as forensic laboratories, to investigate 
and prosecute cybercrimes under the law.xcvi Further, many prosecutors and judges in 
Nigeria are reportedly unaware of the NITDA and its application to cybercrimes, therefore 
undermining the value of the NITDA as a tool to counter cybercrime.xcvii 
 

A Closer Look: The NITDA and Nigerian 
Cybercrimes Act 

The NITDA is responsible for planning, 
developing, and promoting the use of information 
technology in Nigeria. This includes accelerating 
internet penetration and promoting sound 
governance.  

The Nigerian Cybercrimes Act 2015 is the first 
legal framework in Nigeria to regulate activities in 
cyberspace and cybercrimes. It provides a 
framework for preventing, detecting, investigating, 
and prosecuting cybercrimes.  

 

Source: Eboibi, Felix. “Curtailing Cybercrime in Nigeria.” 2019. 
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High levels of corruption, poverty, unemployment, and crime, and inadequate law 
enforcement, in Nigeria seem to align with hypotheses about potential socioeconomic 
indicators of where cybercriminals emerge. However, there is one notable condition 
missing in Nigeria that experts believed might be correlated to the presence of 
cybercriminal groups: strong internet access. The World Bank measures the number of 
fixed broadband subscriptions per 100 people, which it describes as: “fixed subscriptions 
to high-speed access to the public Internet (a TCP/IP connection), at downstream speeds 
equal to, or greater than, 256 kbit/s. This includes cable modem, DSL, fiber-to-the-
home/building, other fixed (wired)-broadband subscriptions, satellite broadband and 

terrestrial fixed wireless broadband.”xcviii 
Organized cybercrime groups need a 
stable and high-speed internet 
connection to conduct sophisticated 
cybercrimes. Mobile access often does 

not provide enough bandwidth to perform the level of operations that these groups 
require,xcix so they need fixed broadband. Although Nigeria has one of the largest 
populations of internet users in Sub-Saharan Africa (and an internet penetration rate of 
27.7 percent in 2018), much of this broadband use is through mobile access.c,ci At 0.04 
fixed broadband subscriptions per 100 people, Nigeria is among the 10 countries with the 
lowest rates of broadband subscriptions.cii Cybercriminals are a small portion of the 
overall population, so a national-level statistic on internet penetration may not reflect ease 
of access for organized crime groups. Nevertheless, greater internet accessibility likely 
reduces the barrier of entry for new cybercrime participants.   
 
Additionally, as noted by several experts in interviews, language skills may accompany 
technical skills in determining which individuals join organized cybercrime groups. 
Language is currently a barrier to internet access in Nigeria as most of the internet content 
provided is in English.ciii This may reinforce the theory that organized cybercrime groups 
coalesce around English online communities; perhaps not only due to the language 
spoken by their targets, but also due to the type of internet content to which they have 
access.  
 

CYBERCRIME LANDSCAPE 

In both interviews and literature review, Nigeria was repeatedly identified as a hub for 
social engineering cyber fraud crimes, in which actors seek to develop a relationship 
with and then defraud victims. In the 1990s, Nigerian 419 fraud (also known as Nigerian 
Prince scams) emerged in Nigeria. These evolved into broader romance scams and 
eventually larger-scale business email compromise (BEC) scams. BECs first gained 
notoriety in 2015, largely coming from Nigeria, and still 50 percent of all BEC scammers 
reside in Nigeria.civ They are now responsible for the greatest financial losses from 
internet crime, contributing to 40 percent of all cybercrime losses and amounting to more 
than $13 billion from 2013-2018.cv,cvi With BEC scams, groups utilize a high volume of 

There is one notable condition missing 

in Nigeria: strong Internet access. 
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attacks and can apply the same TTPs without needing to be familiar with the specific 
industry they are targeting.cvii The region targeted most by BEC scams is the United 
States (39 percent of BEC attacks from June 2018 to June 2019), followed by the United 
Kingdom (26 percent), and Australia (11 percent).cviii  
 
Many organized cybercrime groups based in Nigeria have similar hierarchical structures 
to one another, with a leader or leaders at the top, employees and/or freelancers 
performing the crime, and mules to transfer the illicit proceeds.cix Nigerian cybercrime 
groups – including those known as Scattered Canary, London Blue, Scarlet Widow, and 
Exaggerated Lion, on which ACID compiled threat dossiers – began with one individual 
conducting Craigslist scams. These founding cybercriminals then honed their social 
engineering skills, expanded to romance scams, and continued to recruit money mules 
and other actors. As these groups transitioned to more sophisticated and profitable BEC 
scams, they recruited new participants and upgraded their infrastructure to better scale 
and coordinate operations. They tend to recruit with push and pull tactics: flaunting their 
success through displays of wealth to attract recruits and reaching out to individuals who 
recruiters know can be trusted.cx For example, some groups form connections with 
potential recruits in Nigerian universities where they are familiar with the technical skills 
and trustworthiness of individuals. cxi  
 
Scattered Canary, for example, has 
created a scalable model with over 35 
actors who pursue multiple scams and 
use different tools, diversifying the revenue stream and helping to evade law 
enforcement.cxii Another group, known as Silver Terrier, was associated with over 400 
actors in 2019 and adopted commodity malware, such as information stealers and remote 
administrative tools, to broaden the reach of its BEC schemes. These attackers are 
buying tools, rather than developing their own, and using “crypters” to hide the cyber tools 
from law enforcement.cxiii  
 
Organized crime groups have developed tactics such as these – increasing the 
sophistication of their cyber schemes with new tools, which they purchase off-the-shelf 
rather than develop themselves – to improve their reach and scale. For example, some 
work with commercial data brokers to compile large lists of potential businesses to target 
for criminal exploitation. Cybercrime groups save time and resources if they purchase the 
names and data of potential victims, because they do not have to collect the information 
themselves through spear-phishing and other scams.cxiv Organized cybercrime groups 
are leveraging both legitimate commercial data brokers and illicit marketplaces to 
purchase information about targets, enabling groups to scale their operations.cxvcxvi Some, 
such as a group known as Silent Starling by ACID, are expanding from BEC scams to 
vendor email compromise (VEC) which targets entire supply chains rather than a single 
organization. VEC scams allow scammers to target dozens of customers at once, but also 
require more patience to identify, track, and impersonate the necessary victims.cxvii  

The United States was the target of 39 
percent of BEC attacks in 2018-2019 
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Others, such as Scattered Canary, expanded from conducting BEC scams to targeting 
government institutions.cxviii 
 

TRENDS AND CONCLUSIONS 

BEC scams were on the rise through 2020.cxix Existing threat actors are conducting more 
scams and the high profitability of BECs is enticing other cybercrime groups, such as 
sophisticated Eastern European network known by ACID as Cosmic Lynx, to incorporate 
this crime type into their operations as well.cxx  
 
The significant impact of the COVID-19 pandemic on Nigeria’s economy is expected to 
further exacerbate the conditions conducive to cybercrime, such as high unemployment 
and limited job opportunities.cxxi Simultaneously, in recent years Nigerian law enforcement 
has increased prosecution of cybercrimes, forcing some cybercriminals to migrate outside 
Nigeria.cxxii Dubai is one emerging hotspot for displaced Nigerian scammers.cxxiii 
Notorious cybercriminal Ramon Olorunwa Abbas (a.k.a. “Ray Hushpuppi” and “Hush”), 
for example, was extradited in 2020 from Dubai to the U.S. and charged with laundering 
hundreds of millions of dollars from BEC and other scams.cxxiv Consequently, local and 
international law enforcement must collaborate to enhance cross-jurisdictional 
cooperation to identify and pursue leads on these expansive networks of actors. 
Additional suggestions for enhancing international enforcement of cybercrime are in the 
Policy Recommendations section.  
 
Nigeria currently provides Internet at some of the lowest rates globally.cxxv The pool of 
potential cybercriminal recruits will likely only expand as internet penetration rises in 
Nigeria and individuals increasingly have the access and means to develop and apply 
technical skills, without legitimate employment opportunities to do so. Although the 
percentage of the population using the Internet declined between 2015 and 2017,cxxvi  the 
global trend in growing internet usage will likely reverse the decline in Nigeria. Increased 
internet access necessitates stronger cybercrime enforcement, particularly across 
regional and international jurisdictions as cybercriminals move across borders and target 
victims globally.  
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SOCIOECONOMIC CONDITIONS 

Experts interviewed for this report hypothesized that expanding populations of highly 
educated, yet underemployed, workers could serve as a potential recruiting pool for 
cybercriminal groups. India satisfies this condition (5.3 percent unemployment) and also 
has other underlying elements that make it potentially ripe for cybercrime including: 
access to the Internet and cyber tools, and the language capabilities to perform certain 
attacks (another technical proficiency).  

 
The most pressing 
condition in India 
contributing to organized 
cybercrime is the 
disparity between 
technically skilled 
individuals and the 
availability of technical 
jobs. India graduates 
about 1.5 million engineers 
every year, but fewer than 
20 percent are able to find 
a role that leverages their 
technical training.cxxvii 
Although Bangalore is 
known as the “Silicon 
Valley of India”,cxxviii there is 
a large and growing 
population of young and 
technically-skilled youths 
who cannot find jobs in the 
domestic tech sector and 

so turn to cybercrime to provide for themselves and their families.cxxix This problem is 
exacerbated by a slowing economy, further constraining the availability of relevant 
jobs.cxxx From 2016 to 2019, the economic growth rate fell by half and the COVID-19 
pandemic severely impacted India’s economy in 2020.cxxxi These conditions push 
graduates to find other opportunities to apply their skills and earn money. Coupled with 
the extremely low odds of being caught, let alone prosecuted, scamming is an 
increasingly attractive career, leading to expanding scammer operationscxxxii and a 
constant pipeline of unemployed hackers who cybercrime groups in India can recruit.cxxxiii 

Country Case Study 2:      
India 

 

India 
(Sources for each statistic in Appendix C) 

Crime and Enforcement   
Corruption Perception (score 0-100) 40 
Police officers (per 100,000) 122.5 
World Internal Security and Police Index 0.438 
Crime Rate 44.42 
Economic Indicators   
Poverty (% pop, $1.9/day PPP) (2011) 22.5  
GDP per capita (2019) 2,099.6 
Economy (GDP growth, annual %) (2019) 4.2 
Unemployment (% total labor force) (2020) 7.1 
Inequality (Gini index) (2011) 35.7 
Literacy (% adults over 15 years age) (2018) 74 
Freedom and Access   
Global Freedom (100: most free) 71/100 
Democracy Score 6.61 
Internet Freedom (100: most free) 51/100 
Internet Use (% pop) (2018) 20 
Internet Access (25: most access) 12/25 
Internet Affordability (rank out of 61 low- to mid-
economies) 11/61 
Fixed Broadband Subscriptions (per 100) (2019) 1.4 
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These trends are reflected in the rise of scams, fraud, and cyberattacks originating from 
India.cxxxiv 
 
According to Transparency International, India suffers from moderately high levels of 
perceived corruption in the public sector (40 on a scale where 0 is highly corrupt to 100 
is very clean), as reported by surveyed experts and business executives.cxxxv Higher 
levels of corruption, coupled with limited legal frameworks to prosecute cybercriminals, 
create an environment of low deterrence. Organized cybercrime networks are not 
discouraged from expanding their 
operations.cxxxvi In India, cybercrimes fall 
under the Information Technology Act (IT 
Act) of 2000, which covers a wide range 
of cyber offenses involving computers, 
computer systems, or networks within 
India, regardless of where the victim is 
located or the nationality of the 
attacker.cxxxvii In 2008, the IT Amendment 
Act (ITAA) was added to the IT Act to 
update the definitions used in India’s 
cyberlaw and increase penalties for 
cybercrimes.cxxxviii However, cyber law in 
India is still severely limited in scope; for 
example, many say the ITAA does not 
sufficiently cover several cybercrimes, 
including online money laundering.cxxxix India has issued other new cybersecurity 
regulations in addition to the ITAA, such as the 2013 National Cyber Security Policy, but 
these primarily build up India’s cybersecurity defenses rather than actively targeting 
cybercriminals.cxl  
 
Legitimate job opportunities are lacking for the large numbers of technically-skilled 
graduates in India and cyber enforcement and prosecution is limited. Additionally, India 
is similar to Nigeria on another condition interviewees perceived to be crucial: lacking 
widespread internet accessibility. Although India has the second-highest number of 
internet subscribers after China,cxli the rate of internet penetration is still primarily driven 
by expanding mobile phone use and is generally low in a country of about 1.4 billion 
residents (about 54 percent in December 2019).cxlii Overall internet usage, as a 
percentage of the population, also declined between 2017 and 2018.cxliii Further, India 
experienced some of the lowest broadband connection speeds in the world as of May 
2020cxliv, which restricts the ability of internet users to perform more advanced cyber 
activities requiring reliable, high-speed connections. These access issues are 
compounded by lacking quality and distribution of available internet infrastructurecxlv and 
electricity supplycxlvi, as well as frequent Internet shutdowns by the government.cxlvii 
Infrastructure with weak cybersecurity is susceptible to cybercriminals, and many have 

A Closer Look: The ITAA (2008) 

The ITAA (2008) incorporated new definitions and 
provisions under cyberlaw. Notably, the ITAA 
broadened the definition of “cybersecurity” to 
include any unauthorized access, use, disclosure, 
or disruption of any computer or computer 
resource. 

The ITAA also added newer forms of cybercrimes, 
including identity theft, but primarily focused on 
expanding punishment for cybercrimes related to 
sexually explicit materials. 

 

Source: Holt, Thomas J, & Bossler, Adam M. The Palgrave 
Handbook of International Cybercrime and Cyberdeviance. 
2020, 



33 
 

taken advantage of vulnerable Indian networks to conduct their crimes.cxlviii Whether the 
proportion of criminal internet users will increase with a more accessible Internet is 
unknown, but the current Internet and cybersecurity infrastructure in India creates an 
environment conducive to cybercrime.  
 

CYBERCRIME LANDSCAPE 

The top reported cybercrimes perpetrated by Indian attackers against U.S. victims are 
non-payment/non-delivery3, personal data breach4, and investment scams5.cxlix Other 
fraudulent schemes include tech-support scams, IRS scams, dating scams, extortion 
using adult content, and the threat of releasing illicit recordings ostensibly obtained 
through hacking security cameras.cl There are three primary Advanced Persistent Threat 
(APT) cybercrime groups known to be operating out of India – Dropping Elephant, Viceroy 
Tiger, and Dark Basin.cli Both Viceroy Tiger and Dark Basin target U.S. victims, but 
Viceroy Tiger and Dropping Elephant are thought to have state-sponsored elements given 
their extensive reach.clii Dark Basin, which is linked to the Indian company BellTroX 
InfoTech Services, has a broad portfolio of cybercrimes that includes targeting U.S. 
advocacy organizations such as “ExxonKnew” with phishing campaigns.cliii  
 
In addition to APT groups, India hosts a large network of less sophisticated scammer 
organizations. One of the most notable formats for scams are fraudulent call centers that 
purport to provide technical assistance and use this cover to solicit personal and banking 
information from victims.cliv India’s legitime information technology industry is 
associated with low cybercrime rates, especially crimes utilizing sophisticated 
malware.clv However, criminal groups, both domestic and foreign, are increasingly 
setting up call centers in India to facilitate their illicit cyber operations.clvi 
Additionally, very lax cryptocurrency regulations in India have created an environment 
particularly conducive to cryptocurrency-related crimes among cybercrime groups.clvii  
 
Many Indian cyber threat actors are using dark web forums to facilitate their operations 
and underground markets to plan, collaborate on, and execute a wide range of malicious 
activities.clviii The goal of these groups is to collect personally identifiable information (PII) 
that can be used to conduct fraud schemes, many of which are not sophisticated and are 
therefore targeted at victims who are not tech savvy and are susceptible to cyber 
scams.clix In addition to collecting personal information through social engineering 

 
3 Non-payment scams are when goods and services are provided, but payment is never rendered. Non-
delivery scams are when payment is provided, but goods and services are never received. 
4 A personal data breach is when an individual’s sensitive, protected, or confidential data is copied, 
transmitted, viewed, stolen or used by an unauthorized individual or is leaked/spilled from a secure 
location to an untrusted environment. 
5 Investment scams are when investors are induced to make purchases on the basis of false information, 
often offering victims large returns on minimal risk (e.g., retirement, 401K, Ponzi, Pyramid schemes, etc.). 
Source: Definitions for footnotes 3, 4, 5 from the Federal Bureau of Investigation’s (FBI) Internet Crime Complaint 
Center (IC3) 2020 report 
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techniques, threat actors purchase stolen data on dark web cybercrime forums and black 
markets to more efficiently target victims.clx Scam centers will use pre-written scripts to 
elicit banking information or money. Some will hire hackers to create fake IT support 
pages and hijack victims’ screens, directing them to call the scam centers for support.clxi  
 
A notable difference in the operations of cybercrime groups in India to those in Nigeria, is 
that the Indian groups seem to also engage in traditional crimes, facilitated by the dark 
web. In particular, it appears that groups buy and sell narcotics and illegal goods on black 
markets, in addition to purchasing and selling personal data and recruiting hackers for 
hire.clxii What is less clear is whether these crime groups started in traditional crime and 
expanded to include more cybercrimes in their portfolios, or if they were active on the 
dark web trading in personal data and expanded into other illegal goods.  
 
Given the growing population of young, tech-savvy individuals in India seeking cyber jobs, 
there is a growing pool of recruits for organized cybercrime groups. However, Indian scam 
centers often use different techniques to recruit new participants than Nigerian cybercrime 
groups. Recruits typically pass through several layers of recruiters and training before 

being hired by a scam ring.clxiii Additionally, 
employees are not always informed of the 
fraudulent nature of their work and are told they 
are working for a well-known company such as 
Amazon, Microsoft, or Samsung.clxiv According 
to statistics on those arrested and charged 

under the IT Act in 2016, the vast majority were men, with only between one to three 
percent women arrested or charged, depending on the offense type.clxv Demographic 
information like this, coupled with an understanding of recruiting techniques, can help law 
enforcement target potential cybercriminals more successfully.  
 

TRENDS AND CONCLUSIONS 

Many cybercrimes are facilitated by cryptocurrency, which – when not regulated closely 
– can enable cybercriminals to transfer and cash out (withdraw cryptocurrency into cash) 
illicit funds anonymously.clxvi Consequently, Indian lawmakers are considering passing a 
bill that could greatly influence cybercriminal operations in India – the law would 
completely ban private cryptocurrencies such as Bitcoin.clxvii The bill would criminalize any 
possession, mining, or trading of cryptocurrencies and violators would be subject to 
fines.clxviii If India implements this law, it could have a dampening effect on cybercrime 
activity in the country because many cybercrime operations rely on cryptocurrency to fund 
their activities.  
 
The lack of cybersecurity-trained law enforcement and cybersecurity-focused courts with 
judges knowledgeable of cyber hinders the enforcement and prosecution of 
cybercriminals.clxix In India there is a gap between the cyber laws that do exist and 

Of those arrested and charged 

under the IT Act in 2016,  

97 to 99 percent were men. 
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their implementation, both by law enforcement and courts. The gap in enforcement 
is due to a lack of personnel, especially individuals with requisite cyber 
understanding.clxx Scammers and other cyber threat groups in India can continue 
operating, recruiting, and growing in India where there are limited cyberlaws and 
regulations. 
 
Additionally, India is a favorable environment for cybercriminals given the combination of 
minimal public awareness of cybersecurity issues as well as vulnerabilities in India’s 
cybersecurity infrastructure. India’s consumers, businesses, and policymakers are not 
well-versed in cybersecurity, which makes them easy targets for cybercriminals, 
especially when there are few cybersecurity mechanisms in place to safeguard internet 
users.clxxi This weak cybersecurity infrastructure is also enticing for cybercriminals from 
outside India. Over the past years, Indian press outlets have repeatedly reported on 
Nigerian cybercriminals operating out of, and being apprehended in, India. More relaxed 
immigration laws in India also make it easier for Nigerian cybercriminals to immigrate to 
and establish cybercrime operations in India than other more advanced nations such as 
the U.S.clxxii Without changes to not only India’s cybersecurity laws and enforcement, but 
also its immigration policies and cyber education initiatives, India will likely remain an 
attractive location for cybercriminals to target victims and locate their operations. 
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SOCIOECONOMIC CONDITIONS 

Anecdotally, a U.S. government source observed that because of the high levels of 
traditional organized crime in Mexico, one would assume there would also be significant 
cybercriminal operations. However, Mexico has not historically been recognized as a hub 
for cybercriminals. This report sought to explore what conditions in Mexico make it seem 
to be conducive to cybercriminals and what, if any, outliers might explain why it is not 
recognized as a cybercriminal hotspot.  
 
First, assumptions that Mexico does not engage in major cybercrime are outdated.  

Mexico has seen a 
significant rise in 
cybercrime since 
2018.clxxiii According to 
U.S. government source 
data, victims in 2020 
identify Mexico as one of 
the primary locations of 
their attackers.6 The rise 
in cybercrime, both 
originating from and 
targeting Latin America, is 
attributed to economic 
challenges, corruption, 
and the strong presence of 
other organized crime.clxxiv 
Poverty and lack of legal 
employment, as seen in 
Nigeria and India, can 
push individuals into 
illegal activities such as 
cybercrime. 
 

Mexico suffers from relatively high levels of perceived corruption in the public sector (31 
on a scale where 0 is highly corrupt to 100 is very clean), as reported by surveyed experts 
and business executives.clxxv In addition, Mexico has a relatively low internal security 

 
6 According to U.S. government source data (source organization intentionally withheld), Mexico had the 
ninth highest number of cyberattack perpetrators in 2020, as reported by victims. Mexico also had the 
third highest number of financial recipients of cybercrimes, as reported by victims in 2020.  

Country Case Study 3:  
Mexico 

 Mexico 
(Sources for each statistic in Appendix C) 

Crime and Enforcement   
Corruption Perception (score 0-100) 31 
Police officers (per 100,000) N/A 
World Internal Security and Police Index 0.394 
Crime Rate 53.31 
Economic Indicators   
Poverty (% pop, $1.9/day PPP) (2018) 1.7  
GDP per capita (2019) 9,946.0 
Economy (GDP growth, annual %) (2019) -0.1 
Unemployment (% total labor force) (2020) 4.7 
Inequality (Gini index) (2018) 45.4 
Literacy (% adults over 15 years) 95 
Freedom and Access   
Global Freedom (100: most free) 62/100 
Democracy Score 6.07 
Internet Freedom (100: most free) 61/100 
Internet Use (% pop) (2019) 70 
Internet Access (25: most access) 17/25 
Internet Affordability (rank out of 61 low- to mid-
economies) N/A 
Fixed Broadband Subscriptions (per 100) (2019) 15.17 
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index, suggesting less stringent policing overall. This environment has allowed traditional 
crime groups to flourish and similarly provides little deterrence to emerging 
cybercriminals. The presence of significant levels of crime, especially money laundering, 
provides a criminal ecosystem that easily feeds into cybercrimes and illicit activities on 
the dark web.clxxvi The countries with the highest levels of money laundering are in Latin 
America. Drug cartels and other organized crime groups manage large cashflows for their 
illicit activities, and some are transitioning their cash online to cryptocurrency, connecting 
traditional crime groups to the world of cybercriminals.clxxvii  
 
Additionally, developing countries in Latin America, such as Mexico, often channel more 
resources into economic growth and combatting traditional crime than enhancing 
cybersecurity.clxxviii Mexico does not have any laws that explicitly define “cybersecurity” or 
“cybercrime” and these offenses are instead captured indirectly in about twenty existing 
laws.clxxix Mexico also did not sign the Council of Europe’s Convention on Cybercrime, 
despite being invited to do so in 2007, due to legislative considerations, regulation issues, 
and difficulties with compliance.clxxx The lack of cyberlaws, and enforcement to uphold 
what laws are in place, creates an environment where organized crime and cybercrime 
groups can emerge and thrive without significant threat of repercussions.clxxxi  
 

CYBERCRIME LANDSCAPE 

A U.S. government source indicates that victims reported non-payment/non-delivery, 
extortion, and investment as the top three cybercrime types originating out of Mexico.clxxxii 
Of malware threats originating from (and targeting) Latin America, banking trojans and 
ransomware are the most prevalent.clxxxiii Overall, instances of cybercrime originating out 
of Mexico are increasing, and many are targeting victims in Mexico or elsewhere in Latin 
America, rather than the United States.clxxxiv  The rapid digitization of the Mexican 
economy and lack of cybersecurity laws create an environment vulnerable to 
cyberattacks. However, there is an established phishing network that imitates prominent 
banking institutions in both Latin America and North America, misleading victims to input 
their personal and banking information into fraudulent sites that replicate legitimate 
ones.clxxxv 
 
In Mexico, organized cybercrime does not appear to emerge separately from traditional 
organized crime groups. Some traditional organized crime groups and drug cartels are 
branching into cybercrime, primarily by hiring hackers and fraudsters to expand their 
criminal activities online.clxxxvi Organized crime is abundant in Mexico and these 
financially-motivated groups are recognizing the opportunity to incorporate online 
fraud into their existing criminal activities.clxxxvii Additionally, organized crime groups 
are shifting some of their finances online to cryptocurrency and leveraging unregulated 
exchanges to launder their digital money.clxxxviii Unregulated exchanges do not track 
currency transactions or ownership, so the money cannot be easily traced. Consequently, 
about 97 percent of laundered cryptocurrency is withdrawn in countries with very limited 
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Know-Your-Customer (KYC) and anti-money laundering (AML) regulations.clxxxix Latin 
America is home to some of the weakest KYC/AML rules, suggesting the region is a ripe 
environment for crime groups to conduct illicit activities with cryptocurrency.cxc Lastly, 
carding is another emerging cybercrime type in Mexico – using stolen credit card 
information to pay for goods illicitly.cxci  
 
The extremely lax enforcement of cybercrimes emboldens cybercriminals in Mexico to 
operate largely in the open, rather than hiding on the dark web. Cybercriminals do not 
often take steps to mask their identities and instead communicate and coordinate on 
publicly-available platforms such as WhatsApp, Facebook Messenger, and Telegram.cxcii 
Facebook Messenger, in particular, seems to be a popular platform for cybercriminals 
since they can easily transition between Facebook groups and Messenger and, now, can 
switch on Facebook Messenger’s encrypted “secret” mode as well.cxciii  
 

TRENDS AND CONCLUSIONS 

Mexico is an emerging hotspot for cybercriminals. The primary growth in cybercrime 
stems from preexisting organized crime groups and drug cartels hiring hackers and 
fraudsters to conduct cybercrimes as either a supplementary business enterprise or 
means to perpetuate their offline illicit activities. These groups are recognizing the 
opportunities, such as cryptocurrency, that the cyberworld presents. Criminal groups are 
also exploiting the emerging vulnerabilities of financial institutions and individuals in a 
rapidly digitizing Latin America. Lax cybersecurity enforcement and limited cyberlaws 
create an environment with poorly protected targets and little deterrence for 
cybercriminals. There is a risk that cybercriminals will continue to emerge and flourish in 
Mexico if targets and cyber enforcement remain weak, especially if there continue to be 
insufficient economic opportunities for individuals and widespread criminal activity in the 
country. As cybercriminals in Mexico become more connected and sophisticated, 
they may begin to pose a greater threat beyond the Spanish-speaking world. The 
United States will be an appealing target given the profit-potential for cybercriminals.cxciv 
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Following are a set of recommendations collected during, or resulting from, the research 
for this report. The recommendations are organized according to INV’s FY 2021-2027 
Strategic Plan and are aligned to the objectives within three of its goals – Goal 1: 
Safeguard U.S. Financial Systems (Investigations), Goal 3: Develop the Secret Service 
Workforce (Staffing and Training), and Goal 4: Develop Partnerships and Partner 
Capabilities (Outreach). This report provides concrete actions and considerations for the 
USSS, reinforcing existing activities and suggesting strategic, operational, and tactical 
steps for the organization to move towards its goals and objectives. 
 
 
 
 
 
 
 

 

Align incentivizes to INV objectives and targets 

The USSS should examine investigative incentives (e.g., INV performance measures, 
time and resources, personnel promotions, assignment options, etc.) to ensure they align 
with targeting objectives. Aligning incentives will encourage more strategic investigations 
and coordinate targeting activities rather than pursuing and interrupting cybercrimes in an 
ad hoc manner.   
 

Increase coordination to investigate and prevent illicit activity in online 
criminal forums and marketplaces 

Organized cybercrime groups are utilizing dark web marketplaces and forums to recruit, 
communicate, and sell cyber tools and stolen data.cxcv The USSS should increase 
coordination with partners, especially international partners such as INTERPOL and 
Europol, to first investigate and map forums and marketplaces used by cybercriminals. 
Using this picture, the USSS and partners should continue to coordinate law enforcement 
presence (e.g., through the multiagency IOC2 body established by the Department of 
Justice (DOJ)) to avoid redundancies and ensure coverage. Partners should also identify 
opportunities for further joint efforts to collect information on and target threat actors in 
these forums, particularly in cases where languages other than English are used. 
 

Dedicate more resources to tracking social media in known cybercrime 
hubs to identify cybercriminals 

Cybercriminals sometimes flaunt their wealth on social media to display their success and 
recruit new actors to their networks. Doing so provides the USSS and other law 
enforcement partners with the opportunity to identify and track cybercriminals, as the 

Goal 1: Investigations 

Objective 1.1: Detect, Investigate, and Arrest Those Committing Financial Crimes 

1. 

2. 

3. 
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Federal Bureau of Investigation (FBI) and the USSS did successfully with “Hushpuppi” 
and “Mr Woodberry”, referenced earlier.cxcvi Further, as seen in Mexico, some 
cybercriminals in locations where enforcement is lax communicate on unencrypted 
platforms, presenting the USSS with the opportunity to track conversations and 
coordination between cybercriminals.cxcvii Monitoring and analyzing social media 
accounts for potential illicit activity is time-intensive for personnel. The USSS should 
therefore utilize technology such as artificial intelligence and machine learning to scan 
social media accounts and flag potential posts and exchanges consistent with indicators 
of illicit activity (e.g., certain key words and/or images).   
 

Work with DOJ, and state and local partners, to pursue less 
sophisticated cybercrimes more rigorously 

Many young cybercriminals begin by committing less sophisticated crimes such as video 
game cheats/modificationscxcviii and website defacement.cxcix Although these crimes do 
not have the same financial impact as more sophisticated fraud, they can be gateway 
crimes for threat actors to practice and grow into more skilled cybercriminals. Minor 
crimes like these often do not cross DOJ’s threshold to file a case. Therefore, the USSS 
should work with DOJ to identify opportunities to pursue some less sophisticated 
cybercrimes that may have additional value in deterring or interrupting more serious 
cybercrime. Concurrently, the USSS can work with state and local prosecutors to 
prosecute smaller cybercrimes. The objective is to arrest and deter young cybercriminals 
before they mature and are potentially recruited by organized cybercrime groups. These 
efforts should include partnering with the gaming industry to raise awareness of, and 
regulate, the opportunities for video game cheats, modifications, and discussions of these 
activities on open forums.cc     

 
 
 
 

Prioritize targeting illicit marketplaces for commodified cybercrime 
tools  

Cybercriminal networks take advantage of online marketplaces to buy stolen data and 
off-the-shelf cybercrime tools that increase the ease and efficiency of their cybercrime 
activities.cci The USSS has an opportunity to intercept sales, track buyers, and/or assess 
tools that are traded among cybercriminal networks as these groups turn to platforms 
where they can buy and sell commodified cybercrime tools, rather than developing the 
capabilities in-house.ccii In particular, there is a rise in the use of remote administrative 
tools over recent years,cciii so the USSS should leverage partnerships with former 
cybercriminals and cybersecurity firms to identify the marketplaces often used for these 
types of trades. The USSS can engage on these platforms to understand the latest trends 
and demands in cybercrime tools and to collect information on cybercriminals and trades.  

4. 

Objective 1.2: Identify and Seize Assets to Prevent Illicit Profit and Victim Financial 
Losses 
 
1. 
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Investigate new trends in exchanging, regulating, and withdrawing 
cryptocurrency to identify and interdict cybercrime funding  

Cybercriminal groups frequently rely on cryptocurrency, including peer-to-peer and 
unregulated cryptocurrency exchanges as well as payroll diversion attacks,cciv   to 
facilitate and launder their financial transactions. Additionally, traditional crime groups are 
beginning to migrate their funds online (see, e.g., Mexico above). The USSS currently 
identifies where criminal groups withdraw cryptocurrency, and/or what unregulated 
exchanges they use to trade cryptocurrency. The USSS as well as other U.S. government 
organizations, such as the Department of Commerce, should continue to monitor 
cryptocurrency trends and identify potential points for law enforcement to intercept illicit 
activity. The USSS should also partner with governments of countries with limited 
KYC/AML rules to encourage greater regulation to prevent and deter illicit cryptocurrency 
activity. Similarly, identifying points to intercept the use of easily accessible prepaid debit 
cards will enable the USSS to cut off a critical funding supply for cybercriminals.ccv 
 
 
 
 

 
Coordinate with stakeholders to strengthen cybersecurity infrastructure 
and enhance and publicize detection of attempted fraud campaigns to 
increase deterrence against financial crimes 

The USSS is uniquely positioned at the front edge of detecting and preventing financial 
cybercrimes; closely coordinating with domestic partners and monitoring the latest trends 
internationally. The USSS should expand on existing alerts to stakeholders to highlight 
emerging trends in cybercrime types and tools. Early awareness will enable stakeholders 
to better prepare and coordinate for future threats, and to detect malicious cyber 
campaigns sooner. There is evidence that cybercriminals are more deterred by the 
likelihood of detection than the severity of the punishment,ccvi so stakeholders and the 
USSS should publicize summary reports on fraud campaigns detected. This publicity will 
signal to other threat actors that they might be caught. 
 
 
 
 
 
 
 
 
 
 

2. 

Objective 1.3: Strengthen the Ability of Stakeholders to Prevent Financial Crimes 

1. 
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Coordinate language specialists across regional offices 

Given the transnational nature of cybercrime, cybercriminal networks almost always 
extend beyond the borders of one country. Cybercriminals coalesce around common 
languages, most often English and Russian,ccvii so language teams can coordinate across 
regional offices to target cybercrime syndicates that span online forums, crimes, and 
countries, but have a shared language. Currently, the USSS brings in language 
specialists for specific tasks, but these analysts do not work across teams or offices. The 
USSS can better track and target cybercriminals if analysts with language capabilities 
work on projects or teams that span beyond specific tasks or offices. Additionally, 
language specialists can provide additional value by working more closely with 
incarcerated (or formerly incarcerated) cybercriminals to better understand the criminal 
slang used in their language.  
 

Coordinate with state and local partners to intervene at earlier stages of 
cybercrime maturity  

The USSS faces resource and legal justification challenges in tracking and prosecuting 
cybercriminals before they commit large crimes. The USSS should therefore coordinate 
with state and local partners to identify opportunities to detect and target cybercriminals 
as they emerge and mature, prior to committing more severe cybercrimes.  
  
 
 
 

Enhance training to identify risk factors, enablers, and intervention 
points of cybercriminal behavior 

To complement INV’s emphasis on technical and analytical training, the USSS should 
also prioritize greater training on behavioral trends in cybercriminals. By increasing 
training on behavioral elements and cybercriminals’ entry points into cybercrime, the 
USSS can more effectively investigate and intervene before individuals join sophisticated 
cybercrime networks. ccviii, ccix The exact training will differ by country or region, as 
evidenced by the unique cybercrime cultures in the three case study countries, but the 
USSS can coordinate with local partners to expand and apply this behavioral training in 
various locations.  

Goal 3: Staffing and Training 

Objective 3.1: Develop the Investigative Teams for Countering Transnational Cyber 
Fraud 

 
1. 

2. 

Objective 3.2: Increase Technical and Analytical Training for Cyber Fraud Investigations 

1. 
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Identify early trends in technological developments and emerging 
vulnerabilities in financial institutions to predict cybercrime threats 

In its latest strategic plan, the USSS identifies the need for updating training and 
resources to stay at the cutting-edge of technology and emerging threats. This 
recommendation is to partner with academia, think tanks, and other research institutions 
analyzing future cyberthreats to proactively understand, train for, and address 
vulnerabilities from emerging trends. The USSS can stay informed of the latest 
socioeconomic conditions and crime trends in countries by tapping into existing research 
by regional or country-focused institutes, such as the Wilson Center’s Mexico Institute 
and the Centre for Social and Economic Progress based in India (formerly Brookings 
India). Additionally, the USSS can provide more timely, effective, and cost-efficient 
training to personnel by leveraging existing teaching frameworks used at higher education 
institutions, such as the Cyber Project at Harvard Kennedy School of Government’s Belfer 
Center for Science and International Affairs. 
 

Enhance coordination between INV and the Office of Strategic Planning 
and Policy (OSP) Enterprise Strategy Division (ESD) to drive additional 
targeted research and information collection  

This report identified several gaps in the understanding of legal, operational, and 
predictive elements of organized cybercrime. INV and OSP should form a working group 
to more frequently and regularly review and coordinate on long-term, strategic research. 
The group will determine what efforts are currently underway, what research is required, 
and align resources to needs across the two offices (including determining whether to 
assign the research to a think tank). Greater coordination between INV and OSP will 
ensure that USSS identifies and completes priority research that could impact future 
resource allocation and operations. 
  

i. Comprehensively map existing cybercrime legal frameworks within jurisdictions 
and identify strategies to coordinate across jurisdictions and different legal 
environments.  

ii. Investigate the evolution of organized cybercrime groups and their relation to 
traditional crime syndicates.  

iii. Continue research into identifying inflection points (conditions, time, etc.) when 
individual cybercriminals coalesce into an organized syndicate. 

iv. Explore the application of predictive policing models to cybercrime.  
v. Conduct a deep dive into additional data sources available on cybercriminals and 

organized cybercrime operations and trends, including opportunities to expand 
information-sharing with data owners. 

  
 
 
 

2. 

3. 
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Increase collaboration, training, and data sharing between law 
enforcement and the private sector to identify and understand organized 
cybercrime networks  

Review existing Cyber Fraud Task Forces (CFTFs) to identify key missing stakeholders. 
In particular, USSS should expand and formalize relationships with additional private 
sector cybersecurity firms, which collect abundant data and insights on different elements 
of cybercrime and cybercriminals. To formalize partnerships, the USSS should create 
memoranda of understanding (MOUs) with private sector organizations to share data and 
schedule regular meetings to discuss the latest trends and findings in cybercriminal 
operations. Further, the USSS should explore additional opportunities to leverage the 
National Computer Forensics Institute (NCFI) to share information about the USSS’ 
investigations practices with, and train, private sector partners. This training and 
information will improve the private sector’s ability to respond and coordinate with the 
USSS if they are targeted by a malicious cyber campaign. 
 

Support efforts by DOJ and the U.S. Department of State (State 
Department) to develop best practices on interagency cybercrime 
enforcement  

The USSS is an engaged partner with other U.S. law enforcement and government 
organizations, such as DOJ’s FBI and the Department of Homeland Security’s 
Cybersecurity and Infrastructure Security Agency (CISA) and Immigrations and Customs 
Enforcement Homeland Security Investigations (ICE HSI). The USSS should support 
DOJ and State Department efforts to document strategies and best practices for 
effectively coordinating across the interagency. The U.S. government can exchange best 
practices and lessons learned with law enforcement and government partners in other 
countries to improve coordination and efficiency of combatting cybercrime across the 
interagency.  
 

Pursue additional opportunities to increase information sharing on 
organized cybercriminal activities with international partners 

In 2011, DHS signed an MOU with Indian counterparts to enhance cybersecurity 
cooperation and information sharing.ccx The USSS should review similar existing MOUs 
to ensure they provide the information and coordination needed to effectively detect and 
investigate cybercriminals. The USSS should also explore opportunities to establish 

Goal 4: Outreach 

Objective 4.1: Strengthen Unity of Effort with Law Enforcement and Government 
Partners 

 
1. 

2. 

3. 
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similar MOUs with law enforcement organizations in other countries. To further support 
the exchange of information and ideas, the USSS should work with the State Department 
and other U.S. government organizations to host regional conferences to discuss the 
latest trends in organized cybercrime and collaborate on potential solutions. For example, 
a conference with the leading law enforcement organizations of the African Union would 
be an opportunity to discuss, assess, and address regional conditions and trends related 
to cybercrime networks. In addition to information-sharing initiatives, the USSS should 
consider offering joint trainings to law enforcement partners when training its own teams. 
The USSS can host additional trainings through the International Law Enforcement 
Academies (ILEA), bring foreign law enforcement partners to the NCFI, expand the NCFI 
overseas, and/or invite foreign partners to join other trainings conducted for USSS 
personnel. 
  

Collaborate with DOJ and the State Department to expand the Budapest 
Convention 

Governments and multilateral institutions, such as the UN, debate how to handle 
cybercrime enforcement across treaties. The USSS should support DOJ and State 
Department efforts to expand the provisions of the Council of Europe’s Budapest 
Convention. The Convention should include legal and jurisdictional updates that cover 
the latest technology and TTPs used in cybercrime, as well as further clarify international 
cooperation and enforcement.   
 
 
 
 

 
Advocate for increased cyber training for law enforcement partners as 
well as prosecutors and judges  

To effectively combat cybercrime, law enforcement, prosecutors, and judges must all be 
well-trained on cybercrimes and cyber laws. These groups can more effectively target 
and prosecute cybercriminals when they understand the provisions of existing cyber laws 
and the basics of cybercrime tools and operations. Under the umbrella of INL’s 
cybercrime programs, the USSS is uniquely positioned to collaborate across U.S. 
interagency, international partners, and foreign governments and law enforcement 
organizations to advocate for updates to cyberlaws and trainings. The USSS can 
emphasize and support the need for these changes and programs among its partners 
and expand NCFI to also provide some of this training to international partners.  
 
 
 
 
 

4. 

Objective 4.2: Develop the Capabilities of Law Enforcement Partners 

1. 
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Collaborate with domestic and international partners to create public 
outreach campaigns about cybersecurity threats 

Raising awareness helps individuals better protect themselves from fraud and increases 
scrutiny of cybercrimes and criminals, contributing to greater deterrence by increasing 
cybercriminals’ perception that they will be caught.ccxi As part of this public outreach, the 
USSS and partners should encourage cybercrime victims to report crimes to the USSS 
and to FBI’s IC3, and ensure victims have the information and means to do so. 
Additionally, the USSS can issue joint alerts on cyberthreats with foreign partners, such 
as the United Kingdom’s National Crime Agency, to reach more of the public.   
 

Work with international law enforcement and government partners to 
promote productive, lawful opportunities for individuals to apply their 
technical skills 

The USSS should leverage its existing partnerships with law enforcement and 
governments around the word to convey the connection between high unemployment and 
poverty rates and crime rates. The USSS can share insights and suggestions around 
creating opportunities for individuals with technical skills to apply those in legitimate 
capacities. This includes strategically employing reformed cybercriminals to use their 
skills for lawful purposes and in support of law enforcement and cybersecurity efforts. The 
USSS should first craft its own comprehensive strategy for turning black hat 
cybercriminals into white hat assets and can then share these insights with partners 
abroad.   
 
  

Objective 4.3: Cultivate Stakeholder Relationships to Prevent, Detect, and Investigate 
Crimes 

 

1. 

2. 
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APPENDIX A: DATA CHALLENGES AND OPPORTUNITIES7  

This report explored several different avenues to find data that credibly points to the 
physical location of cybercriminals. Ultimately, no quantitative data pointing to where 
cybercriminals are located was found in the scope of this research. However, the 
methodology used, challenges encountered, and information found may still prove helpful 
for others conducting similar analyses. This section captures the various routes explored 
over the course of this research, the data that was identified, and where and why 
significant gaps still remain. These findings tie into some of the recommendations for 
additional research proposed in the Policy Recommendations section.  
 
The original goal was to find data that points to which countries cybercriminals are 
operating out of, to gauge the quantity of cybercriminals in different locations and run 
regressions with socioeconomic conditions such as unemployment rate and corruption to 
identify any correlations. This analysis would enable law enforcement entities to 
proactively mitigate and manage the rise of cybercrime groups by tracking and addressing 
particular conditions. The author did not uncover existing research on these correlations 
in the informational interviews or literature review. All experts interviewed felt that this 
type of research would be valuable for improving the overall ability of law enforcement to 
combat organized cybercrime.   
 
The first data challenge was finding reliable data that points to the location of 
cybercriminals. The difficulty lies in the fact that cybercrimes, unlike conventional crimes, 
can be conducted from afar without any physical touchpoints. Cybercriminals reroute their 
cyber activity through servers in multiple countries, making it almost impossible to track 
their attacks back to their origin.  
 
The author met with several cybersecurity organizations to determine what data they 
collect. Although several collect data on the origin of cyberattacks, this information is not 
identical to the location of the cybercriminals perpetrating the attacks. From these 
conversations, the author concluded that data about cybercriminals’ geographic location 
likely does not exist at the scale and reliability needed, so the author explored alternative 
methods to identify the volume of cybercriminals operating out of various countries. 
 
The first alternative solution to determining where cybercriminals are located was to 
examine indictments of cybercriminals. Since the USSS has jurisdiction in the U.S., any 
cybercriminals or cybercrime groups prosecuted by the USSS would appear in 
Department of Justice (DOJ) indictments and U.S. court dockets. However, there are 
several challenges with this approach.  
 

 
7 Most of the data identified in discussions with experts is proprietary and/or comes from private company 
sources. The author therefore intentionally withheld details of those datasets from this report.  
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1) The growing volume of cyberlaws are categorized and located in different databases 
depending on the crime type, jurisdiction, and prosecuting entity. There is no singular, 
comprehensive database that includes all cases, charges, and statutes filed.  
 

2) It is difficult and time-consuming to scrape information and assess overall trends in 
cybercrime cases due to the variety of legal databases. Extracting the necessary case 
information requires identifying a case number in one database and attempting to pull 
up the same case across the various, siloed databases. Some databases require 
special academic or legal affiliations in order to login and others require payment to 
download results, limiting the accessibility of this information. Once accessed, the data 
is stored and catalogued differently, so it requires extensive manual manipulation to 
join the data in a comprehensive dataset that can be analyzed.  

 
3) Although case files may have information about the nationality or residency of the 

accused cybercriminal, the data obtained from indictments is inherently biased. Less 
than one percent of malicious cyber incidents lead to an arrest.ccxii Therefore, the case 
information is not a representative sample of cybercrimes and criminals overall, and 
the data must be scrutinized to understand why those crimes, and not others, were 
prosecuted. Were those cases considered easy wins and therefore pursued? Did 
existing extradition laws allow the U.S. to extradite the criminal to the U.S. for 
prosecution?       

 
Given the challenge of using indictments and legal data to trace cybercriminals, this report 
explored alternative proxies to determining cybercriminal locations. The second approach 
examined botnet breaches. Although Verizon’s DBIR report captures botnet attacks with 
reliable sources, the origin of botnet attacks is not necessarily indicative of or correlated 
to the location of a human attacker. Although some entities do collect the virtual private 
network (VPN) of attack traffic, VPNs inherently hide the origin of the cyber activity.ccxiii  
 
The third approach to approximating cybercriminals’ locations was to trace financial 
transactions. The hypothesis was that tracking where the money flowed from 
cyberattacks would indicate where the cybercriminals might be located. This proxy 
method met with some limited success, but still faced significant challenges in providing 
a significant quantity of reliable data. The Federal Bureau of Investigation’s (FBI) Internet 
Crime Complaint Center (IC3) does track the locations of financial recipients in reported 
cybercrime incidents. However, these locations are based on victim reporting, so may not 
reflect the actual location of threat actors depending on the information and perceptions 
of the victim. An additional challenge in tracing financial flows is the rise of cryptocurrency, 
which is difficult to trace, especially when transactions flow through unregulated 
exchanges. Further, cryptocurrency is often tracked based on where it is cashed out, but 
cybercriminals are not necessarily located where they cash out their cryptocurrency. 
Nevertheless, tracing financial flows is one approach that merits additional research to 
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determine whether more reliable data about cryptocurrency withdrawals and the location 
of financial recipients can be found.  
 
In this research, the report found a significant amount of data does exist on cybercrimes 
and cybercriminal operations. However, there is a notable gap in the capability to trace 
attacks to human attackers, which limits the ability of law enforcement, such as the USSS, 
to find and arrest perpetrators. There may be proxy methods for determining where 
cybercriminals might be located, but the volume of data and the level of noise greatly 
cloud the ability to use this information for attribution. Additionally, much of the data 
explored in this report is collected and housed independently by the owning entity. 
Additional valuable insights might emerge with greater data sharing and cross-analysis, 
expanding on existing efforts such as Verizon’s DBIR report. This is explored further in 
the Policy Recommendations section.  
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APPENDIX B: SAMPLE INFORMATIONAL INTERVIEW QUESTIONS  

Baseline questions for information interviews included:   
   

1. What type of cybercrime data does your organization collect and how is it 
collected? 

2. How does your organization use the data you collect and what are its 
constraints/limits?  

3. How have the trends in the cybercrime data you collect evolved in recent years? 
Have you noticed changes in the threat actors, their targets, or tactics, techniques, 
and procedures? 

4. Does your data point to where cybercriminals are operating from? 
5. Have you seen other data that does reliably point to the location of cybercriminals? 

If not, why in your opinion is this data not available and what are the challenges 
associated with identifying this information? 

6. Do you have any alternative ideas for how to reliably approximate the location of 
cybercriminals? 

7. Why, based on your professional experience, do you believe we see organized 
cybercrime groups operating out of a cluster of specific countries and regions? 

8. Do you have any insights into the operations of such organized cybercrime groups 
– their structure, culture, recruiting, and criminal profiles? 

 

  



53 
 

APPENDIX C: SOCIOECONOMIC CONDITION SOURCES 

Sources for socioeconomic conditions captured in Nigeria, India, and Mexico.  

 
8 Transparency International (retrieved from https://www.transparency.org/en/cpi/2020/index/nzl#) 
9 Nation Master (https://www.nationmaster.com/country-info/stats/Crime/Police-officers#country) 
10 World Internal Security and Police Index (http://www.ipsa-
police.org/images/uploaded/Pdf%20file/WISPI%20Report.pdf) 
11 World Population Review (https://worldpopulationreview.com/country-rankings/crime-rate-by-country) 
12 World Bank (https://data.worldbank.org/indicator/SI.POV.DDAY?view=chart) 
13 World Bank (https://data.worldbank.org/indicator/NY.GDP.PCAP.CD?view=map&year=2019) 
14 World Bank (https://data.worldbank.org/indicator/NY.GDP.MKTP.KD.ZG) 
15 World Bank (https://data.worldbank.org/indicator/SL.UEM.TOTL.ZS?view=chart) 
16 World Bank (https://data.worldbank.org/indicator/SI.POV.GINI?view=chart) 
17 World Bank (https://data.worldbank.org/indicator/SE.ADT.LITR.ZS?view=chart) 
18 Freedom House (https://freedomhouse.org/countries/freedom-world/scores) 
19 Economist Democracy Index (https://www.eiu.com/n/campaigns/democracy-index-2020/) 
20 Freedom House (https://freedomhouse.org/countries/freedom-net/scores) 
21 World Bank (https://data.worldbank.org/indicator/IT.NET.USER.ZS?view=chart) 
22 Freedom House (https://freedomhouse.org/countries/freedom-net/scores) 
23 Affordability Drivers Index (https://a4ai.org/affordability-report/) 
24 World Bank (https://data.worldbank.org/indicator/IT.NET.BBND.P2?view=chart) 

  Nigeria India Mexico 
Crime and Enforcement       
Corruption Perception (score 0-100)8 25 40 31 
Police officers (per 100,000)9 N/A  122.5 N/A 
World Internal Security and Police Index10 0.255 0.438 0.394 
Crime Rate11 63.27 44.42 53.31 
Economic Indicators       
Poverty (% pop, $1.9/day PPP)12 39.1 (2018) 22.5 (2011) 1.7 (2018) 
GDP per capita (2019)13 2,229.9 2,099.6 9,946.0 
Economy (GDP growth annual %) (2019)14 2.2 4.2 -0.1 
Unemployment (% total labor force) (2020)15 9.0 7.1 4.7 
Inequality (Gini index)16 35.1 (2018) 35.7 (2011) 45.4 (2018) 
Literacy (% adults over 15 years age)(2018)17 62 74 95 
Freedom and Access       
Global Freedom (100: most free)18 47/100 71/100 62/100 
Democracy Score19 4.10 6.61 6.07 
Internet Freedom (100: most free)20 60/100 51/100 61/100 
Internet Use (% population) (2017)21 7 32 64 
Internet Access (25: most access)22 16/25 12/25 17/25 
Internet Affordability (rank out of 61 low- to 
mid-economies)23 19/61 11/61 N/A 
Fixed Broadband Subscriptions (per 100) 
(2019)24 0.04 1.40 15.17 
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APPENDIX E: ETHICS AND TRANSPARENCY STATEMENT 

The research and reporting in this Policy Analysis Exercise (PAE) were primarily 
conducted using existing reports from industry, think tanks, international organizations, 
and the federal government; publicly available data on country statistics; and original data 
from interviews with experts in the field. For any data or information solicited from 
individuals, we discussed how to attribute the information appropriately to maintain 
confidence and confidentiality as necessary. Some evidence incorporated in this report 
is non-attributable and individual or organization names are therefore withheld to protect 
the privacy of contributors. No funding was required for this report.   
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