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Introduction: “A Criminal 
Syndicate with a Flag”
Over the last decade, financially motivated operations have come to play 
a central role in North Korea’s cyber strategy. The illicit revenue those 
operations generate helps blunt the impact of tough global sanctions and 
supports the regime’s ballistic-missile and nuclear-weapons programs.1 It 
can enable the procurement of banned military or dual-use technology 
as well as luxury goods for Pyongyang elites. Profits from computerized 
theft are also believed to help fund other components of North Korea’s 
cyber program, from hacker training to tooling development to 
non-remunerative campaigns designed to gather intelligence or cause 
destruction. Crucially, as Daniel Pinkston has written, “cybercrime offers 
remote access to illicit revenue without the risks of being detained and 
prosecuted abroad.”2 The sharply increasing pace and scale of North 
Korean financially motivated operations since the early 2010’s reflects 
their growing importance in Pyongyang’s cyber arsenal.

North Korean financially motivated hackers often behave in cyberspace 
more like criminals than traditional state actors. Most governments 
concentrate their offensive cyber resources on espionage, sabotage, 
and information campaigns that might involve stealing military secrets 
or strategically leaking documents from foreign political parties. 
Pyongyang participates actively in those sorts of activities – the theft 
of classified U.S.-South Korean war plans and the attack on Sony 
Pictures Entertainment (SPE) come to mind – but additionally devotes 
significant resources to illicit revenue generation via theft.3 In the latter 
regard, North Korea is believed to be unique among states.4 Considered 
alongside cybercriminals, however, North Korea’s behavior becomes 
more familiar. Its opportunistic targeting of financial institutions, 

1 See Report of the Panel of Experts Established Pursuant to Resolution 1874 (2009), United Nations 
Security Council (March 2021), 56, https://undocs.org/S/2021/211.

2 Daniel A. Pinkston, “North Korean Cyber Threats,” in Confronting an “Axis of Cyber”?, ed. Fabio 
Rugge (Milan: Italian Institute of International Political Studies, 2018), 114-15.

3 For more on the SPE attack, see Operation Blockbuster, Novetta (2016), https://operationblockbust-
er.com/wp-content/uploads/2016/02/Operation-Blockbuster-Report.pdf.

4 This report treats revenue generated from intellectual property theft and related activities as part of 
a separate category. See “Convergence of Interests and Tradecraft with Criminals” for more.

https://undocs.org/S/2021/211
https://operationblockbuster.com/wp-content/uploads/2016/02/Operation-Blockbuster-Report.pdf
https://operationblockbuster.com/wp-content/uploads/2016/02/Operation-Blockbuster-Report.pdf
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engaging in “big-game hunting” as well as petty e-crime, and enlistment 
of “money mules” to launder profits all mirror common criminal tactics.5 
State-sponsored or not, specialized tools designed to exploit a bank network 
or steal credit card information from an e-commerce site are criminal in 
nature. FireEye notes that if not for the North Korean threat cluster APT38’s 
government backing, the group 
might have been better categorized 
as a “FIN” outfit.6 For analytical 
purposes, North Korean financially 
motivated operations should be 
viewed dually through the lenses 
of criminality and statecraft. 
“Simply put,” the former Assistant Attorney General for National Security 
John Demers remarked in February 2021, “the regime has become a criminal 
syndicate with a flag.”7

Collaboration with foreign groups has long been a key feature of Pyongyang’s 
criminal initiatives in the physical world, and cyberspace is no exception. 
Just as North Korean smugglers have relied on organized crime syndicates 
like the Japanese Yakuza to traffic narcotics and launder money in the 
physical world, North Korean hackers appear to have engaged in cyberspace 
with foreign criminals to obtain advanced tools and organize collection of 
in-country payouts.8 The dominance of the Russian-speaking cybercriminal 
underground makes it a logical target for collaboration. Top Russian-language 
forums like Exploit, whose tens of thousands of users have made more than 
one million posts since it launched in 2005, represent some of the world’s 
leading platforms for exchanging illicit products, services, and knowledge.9 

5 Big-game hunting involves deploying ransomware against pre-selected large organizations with high 
sensitivity to downtime in the hope of scoring a major return. See “Kaspersky Finds Lazarus Employs 
Multi-Platform Malware Framework in Series of Data Espionage and Ransomware Attacks,” Kaspersky, July 
22, 2020, https://usa.kaspersky.com/about/press-releases/2020_kaspersky-finds-lazarus-employs-multi-
platform-malware-framework-in-series-of-data-espionage-and-ransomware-attacks.

6 APT38: Un-usual Suspects, FireEye (Milpitas, CA, 2018), 5, https://content.fireeye.com/apt/rpt-apt38. APT 
stands for advanced persistent threat.

7 John Demers, “Assistant Attorney General John C. Demers Delivers Remarks on the National Security Cy-
ber Investigation into North Korean Operatives,” news release, February 17, 2021, https://www.justice.gov/
opa/pr/assistant-attorney-general-john-c-demers-delivers-remarks-national-security-cyber.

8 Anthony V. Rinna, “Differing Approaches to Non-Traditional Security and Impediments to Interstate 
Cooperation in North Korea-Russia Bilateral Relations,” North Korean Review 12, no. 2 (Fall 2016): 121, 
https://www.jstor.org/stable/44526829. See also Sheena Chestnut Greitens, Illicit: North Korea’s Evolving 
Operations to Earn Hard Currency (Washington, D.C.: Committee for Human Rights in North Korea, 2014).

9 The Modern Cybercriminal Forum: An Enduring Model, Photon Research Team, Digital Shadows (2019), 8, 
https://resources.digitalshadows.com/whitepapers-and-reports/the-modern-cybercriminal-forum.

North Korean financially 
motivated operations 
should be viewed dually 
through the lenses of 
criminality and statecraft.

https://usa.kaspersky.com/about/press-releases/2020_kaspersky-finds-lazarus-employs-multi-platform-malware-framework-in-series-of-data-espionage-and-ransomware-attacks
https://usa.kaspersky.com/about/press-releases/2020_kaspersky-finds-lazarus-employs-multi-platform-malware-framework-in-series-of-data-espionage-and-ransomware-attacks
https://content.fireeye.com/apt/rpt-apt38
https://www.justice.gov/opa/pr/assistant-attorney-general-john-c-demers-delivers-remarks-national-security-cyber
https://www.justice.gov/opa/pr/assistant-attorney-general-john-c-demers-delivers-remarks-national-security-cyber
https://www.jstor.org/stable/44526829
https://resources.digitalshadows.com/whitepapers-and-reports/the-modern-cybercriminal-forum
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Russian-speaking gangs have stolen hundreds of millions of dollars from 
victims around the globe, often using innovative proprietary methods. 
Russian authorities’ willful blind eye toward domestic e-crime – so long as 
its victims lie outside the Commonwealth of Independent States (CIS) – is 
another key element of the Russian-language underground’s appeal.

Dealing with foreign cybercriminals enhances North Korea’s capabilities and 
enables it to allocate resources more efficiently. One form of engagement 
involves purchasing access to networks others have already compromised, 
which allows threat actors to focus on exploiting the target system once 
inside. While public and semi-private forums offer plenty of accesses of 
varying quality, North Korean actors seem to prefer to deal directly with 
elite Russian-speaking groups either on closed platforms or through private 
channels. In other cases, North Korean hackers appear to have purchased 
malware from CIS-based vendors. A third type of collaboration involves the 
purchase of monetization services, such as money laundering and online 
hosting for stolen-data sales. To be sure, North Korean actors boast advanced 
malware-development capabilities and a record of pioneering their own 
accesses to lucrative targets through novel means. Nonetheless, dealing 
with foreign cybercriminals, particularly CIS-based Russian speakers, offers 
access to valuable products and services. The benefits of collaboration are not 
irreplaceable, but North Korean actors would be worse off without them.

This report explores North Korean financially motivated actors’ 
convergence of interests and tradecraft with cybercriminals, focusing  
on their dealings with the Russian-language underground. It relies 
primarily on open-source material, threat-intelligence reporting, 
and expert interviews, as well as on U.S. court filings and sanctions 
designations. The report begins with detailed consideration of North 
Korea’s approach to computerized illicit-revenue generation. It then 
examines the layered collaboration between North Korean actors and 
clusters of Russian-speaking cybercriminals, proposing explanations for 
why collaboration is appealing and why the Russian-language underground 
ecosystem has flourished. It concludes by discussing the implications of 
those linkages and flagging important areas for further research.
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North Korean Financially 
Motivated Cyber Operations
North Korean actors have engaged in petty digital crime and destructive 
attacks on South Korean banks since the 2000’s, but the major fraud and theft 
operations that generate the most attention have emerged in earnest only 
over roughly the last half-decade.10 In that time, researchers have sought to 
explain the North’s embrace of cybercrime. One theory cites foreign-imposed 
financial pressure as having provided the initial impetus. Researchers at 
FireEye have noted that North Korean actors’ “increasingly aggressive 
targeting against banks and other financial institutions has paralleled North 
Korea’s worsening financial condition,” especially since United Nations 
Security Council Resolution 2094 entered into force in 2013.11 Scholars of 
sanctions effectiveness have written that as the U.S.-led coalition has “stepped 
up its pressure, the DPRK has responded, adapted, and become even more 
skilled at evading sanctions.”12 In this framing, cybercrime represents North 
Korea’s latest responsive innovation to foreign economic pressure.

While there is a clear correlation between the imposition of new sanctions 
in the mid-2010’s and the initiation of bank targeting, whether there exists 
causation is less certain. The bank operations also correspond to advances in 
offensive cyber capabilities, as well as to rising global usage of the internet and 
associated services like online banking. In Russia, the share of the population 
using the internet rose from 25% in 2007 to 76% in 2018, while the number 
of reported computer crimes grew 2190% between 2011 and 2018, from 7,974 
to 174,674.13 It is likely not a coincidence that many CIS-based e-crime gangs 
and North Korean financially motivated threat actors emerged around the 

10 China-based employees of the North’s Korea Computer Center (KCC) were selling exploits for popular 
video games as early as 2011. Notably, the listed president of the KCC employees’ front company was 
Park Kyu-hong, then the vice mayor of Pyongyang and head of the entity responsible for maintaining the 
Kim family’s personal accounts. Jenny Jun, Scott LaFoy, and Ethan Sohn, North Korea’s Cyber Operations: 
Strategy and Responses, Center for Strategic and International Studies (December 2015), 55.

11 APT38: Un-usual Suspects, 12, 27. UNSCR 2094 was designed to curtail “the illicit activities of diplomatic 
personnel, transfers of bulk cash, and the country’s banking relationships.” “Security Council Strengthens 
Sanctions on Democratic People’s Republic of Korea, in Response to 12 February Nuclear Test,” news 
release, March 7, 2013, https://www.un.org/press/en/2013/sc10934.doc.htm.

12 John Park and Jim Walsh, Stopping North Korea, Inc.: Sanctions Effectiveness and Unintended  
Consequences, MIT Security Studies Program (Cambridge, MA, August 2016), 15.

13 Alexander Sukharenko, Russian ITC Security Policy and Cybercrime, PONARS Eurasia (July 8, 2019),  
https://www.ponarseurasia.org/russian-itc-security-policy-and-cybercrime/.

https://www.un.org/press/en/2013/sc10934.doc.htm
https://www.ponarseurasia.org/russian-itc-security-policy-and-cybercrime/
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same time.14 With that in mind, one alternative explanation is that access to 
more sophisticated technology and an expanding pool of potential victims 
spurred North Korea to introduce a cyber component to its traditional 
criminal repertoire.15 Another theory along similar lines is that using cyber 
means to raise funds for military initiatives constitutes the latest major 
development in Pyongyang’s longstanding pursuit of security applications 
for information technology. As far back as 1986, when Mirim Command 
Automation College opened and hired 25 Soviet experts to train young 
soldiers in “cyber warfare,” North Korea envisioned integrating electronic 
capabilities into its asymmetrical security strategy.16 It has made use of those 
capabilities in combat situations, perhaps most notably when its army jammed 
South Korean artillery systems during the 2010 shelling of Yeonpyeong Island, 
and since the early 2000’s it has conducted cyber operations for espionage 
and destructive purposes.17 Now, revenue-generating cyber operations offer a 
potent means of overcoming adversary coercion in peacetime.

North Korea’s “leap in cyber capabilities” is attributable in large part to the 
regime’s investments in developing an indigenous IT program, particularly 
its cultivation of young talent.18 The government exposes students to 
computer technology as early as elementary school; especially proficient 
students are funneled into specialized high-school programs and technical 
universities.19 At least until the COVID-19 pandemic, the training program 
apparently included an abroad component for some advanced students, 
who early on were able to study at the prestigious Frunze Military Academy 

14 See “Treasury Sanctions North Korean State-Sponsored Malicious Cyber Groups,” news release, September 
13, 2019, https://home.treasury.gov/news/press-releases/sm774.

15 See Priscilla Moriuchi and Fred Wolens, North Korea Relies on American Technology for Internet Opera-
tions, Recorded Future (June 2018), https://go.recordedfuture.com/hubfs/reports/cta-2018-0606.pdf.

16 Stephanie Kleine-Ahlbrandt, “North Korea’s Illicit Cyber Operations: What Can Be Done?,” 38 North, 2020, 

7, https://www.38north.org/wp-content/uploads/pdf/2020-0228_SKA_NK-Cyber-Operations.pdf; Pink-
ston, “North Korean Cyber Threats,” 96. For more on North Korea’s asymmetrical strategy, see “Strategic 
Context” in Jun, LaFoy, and Sohn, North Korea’s Cyber Operations: Strategy and Responses, 11.

17 Daniel A. Pinkston, “Inter-Korean Rivalry in the Cyber Domain: The North Korean Cyber Threat in the 
“Sōn’gun” Era,” Georgetown Journal of International Affairs 17, no. 3 (Fall/Winter 2016): 61, https://www.jstor.
org/stable/26395976. See also Duk-Ki Kim, “The Republic of Korea’s Counter-Asymmetric Strategy: Lessons 
from ROKS Cheonan and Yeonpyeong Island,” Naval War College Review 65, no. 1 (Winter 2012), http://
www.jstor.org/stable/26397267.

18 Ben Buchanan, Jenny Jun, and Priscilla Moriuchi, “Understanding North Korea’s Leap in Cyber Capabilities” 
(Harvard Korean Security Summit, Cambridge, MA, 2021).

19 Aleksander Atmanov and Aleksander Mamaev, North Korea’s Cyber: How DPRK Created World’s Most Effective 
Cyber Forces, Russian International Affairs Council (2018), https://russiancouncil.ru/en/cybernorthkorea.

https://home.treasury.gov/news/press-releases/sm774
https://go.recordedfuture.com/hubfs/reports/cta-2018-0606.pdf
http://north.org/wp-content/uploads/pdf/2020-0228_SKA_NK-Cyber-Operations.pdf
https://www.jstor.org/stable/26395976
https://www.jstor.org/stable/26395976
http://www.jstor.org/stable/26397267
http://www.jstor.org/stable/26397267
https://russiancouncil.ru/en/cybernorthkorea
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in Moscow.20 In more recent years, North Korean hackers have reportedly 
studied programming in Russia, India, and China, as well as foreign languages 
in numerous other countries.21 North Korean students also compete in 
global hackathons and math competitions, having most recently placed 
eighth in the 2019 International Collegiate Programming Contest, behind 
the Massachusetts Institute of Technology cohort but ahead of the Harvard, 
Stanford, Oxford, and Cambridge teams.22 Service in the elite units of the 
North Korean cyber corps confers social prestige – a defector told the Wall 
Street Journal in a 2018 interview that each member is considered a “special 
citizen” – and highly desirable benefits, from luxurious apartments and easy 
access to food to exemptions from general conscription.23 Pyongyang has 
drawn on its talent pipeline to build a force of several thousand hackers.24 
In parallel, it has developed legions of IT workers who administer domestic 
networks, develop software, participate in lower-profile acts of criminality like 
online-gaming and casino scams, and in some cases generate revenue through 
legal electronic means.25

The geographic and tactical scope of North Korea’s financially motivated 
activities has expanded in tandem with its growing capabilities. Although 
from around February 2014 to early 2016 North Korean actors restricted 
their operations mostly to banks in Southeast Asia, by the end of 2016 they 
had begun to cover far more ground.26 Profit-seeking North Korean hackers 
now wield a global reach, having, in the words of U.S. prosecutors, “engaged 
in computer intrusions and cyber-heists at many more financial services 
victims in the United States, and in other countries in Europe, Asia, Africa, 
North America, and South America.”27 In similar fashion, Pyongyang’s 
financially motivated actors have followed a rapid learning curve toward an 

20 “A Look at Mirim College, Hotbed of Cyber Warfare,” Daily NK (Seoul, North Korea), May 6, 2011, https://
www.dailynk.com/english/a-look-at-mirim-college-hotbed-of/. 

21 How North Korea Revolutionized the Internet as a Tool for Rogue Regimes, Insikt Group, Recorded Future 
(February 9, 2020), 17, https://www.recordedfuture.com/north-korea-internet-tool/; Sangwon Yoon, 
“North Korea Recruits Hackers at School,” Al Jazeera, June 20, 2011, https://www.aljazeera.com/fea-
tures/2011/6/20/north-korea-recruits-hackers-at-school.

22 “Results 2019,” International Collegiate Programming Contest, https://icpc.global/worldfinals/results.

23 Timothy Martin, “How North Korea’s Hackers Became Dangerously Good,” Wall Street Journal, April 19, 
2018, https://www.wsj.com/articles/how-north-koreas-hackers-became-dangerously-good-1524150416.

24 Atmanov and Mamaev, North Korea’s Cyber: How DPRK Created World’s Most Effective Cyber Forces; North 
Korean Tactics, U.S. Army (July 2020), 277, https://fas.org/irp/doddir/army/atp7-100-2.pdf.

25 How North Korea Revolutionized the Internet as a Tool for Rogue Regimes, 16.

26 APT38: Un-usual Suspects, 7.

27 United States of America v. Park Jin Hyok, No. MJ18-1479, 3-4 (Central District of California).

https://www.dailynk.com/english/a-look-at-mirim-college-hotbed-of/
https://www.dailynk.com/english/a-look-at-mirim-college-hotbed-of/
https://www.recordedfuture.com/north-korea-internet-tool/
https://www.aljazeera.com/features/2011/6/20/north-korea-recruits-hackers-at-school
https://www.aljazeera.com/features/2011/6/20/north-korea-recruits-hackers-at-school
https://icpc.global/worldfinals/results
https://www.wsj.com/articles/how-north-koreas-hackers-became-dangerously-good-1524150416
https://fas.org/irp/doddir/army/atp7-100-2.pdf
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increasingly sophisticated tactical repertoire. FireEye reports that the first 
banks North Korea targeted do not appear to have been defrauded, which 
suggests the culprits may have been “conducting reconnaissance-only activity 
at that time.”28 In one instance in 2014, North Korean actors deployed early 
versions of a backdoor FireEye researchers call NESTEGG and a keylogger 
dubbed KEYLIME onto the compromised network of a Southeast Asian bank. 
“There is no evidence,” the FireEye researchers write, “these tools were used 
to target SWIFT systems at the time, even though the victimized bank used 
SWIFT.”29 The actor group likely “was still learning about various systems 
related to financial transactions.” Versions or components of NESTEGG 
have since been observed in the 2015 intrusions at Vietnamese and 
Philippine banks, the February 2016 Bangladesh Bank heist, a subsequent 
2016 operation targeting an African bank, and the 2017 WannaCry attack, 
among other operations.30 In the last few years, North Korean financially 
motivated actors have diversified beyond fraudulent bank transfers into 
cryptocurrency theft, ATM cash-outs, and a variety of other schemes.

The payoff on North Korea’s investment in cybercrime has been massive. 
In August 2019, the United Nations Panel of Experts on North Korea 
estimated its operations may have generated as much as $2 billion.31 
Inefficiencies translating stolen funds into accessible resources mean the 
real figure is likely smaller, in the hundreds of millions or low billions of 
dollars, but the fact is that North Korea’s prolific cyber corps has raised 
hugely meaningful sums that help blunt sanctions and support essential 
regime initiatives. As Demers put it, “North Korea’s operatives, using 
keyboards rather than guns, stealing digital wallets of cryptocurrency 
instead of sacks of cash, are the world’s leading bank robbers.”32

28 APT38: Un-usual Suspects, 14.

29 APT38: Un-usual Suspects, 14.

30 United States of America v. Park Jin Hyok, 56, 70-71, 84-85.

31 Report of the Panel of Experts Established Pursuant to Resolution 1874 (2009), United Nations Security 
Council (August 2019), 26, https://undocs.org/S/2019/691.

32 Demers, “Assistant Attorney General John C. Demers Delivers Remarks on the National Security Cyber 
Investigation into North Korean Operatives.”

https://undocs.org/S/2019/691
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Toward an Organizational Structure

North Korea’s top intelligence agency, the Reconnaissance General Bureau 
(RGB), is believed to coordinate most offensive cyber activity. Reportedly 
formed in 2009 in order to better integrate North Korea’s burgeoning cyber 
capabilities into its broader security apparatus, the RGB is a central “hub of 
North Korean intelligence, commando and sabotage operations.”33 According 
to government and private-sector reporting, the primary financially 
motivated actor group within the RGB is the cluster FireEye tracks as APT38, 
which overlaps with the groups other firms call Bluenoroff or Stardust 
Chollima and the Cybersecurity and Infrastructure Security Agency (CISA) 
calls BeagleBoyz. Analysts note APT38’s “calculated approach” to financial 
operations, “which allows them to sharpen their tactics, techniques, and 
procedures while evading detection.”34 Since 2014, actors associated with 
APT38 have spearheaded North Korea’s theft operations targeting banks and 
other enterprises, including the Bank of Bangladesh robbery that yielded $81 
million of an attempted $951 million in unauthorized wire transfers, as well 
as the distribution of malicious cryptocurrency applications and fraudulent 
digital tokens like Marine Chain.35 More recently, the group carried out a 
multi-national ATM cash-out scheme the U.S. government calls FASTCash. 
Other reported North Korean clusters include Andariel, which “focuses on 
attacking South Korean businesses and government agencies using methods 
tailored for the country”; APT37, which conducts intelligence-gathering 
operations across military, political, and industrial domains; and Kimsuky, 
which targets government entities and think tanks in the United States, Japan,  
and South Korea.36

33 Jun, LaFoy, and Sohn, North Korea’s Cyber Operations: Strategy and Responses, 35-36.”

34 “FASTCash 2.0: North Korea’s BeagleBoyz Robbing Banks,” Cybersecurity and Infrastructure Security 
Agency, August 26, 2020, https://us-cert.cisa.gov/ncas/alerts/aa20-239a.

35 Shifting Patterns in Internet Use Reveal Adaptable and Innovative North Korean Ruling Elite, Insikt Group, 
Recorded Future (October 25, 2018), 9, https://www.recordedfuture.com/north-korea-internet-usage/; 
United States of America v. Jon Chang Hyok, Kim Il, and Park Jin Hyok, No. CR2:20-CR-00614-DMG, 24-26 
(Central District of California).

36 “Treasury Sanctions North Korean State-Sponsored Malicious Cyber Groups.”; APT38: Un-usual Suspects, 
11; “North Korean Advanced Persistent Threat Focus: Kimsuky,” Cybersecurity and Infrastructure Security 
Agency, October 27, 2020, https://us-cert.cisa.gov/ncas/alerts/aa20-301a; Christine Kim, “North Korea 
Hacking Increasingly Focused on Making Money More than Espionage: South Korea Study,” Reuters, July 
27, 2017, https://www.reuters.com/article/us-northkorea-cybercrime/north-korea-hacking-increasingly-fo-
cused-on-making-money-more-than-espionage-south-korea-study-idUSKBN1AD0BO.

https://us-cert.cisa.gov/ncas/alerts/aa20-239a
https://www.recordedfuture.com/north-korea-internet-usage/
https://us-cert.cisa.gov/ncas/alerts/aa20-301a
https://www.reuters.com/article/us-northkorea-cybercrime/north-korea-hacking-increasingly-focused-on-making-money-more-than-espionage-south-korea-study-idUSKBN1AD0BO
https://www.reuters.com/article/us-northkorea-cybercrime/north-korea-hacking-increasingly-focused-on-making-money-more-than-espionage-south-korea-study-idUSKBN1AD0BO
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Tempting as it is to break North Korean threat actor groups into small units 
with distinct taskings, their overlapping objectives and centralized cyber 
command make the reality more complicated. Researchers at the Center for 
Strategic and International Studies (CSIS) have assessed that just as “cyber 
crime and hacktivism are not confined to non-state actors, nor are [North 
Korean] functions of espionage and military action strictly delineated.”37 
Put differently, Pyongyang’s cyber operations do not always fit cleanly into 
a singular category. Its financial motivation injects additional complexity. 
The recent string of operations targeting pharmaceutical companies and 
medical institutions researching COVID-19, for instance, likely serves both 
intelligence and financial purposes.38 Elsewhere, North Korean actors have 
used disparate techniques to obscure the real purpose of an intrusion, such 
as deploying ransomware to conceal evidence of bank fraud.39 It would be 
misleading, if not wrong, to characterize North Korean actors’ attempted 
Pfizer intrusion as pure cybercrime or the 2017 Taiwan bank heist as just 
another ransomware incident.

Moreover, groups assigned traditional espionage or sabotage missions 
occasionally transfer valuable accesses to financially minded colleagues or 
conduct exploitation themselves. Per a 2017 Kaspersky report, APT38 “works 
within the larger Lazarus Group, reusing its backdoors and leveraging the 
access it created, while penetrating targets that have large financial streams.”40 
An Office of Foreign Assets Control (OFAC) press release from September 
2019 notes that Andariel, known for targeting South Korea’s security 
apparatus, has ventured into compromising ATM networks, presumably in 
order to “withdraw cash or steal customer information to later sell on the 
black market.”41 In June 2021, Kaspersky observed the same group using 
custom ransomware.42 These interactions suggest North Korea’s cyber 

37 Jun, LaFoy, and Sohn, North Korea’s Cyber Operations: Strategy and Responses, 56-57.

38 See Tom Burt, “Cyberattacks Targeting Health Care Must Stop,” On the Issues, Microsoft, November 13, 
2020, https://blogs.microsoft.com/on-the-issues/2020/11/13/health-care-cyberattacks-covid-19-paris-
peace-forum/.

39 Sergei Shevchenko, Hirman Muhammad bin Abu Bakar, and James Wong, “Taiwan Heist: Lazarus Tools 
and Ransomware,” Threat Research Blog, BAE Systems, October 16, 2017, https://baesystemsai.blogspot.
com/2017/10/taiwan-heist-lazarus-tools.html.

40 Lazarus Under the Hood, Kaspersky (April 2017), https://media.kasperskycontenthub.com/wp-content/
uploads/sites/43/2018/03/07180244/Lazarus_Under_The_Hood_PDF_final.pdf.

41 “Treasury Sanctions North Korean State-Sponsored Malicious Cyber Groups.”

42 Seongsu Park, Andariel Evolves to Target South Korea with Ransomware, Kaspersky (June 15, 2021),  
https://securelist.com/andariel-evolves-to-target-south-korea-with-ransomware/102811/.

https://blogs.microsoft.com/on-the-issues/2020/11/13/health-care-cyberattacks-covid-19-paris-peace-forum/
https://blogs.microsoft.com/on-the-issues/2020/11/13/health-care-cyberattacks-covid-19-paris-peace-forum/
https://baesystemsai.blogspot.com/2017/10/taiwan-heist-lazarus-tools.html
https://baesystemsai.blogspot.com/2017/10/taiwan-heist-lazarus-tools.html
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/07180244/Lazarus_Under_The_Hood_PDF_final.pdf
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/07180244/Lazarus_Under_The_Hood_PDF_final.pdf
https://securelist.com/andariel-evolves-to-target-south-korea-with-ransomware/102811/
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operators behave opportunistically, seeking to maximize the revenue they 
take in without adhering to strictly defined operational parameters.

North Korean groups seem to share code, infrastructure, and personnel 
resources, further muddling outside conceptions of their organizational 
structure. Experts believe Pyongyang employs a central development team 
that maintains a large codebase for use and re-use across a wide range 
of assignments. While individual clusters conduct “disparate operations 
against different targets and rely on distinct TTPs, the malware tools being 
used [often] either overlap or exhibit shared characteristics indicating 
a shared developer or access to the same code repositories.”43 A 2018 
criminal complaint against Park Jin Hyok lays out a number of these 
striking linkages, which connect intrusions at banks, defense contractors, 
and entertainment companies – a collection of victims who do not fit the 
profile of any one reported North Korean cluster. The following passage 
describes the re-use of a data table imitating a cryptographic protocol called 
Transport Layer Security (TLS):

The same FakeTLS table in WannaCry Version 0 was also found 
in all three samples of MACKTRUCK malware found at SPE, the 
MACKTRUCK malware found in a spear-phishing document sent 
to an individual who dealt with North Korean policy by one of 
the accounts that was linked to the targeting of Lockheed Martin, 
the Contopee backdoor used in the intrusions at the Philippine 
Bank, the Contopee backdoor used at the Southeast Asian Bank, 
and the NESTEGG sample found at the Philippine Bank… It is 
unlikely that the FakeTLS table would be in these versions of 
malware if the authors were not the same person or persons.44 

Researchers have likewise tied the Bangladesh Bank heist malware to tooling 
involved in other North Korean operations. BAE Systems found core-function 
and development-environment overlaps with an earlier intrusion at a 
Vietnamese bank, while OFAC noted the Bangladesh Bank robbers appeared 

43 APT38: Un-usual Suspects, 27. TTPs stands for tactics, techniques, and procedures.

44 United States of America v. Park Jin Hyok, 118-19. MACKTRUCK and Contopee are other North Korean  
malware tools.
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to be “leveraging malware similar to that seen in the SPE cyber attack.”45  
Figure 1, a chart included in the 2018 Park complaint, illustrates the “strong  
connections” between the SPE, Bangladesh Bank, and Philippine bank  
operations in greater depth.46 In addition, U.S. investigators found North  
Korean groups reused dummy email addresses across operations. One actor  
used the account yardgen[@]gmail[.]com to research cover letters and PDF  
exploits, test a spearphishing email meant for an actor in “The Interview,”  
and send malicious attachments mimicking a résumé to Bangladesh Bank  
employees.47 Together, these ties indicate a high level of resource-sharing  
between North Korean cyber actors, which makes it more challenging to 
distinguish unique clusters.48

Figure 1:  This chart, drawn from a 2018 criminal complaint against Park Jin Hyok, shows 

infrastructure and malware linkages between North Korean cyber operations.49

45 Sergei Shevchenko and Adrian Nish, “Cyber Heist Attribution,” Threat Research Blog, BAE Systems,  
May 13, 2016, https://baesystemsai.blogspot.com/2016/05/cyber-heist-attribution.html; “Treasury  
Sanctions North Korean State-Sponsored Malicious Cyber Groups.”

46 United States of America v. Park Jin Hyok, 118.

47 United States of America v. Park Jin Hyok, 59-60. For more examples of overlap, see Lazarus Under the Hood.

48 Beyond development and infrastructure, FireEye has suggested different North Korean actor sets may be  
responsible for each stage of an operation. “Most likely, the skillset[s] of those conducting phishing and  
post-compromise operations are different and those job functions may also be separated. At one victim,  
for example, there was a significant time gap between the observed spear-phishing associated with  
operators outlined in the complaint and the observed activity associated with the attempted heists,  
providing some indication that the spear-phishing was not necessarily conducted by the same actor  
attempting the heist.” APT38: Un-usual Suspects, 10.

49 United States of America v. Park Jin Hyok,56.

https://baesystemsai.blogspot.com/2016/05/cyber-heist-attribution.html
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A final complicating factor is the absence of a universal naming convention 
for malicious cyber actors. CrowdStrike uses animal names to link threat 
clusters to their governments or to note their lack of state affiliation; FireEye 
tends to assign numbered classifications. Other companies have their own 
methods, as does the U.S. government. Consequently, the public discourse 
suffers. Moreover, in some cases researchers use the same name to mean 
different things. The term “Lazarus Group” has been deployed alternately as 
a catch-all for general North Korean activity, in reference to a “mysterious 
cyber-crime collective” based in Pyongyang, and as the assigned name for 
an important RGB constituent unit, among other applications.50 Cognizant 
of the overlaps that make on-paper group distinctions less meaningful, 
U.S. intelligence agencies tend to refer broadly to North Korean malicious 
cyber activity as Hidden Cobra, but even within the federal government 
there remains some confusion as to what “Lazarus” is.51 It is worth noting 
North Korean actors themselves may have sewn some of the confusion. The 
CSIS researchers caution that “DPRK military doctrine places emphasis on 
the importance of denial and deception operations” and that “the lack of 
alternative open sources of information due to the closed nature of DPRK’s 
society creates an ideal condition to carefully control what information is 
released externally.”52 They continue:

[North Korean] organizations often have pseudonyms to 
obfuscate their mission and order of battle. For example, 
the Reconnaissance General Bureau (RGB) has also been 
reported to be alternatively named as the 586th Army Unit. 
Disinformation can…be used to both exaggerate a particular 
capability while downplaying or disguising others. This 
information can be deliberately disseminated via state media, 
leakage of false documents, or manipulation of information 
by utilizing the adversary’s collection methods.

Even defectors may unintentionally relay disinformation.53 This report refers 
to threat actor groups with their most commonly used names and notes 
additional names where appropriate.

50 See Pinkston, “Inter-Korean Rivalry in the Cyber Domain: The North Korean Cyber Threat in the “Sōn’gun” 
Era,” 64.

51 For example, see the inconsistent references to Lazarus in North Korean Cyber Activity, Department of Health 
and Human Services (March 25, 2021), https://www.hhs.gov/sites/default/files/dprk-cyber-espionage.pdf.

52 Jun, LaFoy, and Sohn, North Korea’s Cyber Operations: Strategy and Responses, 2-3.

53 A 2018 debate over North Korea’s cyber chain of command focused in part on whether a series of Wall Street 
Journal interviews with defectors were credible. See Atmanov and Mamaev, North Korea’s Cyber: How DPRK 
Created World’s Most Effective Cyber Forces; Martin, “How North Korea’s Hackers Became Dangerously Good.”

https://www.hhs.gov/sites/default/files/dprk-cyber-espionage.pdf
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Convergence of Interests and 
Tradecraft with Cybercriminals

North Korea’s financial motivation distinguishes its behavior in cyberspace 
from that of other states, which tend to focus more on traditional pursuits like 
espionage and sabotage. To be sure, North Korea engages in those kinds of 
activities, too. In March 2013, its DarkSeoul malware took down the networks 
of three prominent South Korean banks and two major broadcasters. In 
2016, North Korean actors stole digital reams of classified U.S.-South Korean 
military documents, including plans to “decapitate” the North Korean 
leadership in the event of war.54 Yet North Korea’s predilection for criminality 
sets it apart from cyber peers. 
Priscilla Moriuchi, a fellow at the 
Belfer Center, remarked at the 
2021 Harvard Korean Security 
Summit that North Korea employs 
a “completely different model 
than any other country.”55 “By and 
large, you won’t see many other 
countries who utilize the internet to 
circumvent international sanctions, 
to steal… North Korea is not a traditional nation-state when it comes to cyber 
[operations].” According to the Belfer Center’s 2020 Cyber Power Index, 
North Korea was the only country observed pursuing wealth generation via 
illegal cyber means.56 While plenty of other state-sponsored actors engage in 
indirectly remunerative activities, such as industrial espionage, North Korea’s 
penchant for outright theft stands alone.

As Pyongyang increasingly pursues cyber-generated revenue, its financially 
motivated actors have come to resemble criminals. One area of overlap is 
victim selection. Whereas North Korea’s traditional operations may involve 
hardened government or defense-industrial targets in the West – examples 
include the White House, South Korean military planners, and Lockheed 

54 Choe Sang-Hun, “North Korean Hackers Stole U.S.-South Korean Military Plans, Lawmaker Says,” New York 
Times, October 10, 2017, https://www.nytimes.com/2017/10/10/world/asia/north-korea-hack-war-plans.html.

55 Buchanan, Jun, and Moriuchi, “Understanding North Korea’s Leap in Cyber Capabilities.”

56 Julia Voo et al., National Cyber Power Index 2020, Belfer Center for Science and International Affairs (Cam-
bridge, MA, September 2020), 32, https://www.belfercenter.org/sites/default/files/2020-09/NCPI_2020.pdf.

While plenty of other  
state-sponsored actors  
engage in indirectly 
remunerative activities... 
North Korea’s penchant  
for outright theft  
stands alone.

https://www.nytimes.com/2017/10/10/world/asia/north-korea-hack-war-plans.html
https://www.belfercenter.org/sites/default/files/2020-09/NCPI_2020.pdf
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Martin – its profit-seeking hackers tend to behave opportunistically, often 
seeking out the weakest links among targets of value.57 Accordingly, many of 
their known bank operations have taken place in lower-income countries with 
weaker cyber defenses, security cultures, and law enforcement capacities.58 
Figure 2, drawn from a 2020 CISA alert, depicts the countries whose financial 
institutions have suffered FASTCash breaches.59 Given North Korea’s reliance 
on money laundering networks, itself another notable criminal adjacency, 
access to potential in-country partners has been a particularly important 
factor in victim selection. FireEye researchers believe APT38 initially targeted 
banks in Southeast Asia because North Korea maintained pre-existing 
relationships with launderers in the region.60 It should be noted, though, that 
a significant number of the FASTCash mules who made unauthorized ATM 
withdrawals or received fraudulent wire transfers were based in the United States.

Figure 2:  According to CISA, nearly all of the financial institutions North Korean 

actors have targeted as part of the “FASTCash” ATM cash-out scheme are 

based in lower-income countries.61

The common denominator across North Korean financially motivated actors’ 
targets is the availability of liquid assets for theft or extortion. Beyond banks, 

57 See Vitali Kremez, The Deadly Planeswalker: How the TrickBot Group United High-Tech Crimeware & APT, 
Sentinel Labs (December 10, 2019), https://labs.sentinelone.com/the-deadly-planeswalker-how-the-trick-
bot-group-united-high-tech-crimeware-apt/.

58 In the aftermath of the Bangladesh heist, “a police investigation identified several shoddy security practic-
es, including cheap equipment and a lack of security software, which made it easier for hackers to reach 
sensitive computers.” Ben Buchanan, The Hacker and the State (Cambridge, MA: Harvard University Press, 
2020), 273.

59 “FASTCash 2.0: North Korea’s BeagleBoyz Robbing Banks.” See also United States of America v. Ghaleb 
Alaumary, No. 2:20-CR-00576-MCS (Central District of California).

60 APT38: Un-usual Suspects, 14.

61 “FASTCash 2.0: North Korea’s BeagleBoyz Robbing Banks.” See also the map on APT38: Un-usual Suspects, 8.

https://labs.sentinelone.com/the-deadly-planeswalker-how-the-trickbot-group-united-high-tech-crimeware-apt/
https://labs.sentinelone.com/the-deadly-planeswalker-how-the-trickbot-group-united-high-tech-crimeware-apt/
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Pyongyang’s hackers have begun to engage in big-game hunting, a favored 
tactic of e-crime groups that entails deploying ransomware onto the networks 
of large organizations, often those especially sensitive to downtime and 
therefore more likely to meet a ransom demand.62 The high-profile Colonial 
Pipeline and JBS incidents demonstrated that companies in industries from 
fuel distribution to meat production are willing to pay millions to retrieve 
their data and resume operations.63 While enterprise-targeting is common 
practice for non-financially motivated threat actors, those operations usually 
serve espionage purposes and involve companies in sectors like defense or  
energy.64 A December 2020 indictment of three hackers associated  
with APT38 describes the defendants’ growing appetite for targeting  
cryptocurrency exchanges, whose rapidly expanding user bases often 
trade from vulnerable internet-connected “hot” wallets.65 A Wall Street 
Journal reporter commented at the time that “the charges chronicle a criminal 
moneymaking operation that has mirrored the general public’s increasing 
interest in digital currencies.”66 The relative ease with which malicious actors 
can launder cryptocurrency, thanks to mixing services and certain coins’ 
built-in anonymity, is a key element of the appeal.67

Given their overlapping targets, North Korean financially motivated  
actors and cybercriminals often use malware designed for the same unique 
purposes, like robbing banks or ripping off ATMs. FireEye reported in 2018 
on DYEPACK, “a suite of tools… specifically designed to consider  
the intricacies and complex nature of banking transaction systems, such  
as SWIFT.”68 Using DYEPACK, North Korean threat actors can initiate 
fraudulent transfers, then “manipulate the SWIFT transaction records and 

62 In July 2020, Kaspersky reported Lazarus-tied actors had deployed indigenous ransomware onto selected 
enterprise networks as part of a big-game campaign. See Ivan Kwiatkowski, Pierre Delcher, and Félix 
Aime, Lazarus on the Hunt for Big Game, Kaspersky (July 28, 2020), https://securelist.com/lazarus-on-the-
hunt-for-big-game/97757/.

63 Those operations have been attributed to Russian-speaking ransomware groups known respectively as 
DarkSide and REvil.

64 “APT37 (Reaper), another North Korean state-sponsored group, targeted a Middle Eastern financial 
company, but there was no evidence of financial fraud. This organization was likely targeted by APT37 
because it pulled operations out of North Korea.” APT38: Un-usual Suspects, 12.

65 See United States of America v. Jon Chang Hyok, Kim Il, and Park Jin Hyok.

66 Robert McMillan and Aruna Viswanatha, “North Korea Turning to Cryptocurrency Schemes in Global 
Heists, U.S. Says,” Wall Street Journal, February 17, 2021, https://www.wsj.com/articles/u-s-authorities-
charge-north-koreans-in-long-running-hacking-scheme-11613581358.

67 “Cryptocurrency attacks allow the Democratic People’s Republic of Korea to more readily use the 
proceeds of their attacks abroad.” Report of the Panel of Experts Established Pursuant to Resolution 1874 
(2009), 27 (August 2019).

68 APT38: Un-usual Suspects, 12.

https://securelist.com/lazarus-on-the-hunt-for-big-game/97757/
https://securelist.com/lazarus-on-the-hunt-for-big-game/97757/
https://www.wsj.com/articles/u-s-authorities-charge-north-koreans-in-long-running-hacking-scheme-11613581358
https://www.wsj.com/articles/u-s-authorities-charge-north-koreans-in-long-running-hacking-scheme-11613581358
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hide evidence of the malicious transactions… so bank personnel are none 
the wiser when they review recent transactions.”69 Variants of DYEPACK 
can even enable hackers to edit PDF documents and intercept printouts of 
transaction summaries. Likewise, the FASTCash malware could “manipulate 
AIX servers running a bank’s switch application,” allowing threat actors 
“to intercept financial request messages and reply with fraudulent, but 
legitimate-looking, affirmative response messages.”70 The intruders could 
thereby initiate unauthorized ATM disbursements for mules to collect. 
Sansec, a Dutch firm specializing in online-vendor security, identified another 
North Korean campaign targeting e-commerce sites that involves injecting 
malicious code into stores’ checkout pages so as to skim personal payment 
data.71 The tooling created for each of those operations resembles, in function, 
malware favored by e-crime gangs worldwide.

North Korean threat actors’ criminal tendencies extend into other behaviors. 
For one, Pyongyang often eschews the sense of decorum and restraint many, 
though certainly not all, state actors tend to exhibit for fear of incurring 
collateral damage, generating too much attention, or crossing red lines and 
triggering a counterattack. Ben Buchanan notes in The Hacker and the State 
that “President Obama’s NSA review commission argued… the United States 
should pledge never to hack and manipulate financial records” for fear of 
exacting “a tremendously negative impact on trust in the global economic 
system.” In contrast, Buchanan writes, “This was not a risk the North Koreans 
feared.”72 North Korea’s minimal internet connectivity doubtless limits its 
concern about retaliation. For these reasons, and given their operational 
history, financially-minded North Korean actors have developed a reputation 
for relentlessness and brazen ambition. In the words of the Acting U.S. 
Attorney for the Central District of California, theirs are “the acts of a 
criminal nation-state that has stopped at nothing to extract revenge and 

69 APT38: Un-usual Suspects, 21. For a comparable cybercriminal operation, see Carbanak APT: The Great 
Bank Robbery, Kaspersky (February 2015), https://media.kasperskycontenthub.com/wp-content/uploads/
sites/43/2018/03/08064518/Carbanak_APT_eng.pdf.

70 “FASTCash 2.0: North Korea’s BeagleBoyz Robbing Banks.” For a comparable cybercriminal operation, see 
Konstantin Zykov, Criminals, ATMs and a Cup of Coffee, Kaspersky (June 27, 2019), https://securelist.com/
criminals-atms-and-a-cup-of-coffee/91406/.

71 North Korean Hackers Are Skimming US and European Shoppers, Sansec (July 6, 2020), https://sansec.io/
research/north-korea-magecart.

72 Buchanan, The Hacker and the State, 271.

https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/08064518/Carbanak_APT_eng.pdf
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/08064518/Carbanak_APT_eng.pdf
https://securelist.com/criminals-atms-and-a-cup-of-coffee/91406/
https://securelist.com/criminals-atms-and-a-cup-of-coffee/91406/
https://sansec.io/research/north-korea-magecart
https://sansec.io/research/north-korea-magecart
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obtain money to prop up its regime.”73 In addition, North Korean IT workers 
posted to other countries often moonlight as small-time digital criminals to 
be able to meet revenue quotas. Confronting the prospect of being recalled 
home from more comfortable external locations, these workers face strong 
incentives to raise funds by any means possible. The Panel of Experts 
reports that even when employed for legitimate purposes, North Korean 
nationals stationed abroad typically “utilize false, foreign identities in order 
to access information technology work freelance programs, cryptocurrency 
exchanges, and payment websites.”74 Actors from other states who engage in 
moonlighting might do so on an individual or small-group basis, but among 
North Korean IT workers on foreign postings the behavior is systemic.

For all their similarities, North Korean financially motivated actors and 
cybercriminals are not entirely alike. One area of divergence has to do 
with North Korea’s calculated operational approach. “As opposed to typical 
cybercrime,” a recent CISA alert observes, “the group likely conducts 
well-planned, disciplined, and methodical cyber operations more akin to 
careful espionage activities.”75 North Korean actors often carry out “extremely 
thorough and time-consuming reconnaissance activities” before a major 
intrusion, sometimes spending months studying a single target’s network and 
human vulnerabilities.76 For instance, the Department of Justice has indicated 
North Korean malware developers consulted SWIFT user manuals before the 
bank-fraud campaign began, likely to help develop malware like DYEPACK 
designed specifically for use in bank environments.77 In other cases, North 
Korean actors have engaged in extensive social engineering, from staging 
fake Spanish-language job interviews to planning thefts around a victim’s 
bank holidays and time zone.78 Casing a potential target is standard criminal 
behavior, but this degree of patience and diligence is less common, as e-crime 

73 “Three North Korean Military Hackers Indicted in Wide-Ranging Scheme to Commit Cyberattacks and 
Financial Crimes Across the Globe,” news release, February 17, 2021, https://www.justice.gov/opa/pr/
three-north-korean-military-hackers-indicted-wide-ranging-scheme-commit-cyberattacks-and.

74 Report of the Panel of Experts Established Pursuant to Resolution 1874 (2009), United Nations Security 
Council (August 2020), 176, https://undocs.org/S/2020/840.

75 “FASTCash 2.0: North Korea’s BeagleBoyz Robbing Banks.”

76 APT38: Un-usual Suspects, 14-15.

77 United States of America v. Park Jin Hyok, 72.

78 See “Disclosure of Chilean Redbanc Intrusion Leads to Lazarus Ties,” Flashpoint, January 15, 2019,  
https://www.flashpoint-intel.com/blog/disclosure-chilean-redbanc-intrusion-lazarus-ties/.

https://www.justice.gov/opa/pr/three-north-korean-military-hackers-indicted-wide-ranging-scheme-commit-cyberattacks-and
https://www.justice.gov/opa/pr/three-north-korean-military-hackers-indicted-wide-ranging-scheme-commit-cyberattacks-and
https://undocs.org/S/2020/840
https://www.flashpoint-intel.com/blog/disclosure-chilean-redbanc-intrusion-lazarus-ties/
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groups often prioritize volume and efficiency.79 One possible explanation 
is the resource gap between North Korean APT groups and ordinary 
cybercriminal gangs.80

Another difference involves tactics. While ransomware has become an 
increasingly popular tool among cybercriminals, North Korean actors have 
occasionally used it in unconventional ways. The culprits behind the 2017 
heist at Taiwan’s Far Eastern International Bank (FEIB), which involved a 
version of Hermes ransomware, showed little interest in actually collecting 
ransom payments. Rather, BAE Systems Applied Intelligence suggests they 
may have used the “deployment of ransomware across the victim’s network 
as a smokescreen for their other activity,” namely, fraudulent SWIFT 
transfers.81 In practice, using Hermes sewed confusion and disrupted early 
efforts at remediation. Researchers at McAfee have dubbed the practice 
“pseudo ransomware.”82 In a separate set of intrusions, North Korean 
actors seem to have integrated components of unrelated malware into their 
ransomware. A Kaspersky research team remarked in July 2020 that the 
North Korean “VHD” ransomware’s spreading function “stood out” as “an 
uncharacteristic technique for cybercrime groups.”83 To those analysts, it 
instead resembled elements of programs used in the SPE, Shamoon, and 
Olympic Destroyer APT campaigns.84 These unusual moves likely stem 
from sharing a development base across multiple distinct missions, which 
breeds overlap between different kinds of tooling.

79 In some areas, this difference may actually work to Pyongyang’s detriment. Kaspersky researchers have 
written North Korean actors “cannot match the efficiency of other cybercrime gangs with their hit-and-
run approach to targeted ransomware.” Kwiatkowski, Delcher, and Aime, Lazarus on the Hunt for Big 
Game.

80 For more, see “Scale of Operations” in APT38: Un-usual Suspects, 15.

81 Shevchenko, Bakar, and Wong, “Taiwan Heist: Lazarus Tools and Ransomware.”

82 Christiaan Beek and Raj Samani, “Taiwan Bank Heist and the Role of Pseudo Ransomware,” McAfee Labs, 
McAfee, October 12, 2017, https://www.mcafee.com/blogs/other-blogs/mcafee-labs/taiwan-bank-heist-
role-pseudo-ransomware/.

83 Kwiatkowski, Delcher, and Aime, Lazarus on the Hunt for Big Game.

84 For more on Olympic Destroyer, see Andy Greenberg, “The Untold Story of the 2018 Olympics Cyber-
attack, the Most Deceptive Hack in History,” Wired, October 17, 2019, https://www.wired.com/story/
untold-story-2018-olympics-destroyer-cyberattack/; United States of America v. Yuriy Sergeyevich 
Andrienko, Sergey Vladimirovich Detistov, Pavel Valeryevich Frolov, Anatoliy Sergeyevich Kovalev, Artem 
Valeryevich Ochichenko, and Petr Nikolayevich Pliskin, No. CR20-316 (Western District of Pennsylvania).

https://www.mcafee.com/blogs/other-blogs/mcafee-labs/taiwan-bank-heist-role-pseudo-ransomware/
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/taiwan-bank-heist-role-pseudo-ransomware/
https://www.wired.com/story/untold-story-2018-olympics-destroyer-cyberattack/
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Overall, North Korean financially motivated actors share with non-state 
cybercriminals a unique convergence of interests and tradecraft. That 
overlap is unsurprising considering North Korea’s long history of dealing 
with criminals in the physical world to raise funds. “Illicit economic 
activities,” Sheena Chestnut Greitens has written, “have provided a lifeline 
for a regime long said to be on the brink of collapse.”85 As Moriuchi, 
the Belfer fellow, told the New Yorker in April 2021, “North Koreans 
understand criminality… They’re integrated in many, many places with 
this criminal and gray underground world. And so it’s natural to overlay 
this new technology, the Internet. It connects criminal organizations and 
smugglers with one another.”86 

85 Greitens, Illicit: North Korea’s Evolving Operations to Earn Hard Currency, 9.

86 Ed Caesar, “The Incredible Rise of North Korea’s Hacking Army,” The New Yorker, April 19, 2021, https://
www.newyorker.com/magazine/2021/04/26/the-incredible-rise-of-north-koreas-hacking-army.

https://www.newyorker.com/magazine/2021/04/26/the-incredible-rise-of-north-koreas-hacking-army
https://www.newyorker.com/magazine/2021/04/26/the-incredible-rise-of-north-koreas-hacking-army
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Foreign Ties
Pyongyang’s behavior in cyberspace has raised questions about possible ties 
to actors elsewhere. Operational-level collaboration between states – that 
is, actually sharing code – remains quite rare, but other forms of strategic 
partnership have become increasingly common.87 China has allowed 
large numbers of North Korean laborers to earn money in its territory, 
including IT workers selling low-level offerings like pirated video games 
and website-building kits through Chinese middlemen.88 Wittingly or not, 
Russia and China have also played host to teams of North Korean threat 
actors, and Beijing generally does not attribute malicious operations explicitly 
to Pyongyang.89 Russia and China both provide North Korea with internet 
infrastructure, the expanding capacity of which helped facilitate a 300% 
increase in North Korean network activity between 2017 and 2020.90 While 
the provider agreement with Russia’s state-owned TransTelekom (TTK) 
reserves for TTK “the right to unilaterally suspend the provision of services…
in the event of unfair and unlawful use of resources – spam, criminal activity, 
hacker attacks, etc.,” to this point no such action appears to have been taken.91 
According to Demers, the former Assistant Attorney General for National 
Security, “There are strong indications that Russia and China are well aware of 
what’s going on and actively have facilitated some of it.”92

87 Some Western intelligence officials believe Iran provided technical training to North Korean operators in the 
early 2010’s. Reflecting on the March 2013 DarkSeoul attack, which reportedly resembled an operation against 
Saudi Aramco a few months earlier, a former British official told the New York Times, “We have to assume they 
are getting help from the Iranians.” David Sanger, David D. Kirkpatrick, and Nicole Perlroth, “The World Once 
Laughed at North Korean Cyberpower. No More.,” New York Times, October 15, 2017, https://www.nytimes.
com/2017/10/15/world/asia/north-korea-hacking-cyber-sony.html. For lack of evidence, many other analysts 
dispute the suggestion that North Korea has worked tactically with other state actors.

88 Shifting Patterns in Internet Use Reveal Adaptable and Innovative North Korean Ruling Elite, 16-18; Report 
of the Panel of Experts Established Pursuant to Resolution 1874 (2009), 176 (August 2020). For personal 
stories of former North Korean IT workers posted to China, see Sam Kim, “Inside North Korea’s Hacker 
Army,” Bloomberg, February 7, 2018, https://www.bloomberg.com/news/features/2018-02-07/inside-kim-
jong-un-s-hacker-army; Caesar, “The Incredible Rise of North Korea’s Hacking Army.”

89 The December 2020 indictment of three North Korean hackers alleges that “the defendants… traveled to 
and worked from other countries – including the People’s Republic of China and the Russian Federation.” It 
also alleges defendant Kim Il worked to establish the fraudulent Marine Chain ICO “while in Russia.” United 
States of America v. Jon Chang Hyok, Kim Il, and Park Jin Hyok, 2, 26. See also North Korean Tactics, 277.

90 How North Korea Revolutionized the Internet as a Tool for Rogue Regimes, 2.

91 Translated from Russian. Roman Rozhkov, “Россия Подключила Северную Корею к Интернету,”  
Kommersant, October 2, 2017, https://www.kommersant.ru/doc/3427740. Some analysts have claimed  
TTK timed the long-planned activation to offer relief from a U.S. cyberattack, but others are skeptical.  
See Martyn Williams, “Russia Provides New Internet Connection to North Korea,” 38 North, October 1,  
2017, https://www.38north.org/2017/10/mwilliams100117/.

92 Caesar, “The Incredible Rise of North Korea’s Hacking Army.” “Given the volume of traffic and careful monitoring 
of Internet users’ requests, the Chinese authorities are certainly aware of the activities of the North Koreans, but 
no proven measures have been taken against cyber-frauds.” Atmanov and Mamaev, North Korea’s Cyber: How 
DPRK Created World’s Most Effective Cyber Forces.
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The authors of Confronting an “Axis of Cyber”? have proposed that those two 
countries plus North Korea and Iran comprise an informal bloc of cyber 
revisionists whose shared vision for the internet is “irreconcilable” with 
the West’s. Part of their approach, the authors write, involves “limiting the 
free flow of ideas and restricting fundamental individual liberties” online, 
a clear reflection of the role social media and communications platforms 
like Telegram and Signal have played in animating popular democratic 
movements from the Middle East to Eastern Europe to Hong Kong.93 
At the UN, Russia and China have jointly “adopted a more activist cyber 
diplomacy,” pitching the world on their tightly controlled conception of “cyber 
sovereignty.”94 The United States, on the other hand, leads a group of Western 
countries that consider internet freedom an economic and human-rights 
priority “inextricably linked to our national security.”95 The second pillar of 
the proposed Axis’ internet vision is an inclination to pursue “destabilizing 
geo-strategic interests through hostile targeting of foreign [information and 
communications technology] assets.”96 In this conception, North Korean 
financially motivated operations fit into the revisionists’ toolkit alongside 
other Axis members’ efforts to manipulate foreign elections and steal 
intellectual property. On the whole, though, Pyongyang’s Axis links reflect 
interest-driven alignment rather than active partnership.97

North Korean financially motivated actors’ convergence of interests and  
tradecraft with cybercriminals has led to stronger speculation that they may 
collaborate tactically with non-state actors. Pyongyang has a long record of 

93 Fabio Rugge, “An “Axis” Reloaded?,” in Confronting an “Axis of Cyber”?, ed. Fabio Rugge (Milan: Italian 
Institute of International Political Studies, 2018), 23-24.

94 Adam Segal, Chinese Cyber Diplomacy in a New Era of Uncertainty (Hoover Working Group on National 
Security, Technology, and Law, Aegis Paper Series no. 1703, June 2, 2017), https://www.hoover.org/sites/
default/files/research/docs/segal_chinese_cyber_diplomacy.pdf.

95 National Cyber Strategy of the United States of America, 25 (Washington, D.C., September 2018); Rugge, 
“An “Axis” Reloaded?,” 23.

96 Rugge, “An “Axis” Reloaded?,” 22.

97 Certain analysts believe there exists a non-targeting pact between Russia, China, and North Korea or a 
subset of that group. Paraphrasing Carbon Black’s chief cybersecurity officer, Fabio Rugge writes that 
“Russia, China, and North Korea have an unwritten operational agreement not to target each other.” 
Rugge, “An “Axis” Reloaded?,” 17. A 2018 project of the Russian International Affairs Council concludes 
that “Apparently, DPRK and PRC adhere to a silent convention on network non-aggression.” Atmanov 
and Mamaev, North Korea’s Cyber: How DPRK Created World’s Most Effective Cyber Forces. Others have 
expressed skepticism, at least toward the notion of an agreement between Pyongyang and Moscow, 
pointing to North Korean operations targeting Russian networks. See APT38: Un-usual Suspects, 8; 
Yulia Stepanova, “Kimsuky Позорные,” Kommersant, October 19, 2020, https://www.kommersant.ru/
doc/4538451; Report of the Panel of Experts Established Pursuant to Resolution 1874 (2009), United 
Nations Security Council (September 2021), 45-46, https://undocs.org/S/2021/777. See also note 84 on 
Olympic Destroyer.
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dealing with external groups for illicit-revenue generation in the physical 
world. Why not in cyberspace? For one thing, engaging with foreign partners 
makes for access to a wider suite of products and services. North Korea 
develops plenty of effective tools on its own, but the diversity of offerings 
available for purchase in the global underground is attractive. North Korea, 
of course, does not have access to a domestic private sector as most other 
cyber powers do. Another element of the appeal has to do with resource 
allocation. Successive generations of North Korean leadership have evinced 
a willingness to re-evaluate fundraising strategies when the current approach 
fails to meet expectations, mindful of the need to distribute limited state funds 
as efficiently as possible. Greitens writes in Illicit that in the early 1990’s, the 
model for North Korean narcotics trafficking shifted from “a state-operated 
network in which…diplomats and officials had primary responsibility for 
trafficking” to a system “in which North Korea concentrated on production 
of illicit goods on a large scale while outsourcing distribution to organized 
crime.”98 In the same vein, incorporating externally developed malware tools 
can improve operational efficiency and enable specialization. A third reason 
for dealing with foreign partners is reducing liability. “The fact that diplomats 
were getting repeatedly caught in these smuggling operations,” Greitens 
notes, “became an embarrassment and was creating difficulties for North 
Korea’s diplomatic and commercial activities abroad.”99 Just as distributing 
drugs via local criminal syndicates reduces a diplomat’s risk of being arrested 
and generating blowback, using tools and accesses purchased from external 
partners may help confuse adversary governments’ attribution processes.

Researchers in the private sector have made valuable contributions on this 
topic. In April 2019, Saher Naumaan, a principal threat intelligence analyst at 
BAE Systems, mentioned during a presentation on North Korean ATM fraud 
that her team had encountered multiple victim networks infected with both 
North Korean malware and a tool they called GraceWire, which had only 
been used by the Russian-speaking cybercriminal gang known as TA505.100 
It was possible, Naumaan suggested, that North Korean financially motivated 
actors were dealing with profit-seeking CIS threat actors. That announcement 

98 Greitens, Illicit: North Korea’s Evolving Operations to Earn Hard Currency, 43.

99 Greitens, Illicit: North Korea’s Evolving Operations to Earn Hard Currency, 17.

100 Saher Naumaan and Irving Mereau, “The Art of the Cashout” (Security Analyst Summit, 2019). Proofpoint 
was the first to report on the TA505 malware, which it calls FlawedGrace. See Dennis Schwarz, “ServHelper 
and FlawedGrace — New Malware Introduced by TA505,” Threat Insight, Proofpoint, January 9, 2019, https://
www.proofpoint.com/us/threat-insight/post/servhelper-and-flawedgrace-new-malware-introduced-ta505.
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immediately generated significant attention. The day after the presentation, 
the One Night in Norfolk blog flagged a Vietnamese government APT alert 
from three months earlier that included indicators of compromise associated 
with both North Korean groups and TA505.101 Then, in December 2019, the 
well-known researcher Vitali Kremez issued a report through Sentinel Labs 
tying North Korean actors to the Russian-speaking group known as Wizard 
Spider, which operates a prolific Malware-as-a-Service called TrickBot.102 “Is 
Lazarus using TrickBot infections,” Kremez wondered, “or is this simply a case 
of mistaken identity?”103 Mark Arena, the CEO of Intel 471, later published 
a detailed blog post weighing public reporting on the topic. Initially quite 
skeptical, Arena ultimately assessed a connection between North Korean 
threat actors and Russian-speaking cybercriminals to be “very likely.”104 Even 
CISA has warned that financially motivated North Korean actors “may also be 
working with or contracting out to criminal hacking groups, like TA505, for 

initial access development.”105

The Russian-Speaking Underground

In the world of high cybercrime, the Russian-language ecosystem is 
dominant. Experts describe it as “robust,” “prolific,” and “highly active.”106 A 
former U.S. Attorney for the Western District of Pennsylvania, whose office 
has taken a leading role in prosecuting computer crime, says it is home to 
some “of the most sophisticated transnational cybercrime syndicates in the 
world.”107 According to a Kaspersky report, between 2012 and 2015 – before 
the terms cryptocurrency and ransomware had entered common parlance 
– U.S. and European authorities arrested more than 160 Russian-speaking 

101 “OSINT Reporting Regarding DPRK and TA505 Overlap,” One Night in Norfolk, April 10, 2019, https://
norfolkinfosec.com/osint-reporting-on-dprk-and-ta505-overlap/; “Cảảnh Báo Mã Đô APT Tấấn Công Có Chủủ 
Đích,” Vietnam Computer Emergency Response Team, January 31, 2019, http://www.vncert.gov.vn/baiviet.
php?id=109. Translated via Google from Vietnamese.

102 For more on TrickBot, see United States of America v. Alla Witte, No. 1:20CR440 (Northern District of Ohio).

103 Vitali Kremez, Joshua Platt, and Jason Reaves, Trickbot Project “Anchor:” Window Into Sophisticated Operation, 
Sentinel Labs (December 2019), 20, https://assets.sentinelone.com/labs.

104 Mark Arena, “Partners in Crime: North Koreans and Elite Russian-Speaking Cybercriminals,” Intel 471, Sep-
tember 2020, https://intel471.com/blog/partners-in-crime-north-koreans-and-elite-russian-speaking-cy-
bercriminals/; Mark Arena, interview by Alex O’Neill, April 28, 2021.

105 “FASTCash 2.0: North Korea’s BeagleBoyz Robbing Banks.”

106 These quotations are drawn from conversations with experts conducted in the spring of 2021. 

107 “Russian National Charged with Decade-Long Series of Hacking and Bank Fraud Offenses Resulting in 
Tens of Millions in Losses and Second Russian National Charged with Involvement in Deployment of ‘Bugat’ 
Malware,” news release, December 5, 2019, https://www.justice.gov/opa/pr/russian-national-charged-de-
cade-long-series-hacking-and-bank-fraud-offenses-resulting-tens.
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cybercriminals alleged to have caused over $790 million in damage.108 Since 
then, the number of active cybercriminals operating from the CIS surely 
has only grown, as have their profits. The Treasury Department estimated in 
2019 that a group calling itself Evil Corp, which overlaps with TA505, alone 
had “through their use of the Dridex malware… illicitly earned at least $100 
million, though it is likely that the total of their illicit proceeds is significantly 
higher.”109 Other groups, from hacking collectives and ransomware groups 
like REvil to carding-marketplace administrators, have also achieved striking 
financial outcomes.110 Their success has earned the Russian-speaking 
underground global prestige.

Online forums represent the heart of the underground, connecting users for 
business and knowledge-sharing. According to the firm Digital Shadows, as 
of November 2019 the prominent Russian-language platform Exploit counted 
47,347 registered users and 1,012,575 cumulative posts since 2005.111 Other 
notable forums like Verified, Antichat, Maza, and XSS (formerly known as 
DamageLab) boast comparable user bases.112 Russian-language platforms 
tend to specialize across fields: whereas hacker forums focus more on malware 
and exploits, carding marketplaces like Omerta host sales of stolen payment 
data.113 High-level platforms tend to impose access restrictions, requiring 
invitations for new members or prohibiting outside registrations altogether, 

108 Ruslan Stoyanov, Russian Financial Cybercrime: How It Works, Kaspersky (2015), https://securelist.com/
russian-financial-cybercrime-how-it-works/72782/.

109 “Treasury Sanctions Evil Corp, the Russia-Based Cybercriminal Group Behind Dridex Malware,” news 
release, December 5, 2019, https://home.treasury.gov/news/press-releases/sm845. Analysts are split on 
how to characterize the relationship between TA505 and Evil Corp. Many treat the two as largely the same 
and use their monikers interchangeably. See, for example, “Dridex Malware,” Cybersecurity and Infrastruc-
ture Security Agency, December 5, 2019, https://www.cisa.gov/uscert/ncas/alerts/aa19-339a; Brian Krebs, 
“Ransomware Gangs and the Name Game Distraction,” Krebs on Security, August 5, 2021, https://krebson-
security.com/2021/08/ransomware-gangs-and-the-name-game-distraction/; Ionut Arghire, “Russia-Linked 
TA505 Back at Targeting Financial Institutions,” Security Week, October 15, 2021, https://www.security-
week.com/russia-linked-ta505-back-targeting-financial-institutions. Others treat Evil Corp as a TA505 
subgroup or as a new venture staffed by former TA505 associates. “Without further evidence,” analysts at 
the French National Cybersecurity Agency have written, “it is only possible to confirm a close relationship 
between these different groups.” The Malware Dridex: Origins and Uses, Agence Nationale de la Sécurité 
des Systèmes d’Information (July 2020), 11, https://www.cert.ssi.gouv.fr/uploads/CERTFR-2020-CTI-008.
pdf. CrowdStrike tracks TA505 as Graceful Spider and Evil Corp as Indrik Spider.

110 Gemini Advisory estimates that Joker’s Stash, a leading carding marketplace, took in more than $1 billion in 
revenue between its 2014 launch and its administrator’s retirement in early 2021. “Joker’s Stash, the Largest 
Carding Marketplace, Shuts Down,” Gemini Advisory, January 15, 2021, https://geminiadvisory.io/jokers-
stash-shuts-down/.

111 The Modern Cybercriminal Forum: An Enduring Model, 8.

112 The Modern Cybercriminal Forum: An Enduring Model, 9.

113 Winnona Desombre and Dan Byrnes, Thieves and Geeks: Russian and Chinese Hacking Communities, 
Recorded Future (October 10, 2018), 10, https://go.recordedfuture.com/hubfs/reports/cta-2018-1010.pdf. 
For more details on forums’ product and service offerings, see pp. 16-18 and Stoyanov, Russian Financial 
Cybercrime: How It Works.
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while others choose to remain open. Besides facilitating transactions, many 
forums offer space for participants to exchange ideas and know-how. Veteran 
cybercriminals, some of whom have spent more than a decade frequenting 
the same platform, occasionally hold tutorials for less experienced users. 
The Digital Shadows research team notes that avoiding law enforcement 
is an especially common theme in Russian-speaking circles. “In dedicated 
sections,” the researchers write, “users discuss the fate of fellow members 
who’ve fallen foul of the police or intelligence services, sharing as many details 
about their story as they can find, so the community can learn from that 
user’s mistakes.”114 Reflecting on the value of underground platforms, the 
researchers conclude that “cybercriminals can’t find such continual insight 
anywhere online except a forum.”

An important element of the Russian-speaking ecosystem’s appeal is its 
forums’ financial orientation. The Kaspersky report on Russian-language 
cybercrime observes that “over time, the range of ‘products’ and ‘services’ 
available through this underground market has evolved, becoming 
more focused on financial attacks, and with an ever-increasing level of 
sophistication.”115 Researchers at Recorded Future have remarked that 
Russian-language forums embody a “thief spirit,” in that they are “more 
tailored to business transactions” and serve users who “hold one thing 
above all else: money.”116 The Chinese underground, in contrast, has 
tended to embrace a “geek spirit,” placing greater emphasis on patriotic 
hacktivism and social engagement.117 The English-language ecosystem 
hosts plenty of financially motivated actors but has “experienced remarkable 
instability in recent years.”118 For these reasons, foreign actors have flocked 
to Russian-language forums, leading sites like Exploit to experiment 
with launching registration portals in languages besides Russian.119 The 
Russian-speaking underground’s financial orientation and global accessibility 
is naturally attractive to North Korean financially motivated actors.

114 The Modern Cybercriminal Forum: An Enduring Model, 25.

115 Stoyanov, Russian Financial Cybercrime: How It Works. 

116 Desombre and Byrnes, Thieves and Geeks: Russian and Chinese Hacking Communities, 2.

117 Desombre and Byrnes, Thieves and Geeks: Russian and Chinese Hacking Communities, 9.

118 The Modern Cybercriminal Forum: An Enduring Model, 3.

119 The Modern Cybercriminal Forum: An Enduring Model, 8. According to Recorded Future, “Chinese speakers 
are active on Chinese, English, and Russian forums, while few to no Russian or English speakers use Chi-
nese forums.” Desombre and Byrnes, Thieves and Geeks: Russian and Chinese Hacking Communities, 2, 23.
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The case of a Kazakh national named Andrey Turchin (see Box on next page)  
helps illustrate the Russian-language underground’s appeal. Turchin led  
a group that compromised hundreds of commercial and government 
networks, then listed access to those networks for sale on forums. In 
October 2017, when Turchin initially advertised on Exploit, selling accesses 
to corporate networks was “a rare underground service,” researchers say.120 
“For the first time,” according to a Group-IB report, “a user with an unusual 
nickname was offering access to all critically important network segments 
of compromised organizations and announced that a bank was among 
his victims, which back then was a unique lot.”121 The novelty of Turchin’s 
offerings is emblematic of the advanced products and services available for 
purchase on Russian-language forums. Moreover, the Turchin case study 
underscores the value of marketplace security features such as product 
sampling, escrow systems, public third-party arbitration, and blacklists, 
which protect the integrity of forum users’ anonymous transactions.122 
Paying through escrow helped reassure Turchin’s clients that his accesses 
were genuine.123 Public arbitration later confirmed allegations that Turchin 
had started selling the same accesses to multiple buyers, which prompted 
major platforms to ban him.124 Without mechanisms to guarantee payment 
and product delivery, identify non-trustworthy users, and resolve disputes, 
problems of credibility would severely undermine the forum ecosystem.  
Their common usage makes forums a reliable source of tooling and access  
for financially motivated actors.125

120 Fxmsp: “The Invisible God of Networks”, Group-IB (June 2020), 4, https://www.group-ib.com/resources/
threat-research/fxmsp-report.html.

121 Fxmsp: “The Invisible God of Networks”, 4.

122 The Modern Cybercriminal Forum: An Enduring Model, 22.

123 Even so, some potential clients found Turchin’s listings too good to be true. One forum user admittedly 
“chickened out” of a purchase agreement in January 2018, skeptical that Turchin’s group would really sell 
accesses that could be “easily monetized x10 yourself.” The user sought reassurance from the community 
at large that Turchin’s accesses were genuine. “As soon as someone posts that they bought a real, good 
deal from you, I’ll be the first in line.” Fxmsp: “The Invisible God of Networks”, 26.

124 Fxmsp: “The Invisible God of Networks”, 33-34.

125 Forums have developed a number of other tools to enhance their reliability. Faced with heavy turnover 
and constant law enforcement attention, some administrators have developed intricate contingency plans 
in case of interruption or takeover. Digital Shadows reported in 2019 that Dread, an English-language 
platform, implemented a “Canary” feature to warn users if its administrator was arrested or if servers were 
compromised. The Modern Cybercriminal Forum: An Enduring Model, 29.
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Box: The Case of Andrey Turchin

Prosecutors in the Western District of Washington allege that Turchin 
was “a member of a prolific, financially motivated cybercriminal 
group composed of foreign actors that hacks the computer networks 
of a broad array of corporate entities, educational institutions, and 
governments throughout the world, including the United States, and 
thereafter advertises and sells such unauthorized access to its victims’ 
protected systems to interested buyers.”126 Turchin’s fuckav.ru profile 
history suggests he initially joined seeking advice on monetizing 
networks he had already compromised. One early post offers that 
“I’m a newcomer, not a programmer, but I have some experience 
and a great desire to study all this from different angles.”127After 
an abortive search for tools that could instruct infected machines 
to mine cryptocurrency, Turchin decided to list his accesses for sale 
across several platforms. A few early hiccups notwithstanding, the 
operation quickly took off. Turchin hired a sales manager to help 
facilitate transactions and eventually began to favor private sales to 
more established clients.128 Between the fall of 2017 and late 2019, 
Turchin’s gang advertised more than 300 corporate accesses at prices 
ranging from a few thousand dollars to hundreds of thousands of 
dollars, selling access to at least 135 networks in 44 countries on 
every inhabited continent.129 The threat intelligence firm Group-IB 
estimates the scheme generated more than $1.5 million, although 
the real figure is likely higher because of private transactions outside 
Group-IB’s visibility.130 Exploit ultimately banned Turchin and his 
associates for having sold the same accesses to multiple buyers, and 
Turchin appears to have retired shortly thereafter.

Another appealing characteristic of the Russian-language underground is 
that many elite groups, which tend to maintain less visible forum presences, 
have relationships with each other. Maksim Yakubets, the leader of Evil 
Corp, cut his teeth managing wire transfers for Evgeniy Bogachev, a Russian 
cybercriminal who developed the Zeus and GameOver Zeus malware.131 

126 United States of America v. Andrey Turchin, No. CR18-303, 2 (Western District of Washington).

127 Fxmsp: “The Invisible God of Networks”, 21.

128 United States of America v. Andrey Turchin, 2.

129 United States of America v. Andrey Turchin, 2; Fxmsp: “The Invisible God of Networks”, 8.

130 Fxmsp: “The Invisible God of Networks”, 6.

131 “Treasury Sanctions Evil Corp, the Russia-Based Cybercriminal Group Behind Dridex Malware.” For more on 
Bogachev, see United States of America v. Evgeniy Bogachev, No. 2:14-CR-14-00127-AJS (Western District 
of Pennsylvania).
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Yakubets’ “primary role,” according to a criminal complaint, “was to provide 
money mules and their associated banking credentials in order to facilitate 
the movement of money which was withdrawn from victim accounts by 
fraudulent means.”132 Evil Corp’s Dridex malware incorporates elements 
of the GameOver Zeus code, and when authorities took down GameOver 
Zeus in 2014, an early version of Dridex stopped working.133 During the 
summer of 2020, a handful of ransomware groups reportedly established 
a formal partnership called the Maze Cartel, telling Bleeping Computer 
that “We all see in this cooperation the way leading to [a] mutual beneficial 
outcome.”134 CrowdStrike reports that from June through September, the 
partners pooled stolen data on one group’s leak site and shared tactics 
constituent members had pioneered.135 Yet another prominent group, which 
firms track as TA542 and Mummy Spider, would often transfer accesses 
it amassed using the Emotet malware to other actors, like TA505 and the 
operators of TrickBot, who could then deploy their own malware onto the 
compromised networks.136 These relationships suggest an openness among top 
Russian-language groups to collaboration with trusted, like-minded actors.

A final, critical element of the Russian-speaking underground’s allure 
is authorities’ strategic negligence toward cybercriminal activity whose 
victims lie outside the CIS. The British journalist Misha Glenny, an expert 
on Russian cybercrime, believes “Russian law enforcement and the FSB in 
particular have a very good idea of what is going on and…are monitoring 
it but as long as the fraud is restricted to other parts of the world they don’t 

132 United States of America v. Maksim Viktorovich Yakubets, No. 4:19MJ3142, 19 (District of Nebraska).

133 Nikita Slepogin, Dridex: A History of Evolution, Kaspersky (May 25, 2017), https://securelist.com/dri-
dex-a-history-of-evolution/78531/; Brian Krebs, “Inside the $100M ‘Business Club’ Crime Gang,” Krebs on 
Security, August 5, 2015, https://krebsonsecurity.com/2015/08/inside-the-100m-business-club-crime-
gang/. See also The Malware Dridex: Origins and Uses.

134 Lawrence Abrams, “Maze Ransomware Shuts Down Operations, Denies Creating Cartel,” Bleeping 
Computer, November 2, 2020, https://www.bleepingcomputer.com/news/security/maze-ransom-
ware-shuts-down-operations-denies-creating-cartel/.

135 CrowdStrike Services Cyber Front Lines Report, CrowdStrike (2020), 21, https://www.crowdstrike.com/
resources/reports/cyber-front-lines/.

136 CrowdStrike Services Cyber Front Lines Report, CrowdStrike (2019), 14, https://www.crowdstrike.com/
resources/reports/crowdstrike-services-cyber-front-lines-2020/; The Malware Dridex: Origins and Uses, 12. 
An international law enforcement operation disrupted the Emotet infrastructure in January 2021. For more, 
see “Emotet Botnet Disrupted in International Cyber Operation,” news release, January 28, 2021, https://
www.justice.gov/opa/pr/emotet-botnet-disrupted-international-cyber-operation. In late 2021, Emotet 
reportedly came back online. See “Emotet Is Back. Here’s What We Know.,” Intel 471, November 16, 2021, 
https://intel471.com/blog/emotet-is-back-2021. 

https://securelist.com/dridex-a-history-of-evolution/78531/
https://securelist.com/dridex-a-history-of-evolution/78531/
https://krebsonsecurity.com/2015/08/inside-the-100m-business-club-crime-gang/
https://krebsonsecurity.com/2015/08/inside-the-100m-business-club-crime-gang/
https://www.bleepingcomputer.com/news/security/maze-ransomware-shuts-down-operations-denies-creating-cartel/
https://www.bleepingcomputer.com/news/security/maze-ransomware-shuts-down-operations-denies-creating-cartel/
https://www.crowdstrike.com/resources/reports/cyber-front-lines/
https://www.crowdstrike.com/resources/reports/cyber-front-lines/
https://www.crowdstrike.com/resources/reports/crowdstrike-services-cyber-front-lines-2020/
https://www.crowdstrike.com/resources/reports/crowdstrike-services-cyber-front-lines-2020/
https://www.justice.gov/opa/pr/emotet-botnet-disrupted-international-cyber-operation
https://www.justice.gov/opa/pr/emotet-botnet-disrupted-international-cyber-operation
https://intel471.com/blog/emotet-is-back-2021


29Belfer Center for Science and International Affairs | Harvard Kennedy School

care.”137 As a result, “Russian cybercriminals operate with relative impunity 
inside Russia.”138 Yakubets, for his part, drives a multi-colored Lamborghini 
with a custom license plate that reads “thief” in Russian.139 Under the 
informal understanding, some non-state CIS threat actors lend support 
to the security services when asked.140 A number of major operations in 
recent years, including the FSB’s Yahoo compromise, involved technical 
collaboration with ostensibly independent criminals.141 The U.S. Treasury 
alleges Yakubets, whose group seems to have sold network accesses to North 
Korea, has provided “direct assistance to the Russian government” and as of 
April 2018 “was in the process of obtaining a license to work with Russian 
classified information from the FSB.”142 In other cases, authorities appear 
to have piggybacked on cybercriminal intrusions, including Bogachev’s, for 
espionage purposes.143 Aleksey Ramm, a military commentator for Izvestia, 
wrote in the Moscow Defense Brief in 2017 that in order to “pull off some 
of the trickier technical elements [of their operations], the Russian military 
probably subcontract to external IT specialists, including ‘black-hackers’” 

137 Tim Maurer and Garrett Hinck, “Russia: Information Security Meets Cyber Security,” in Confronting an “Axis 
of Cyber”?, ed. Fabio Rugge (Milan: Italian Institute of International Political Studies, 2018), 46; “Hackers 
for Hire: Ex-Soviet Tech Geeks Play Outsized Role in Global Cyber Crime,” NBC News, August 22, 2013, 
nbcnews.com/technolog/hackers-hire-ex-soviet-tech-geeks-play-outsized-role-global-6c10981346.

138 Sukharenko, Russian ITC Security Policy and Cybercrime.

139 Joe Tidy, “Evil Corp: ‘My Hunt for the World’s Most Wanted Hackers’,” BBC, November 17, 2021, https://
www.bbc.com/news/technology-59297187.

140 Maurer and Hinck, “Russia: Information Security Meets Cyber Security,” 47.

141 Charging documents lay out the ties between Russian security services and private threat actors. In the 
Yahoo case, FSB officers “conspired together and with each other to protect, direct, facilitate, and pay 
criminal hackers to collect information through computer intrusions in the United States and elsewhere… 
One of the criminal hackers, BELAN, has been the subject of an Interpol ‘Red Notice’ and listed as one of 
the Federal Bureau of Investigation’s (‘FBI’) ‘Most Wanted’ hackers since 2012. BELAN resides in Russia, 
within the FSB’s jurisdiction to arrest and prosecute. Rather than arrest him, however, the FSB officers used 
him. They also provided him with sensitive FSB law enforcement and intelligence information that would 
have helped him avoid detection by law enforcement, including information regarding FSB investigations 
of computer hacking and FSB techniques for identifying criminal hackers. It was BELAN who provided his 
FSB conspirators… with the unauthorized access to Yahoo’s network.” United States of America v. Dmitry 
Dokuchaev, Igor Sushchin, Alexsey Belan, and Karim Baratov, No. CR17-103, 2-3 (Northern District of Cali-
fornia).

142 “Treasury Sanctions Evil Corp, the Russia-Based Cybercriminal Group Behind Dridex Malware.” Notably, 
Yakubets is reportedly married to the daughter of a former officer in the FSB special forces. Sergei Do-
brynin and Mark Krutov, “In Lavish Wedding Photos, Clues to an Alleged Russian Cyberthief’s FSB Family 
Ties,” Radio Free Europe/Radio Liberty, December 11, 2019, https://www.rferl.org/a/in-lavish-wedding-pho-
tos-clues-to-an-alleged-russian-cyberthief-fsb-family-ties/30320440.html. 

143 Michael Schwirtz and Joseph Goldstein, “Russian Espionage Piggybacks on a Cybercriminal’s Hacking,” 
New York Times, March 12, 2017, https://www.nytimes.com/2017/03/12/world/europe/russia-hacker-ev-
geniy-bogachev.html. See also Garrett M. Graff, “Inside the Hunt for Russia’s Most Notorious Hacker,” 
Wired, March 21, 2017, https://www.wired.com/2017/03/russian-hacker-spy-botnet/.

http://nbcnews.com/technolog/hackers-hire-ex-soviet-tech-geeks-play-outsized-role-global-6c10981346
https://www.bbc.com/news/technology-59297187
https://www.bbc.com/news/technology-59297187
https://www.rferl.org/a/in-lavish-wedding-photos-clues-to-an-alleged-russian-cyberthief-fsb-family-ties/30320440.html
https://www.rferl.org/a/in-lavish-wedding-photos-clues-to-an-alleged-russian-cyberthief-fsb-family-ties/30320440.html
https://www.nytimes.com/2017/03/12/world/europe/russia-hacker-evgeniy-bogachev.html
https://www.nytimes.com/2017/03/12/world/europe/russia-hacker-evgeniy-bogachev.html
https://www.wired.com/2017/03/russian-hacker-spy-botnet/


30 Cybercriminal Statecraft

– that is, cybercriminals.144 Russian authorities, then, have an interest not 
only in shielding their citizens from foreign courts but in preserving the 
Russian-speaking underground for use in state endeavors. Foreign actors 
who partner with rule-following CIS hackers benefit from the reduced law 
enforcement attention.145

The totality of these elements – highly active forums, advanced offerings, 
sophisticated groups open to collaboration, and near-free rein from the state – 
has made the Russian-language cybercriminal underground a desirable space 
for foreign actors seeking partners.

Partnership in Action

North Korean financially motivated actors have made extensive use of the 
Russian-speaking underground’s offerings. Sworn U.S. legal filings indicate 
that North Korean threat actors have been active on foreign-language 
forums since at least 2015, and their operational history has involved a wide 
array of goods and services likely purchased from underground vendors.146 
Investigators have detected CIS-origin malware in several intrusions 
attributed to Pyongyang, such as the FEIB heist. North Korean actors have 
availed themselves of monetization services accessible through forums, 
namely, for-hire mule networks and marketplaces for stolen payment data. 
Moreover, as Naumaan, Kremez, and others have reported, actors associated 
with APT38 look to have obtained access to multiple bank networks from 
the Russian-speaking cybercriminals in TA505 and the TrickBot gang. 
Visibility into the activities of state actors and elite cybercriminals remains 
limited, but the number of overlapping infections makes cooperation of some 
nature a more compelling explanation than pure coincidence. Together, these 
interactions comprise a multi-layered relationship between North Korean 
financially motivated actors and the Russian-speaking cybercriminal ecosystem.

144 Aleksey Ramm, “Russian Information and Cyber Operations,” Moscow Defense Brief, no. 1 (2017): 16, 
https://dlib-eastview-com.ezp-prod1.hul.harvard.edu/browse/doc/48361188. For details on another case 
involving malware known as “BlackEnergy,” see United States of America v. Yuriy Sergeyevich Andrienko, 
Sergey Vladimirovich Detistov, Pavel Valeryevich Frolov, Anatoliy Sergeyevich Kovalev, Artem Valeryevich 
Ochichenko, and Petr Nikolayevich Pliskin; Ben Buchanan and Michael Sulmeyer, Russia and Cyber Opera-
tions: Challenges and Opportunities for the Next U.S. Administration, Carnegie Endowment for Internation-
al Peace, https://carnegieendowment.org/files/12-16-16_Russia_and_Cyber_Operations.pdf.

145 After this report was completed, but before publication, reports emerged that Russian authorities had 
arrested a group of hackers associated with REvil. See Joe Tidy, “REvil Ransomware Gang Arrested in 
Russia,” BBC, January 14, 2022, https://www.bbc.co.uk/news/technology-59998925.

146 United States of America v. Park Jin Hyok, 97.
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The Hermes ransomware is the best-known malware North Korean actors 
likely purchased for their own use on the Russian-language underground. 
According to CrowdStrike, Hermes first appeared in 2017 as part of a 
full-service ransomware kit that retailed on Exploit for $300.147 Researchers 
have attributed the malware to a user named CryptoTech, a Russian speaker 
who posted advertisements, claimed authorship of the malware, and made 
accurate disclosures related to upcoming versions before they had become 
publicly available.148 Like most other CIS-origin malware, Hermes checks 
infected machines’ default languages and does not execute on Russian, 
Ukrainian, or Belarussian systems. North Korean actors deployed Hermes 
version 2.1, which CryptoTech had advertised on Exploit two months prior, as 
part of the FEIB compromise in October 2017 (see Figure 3).149 The McAfee 
researchers who coined the term “pseudo ransomware” wondered in 2019 
whether “the actor who attacked the Taiwanese bank simply bought a copy 
of Hermes and added it to the campaign” as a smokescreen.150 “Why go to 
the trouble to build something,” they asked, “when the actor can just buy the 
perfect distraction in an underground forum?” The same Hermes malware 
targeted South Korean users in spring 2018, though attribution has not been 
established in those cases.151

147 Alexander Hanel, “Big Game Hunting with Ryuk: Another Lucrative Targeted Ransomware,” CrowdStrike, 
January 10, 2019, https://www.crowdstrike.com/blog/big-game-hunting-with-ryuk-another-lucrative-tar-
geted-ransomware/.

148 See Gabriela Nicolao and Luciano Martins, “Shiigami’s Revenge: The Long Tail of the Ryuk Malware” (Virus 
Bulletin 2019, London, October 2019). For further evidence of Hermes’ Russian provenance, see Evgueni 
Erchov, “Kivu Myth Busters: Ryuk vs. North Korea,” Kivu Threat Intelligence, Kivu Consulting, February 
1, 2019, https://kivuconsulting.com/wp-content/uploads/2019/03/Kivu-Threat-Intelligence-2.1.19-2.pdf. 
“According to VirusTotal, the first instances for Hermes code were submitted from Russian IP addresses. It’s 
a common practice for malware developers to check their new tools in services like VirusTotal, DynChecker 
or HybridAnalysis to ensure that they are not being detected by antiviruses as malicious.”

149 John Fokker and Christiaan Beek, “Ryuk Ransomware Attack: Rush to Attribution Misses the Point,”  
McAfee Labs, McAfee, January 9, 2019, https://www.mcafee.com/blogs/other-blogs/mcafee-labs/ryuk-ran-
somware-attack-rush-to-attribution-misses-the-point/.

150 Fokker and Beek, “Ryuk Ransomware Attack: Rush to Attribution Misses the Point.”

151 Aleksandra Doniec, Jerome Segura, and Vasilios Hioureas, “Hermes Ransomware Distributed to South 
Koreans via Recent Flash Zero-day,” Threat Analysis, Malwarebytes Labs, March 14, 2018, https://blog.
malwarebytes.com/threat-analysis/2018/03/hermes-ransomware-distributed-to-south-koreans-via-re-
cent-flash-zero-day/.
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Figure 3:  The user CryptoTech advertised Hermes version 2.1 on Exploit in August 

2017. Image courtesy of McAfee.152

North Korean financially motivated actors also appear to have turned to 
Russian-language platforms for help monetizing their intrusions. Charging 
documents filed in California and Georgia detail the role a dual U.S.-
Canadian national named Ghaleb Alaumary played in facilitating APT38’s 
BankIslami ATM cash-outs in October 2018 and fraudulent transfers from 
the Bank of Valetta in February 2019.153 Alaumary, according to the U.S. 
Attorney for Georgia’s Southern District, “operated a network of ‘money 
mules’ and arranged for them to obtain bank accounts for use to launder 

152 Fokker and Beek, “Ryuk Ransomware Attack: Rush to Attribution Misses the Point.” Cited in Jovi Umawing, 
“Threat Spotlight: the Curious Case of Ryuk Ransomware,” Threat Spotlight, Malwarebytes Labs, December 
12, 2019, https://blog.malwarebytes.com/threat-spotlight/2019/12/threat-spotlight-the-curious-case-of-
ryuk-ransomware/.

153 In September 2021, Alaumary was sentenced to 11 years in federal prison. “International Money Launderer 
Sentenced to Over 11 Years in Federal Prison for Laundering Millions from Cyber Crime Schemes,” news 
release, September 8, 2021, https://www.justice.gov/usao-cdca/pr/international-money-launderer-sen-
tenced-over-11-years-federal-prison-laundering.
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stolen funds.”154 Prosecutors allege Alaumary maintained direct contact 
with a North Korean hacker named Kim Il in the months leading up to the 
February 2019 operation.155 Although he has no clear connection to North 
Korea, Alaumary was a prolific member of the cybercriminal underground, 
particularly Russian-speaking forums. Threat intelligence researchers at Intel 
471 have tracked his posts going back to 2011, and it is likely the North Korean 
threat actors behind the operations found him there, just as they seem to have 
found the Hermes ransomware on Exploit. Separately, researchers believe 
North Korean hackers have sold stolen payment data on Russian-language 
marketplaces. In July 2020, Sansec tied North Korean actors to skimming 
operations targeting e-commerce sites, including the accessories retailer 
Claire’s.156 Six months later, Gemini Advisory wrote in its annual report that 
the Claire’s culprits had “released nearly 100,000 compromised cards to a 
top-tier dark web marketplace” in the Russian-speaking ecosystem.157

Most strikingly, North Korean financially motivated actors have reportedly 
obtained access to valuable enterprise networks from two of the top 
Russian-speaking cybercriminal syndicates. Speaking alongside SWIFT’s 
Head of Customer Security Intelligence at Kaspersky’s 2019 Security 
Analyst Summit, Naumaan explained that groups like “TA505 will 
compromise networks… and then they will sell that access on to other 
actors.”158 The “central theory” with regard to North Korea, Naumaan told 
Wired, is that TA505 may “get the initial access and then sell that access to 
Lazarus.”159 While it is impossible without further visibility to confirm that 
any transactions took place, Naumaan’s incident-response (IR) team found 

154 United States of America v. Ghaleb Alaumary, No. CR420-0027, 4 (Southern District of Georgia). Alaumary 
also conducted his own fraud operations, impersonating wealthy bank clients and defrauding a Canadian 
university. See other filings in Georgia and California, United States of America v. Ghaleb Alaumary, No. 
4:19-CR-00067 (Southern District of Georgia); United States of America v. Ghaleb Alaumary (Central 
District of California, No. 2:20-CR-00576-MCS). Notably, Alaumary’s network included the high-profile 
Dubai-based Nigerian social media influencer Ramon Olorunwa Abbas, also known as “Ray Hushpuppi.” 
According to a criminal complaint, Abbas’ “social media accounts frequently show him in designer clothes, 
wearing expensive watches, and posing in or with luxury cars and charter jets.” His partnership with Alau-
mary and involvement in North Korean cybercrime, witting or not, adds a new dimension to researchers’ 
understanding of global money laundering flows. For more, see United States of America v. Ramon Olorun-
wa Abbas, No. 2:20-MJ-02992 (Central District of California).

155 United States of America v. Jon Chang Hyok, Kim Il, and Park Jin Hyok, 18.

156 North Korean Hackers Are Skimming US and European Shoppers.

157 Gemini Annual Report 2020: COVID-19 Shakes Up the Carding Market, Gemini Advisory (December 17, 
2020), https://geminiadvisory.io/gemini-annual-report-2020/.

158 Naumaan and Mereau, “The Art of the Cashout.”

159 Lily Hay Newman, “A New Breed of ATM Hackers Gets in Through a Bank’s Network,” Wired, April 9, 2019, 
https://www.wired.com/story/atm-hacks-swift-network/.
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a “significant” number of cohabitating infections involving North Korea’s 
PowerBrace malware and TA505’s GraceWire, which suggests coincidental 
overlap is unlikely. A few months after Naumaan’s presentation, 
Kremez published a long report linking North Korean tooling called 
PowerRatankba to TrickBot. In the course of an investigation, Kremez’s 
team found “specific evidence” that PowerRatankba, which researchers 
have attributed with confidence to Pyongyang’s financially motivated 
actors, “was loaded via the TrickBot Anchor project” onto a target 
system.160 These ties, in Kremez’ words, signal that “crimeware and APT 
are no longer siloed” but instead that each has become a “force multiplier” 
for the other.

Connecting with CIS partners indicates that North Korean actors are 
capable of surmounting a difficult language barrier. As Arena, the CEO 
of Intel 471, put it in a September 2020 Twitter thread, “Russian-speaking 
cybercriminals only want to work with Russian speakers.”161 Their ecosystem 
is less welcoming to newcomers than the Chinese- and English-speaking 
equivalents. Per Digital Shadows, “Strict rules govern what kind of 
language can be used” on a Russian-language forum: “profanities are out, 
grammatically correct Russian is in.”162 Experts who monitor the Eastern 
European underground have even reported encountering threat actors who 
insist on testing prospective partners on late Soviet popular culture. North 
Korean actors may engage native-speaking middlemen to execute certain 
transactions, which would mitigate the language issues and add an extra layer 
of anonymity, but considering the foreign exposure certain trainees and active 
cyber operators receive, it seems quite plausible that some of Pyongyang’s 

160 Kremez, The Deadly Planeswalker: How the TrickBot Group United High-Tech Crimeware & APT. Kremez 
adds: “The Anchor project is a complex and stealthy tool for targeted data extraction from secure environ-
ments and long-term persistency. Logically, this tool will be a very tempting acquisition for high-profile, 
possibly nation-state groups. However, the Anchor [can] also be used for large cyber heists and point-of-
sale card theft operations leveraging its custom card scraping malware. Among the nation-state groups, 
only a few are interested in both data collection and financial gain, and one of them is Lazarus.” On 
PowerRatankba’s attribution, see “Disclosure of Chilean Redbanc Intrusion Leads to Lazarus Ties”; Darien 
Huss, “North Korea Bitten by Bitcoin Bug: Financially Motivated Campaigns Reveal New Dimension of the 
Lazarus Group,” Threat Insight, Proofpoint, December 19, 2017, https://www.proofpoint.com/us/threat-in-
sight/post/north-korea-bitten-bitcoin-bug-financially-motivated-campaigns-reveal-new. For more on the 
connections between TrickBot and PowerRatankba, see “Targeted TrickBot Activity Drops “PowerBrace” 
Backdoor,” Technical Blog, NTT Security, July 11, 2019, https://web.archive.org/web/20191212212511/https:/
technical.nttsecurity.com/post/102fnog/targeted-trickbot-activity-drops-powerbrace-backdoor.

161 Twitter thread by @markarenaau, September 16, 2020, https://twitter.com/markarenaau/sta-
tus/1306194386393333760.

162 The Modern Cybercriminal Forum: An Enduring Model, 5.
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hackers speak Russian themselves.163 In fact, North Korean actors have 
shown language skills in past operations. Based on analysis of the WannaCry 
ransom notes, Flashpoint researchers assessed “with high confidence that 
the [malware] author(s)… are fluent in Chinese.”164 According to the Park 
complaint, an account associated with North Korean threat actors posted 
repeatedly on Hack Forums in December 2015, asking in good English 
for “a silent doc exploit” and “a sample phishing mail [that] doesn’t go to 
spam directly.”165 Aside from a few poorly executed false-flag operations 
in the mid-2010’s, in which North Korean actors tried unconvincingly 
to impersonate Russian speakers, there is little reason to think language 
differences would keep Pyongyang’s hackers from being able to deal with the 
CIS underground.166

Finding elite Russian-speaking cybercriminal groups like TA505 and the 
operators of TrickBot, let alone doing business with them, requires a high 
degree of underground credibility. Arena noted in the same thread that 
“Getting to the actors behind TrickBot or TA505 is not easy and would 
seem to indicate that North Korean actors are heavily active and vetted… 
and have probably been for some time.”167 A number of researchers have 
suggested North Korean financially motivated actors might have gained 
access to higher-level circles through forum activity, perhaps by dealing with a 
well-connected third-party. Another theory is that the relationships developed 
from pre-existing ties to physical-world criminals, like money mules, who 
work with the digital underground. “The criminal links needed to carry 
out those operations,” Naumaan has commented, “could very well translate 
into this space.”168 Either way, North Korean financially motivated actors’ 
numerous ties to Russian-speaking cybercriminals suggest Pyongyang has 
devoted sustained effort to maintaining a presence in the CIS underground.

163 Martin, “How North Korea’s Hackers Became Dangerously Good”; North Korean Tactics, 277.

164 “Linguistic Analysis of WannaCry Ransomware Messages Suggests Chinese-Speaking Authors,” Flashpoint, 
May 25, 2017, https://www.flashpoint-intel.com/blog/linguistic-analysis-wannacry-ransomware/.

165 United States of America v. Park Jin Hyok, 97; APT38: Un-usual Suspects, 9.

166 For more on the unconvincing false-flag operations, see Sergei Shevchenko, “Lazarus’ False Flag Malware,” 
Threat Research Blog, BAE Systems, February 20, 2017, https://baesystemsai.blogspot.com/2017/02/
lazarus-false-flag-malware.html. See also The Lazarus Constellation: A Study on North Korean Malware, 
Lexfo (2020), 14, https://blog.lexfo.fr/ressources/Lexfo-WhitePaper-The_Lazarus_Constellation.pdf.

167 Twitter thread by @markarenaau, September 16, 2020, https://twitter.com/markarenaau/sta-
tus/1306194386393333760.
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Implications

Policy Realm

The revelation that North Korean actors have dealt with foreign 
cybercriminals should affect how policymakers think about the current 
sanctions regime. While the recent financial sanctions did not spark 
North Korea’s interest in cyber, they may well have contributed additional 
motivation for the regime to develop its burgeoning cybercrime apparatus. 
As John Park and Jim Walsh note, toughened sanctions may unintentionally 
jumpstart innovation on circumvention techniques or “incentivize Pyongyang 
to collaborate with other entities that participate in illicit trade.”169 Similarly, 
harsh sanctions may push states into the arms of other actors who “are 
themselves the targets of sanctions.”170 North Korea’s engagement with the 
Russian-speaking underground and alleged ties to Iranian actors seem to 
support this notion.171 In operational terms, financially motivated cyber 
activities represent a means of diversifying from traditional illicit trade, a 
potent complement rather than a replacement. Moreover, cybercriminal 
operations can be extremely difficult to detect, track, and thwart in real time, 
which limits risk compared to activities that require international travel. 
These innovations undermine the effectiveness of the North Korean sanctions 
regime as currently constructed.

Factors specific to North Korea’s internet ecosystem and to the cyber realm 
embolden regime actors to pursue ambitious targets with little fear of 
reprisal. One is North Korea’s minimal internet connectivity. Only a very 
small contingent of elites and their families have access to the internet, and 
the somewhat less restricted domestic intranet, called kwangmyong, is not 
connected to external networks.172 Thus North Korea is far less vulnerable 
to retaliatory cyberattacks than most other countries, especially its highly 
digitalized adversaries. Furthermore, financially motivated cyber operations 
often target private enterprises, not government or military institutions, 

169 Park and Walsh, Stopping North Korea, Inc.: Sanctions Effectiveness and Unintended Consequences, 33.

170 Park and Walsh, Stopping North Korea, Inc.: Sanctions Effectiveness and Unintended Consequences, 32.

171 See note 87 on alleged Iranian cooperation.

172 North Korea Cyber Activity, Insikt Group, Recorded Future (2017), 19, https://go.recordedfuture.com/hubfs/
reports/north-korea-activity.pdf.

https://go.recordedfuture.com/hubfs/reports/north-korea-activity.pdf
https://go.recordedfuture.com/hubfs/reports/north-korea-activity.pdf
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which reduces the chance of provoking a counterattack in the first place. 
This behavior, David Maxwell, a retired Army Special Forces Colonel with 
expertise in North Korean strategy, told The New Yorker, reflects North 
Korean actors’ tendency to operate “below the threshold of a strategic 
response.”173 Victim choice aside, obfuscating technologies like virtual private 
networks and Tor, along with weak global capacity for cyber law enforcement, 
complicate attribution of responsibility.174 Prosecuting citizens of adversary 
countries for computer crimes is nearly impossible without third-party 
cooperation. For these reasons, North Korean actors and their associates can 
operate with a brazen sense of impunity.

It helps that a number of important countries, particularly Russia, have 
taken an increasingly skeptical view of North Korea sanctions. Russia was 
vocally reluctant to adopt the 2017 package, which President Putin dismissed 
as a “useless and ineffective” way to curtail North Korea’s “provocative” 
behavior.175 Alexander Gabuev has explained that “the Kremlin’s cynical 
zero-sum game worldview and… understanding of American foreign 
policy” have informed Russia’s quiet position that North Korea is highly 
unlikely to give up its nuclear weapons.176 “In Moscow’s thinking, Kim 
Jong-un has learned from the fates of Iraq’s Saddam Hussein and Libya’s 
Muammar Gaddafi that for an authoritarian regime, the only safeguard 
against U.S. military intervention is the possession of nuclear weapons 
capable of hitting the American mainland.”177 Tough new sanctions, then, 
would be unlikely to succeed in bringing about denuclearization but could 
well produce unintended consequences, such as pushing Pyongyang to sell 
military technology on the black market or triggering backlash that could 
lead to dangerous misperceptions. No doubt Washington’s separate sanctions 
on Russia undermine Moscow’s interest in helping punish a historical ally. 
Nevertheless, Russia voted in favor of the package, clearing the way for the 
sanctions to take effect and accepting an obligation to enforce them.

173 Caesar, “The Incredible Rise of North Korea’s Hacking Army.”

174 See Allison Peters and Amy Jordan, Countering the Cyber Enforcement Gap: Strengthening Global Capacity 
on Cybercrime, Third Way (October 2019), https://www.jstor.org/stable/resrep20150.

175 “North Korea Nuclear Crisis: Putin Calls Sanctions Useless,” BBC, September 5, 2017, https://www.bbc.com/
news/world-asia-41158281.

176 Alexander Gabuev, Bad Cop, Mediator or Spoiler: Russia’s Role on the Korean Peninsula, Carnegie Moscow 
Center (April 24, 2019), https://carnegie.ru/commentary/78976. 

177 Gabuev, Bad Cop, Mediator or Spoiler: Russia’s Role on the Korean Peninsula.
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Almost immediately afterward, watchdogs began to accuse Russia of violating 
the spirit and letter of the 2017 regime. In January 2018, Reuters reported 
that North Korean smugglers had transferred illegal coal shipments bound 
for South Korea and Japan to foreign-flagged ships in Russian ports at 
Nakhodka and Kholmsk.178 Until January 2021, the Russian representative 
on the Panel of Experts, along with his Chinese counterpart, undermined the 
Panel’s reporting on illicit petroleum imports by refusing to accept a standard 
tons-to-barrels conversion rate that 43 UN member states had endorsed 
and that energy firms in Russia and China use with regularity.179 The U.S. 
representative on the Panel wrote in August 2020 that “China and Russia’s 
annual obstructionist response to these reports is intended to prevent the UN 
from accounting for the large-scale, illicit refined petroleum product imports 
that the DPRK maintains while offering no alternative for how to reflect 
these volumes, which are being documented with irrefutable evidence.”180 
Russia also appears to have continued hosting North Korean workers despite 
the December 2019 UN deadline to repatriate them.181 Citing multiple 
press sources, the Panel of Experts reports that Russia transferred roughly 
400 North Korean nationals to the separatist Georgian region of Abkhazia, 
where in practice the labor ban cannot be enforced, and may still be hosting 
hundreds or thousands of others on educational or tourist visas.182

In this context, the relationships between North Korean actors and 
Russian-speaking cybercriminals raise serious questions about Moscow’s 
commitment to upholding its sanctions obligations. The Kremlin tends to 
care more about preventing negative outcomes on the Korean Peninsula – 
war, a refugee crisis, nuclear proliferation, or unification under the control 
178 Guy Faulconbridge, Jonathan Saul, and Polina Nikolskaya, “Exclusive: Despite Sanctions, North Korea 

Exported Coal to South, Japan via Russia - Intelligence Sources,” Reuters, January 25, 2018, https://www.
reuters.com/article/us-northkorea-missiles-coal-russia/exclusive-despite-sanctions-north-korea-export-
ed-coal-to-south-japan-via-russia-intelligence-sources-idUSKBN1FE35N.

179 Report of the Panel of Experts Established Pursuant to Resolution 1874 (2009), 11-12, 115-26 (August 2020).

180 Report of the Panel of Experts Established Pursuant to Resolution 1874 (2009), 11-12, 115-26 (August 2020).

181 Seulkee Jang, “North Korean Laborers Reach Russian Construction Sites Despite Sanctions,” Daily NK 
(Seoul), July 24, 2019, https://www.dailynk.com/english/north-korean-laborers-reach-russian-construc-
tion-sites-despite-sanctions/.

182 Report of the Panel of Experts Established Pursuant to Resolution 1874 (2009), United Nations Security 
Council (March 2020), 57, 173, https://undocs.org/S/2020/151; Report of the Panel of Experts Established 
Pursuant to Resolution 1874 (2009), 41-42 (August 2020); Amie Ferris-Rotman, “In Breakaway Abkhazia, a 
Loophole for North Korean Workers Amid Beaches and Soviet Relics,” Washington Post, October 13, 2019, 
https://www.washingtonpost.com/world/europe/in-breakaway-abkhazia-a-loophole-for-north-korean-
workers-amid-beaches-and-soviet-relics/2019/10/12/7e203290-d7b8-11e9-a1a5-162b8a9c9ca2_story.html. 
See also Jacob Fromer, “As UN Worker Ban Looms, Russian Tourism and Student Visas for North Koreans 
Soar,” NK News, December 12, 2019, https://www.nknews.org/pro/as-un-worker-ban-looms-russian-tour-
ism-and-student-visas-for-north-koreans-soar/.
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of U.S.-allied South Korea, for example – than achieving positive ones 
like the execution of proposed infrastructure projects that would connect 
Russia with both Koreas via oil pipelines, railways, and power lines.183 
Russia is under no illusion as to the prospect of denuclearization and seems 
to believe that since sanctions will not solve the problem, they should be 
weakened to avoid exacerbating it. For these reasons, it may be in Russia’s 
interest to see North Korea receive some relief from the pressure it faces. By 
reportedly helping North Korean laborers continue to earn money and quietly 
ignoring certain non-military forms of smuggling, like coal exports and the 
procurement of luxury goods, Russian actors have provided something of 
a safety valve. Allowing collaboration between North Korean hackers and 
Russian cybercriminals, some of whom are closely linked to state authorities, 
could fit the same mold. Whether Russian authorities are even aware of 
the relationships between North Korean hackers and CIS cybercriminals is 
unknown – analysts speculate that some of the cybercriminals themselves 
may not know the real identities of their collaborators – but given Moscow’s 
approach toward North Korea and its strategic negligence toward domestic 
cybercrime, nothing should be ruled out.

More broadly, those ties mark the continued emergence of transnational 
collaboration in cyberspace between state and non-state actors. State-to-
state partnership at the operational level remains rare, but the diffusion of 
advanced capabilities to more countries and non-state groups has increased 
the number of opportunities for partnership. Researchers at the Atlantic 
Council’s Cyber Statecraft Initiative have noted that the “semi-regulated” 
Access-as-a-Service (AaaS) market has become a valuable source for countries 
seeking to expand their arsenals and achieve plausible deniability in offensive 
operations.184 While some AaaS firms work only with their governments 
or allies, others operate worldwide and even take part in projects that target 
citizens of their home countries. The U.A.E. firm DarkMatter, which has relied 
heavily on the expertise of former U.S. intelligence officers and contractors, 
is a prime example. Criminal groups operating in the “self-regulated market” 
may have even fewer scruples about working with adversaries or otherwise 

183 Gabuev, Bad Cop, Mediator or Spoiler: Russia’s Role on the Korean Peninsula; Vassily Kashin, Russia’s 
Dilemma on the Korean Peninsula, Carnegie Moscow Center (October 30, 2020), https://carnegie.ru/com-
mentary/83076.

184 Winnona Desombre et al., Countering Cyber Proliferation: Zeroing in on Access-as-a-Service, Atlantic Coun-
cil (March 2021), 7, 14.
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undesirable actors, though perceptions of North Korean state actors vary 
widely and do not universally skew negative.185 In fact, as Park and Walsh 
have written, North Korea’s response to international pressure – “monetizing 
the risk caused by sanctions” in the form of higher fees – has in turn “attracted 
more capable partners” from the underground.186 Considering North 
Korean financially motivated actors’ emulation of cybercriminals and lack of 
private-sector support, it makes sense that Pyongyang has sought  
to collaborate with foreign 
non-state groups. Some experts 
have dubbed this phenomenon 
the “globalization of cyber”; 
Kremez describes it as “uniting 
the ununitable,” where aligned 
methods and interests drive the 
integration of criminality and 
statecraft.187 As more states pursue illicit revenue generation through cyber 
means, the overlap between criminal and state groups will grow.188

Further Research

A detriment of working solely with information in the public domain is that 
a number of important questions remain unanswered. Many pertain to the 
government-level relationship between Russia and North Korea. How does 
Moscow perceive North Korean malign cyber activity? Do Russian authorities 
know about or encourage the collaboration between CIS cybercriminals and 
Pyongyang? Cybercrime aside, to what extent do Russian and North Korean 
state actors spy on each other in cyberspace? It would be valuable, moreover, 
to understand in greater depth the relationship dynamics between North 
Korean financially motivated actors and Russian-speaking cybercriminals. 
Are they sustained partners, or just repeat counterparties? Do their ties stem 

185 Desombre et al., Countering Cyber Proliferation: Zeroing in on Access-as-a-Service, 7, 14.

186 Park and Walsh, Stopping North Korea, Inc.: Sanctions Effectiveness and Unintended Consequences, 58.

187 Kremez, The Deadly Planeswalker: How the TrickBot Group United High-Tech Crimeware & APT.

188 For more on the North Korean “model,” see How North Korea Revolutionized the Internet as a Tool for 
Rogue Regimes. A related trend is the rise in states’ reliance on what Tim Maurer has called “cyber 
proxies”: “intermediaries that conduct or directly contribute to an offensive cyber action that is enabled 
knowingly, whether actively or passively.” Delegating tasks to cybercriminals and private firms helps 
states gain new capabilities and avoid responsibility for offensive operations, among other benefits. Tim 
Maurer, “Cyber Proxies and Their Implications for Liberal Democracies,” The Washington Quarterly 41, no. 2 
(2018), https://doi.org/10.1080/0163660X.2018.1485332.
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from physical-world criminal dealings, interactions on underground forums, 
or other channels? Is their relationship active, and if no longer, why? Finally, 
do their exchanges influence strategic planning? It would be useful to know 
whether actors on either side factor external partnerships into organizational 
decision-making. In the late 1990’s and early 2000’s, the Russian sociologist 
Vadim Volkov produced rigorous accounts of the ecosystem of “Violent 
Entrepreneurship in Post-Communist Russia.”189 The present moment calls 
for analogous work on computer crime in the 21st-century CIS.

Novel reporting on the governance of North Korea’s cyber environment 
would also be welcome. Public information on Pyongyang’s personnel 
management systems, for instance, is quite limited. How does the leadership 
determine cyber operators’ unit assignments? Do soldiers rotate placements 
or remain attached to the same group or tasking for long periods of time?190 
Does the North Korean cyber corps follow a clearly delineated organizational 
structure, or are unit boundaries deliberately kept blurry? These questions 
matter for better understanding the apparent overlap between different 
entities’ malware-development, infrastructure, and tactical resources. 
Finally, how does Pyongyang seek to manage its revenue streams from 
cyber activities? Not enough attention has been paid to North Korean petty 
cybercrime, which appeared well before the flashier operations targeting 
banks and cryptocurrency exchanges did. What priority do authorities 
assign to lower-end operations, like gaming and casino scams, and what 
factors influence their allocation of resources between financially motivated 
activities? A successful bank heist can bring in millions of dollars, but every 
major operation requires significant investments in planning, reconnaissance, 
and execution. A thwarted heist attempt may be quite costly. While petty 
e-crime operations yield less profit on an individual basis, they are more easily 
automated and brought to scale. Importantly, revenues from petty crime are 
more regular than those derived from major bank fraud, which are sporadic 
at best. It could be instructive for researchers to approach North Korea’s cyber 
program from the perspective of a chief executive officer, building on recent 

189 See Vadim Volkov, “Violent Entrepreneurship in Post-Communist Russia,” Europe-Asia Studies 51, no. 5 
(July 1999), https://www.jstor.org/stable/153859.

190 Besides the regime’s secrecy, the answers to these questions are complicated by the North Korean cyber 
program’s relative youth. No hackers recruited straight from Pyongyang’s development pipeline to con-
duct cybercrime have reached retirement, let alone middle age.
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work that applies creative new frameworks, like that of a family office, to the 
regime’s financial activities.191

The overlap between government-sponsored operations and non-state 
cybercrime presents an opportunity for enhanced collaboration between 
researchers in academia and the private sector. Just as the burgeoning 
availability of high-quality commercial satellite imagery has catalyzed new 
approaches to security research, the exceptional visibility threat-intelligence 
firms like CrowdStrike, FireEye, Kaspersky, Intel 471, BAE Systems, and 
Recorded Future possess lends itself to private-academic partnership in 
studying cyberspace.192 Those companies leverage proprietary technologies 
and special access gained through IR work and anti-virus telemetry, among 
other means, to cultivate robust datasets on global offensive cyber activity. 
BAE Systems’ discovery of overlapping TA505 and North Korean infections, 
for example, came in the course of an IR engagement. This empirical 
foundation can help researchers better understand adversary tactics, changing 
trends over time, nuances within chains of command, and much more. It also 
offers compelling material for case studies.193 Unfortunately, the academy has 
woefully underutilized the resources private threat-intelligence firms publish. 
Researchers would do well to rely more heavily on their reporting, which will 
require their home institutions to begin subscribing to threat-intelligence 
services as they do other academic databases.

191 See Min Hwang’s forthcoming Belfer Center report entitled “Wealth Management Solutions for the Kim 
Family Regime: Reimagining the Regime as a Family Office.”

192 Examples include the Center for Strategic and International Studies’ Beyond Parallel project (https://be-
yondparallel.csis.org/) and the Middlebury Institute of International Studies at Monterey’s work on Chinese 
nuclear silos. See Joby Warrick, “China Is Building More than 100 New Missile Silos in Its Western Desert, 
Analysts Say,” Washington Post, June 30, 2021, https://www.washingtonpost.com/national-security/china-
nuclear-missile-silos/2021/06/30/0fa8debc-d9c2-11eb-bb9e-70fda8c37057_story.html.

193 For more on useful materials available to scholars of cyberspace, and on the value of case studies of cyber 
operations, see Ben Buchanan, “Hackers Are Everywhere. Here’s How Scholars Can Find Them,” Lawfare, 
2020, https://www.lawfareblog.com/hackers-are-everywhere-heres-how-scholars-can-find-them.
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Conclusion
North Korean financially motivated cyber operations pose a serious and 
worsening challenge to international security. Their hunt for profits has 
inflicted billions of dollars of damage on victims across continents and 
industries, particularly since groups like APT38 emerged in the mid-2010’s. 
Their operations help the regime withstand sanctions and fund initiatives 
involving nuclear weapons, missile development, illicit procurement, and 
non-remunerative cyber operations. Considering North Korea’s past successes 
and talent development pipeline, the pace and scale of these intrusions will 
likely continue to grow.

Pyongyang’s revenue-generating operations merge elements of criminality 
and statecraft. Rather than pursuing hardened targets in adversary countries, 
the threat actors associated with APT38 and its sibling clusters often select 
victims opportunistically, focusing on vulnerable companies and financial 
institutions based in states with reduced capacities to defend against 
intrusions. They have designed malware specifically for bank environments 
and deployed ransomware onto the networks of big-game enterprises. They 
are probably active on Russian-language underground forums that offer 
access to knowledge, malware, compromised networks, and monetization 
services, and they even seem to have worked with elite CIS-based 
cybercriminal groups like TA505. In many respects, North Korean financially 
motivated hackers’ tactics, techniques, and procedures resemble those of 
non-state cybercriminals. At the same time, the leadership has endowed 
its cyber corps with resources e-crime groups cannot match. North Korea’s 
systematic program for generating illicit revenue through computerized theft 
and fraud appears unique among states – at least for now.

This problem demands special attention from researchers and policymakers 
alike. Beyond harming victims and undermining the sanctions regime, North 
Korea’s financially motivated threat actors have pioneered a transferable 
model for other countries pursuing malign ends. “Most concerningly,” 
researchers at Recorded Future have written, it “can serve as an example for 
other financially isolated nations, such as Venezuela, Iran, or Syria, for how 
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to use the internet to circumvent sanctions.”194 As advanced hacking tools 
and knowledge diffuse to more actors, especially to non-state corporations 
and criminals, sophisticated cyber capabilities have become more accessible 
than ever before. It is inevitable that other rogue states will launch their own 
versions of Pyongyang’s revenue-generation scheme, if they have not done 
so already. Mitigating the challenges North Korean financially motivated 
hackers pose to international security, both as threat actors and as sources 
of inspiration, will require sustained investment in building a stronger 
understanding of their strategies and behaviors.

194 How North Korea Revolutionized the Internet as a Tool for Rogue Regimes, 1.
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