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A computer code is seen on displays in the office of Global Cyber Security Company Group-IB

in Moscow, Russia, Wednesday, Oct. 25, 2017. A new strain of malicious software has paralyzed
computers at a Ukrainian airport, the Ukrainian capital’s subway and at some independent Russian
media. Moscow-based Global Cyber Security Company Group-IB said in a statement Wednesday

the ransomware called BadRabbit also tried to penetrate the computers of major Russian banks but
failed. None of the banks has reported any attacks. (AP Photo/Pavel Golovkin)
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Executive Summary

In an interconnected world, cyberattacks are becoming more frequent
and sophisticated. Building resilience against this asymmetric threat is
critical for countries to protect their economies, critical infrastructure, and
democratic institutions. However, cyberattacks do not respect borders,
and no country can address this threat alone. The strength and longevity
of the transatlantic partnership between the EU and the U.S. presents a
unique opportunity to address this strategic threat through international
cooperation. Through an analysis of cyberwarfare in the ongoing war

in Ukraine, this paper proposes policy recommendations to enhance
transatlantic coordination and cooperation against current and future
adversaries in a new era of strategic competition. Ultimately, a stronger
transatlantic partnership is critical for protecting international democratic
norms, building resilience against cyber threats, and strengthening global

security and stability.

This paper addresses and presents policy recommendations for two

significant challenges:

o Challenge 1: Curtailing Russia’s ability to support war ambitions in

Ukraine

o Challenge 2: Defending the transatlantic partners against the

Chinese cyberwarfare threat

A Transatlantic Approach: This paper views these two challenges

through the lens of the transatlantic partnership. As the geopolitical

threat landscape has evolved in the 21% century, the transatlantic alliance

is entering a new decisive era that could determine the future of global
security and norms in cyberspace. The ongoing war in Ukraine has put
significant pressure and elevated the importance of the transatlantic
alliance to respond to Russia’s blatant violation of international norms and
human rights abuses. It has become clear that the U.S. and EU leaders must
continue to work together to address threats to global stability, including
the proliferation of cyberattacks as part of Russia’s strategy in Ukraine, and

China’s efforts to undermine international democratic norms and alliances.

Belfer Center for Science and International Affairs | Harvard Kennedy School



The new threats emerging from the increase in gray zone warfare from adversaries
demonstrates how the relationship between the U.S. and the EU is even more
essential for addressing threats that do not respect borders and have significant

global implications.

Challenge 1: Curtailing Russia’s ability to support war ambitions
in Ukraine

For decades, Russia has used cyberattacks to destabilize the global community.
Since the illegal annexation of Crimea in 2014, these attacks have grown in
frequency, scale, and impact.! As one prominent example, U.S. Intelligence
findings attribute the cyber-enabled spreading of disinformation and
state-sponsored interference in the 2016 Presidential Elections to Russia.? Given
the ongoing war in Ukraine and the potential role that cyberwarfare could play
in advancing the Kremlin’s territorial ambitions, further analysis of destructive

capability and deterrence best practices are required.

Challenge 2: Defending the transatlantic partners against the
Chinese cyberwarfare threat

While Russia remains an immediate threat to stability and security in cyberspace,
the U.S. Department of Defense has described China as the “pacing” and primary
long-term strategic threat for the EU and U.S. This means “that China is the only
country that can pose a systemic challenge to the United States [...] economically,
technologically, politically and militarily”® Recognizing that Russia’s relative global
power is declining in the medium- to long-term, understanding and leveraging
best practices for transatlantic coordination from the ongoing war in Ukraine will

be critical for addressing the strategic threat of Chinese cyber capabilities.

Policy Recommendations

This research aims to provide a starting point for proposing policy solutions for
effective transatlantic cyber defense cooperation against common adversaries,
most notably Russia and China. Together, the EU and U.S. can foster conditions

for limiting the destructive impact of cyber-attacks in future conflicts and in a new

1 Westby, J. (2020, December 20). Russia Has Carried Out 20-Years Of Cyber Attacks That Call for International Response.

2 U.S: Senate Select Committee on Intelligence (2018, May 8). Senate Intel Committee Releases Unclassified 1st Installment
in Russia Report, Updated Recommendations on Election Security

3 Garamone, J. (2021, June 2). Official Talks DOD Policy Role in Chinese Pacing Threat, Integrated Deterrence
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era of strategic competition. Collectively, the recommendations that this report
advances will be critical for building a stronger transatlantic partnership to build
resiliency against cyber threats, protect democratic norms, and strengthen global

security and stability.

Recommendations: Curtailing Russia’s ability to support war
ambitions in Ukraine through cyber

o The European Commission and the U.S. government should:

a. Formulate more far-reaching, coordinated requirements for

social media companies to battle Russian disinformation;

b. Incentivize Western media to increase focus on detailing the

horrors of war;

c. Facilitate the creation of an international body that
institutionalizes big tech cyber support with help of the State
Department’s Bureau of Cyberspace and Digital Policy and its

Bureau of International Organizations;

d. Create a task force for deeper intelligence sharing between
the European Union Agency for Cybersecurity (ENISA) and
Cybersecurity & Infrastructure Security Agency (CISA).

o The Ukrainian government should:

a. Support eastern Ukrainian media outlets with financial
and political incentives that disincentivize the spreading of

disinformation;

b. Focus immediate action on better coordinating hacktivist groups

and emphasize the rejection of counter-attacks;

c. Lead the movement for an international organization
institutionalizing big tech support and providing in-kind cyber

support for governments under attack;

d. Encourage the build-up of in-house cyber defense of private and

public entities;

Belfer Center for Science and International Affairs | Harvard Kennedy School



Focus longer-term action on mandates requiring minimum

cybersecurity standards for public and private entities;

Re-construct an electricity grid whose design is less vulnerable to

cyberattacks.

Recommendations: Defending the transatlantic partners against
Chinese cyberwarfare

o The European Commission and the U.S. government should:

a.

Establish transatlantic cyber liaison roles, introduce and expand
personnel and cyber workforce exchange, and align critical
infrastructure cybersecurity standards through the U.S.-EU Trade
and Technology Council (TTC);

Institutionalize public-private partnerships and collaboration by
facilitating transatlantic information sharing and analysis centers
(ISACs), prioritizing private sector information sharing, and

creating joint responses to Chinese cyber espionage;

Create an EU-U.S. cyber capabilities fund to support cyber and

internet capacity building in developing countries;

Launch an awareness campaign about the importance of
international norms in cyberspace and support the creation of
dedicated norms-building mechanisms by empowering efforts
like the Paris Call and OECD Global Forum on Technology;

Coordinate technical standards-based policy and regulation

by engaging the U.S. in the creation of the EU’s Cybersecurity
Certification Commission and establishing a transatlantic working
group with ENISA.
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Introduction

Since the 2014 annexation of Crimea, Ukraine has been at the forefront of
Russian cyberattacks. These have created real-world impacts, including disrupting
electricity, and heating supply, and limiting information access. Since the full-scale
invasion of Ukraine, Russian cyberattacks have been a constant feature. The
combination of such attacks with missile strikes can have a detrimental impact

on already dire living conditions and morale. Although no “big bang” destructive
cyber efforts have been successfully rolled out, it is the multitude of attacks and
their consequences accompanying military operations that haunt Ukraine. Given
potential for more far-reaching attacks, it is pivotal that the EU and the U.S. learn

from Ukraine’s experience and shield their infrastructure.

This paper also seeks to address long-term challenges arising from other powers
with well-developed cyber capabilities like China. As a “pacing threat” for
international democratic norms, any transatlantic attempt to address cyberwarfare
must address the long-term risks arising from China’s rapidly growing cyber
capabilities.* Given strong political will to respond to China’s influence, there

are several ways in which the transatlantic partners can improve their cyber
cooperation. Strategic coordination is critical for maintaining U.S. and EU
leadership in cyberspace and reducing China’s ability to use cyber as an effective

tool of hybrid warfare in a possible great power conflict.

Although conventional wisdom considers cyberwarfare mostly absent from
Russia’s war strategy,” the authors argue the Kremlin attempts to leverage it to
further its expansionist agenda and influence public opinion.® However, Russia’s
performance in cyberspace is just as disappointing as its battlefield performance.
Policymakers should not assume that cyberwarfare will represent the most
effective future war capability because if effective defenses are built, cyberwarfare

3
won't shape war outcomes.

4 Garamone, J. (2021, June 2).

5 Menn, J., Timberg, C. (2022, February 28). The dire predictions about a Russian cyber onslaught haven’t come true in
Ukraine. At least not yet.; Russia Matters (2022, May 4). Why Hasn’t Russia Unleashed “Cybergeddon” in Its War on
Ukraine?.; Maj Gen PK Mallick, VSM (2022). Decoding Russia’s “Missing” Cyberwar Amid War in Ukraine; Carvin, S. (2022,
September 22). Is Ukraine the Cyberwar That Wasn’t

6 Although disinformation campaigns represent a larger issue than just one related to cyber warfare, the authors refer to
them whenever they are cyber-enabled. The authors recognize that tackling issues arising from disinformation require
more than just cyber approaches.
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Background

Russian Cyberattacks on Ukraine
Prior to the Full-Scale Invasion

Information operations and disinformation, alongside cyber operations, play a

key role in Russian attempts to discredit Ukraine’s sovereignty and its government.
Russia has long-used gray zone tactics (i.e. tactics that fall “in between routine
statecraft and direct and open warfare,” even prior to its full-scale invasion of
Ukraine).” Ukraine has been one of the most popular targets of Russia’s cyberattacks.
Since at least May 2014, many of Ukraines critical infrastructure industries,
including electricity providers, railway operators, broadcasters, and energy
companies, as well as regional governments, were targets of Russian hacking. Often,
these attacks were launched in support of Russian-backed separatists in eastern

Ukraine, who led war efforts against Ukraine since 2014.8

An example illustrating the severity of these incidents provides a December 2015
attack on Ukraine’s electric grid. This attack left parts of the country without

power for several days.® Given the timing of the attack during a cold winter, it

is evident that Russia’s intention was to instill fear in the civilian population and

that the attackers were willing to risk the loss of human life. Another intention

the alleged Russian interference with the 2014 and 2019 Ukrainian elections
exemplifies, appears to be political destabilization. As a result of these cyberattacks,
the Ukrainian Central Election Commission was compromised in 2014. In 2019,
attempts at compromising the Commission failed, but disinformation was spread
through social media, and then-presidential candidate Zelensky’s official website was

temporarily sent offline.!?

Russia’s mastery of gray zone tactics can be exemplified through the 2017 NotPetya
malware attack. The attack mainly targeted the Ukrainian private sector and the
country’s government with a commonly used tax software, which spread malware

and led to data destruction.!! The attack spread across Europe, the Americas, and

7 CSIS International Security Program (2019, July 8). By Other Means: Campaigning in the Gray Zone.

8 Geers, K. (2020). Case Study: Defending Democracy in Ukraine. In Alliance Power for Cybersecurity, 11-16.
9 Gordon, S., Rosenbach, E. (2021, December 14).

10 Geers, K. (2020).

11 Council on Foreign Relations (n.d.). NotPetya.
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Asia, causing more than $10 billion USD in economic damages globally.! It crippled
multinational companies with nine-figure costs, and even spread back to Russia,
hitting the state-owned oil company Rosneft. Although multiple transatlantic
partners attributed the attack to Russian state-sponsored actors, the Russian
government denied the accusations. It has since been undeterred by international
condemnation concerning its aggression in cyberspace.'®> Given the widespread
nature of the attack, NotPetya demonstrates the urgency for stronger transatlantic
cyber capabilities for rapidly and effectively responding to cyberattacks from rogue

actors like Russia.

Prior to the full-scale invasion, Russian Between October and
attackers focused on military and December 2016 alone,
strategically important targets such as Ukraine witnessed over
facilities for military equipment. The 6,500 cyberattacks on

36 targets, most of them
associated with Russia’s
intelligence agency.

destruction of these targets had the
potential to reduce short-term Ukrainian
military capability. This was illustrated with
attacks aimed at Ukrainian Army Rocket Forces and Artillery, which caused the
destruction of 80% of Ukrainian D-30 long-range Howitzers. Attackers developed
an application through which intelligence analysts could gain access to Ukrainian
military communications. This allowed them to identify the whereabouts of artillery
and other equipment, while reducing targeting time per D-30 to under 15 seconds.!*
Apart from the severity, political sensitivity, and strategic targeting of some attacks, it
is the sheer amount of Russian-led cyber intrusions that stand out. Between October
and December 2016 alone, Ukraine witnessed over 6,500 cyberattacks on 36 targets,

most of them associated with Russia’s intelligence agency.

12 Reuters (2018, February 15). White House blames Russia for ‘reckless’ NotPetya cyber attack.
13 Council on Foreign Relations (n.d.). NotPetya.

14 Seward, S. J. (2018). Cyberwarfare in the Tactical Battlespace: An Intelligence Officer’sPerspective. Fort Benning: US
Army Fort Benning and the Maneuver Center of Excellence.
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The Evolution of the EU’s
Cybersecurity Landscape

Since most of the EU cyber infrastructure and strategy was established in the last
decade, the focus of this section lies on analyzing the EU’s efforts in cyberspace,
including its policies, institutions, and challenges. While NATO plays a critical role
in defining the transatlantic relationship, there is a lot to be learned about building

a more secure, stable, and integrated cyberspace through EU-U.S. coordination.
NATO inherently lends itself to close coordination given the U.S. leadership role
and definition of cyber as the “new frontier of Democratic Self-Defense”!> However,
building closer ties and strategic coordination between the EU and U.S. beyond
NATO presents novel hurdles.

The EU made significant strides in building cyber strategy in recent years,
remedying a historic lack of institutional and strategic direction in the sphere.
Before the EU committed to centralizing cybersecurity and creating an institutional
infrastructure in the 2010s, cybersecurity-related matters were the responsibility of
each member state. Given its membership model, the EU also must overcome the
unique challenges of equalizing cyber capabilities and resiliency across different

member states that have disparate capabilities, and that face different threats.

The EU created its first cybersecurity strategy in 2013. Since the EU General Data
Protection Regulation (GDPR) came into being in 2018, the regulations targeting
technology and cybersecurity increased, with key milestones being the passing of
various acts. Among them are the Network and Information Systems Directives 1.0
and 2.0 (NIS1 and NIS2), the 2019 Cybersecurity Act, the 2022 Data Governance Act,

and the proposed Cyber Resilience Act.!®

In 2020, the European Commission presented the EU’s latest Cybersecurity Strategy.
This strategy focuses on: 1) resilience, technological sovereignty, and leadership; 2)

operational capacity to prevent, deter and respond; and 3) cooperation to advance

15 Zabierek, L. (2022). The New Frontier of Democratic Self-Defense

16 NIST1and NIS2 are EU-wide pieces of legislation that aim to achieve a high level of cybersecurity across EU member
states. The Cybersecurity Act is a regulation that gave the EU’s cybersecurity agency ENISA a permanent mandate
and that introduced a uniform European certification framework for information and communication technology
products, services, and processes. The EU’s 2022 Data Governance Act aims to increase trust in data sharing, improve
its availability and support the creation of common European data spaces. The Cyber Resilience Act, which still needs to
be passed, proposes to impose cybersecurity obligations on all products with digital elements that want to enter the EU
market.
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a global and open cyberspace.!” The strategy aims to address the legacy of the
membership model and prioritizes building collective capabilities for more robust
cyberattack responses. It highlights the importance of partnerships to ensure stability
in cyberspace and emphasizes the EU’s leadership ambition in cyber standard
setting. Through this strategy, the European Commission charted a path for deeper

integration related to cybersecurity.

The strategy recognizes that the EU ecosystem does not have a centralized
mechanism for cybersecurity communities to coordinate. To address this, the EU
will create the Joint Cyber Unit (JCU). Once operational, it will bring civilians, law
enforcement, diplomatic, and cyber defense communities together to prevent,
deter and respond to cyberattacks. With a mission built on partnership, the JCU

represents opportunities for transatlantic engagement.!8

To strengthen the EU’s cybersecurity ecosystem, the European Cybersecurity
Competence Centre (ECCC) was established in 2021. The ECCC facilitates
coordination between EU member states’ national cybersecurity competence centers
(NCC)." The Centre’s core responsibility is to coordinate cybersecurity research
and innovation. It also centralizes EU investment in cybersecurity research and

development.

The ENISA remains a central feature of the EU’s cybersecurity landscape. ENISA
was created in 2004, and its responsibilities continue to grow as the EU prioritizes
cybersecurity, given the multitude of hostile cyber actions of Russia and China.
The 2019 EU Cybersecurity Act, greatly strengthens the role of ENISA by giving it
a permanent mandate. Prior to 2019, ENISA had a fixed-term mandate and was
described as a “small agency with a low budget and staff compared to [other] EU
agencies.”?? Today, ENISA has a stronger mandate for operational cooperation and

crisis management.

ENISA will be in charge of implementing the NIS2 Directive, which provides a legal

framework associated with the mandate to strengthen overall EU-level cybersecurity.

17 European Commission (2022, June 7a). The Cybersecurity Strategy.
18 European Commission (2022, June 7b). Joint Cyber Unit
19 European Cybersecurity Competence Centre and Network (n.d.). About us.

20European Commission (2017, September 13). Proposal for a Regulation of the European Parliament and of the
Council on ENISA , the “EU Cybersecurity Agency”, and repealing Regulation (EU) 526/2013, and on Information and
Communication Technology cybersecurity certification (“Cybersecurity Act”).
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The NIS2 Directive mandates a high common level of cybersecurity across the EU,
with requirements for member states’ preparedness, cooperation and information
sharing through new “cooperation groups’, and higher security standards for critical

infrastructure and essential services.?!

ENISA is the central agency for the ongoing EU-wide certification framework.
Outlined in the Cybersecurity Act, this framework will be the first EU-wide
cybersecurity certificate to limit risks posed by fragmentation between member
states. Not only does the framework represent historic progress toward standardizing
cyber measures, but it will also provide guidance to international businesses.
However, the EU still needs to increase its response capacity to growing threats.
ENISA is responsible for “achieving a high common level of cybersecurity across

Europe’;,??

but only has a staff of about 100 people. The U.S. can play an important
role in helping the EU expand its cyber workforce, and ENISA is a key player for

driving collaboration.

21 European Commission (2023, January 16). Directive on measures for a high common level of cybersecurity across the
Union (NIS2 Directive).

22 ENISA (2023). Supporting Policy Developments to Achieve a High Common Level of Cybersecurity.
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Organization Roles and Duties

European Union Agency for
Cybersecurity (ENISA)23

* Assists the European Commission and EU members in meeting
requirements of the NIS Directives by sharing information,best
practices, and raising awareness

» Establishes an EU-wide cybersecurity certification framework

» Supports coordination of the EU response in the case of large
scale, cross-border cyberattacks

European Union Military Staff
(EUMS)24

» Supports development of cyber defense capability of member
states to ensure protection in military operations

European Cybercrime Centre
at Europol (EC3)%5

» Strengthens law enforcement responses to cybercrimes

 Functions as central hub for criminal information and intelligence,
supporting criminal investigations

* Raises awareness of cyber crimes

Computer and Emergency
Response Team (CERT-EU)26

* Hosted within the Directorate-General for Informatics of the
European Commission

» Comprises information technology experts from EU bodies to
share information, coordinate responses, and provide operational
assistance

European Cybersecurity
Competence Centre (ECCC)?7

» Established to move implementation of the EU’s Cybersecurity
Strategy along

» Facilitates coordination between EU member states’ national
cybersecurity competence centers (NCC)

» Core responsibility is to coordinate EU- cybersecurity research
and innovation

European Joint Cyber Unit28

* Aims to counter legacy of the EU’s membership model on
cybersecurity coordination and to complete commitment to
collective cyber efforts

» Will bring together civilians, law-enforcement, diplomatic, and
cyber defense communities to prevent, deter and respond to
cyberattacks

» Set to be operational by June 2023

Stakeholder Cybersecurity
Certification Group?®

* Will be responsible for advising the Commission and ENISA
on strategic issues regarding cybersecurity certification, and
assisting the Commission in the preparation of the Union rolling
work programme

* First stakeholder expert group for cybersecurity certification in
EU

23 ENISA (2023).

24 European Union External Action Service (2022, January 24). The European Union Military Staff.

25 Europol (2022, March 1). European Cybercrime Centre - EC3.

26 CERT-EU (2023). About us.

27 European Cybersecurity Competence Centre (n.d.).

28 European Commission (2022, June 7b).

29 European Commission (2022, December 19). Stakeholder Cybersecurity Certification Group.
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Evolution of EU-U.S. Cyber Coordination

With the rapid growth of global and hybrid threats, the U.S. and EU have
committed to a resilient and strong cybersecurity partnership that prioritizes “an
open, interoperable, secure, and reliable internet; and stability in cyberspace.”*°

The partnership has been functional and normative, seeking to address joint
vulnerabilities through cooperation, while committing to shared values and

norms in cyberspace. Over the last decade, EU and U.S. principles converged on
international cooperation, coordination with the private sector, balancing security,
and fundamental human rights, and protecting the multi-stakeholder model of
internet governance. These shared values were developed through bilateral and
multilateral coordination. However, there have been policy differences on standards,
privacy, and engagement with China’s expansive telecommunications infrastructure
efforts that have presented coordination challenges. Even with these differences,
shared norms, principles, and regulatory frameworks help shape a common

transatlantic cybersecurity identity.?!

Established in 2010, the U.S.-EU Working Group on Cybersecurity and Cybercrime
represents one of the first signals toward joint strategic coordination between the
U.S. and EU. As the first transatlantic dialogue format, it addresses challenges related
to cybercrime and cybersecurity and attempts to align standards while fostering
cooperation. Since the launch of the working group, the U.S. and the EU elevated
cybersecurity as a key issue in their bilateral relationship. The close links between
the U.S. and EU economies have driven the prioritization of establishing shared
cybersecurity standards, and interoperability of digital systems and platforms in key

sectors.

The Biden administration has made strong commitments to a renewal of the
transatlantic partnership and closer cooperation on cybersecurity, after a distancing
during the Trump administration. In 2022, the Biden administration established the
Bureau of Cyberspace and Digital Policy at the State Department. Since the Bureau’s
creation, efforts to support Ukraine’s cyber defense are closely coordinated with the
EU.*? Held in December 2022, the Third TTC Ministerial Meeting and the eighth

EU-U.S. Cyber Dialogue represent the most recent formal signaling of the continued

30U.S. Department of State (2022, December 21). The 2022 U.S.-EU Cyber Dialogue.

31 Anagnostakis, D. (2021) The European Union-United States cybersecurity relationship: a transatlantic functional
cooperation.

32 U.S. Department of State (2022, May 10). U.S. Support for Connectivity and Cybersecurity in Ukraine.
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collaboration on cyber threats. For the U.S. and EU, it is critical infrastructure

security that is especially important. The U.S. and EU have also elevated support of

Ukraine as a cornerstone of ongoing cybersecurity coordination.

In a joint statement from March 2022,
Commission President von der Leyen and
President Biden committed to “advancing
our cooperation on cybersecurity through
a variety of actions, from supporting the
government of Ukraine on cyber resilience
and cyber defense to aiming to combat the
abuse of virtual currency.”?®> Additionally,
the new 2023 U.S. National Cybersecurity
Strategy, stresses American commitment

to leverage international partnerships on

In a joint statement from
March 2022, Commission
President von der Leyen
and President Biden
committed to “advancing
our cooperation on
cybersecurity through

a variety of actions,
from supporting the
government of Ukraine
on cyber resilience and
cyber defense to aiming

to combat the abuse

cyber and to develop new, collaborative _
of virtual currency.”

law enforcement mechanisms. The strategy
highlights strong support of models like the
European Cybercrime Centre, which has been vital to modernize legal frameworks,

train law enforcement, and collaborate with private sector partners.3*

The U.S. and EU have also shown unity in shaping global cybersecurity standards
within multilateral forums. Leaders from both sides recognize that their combined

diplomatic and economic influence can lead to more effective norm-building. This

understanding dates back to at least 2001, when the U.S. supported the promotion of

the Council of Europe’s Budapest Convention, one of the early landmark agreements
on cybercrime and capacity building.>> The U.S. and EU built on this Convention
to promote common risk management criteria for the protection of critical digital

infrastructure and global public-private partnerships.

On the international stage, the EU and U.S. have been close allies in condemning
Russia and China’s norms violations in cyberspace, and in advocating for a free
and open internet. In 2021, the U.S. and EU co-sponsored a UN General Assembly

resolution on “Advancing responsible state behavior in cyberspace in the context of

33 European Commission (2022, March 24). Joint Statement by President von der Leyen and President Biden.
34 The White House (2023, March 1). National Cybersecurity Strategy.
35 Council of Europe (2001). The Budapest Convention (ETS no. 185) and its Protocols.
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international security,” which called for greater cooperation between states and the
private sector to enhance cybersecurity. Both the EU and U.S. also support the work
of the UN Group of Governmental Experts and the UN Open-Ended Working Group

on producing norms for responsible state behavior in cyberspace.>®

However, there have been significant divides in the U.S. and EU approaches to
cybersecurity policy and internet governance. Although both share concerns about
the threats posed by malicious actors in cyberspace and addressing digital risks

and opportunities, the EU tends to prioritize regulation while the U.S. prioritizes
innovation. As such, the EU has been more aggressive in enacting policies on privacy,
antitrust, and digital taxation. In 2016, the EU enacted its historic General Data
Protection Regulation (GDPR) law, which provides citizens with greater control over
personal data. GDPR has far-reaching implications for U.S. citizens and companies,
which many U.S. policymakers perceive as an overreach that constrains innovation
outside the EU. The EU is also working on developing a digital tax, which would be
determined on a company’s EU revenue. However, this initiative has faced resistance

from the U.S. based on arguments that it would unfairly target American companies.

In contrast to the EU’s governance efforts, the U.S. has been more focused on the
national security implications of new emerging technologies, such as artificial
intelligence and 5G. In particular, addressing China’s involvement in 5G networks and
critical telecommunications infrastructure has been a source of tension between the
U.S. and its EU partners. During the previous administration, former U.S. President
Trump threatened to stop sharing intelligence with European partners should they
continue using Huawei as the provider of their telecommunication needs. While
aggressive, this hard-handed approach to 5G was successful, insofar as many EU
member states placed restrictions on the use of Huawei-provided telecom networks.>”
The Biden administration maintains the ban on American companies working

with Huawei, and continues to push allies to choose alternative telecommunication
companies. U.S. efforts have led to more far-reaching European measures to protect
communication infrastructure from Chinese influence, although the debate over

the reliance on Huawei created a significant point of tension in the transatlantic

relationship.

36 Council on Foreign Relations (2022). Confronting Reality in Cyberspace: Foreign Policy for a Fragmented Internet.

37 Scott, M. (2021, February 4). How Trump Won Over Europe on 5G.
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These divergent priorities and approaches may limit the effectiveness of transatlantic
cooperation on tech policy, although both regions recognize the need to work together
to address the challenges of the digital age. The EU and the U.S. continue to face a similar
cyber threat landscape, and as a result, cyber capacity building through bilateral and
multilateral means is central to EU-U.S. coordination. Key aspects of capacity building
include situational awareness and information sharing, in addition to joint support

on technical, operational, and political crisis management.*8 To this end, the EU and

U.S. conduct joint cyber tabletop exercises to better coordinate capacity building and
strengthen resiliency. However, the evolving threat landscape demands iteration of

capability building.

Policy Challenge 1: Curtailing
Russia’s Ability to Support
War Ambitions in Ukraine

To grasp the role of cyberwarfare in the Ukraine War, it is important to understand

the Kremlin's aims and tools.>® The actors behind these cyberattacks are thought to be
Russian government-affiliated groups, pro-Kremlin hacktivists, and directly or indirectly
Kremlin-funded entities.*® As of late 2022, hacktivist groups account for the majority

of incidents targeting Ukraine, estimated to be responsible for 91.4% of all recorded
cyberattacks.*! Recognizing the covert nature of many cyber operations, it is often hard
to reliably attribute cyberattacks. For simplification, attacks referenced in this paper will
be considered Kremlin-related. They fall into two areas of gray zone tactics, namely into
cyber-enabled information operations and cyber operations. In the first area lies the
spreading of disinformation. In the second area lie three additional tools: dismantling

public and private software, espionage, and destroying critical infrastructure.

38 European Commission (2022, December 16). Cybersecurity: EU holds 8th dialogue with the United States.

39 Although Russia’s cyberwarfare tactics are employed internationally to shape perception of the country’s war in Ukraine
favorably, and to discredit the Ukrainian government, this analysis focuses on what happened within Ukraine. It will not provide

a discussion of the Kremlin’s domestic efforts to prevent civilian upheaval and ensure support of the war. Although the focus lies
on what has happened to Ukraine’s cyber infrastructure as a result of Russian attacks and breaches, Russian “retaliatory” actions

against the transatlantic partners that support Ukraine will be considered part of the Russian cyber toolkit.
40 Sabbagh, D. (2023, January 19). Cyber-attacks have tripled in past year, says Ukraine’s cybersecurity agency.

41 CyberPeace Institute (2023). Cyber Dimension of the Armed Conflict in Ukraine. Quarterly Analysis Report Q4 from October to
December 2022.
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Information Operations

Tool 1: Cyber-Enabled Disinformation.

The weeks leading up to the invasion were characterized by Russian attempts

to take control of the narrative in the international press. This state-controlled
disinformation campaign focused on domestic stakeholders, neighboring countries,
and other global players with the goal of influencing public opinion favorably and
pre-empting major sanctions. The Kremlin aims to portray Ukraine and NATO

as the aggressors, which is divorced from the brutal reality of Russian aggression

in Ukraine. However, with the help of cyber tools, Russia is spreading assertions
suggesting that Ukraine provoked Russian aggression by committing atrocities

and even genocide in the Donbas.*? This blame-shifting narrative continues to be
promoted in cyberspace and co-exists alongside the kinetic war effort. Other false
narratives the Russian government pushes include that Ukraine resells Western
weapons, that Russian massacres like in Bucha are staged,*® or that Nazi ideology

is a key feature of Ukrainian life.** The Kremlin’s goal appears to be to undermine
Ukraine on all fronts, including harming morale, international trust, and financial,
and military support. Some cyber tools that Russia employs to achieve this goal
include deep fakes featuring Ukrainian leaders, disinformation, falsified imagery or

documents, and fact-checking groups defending Russian crimes.**

In the case of Ukrainian audiences, there More than 85% of Ukrainian
is limited belief in Russian disinformation. respondents oppose any
Immediately after the outbreak of the territorial concessions -

a figure consistent with

war, record numbers of civilians, many _
pre-war sentiments.

without military experience, stepped up to
defend their country - by taking up arms, or by protesting occupation, as seen in
March 2022 in Kherson.*® This attitude seems prevalent among Ukrainians of all

generations, with people across age groups joining Ukraine’s defense.*” Evidence

42 Delegation of the European Union to the PRC (2022, March 18). Disinformation About Russia’s invasion ofUkraine -
Debunking Seven Myths spread by Russia.

43 Atlantic Council (2023). Undermining Ukraine: How the Kremlin Employs Information Operations to Erode Global
Confidence in Ukraine.

44 OECD (2022, November 3). Disinformation and Russia’s war of aggression against Ukraine: Threats and governance
responses.

45 Atlantic Council (2023).
46 BBC News (2022, March 5). War in Ukraine: Thousands march in Kherson against occupiers.

47 Erlich, A., Garner, C. (2023). Is pro-Kremlin Disinformation Effective? Evidence from Ukraine.
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supporting this perception includes a December 2022 survey that identified that
more than 85% of Ukrainian respondents oppose any territorial concessions - a

figure consistent with pre-war sentiments.*®

However, there is one important caveat: the differing perception of ethnic Russians
with Ukrainian citizenship. Although research from 2021 featuring a culturally
diverse group of Ukrainians confirms the perception that the average Ukrainian can
distinguish Russian disinformation from truth, the same study also found ethnic
Russians are more likely to believe Russian disinformation.*® Anecdotal evidence
from eastern Ukrainian cities like Lysychansk, which are increasingly isolated from
Western media and constantly under fire, supports this finding. There, a growing
number of residents believe Russian propaganda that shifts the blame for shelling on
Ukraine.”®

While the focus lies on Russian cyber efforts against Ukraine, the impact of the
Kremlins information operations on third-party countries’ perception necessitates
discussion. Mainstream Western media has, for the most part, contributed to

public rejection of Russian narratives as justifications for the unlawful invasion

of Ukraine. The exception are groups of far-left and far-right wing politicians and
news outlets in countries like Bulgaria, Czech Republic, Germany, or Slovakia,
which are calling for an end of direct military support of Ukraine. These groups

also advocate for a diplomatic solution benefitting Russia.>! Otherwise, it is the
combination of far-reaching sanctions that de-facto exclude Russia from the Western
economic system, and unprecedented military support of the EU and NATO that
reinforce this argument. Although Russia continues to target Western audiences with
disinformation, as evident in hacktivists’ breaching of influential Polish social media
accounts to spread falsehoods about a made-up Polish plan to send back refugees,

they have limited success.>?

In the Global South, public opinion seems to be on the Ukrainian side in principle.
This becomes evident when considering that an overwhelming majority of 141 UN

members voted in favor of a resolution condemning the invasion and demanding

48 Fivenson, A., Petrenko, G., Vichova, V., PoleScuk, A. (2023). Shielding Democracy: Civil Society Adaptations to Kremlin
Disinformation about Ukraine.

49 Erlich, A. & Garner, C. (2023).
50 Gibbons-Neff, T., Yermak, N. (2022, June 17). Russian Breached This City, Not With Troops, but Propaganda.

51 Olterman, P. (2023, February 24). Leaders of German left condemn “peace rally” over far-right involvement.; France24
(2023, March 13). Ukraine war fears give eastern Europe’s populists new ammo.

52 Atlantic Council (2023).
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immediate Russian withdrawal from Ukraine, both directly after the beginning of
the invasion and one year into it.>> However, support in principle does not imply

support in practice. It also does not mean that Russian disinformation is ineffective.

Powerful examples of diverging practices include former Soviet Republics Armenia,
Kazakhstan, and Uzbekistan, which abstained and witnessed a significant increase
in exports to Russia following the invasion. India, the largest democracy on earth
which also abstained, continues to uphold far-reaching trade relations with Russia
and has even scaled up its oil imports. Brazil, Costa Rica, and Turkey, which voted
in favor of the resolutions, likewise saw an increase in exports to Russia. It is also
through third-party countries in non-compliance with international sanctions

that Russia can exploit loopholes and shield its economy from the full force of

sanctions.”*

When it comes to China, the picture looks even worse. China has not just been
receptive to Russian disinformation, but its government is also actively supporting
the Kremlin’s effort to make people around the world believe that not Russia, but
NATO is the aggressor. According to U.S. intelligence, China does so by spending

billions of dollars globally, much of it on cyber operations.>

Addressing Russian Information Operations

Many Ukrainian and Western policy responses to Russian cyber operations proved
successful and Ukrainian narrative power seems for the most part unharmed by
Russian disinformation. Recognizing that cyberattacks can be particularly effective
when aimed at influencing public opinion, the challenge for the Russians is that the
Ukrainian government gained control of the narrative early on. This is largely due to
the American intelligence communities’ repeated warnings about Russian military
build-up, which helped debunk the Russian narrative and contributed to swift
Western support for Ukraine.”® It is also due to the Ukrainian governments ability
to use social media as an effective tool to communicate directly with the world and

the country’s citizens. This ability exists alongside the determination of leaders across

53 UN General Assembly (2022, March 2). Resolution adopted by the General Assembly on 2 March 2022 - Aggression
against Ukraine.; UN News (2023, February 23). UN General Assembly calls for immediate end to war in Ukraine.

54 Holder, J., Leatherby, L., Troianovski, A., Cai, W. (2023, February 23). The West Tried to Isolate Russia. It Didn’t Work.
55 Wintour, P. (2023, February 28). China spends billions on pro-Russia disinformation, US special envoy says.

56 Nye, J. S., Jr. (2022, June 15). Eight Lessons from the Ukraine War. New York: Project Syndicate.
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government levels to keep up the fight, which hinders Russia’s ability to win hearts

and minds.

Other factors that contribute to reducing the threat of Russian disinformation

are pre-existing domestic efforts in Ukraine to strengthen the media landscape
through professionalization reforms, and legislation mandating the disclosure of
media ownership. There are also projects aimed at increasing the role of local news
outlets that were helpful.>” One of the targeted responses to Russian disinformation
campaigns is fact checking on Telegram and Twitter through the newly established
Center on Countering Disinformation (CCD). Established by presidential decree as
part of the National Security and Defense Council of Ukraine, the CCD provides
the public with examples of false content alongside information about military
developments.® It also provides background on how disinformation strategies are
designed to manipulate audiences and thereby helps improve media literacy - a
key tool to fight disinformation at its roots. It is also the governments’ attention

to social media and its hands-on approach to managing the digital space through
tools like the Ministry of Digital Transformation’s chat bot on Telegram, that has
proven effective. This chat bot provides users with the opportunity to send primary
information through videos or locations of Russian troops, and helps support

Ukrainian intelligence.”

Ukrainian efforts are supported internationally through organizations like the
National Democratic Institute which created a platform featuring insights from
civil society groups on disinformation. With the help of this platform, civil society
can gain access to journalists and deepen understanding of localized Russian
disinformation operations to then address them.®® AT and machine-learning tools
of organizations like Texty are also helpful as they allow for impact comparison of
false narratives by identifying regions, where a specific narrative lands well. This

information can help authorities focus counter efforts in a timelier manner.5!

Other private organizations that support the fight against disinformation are social
media outlets like Facebook, Twitter, YouTube, and Telegram, all of which took steps

like account and group removal, banning Russian media channels, content deletion,

57 OECD (2022, November 3).

58 Verkhovna Rada of Ukraine (2021, March 23). About the creation of the Center for countering disinformation.
59 OECD (2022, November 3).

60 Fivenson et al. (2023).

61 Fivenson et al. (2023).
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or labeling disinformation. The EU, the European External Action Service, G7,
NATO also stepped up in support of Ukraine by offering fact-checking, directly
responding to false Kremlin narratives, offering information sharing tools, and
providing technical expertise exemplified by the deployment of the EU’s Cyber Rapid

Response Team.%

Still more tools are needed to tackle the global problem of disinformation. One

set of tools that the transatlantic partners should embrace entails stepping up
domestic and international regulation of social media platforms. This is especially
important for non-Western owned platforms like TikTok as they feature pro-Russian
disinformation to a much larger extent than other outlets. Amid increasing
transatlantic relevance of “Ukraine fatigue” due to the perceived economic and
political costs of continued support of Ukraine, EU and U.S. policymakers should
also incentivize news outlets to spotlight the horrifying evidence of Russian crimes
even more. This can prove effective in retaining support of Ukraine and help

discredit Kremlin-aligned fractions.

On the Ukrainian side, transparency about media sources of funding and ownership
structures needs to increase further. Ukrainian policymakers should also create more
financial, political, and industry incentives, which make spreading disinformation
less attractive. Importantly, deeper cooperation across sectors is needed to combat

disinformation head-on in a hyper-timely manner.

Recommendations: The EU Commission and U.S. government
should revisit the EU’s Digital Services Act to formulate more far-
reaching transatlantic requirements for social media companies
to battle Russian disinformation. They should incentivize Western
media to increase their focus on detailing the horrors of war to
mitigate the risk of growing domestic opposition to continued
support of Ukraine.

o Ensure commitment to U.S.-EU Policy alignment: Given that the EU
has been more open-minded towards regulating big tech than the U.S,, the
initial focus will lie on getting the U.S. on board with the proposal. The
European Commission should present the U.S. government with an impact
assessment that documents the success, although not far-reaching enough,

of the Digital Services Act on combatting disinformation. TikTok should be

62 OECD (2022, November 3).
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used as a reference case to convince U.S. policymakers of greater regulation of
social media networks in EU and U.S. markets. It should be emphasized that
implementation of these requirements will lead to greater public disclosure

of social media companies. As part of these efforts, the EU and U.S. should
also build on the CISA Election Security Initiative to create a transatlantic task
force with a similar mandate. This can facilitate the sharing of best practices,
which can help limit the spread of disinformation and protect elections in

Ukraine and beyond.

Formulate and approve policy package focused on mandatory social
media standards: Through the TTC, a policy package for mandatory
social media standards should be formulated. Measures should include
requirements for removal instead of labeling disinformation, spending
on anti-disinformation tools as a percentage of revenues, and provisions
enabling the auditing of social media platforms’ conduct through the

European Commission and a dedicated U.S. government unit.

Lobby for internationalization of standards: Recognizing the daunting
challenge of disinformation in an age of political polarization, the policy
package should be understood as a first step. Over time, the U.S. and the EU
should lobby for the creation of international bodies fighting disinformation
and regulating big tech at a global level. Conducive to this is engagement in
existing forums such as the G20 and the UN.

Incentivize more detailed media coverage of Russian brutality: Amid
growing Ukraine fatigue, the EU and the U.S. should encourage media outlets
to show greater graphic evidence of Russian crimes. On the EU side, the
Commission should engage with media outlets through the European Alliance
of News Agencies and the European Federation of Journalists to communicate
its intentions of using graphic evidence as means to retain European support
of Ukraine. At the member state level, the Commission should encourage

EU representations to engage with media outlets domestically. In the U.S,,
policymakers should engage with the leadership from domestic news outlets
representing the political spectrum such as the Associated Press, Fox News,
The New York Times, NPR, or USA Today. Both the EU and the U.S. should
also point to existing coverage of the brutality by promoting a list of resources

on official government websites and on social media presences.
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Recommendations: The Ukrainian government should support
eastern Ukrainian media outlets known for producing quality
content more actively by creating financial and political incentives
that make spreading disinformation less attractive.

o Create a fund for media infrastructure reconstruction: As much of
eastern Ukraine is destroyed, the Ukrainian government should create
a dedicated fund for post-war reconstruction of media infrastructure.
While this measure is of short-term political significance and cannot be
meaningfully implemented until fighting stops, the government should
also address immediate needs wherever possible. This includes supporting
the work of civil society groups like the National Union of Journalists of
Ukraine, which identified access to generators, power banks, computers,
and other equipment alongside financial support for local journalists
as most pressing. Since gaining access to the occupied regions remains
difficult, whenever getting the equipment into the region is not possible, it
should go to other news outlets with a track record of covering the Russian

invasion truthfully.

o Re-align financial and political incentives to disincentive spreading
disinformation: The Ukrainian government should embrace a carrots and
sticks approach with regards to media groups. In the context of the war,
this can mean creating financial incentives that reward those news outlets
across Ukraine that established a reputation for reporting truthfully about
civilian harm. It can also include the creation of a dedicated column-like
showcase of outstanding news outlets that withstand the invasion by
reporting fearlessly about Russian crimes. This column should become part
of the social media content that politicians, governments in third party

countries, and online influencers share.

o Collaborate with the private sector to enforce disinformation
standards: As part of the sticks approach individuals, accounts, and
organizations found to spread disinformation, should be sanctioned with
immediate platform removal instead of just being labeled as spreaders
of disinformation. Based on users’ IP and email addresses, entities and
individuals associated with disinformation should be banned from
platforms for several months. To achieve cross-sector alignment, the
Ukrainian government should leverage its ties with big tech and emphasize

that disinformation, alongside Russian kinetic warfare, is a key obstacle

Addressing Russian and Chinese Cyber Threats



to Ukrainian freedom. Considering that public opinion has proven to

be effective in creating pressure for social media firms, this narrative

should be accompanied by a public shaming campaign that refers to

disinformation cases that created harm to the Ukrainian cause.

Cyber Operations

Tool 2: Dismantling Government and Private Organizational

Software

From the days prior to the invasion up to today, the Ukrainian government finds

itself under almost constant attack.®® To weaken Ukrainian cyber defenses and

government infrastructure for example, a Russian cyberattack was launched

on January 13, 2022. As a result, 70 government websites were captured. In

mid-February, another attack targeting government departments was launched.

A final pre-war attack on February 23,
2022, targeted several ministry websites.®*
Since the beginning of the invasion,
Russia continues to target the Ukrainian
government. As of January 2023, a total of
500 cyberattacks against the government
were recorded. An additional 300 attacks of
a total of 2,000 Russian against Ukrainian
entities targeted the security and defense
sector, whereby many of the targets are
directly or indirectly affiliated with the

government.%

Since the beginning of the
invasion, Russia continues
to target the Ukrainian
government. As of January
2023, a total of 500
cyberattacks against the

government were recorded.

An additional 300 attacks
of a total of 2,000 Russian
against Ukrainian entities
targeted the security

and defense sector.

Among the noteworthy examples of Russian cyberattacks against Ukrainian public

entities is an attack launched in August 2022 against the country’s nuclear energy

agency. Widely regarded as the most ambitious effort against the organization, the

attack had potential to disrupt the power grid and to disrupt oversight of 15 nuclear

facilities. Although Ukrainian sources report that the attack failed to produce the

attackers’ desired results, it serves as a reminder of the potentially destructive impact
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cyberwarfare can have.®® Another powerful example is a malware attack against
the Ukrainian military’s Viasat satellite communications system on the day of the
outbreak of the war. As a result, communication within the military was hindered

and civilians were denied access to information.®”

In the private sector, almost all industries have been under attack. However, many
organizations were able to move their data to cloud servers located outside of
Ukraine, which prevented permanent data destruction. Regardless, cyberattacks
continue to create challenges for many of the reported 21 sectors attacked in 2022.8
Based on evidence from the CyberPeace Institute, the financial sector faces the
brunt of attacks. Other sectors that are popular targets are transportation, trade,

administrative and support sectors.®®

Although it is difficult to compare attacks in their severity across sectors, some

that stand out are a July 2022 attack against a large internet provider from which
around 300GB of data was stolen, and the hack of an administrative center

from which information of at least 227,220 people was taken. Following the first
attack, more than 100 Ukrainian websites were manipulated and misrepresented.
Following the second attack, malicious actors obtained information about Ukrainian
citizens, among them civilians, which pro-Kremlin actors could use to attempt

to break resistance by threatening individuals with personal consequences for

non-subjugation.”®

Among the tools of Russian cyber groups are phishing, wiper malware, and the use
of software with replication capability that can spread malware across networks.”!
Russian groups are also using distributed denial-of-service attacks (DDOS), which
enable attackers to overwhelm targets with fake traffic stemming from the utilization
of multiple connected devices.”? To date, DDOS attacks appear to be the most
popular tool against Ukraine with a share of 87.3% of all reported cyberattacks
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as of late 2022.7% On several occasions, organizations were targeted in the cyber
and kinetic space simultaneously or in immediate sequence. Some examples for
this strategy are coordinated cyberattacks against the Dnipro government agency
and strikes against government buildings on March 11, 2022, or a destructive
cyberattack against a Lviv-based logistics provider on April 19, 2022 and missile

strikes against the company’s transport network on May 3.74

Tool 3: Conducting Espionage and Collecting Military
Intelligence

Since the outbreak of the war, espionage has become the focus of Russian
cyberwarfare.”” The underlying aim appears to be to gather information that

can help weaken Ukraine and its battlefield position. Related efforts have been
continuous.”® Already prior to the war, various Russian government groups
breached the cyber defenses of the Ukrainian military, diplomatic and humanitarian
entities. All of these can possess important intelligence that could be helpful for

the Russian military. Although a number of attempts were successful, it is hard to
evaluate their overall effectiveness, especially with Ukrainian authorities keeping
many of the attacks under wraps to prevent increasing Moscow’s confidence.”” It also
remains unclear what kind of information could be collected and how the accessed
data, if at all, influenced President Putin’s decision making before the war.”® What

is evident amid the standoff on the battlefield is that Russian decisionmakers fail to
meaningfully integrate the collected intelligence into their military planning. That
does not mean that these attacks have not produced harm or that they cannot inflict

detrimental repercussions on Ukraine in the medium-term.

Most Russian cyber espionage operations focus on countries supporting Ukraine. A
June 2022 Microsoft study reported that a total of 128 organizations in 42 countries
were targeted by pro-Kremlin cyber espionage. The aim of these attacks appears

to be to obtain government information about the tenets of support of Ukraine.

This interpretation appears consistent with the attackers’ targeting strategy, which
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involves targeting government agencies

in 49% of cases. Other strategic targets
were think tanks providing foreign policy
recommendations and critical defense
companies in the energy and other economic
sectors. So far, it is NATO countries that
are at the center of Russian cyber activities
outside of Ukraine with a staggering 63%
of attacks targeting such countries. Among
these countries, it is the U.S., Poland,
Latvia, Lithuania, Denmark, Norway and
NATO candidate countries Sweden and
Finland that were attacked most. Out of the
assessed attacks, 29% appear to have been

successful.”?

So far, it is NATO countries
that are at the center of
Russian cyber activities
outside of Ukraine with

a staggering 63% of
attacks targeting such
countries. Among these
countries, it is the U.S.,
Poland, Latvia, Lithuania,
Denmark, Norway and
NATO candidate countries
Sweden and Finland that
were attacked most.

Out of the assessed
attacks, 29% appear to
have been successful.

Since June 2022, attacks against NATO and EU members have likely only increased.

That at least some of these attacks should be understood as means of retaliation

against Western weapons support becomes evident when considering the case

of attacks against Germany. Directly following the announcement of a politically

sensitive, strategically important delivery of Leopard 2 tanks to Ukraine, several

websites of the federal government, private companies, financial organizations, and
airports were breached through DDOS attacks.? Beyond retaliation, the intention
likely was to gain access to confidential information related to political and military

considerations underlying the German decision to send these tanks.

Another example of cyberattacks against nations supporting Ukraine could be
observed at NATO, which was the target of Russian cyber espionage attempts. By
posing as representatives of the Portuguese NATO ambassador, Russian groups
hoped to obtain confidential information through a phishing campaign, which was
unsuccessful.3! Similarly, there was a spying effort on an oil firm in an undisclosed
NATO country in retaliation for the country’s support of Ukraine.?? By attacking this
company, located in a country that still imports Russian oil, hackers likely tried to

obtain knowledge about the rationale for continued imports, and potential phase-out
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plans. Although knowledge about any of these would likely not enable Russia to
advance its war efforts, it would provide context for blackmailing NATO importers

in particularly energy insecure situations with Russian oil.

Tool 4: Damaging or Destroying Ukrainian Critical Infrastructure

Another element of Russian cyberwarfare From February 24, 2022,
includes targeting Ukrainian critical until early April 2022, at
infrastructure. From February 24, 2022, until least 40 cyberattacks with

early April 2022, at least 40 cyberattacks perma.n.ent dQStrUCt_Ive
capability were carried

out. 40% of these attacks
targeted organizations
organizations operating in Ukraine’s operating in Ukraine’s
critical infrastructure sector.3? Until today, critical infrastructure sector.

with permanent destructive capability were

carried out. 40% of these attacks targeted

cyberattacks against critical infrastructure,

particularly through cyber fires, remain a constant feature of the war.®* According
to the Ukrainian Computer Emergency Response Team, more than 400 out of a total
of 2,000 recorded cyberattacks in 2022 targeted entities in commercial, energy,
financial, telecommunications, and software sectors - all of which deliver critical
services to civilians. The aim of pro-Kremlin groups seems to be to break civilian
resistance to the Russian invasion.®> As with missile strikes on civilian targets like
maternity wards, kindergartens, or shopping malls, the Russian government shows
that it seemingly does not care about the potential loss of life as a result of cutoft

from critical infrastructure like energy.

Accordingly, Russia focused its military action during the first winter of the war on
conducting what President Zelensky labels energy terrorism, both through kinetic
and cyberwarfare. By bombing power supply outlets, President Putin’s military cut
off the energy supply of nearly 9 million Ukrainians as of December 2022.8¢ While
similar entities were targeted during the weeks leading up to the illegal annexation of
Crimea, much of the energy supply was disrupted by Russian cyberattacks. To date,

this has not been the case. However, Ukrainians should not hope that cyberattacks
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won't deliver on the attackers’ goals as attacks become more sophisticated and cyber

tools adapt to cyber defenses.?”

In fact, a multitude of cyberattacks against Ukraine’s energy supply has been seen,
although with limited impact, which was often overshadowed by kinetic attacks.

For instance, in April 2022, several high-voltage electrical substations in Ukraine
were attacked with malware. Although the attack did not cause power outages, the
malware was able to move from the substations’ I'T network to its industrial control
system before failing to surpass Ukrainian cyber defenses.®® While cyber operations
against industrial plants and critical infrastructure require preparation and planning,
for which the Kremlin likely did not have the time in the early days of the war,

they remain a threat. So far, it seems like Russia counts on creating a cumulatively

destructive effect through many smaller cyberattacks.?’

Two impacts are created by Russian cyber operations targeting critical infrastructure.
As a first order effect, and due to a mix of kinetic and cyberwarfare, Ukrainians

at times find themselves without access to critical services such as energy. This
aggravates the devastating situation of the economy, and worsens the quality of life
measured in terms of the average citizen’s perception of safety. As a second order
effect, cyber operations have at least partly been successful in instilling fear and
supporting Kremlin propaganda. For the most part however, cyberattacks on critical
infrastructure had “no perishable impact [...] to impeding or in any other way
obstructing with the Ukrainians’ ability to replenish and restore themselves”® One
should not forget though that time to recover from such attacks can be detrimental
to people’s morale. This implies that the longer recovery takes and the more severe
attacks become, the higher the toll measured in terms of psychological impact.
Therefore, it will be crucial to build resiliency to prevent significant damage to

critical infrastructure.

While some cyberattacks had massive impact potential, and others were very
disruptive, they failed to achieve Russia’s key aims: breaking morale, meaningfully
weakening cyber infrastructure, and helping bring the country under Russian

control. This is largely due to the Kremlin’s inability to effectively break through
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Ukraine’s cyber defenses, the Ukrainians’ remarkable resilience in cyberspace
as a result of years of building up capability in response to Russian attacks, and
third party support. Third party’s notable contributions include public-private
partnerships to fend off attacks, support in moving data to the cloud to protect
it from permanent damage, and hacktivist activity to counter Russian cyber

aggression.

However, this should not lead one to believe that Russian aggression in cyberspace is
not real. As the war lingers on and continues to represent a longer affair than initially
estimated by President Putin, there is a real risk of escalation, also in cyberspace.
Considering that cyberattacks keep Ukrainian organizations busy, there is also

a significant opportunity cost associated with upholding defensive capabilities.
Therefore, the attacks have an important impact, and fending them oft will play a key

role for the private and public sectors.”!

Addressing Russian Cyber Operations

In fighting software breaches, espionage, and attacking critical infrastructure,
Ukraine continues to benefit from effective support from big tech companies

like Amazon, Google, or Microsoft. In combination with pre-existing domestic
contingency plans, which are the result of an almost one decade-long struggle

to fend off Russian cyberattacks, these companies help increase the resiliency of
deterrence structures. Both factors combined contributed to a halving of cyberattack
attempts from a recorded total of 290 separate attacks in February 2022 to around
140 monthly attacks by August 2022.%2 The resources big tech companies contribute
include tech and monetary assistance,”® government, industry relationships, and
connections to Ukrainian cyber defenders,’* cloud and European data center
access,”” alongside in-depth analyses of the cyber threat environment.?® Particularly
cloud access and the resulting availability of data backups has been key as it curtails

Russian attackers’ ability to cause permanent damage.
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It is also Starlink systems, whose distribution is co-funded by SpaceX and several
Western governments, that increase the security of Ukrainian telecoms.®” Referred
to by some experts as the most important digital war-time support, Starlink ensures
reliable communication for front-line Ukrainian forces. The systems help support
alignment between military command and on-the-ground operations. In doing

so, they are particularly resilient to external disruptions.”® However, the supply of
Starlink satellites has not been without controversy. Despite being widely recognized
as essential to Ukrainian military communications, the issuing company’s CEO
Elon Musk made clear that funding and further delivery of new Starlink systems is
unlikely to continue in the long-term. Amid Musk’s support of a controversial peace
plan, which includes ceding Ukrainian territory to Russia,”® and SpaceX’s efforts to
prevent satellite use for drone control, it is unclear how conducive the systems are to

Ukrain€’s cyber defense in the long-term.!%

It is also improved end-point security systems based on the use of Al in big techs’
cyber defense operations that have proven helpful. Through these technological
advances, some of Microsofts systems can recognize attack patterns early on

and use that knowledge to stop malware from attacking further targets in much
faster fashion than human-analysis can.!%! To better coordinate cyber defense
domestically, Ukraine’s cyber security agency has relied on sharing threat indicators
and conducting joint training exercises with cyber defense experts across the
country. Since these have proven to be important for the creation of a collective
defense system, such approaches can provide an effective basis for future cyber

defense efforts in Ukraine and beyond.!0?

From a transatlantic perspective, the European Commission and the U.S.
government can do more to support the institutionalization of big tech support
of countries under foreign attack in the context of a kinetic war. Since companies
like Microsoft have only committed to providing their help at no cost until the end
of 2023, and given that the conflict is likely to persist, securing cyber support in
the long-term is pivotal to Ukraine’s defense.!% Moreover, the EU and the U.S.
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need to adapt better to Russia’s use of gray zone tactics in cyberspace by practicing more
pronounced deterrence and more effective campaigns for crisis response, both in case
of war-related attacks on Ukraine but also on other countries. For cyber operations,
resiliency and defense operations are critical. Therefore, the EU and U.S. must prioritize
deeper intelligence sharing, particularly through new cybersecurity entities that are
developed by the EU. Taken together, leveraging Al feedback mechanisms, and open

source intelligence can be important to outpace Russia’s capabilities.

On the part of the Ukrainian government, immediate attention should focus on better
coordinating pro-Ukrainian hacktivist groups. Recognizing that bolstering cyber
defenses in the midst of war is a challenging endeavor, this is a low hanging fruit with
great impact potential that can be immediately implemented. It appears that Ukrainian
authorities have some oversight over some hacktivists groups, however there is no

real control mechanism that Ukrainian officials can use to prevent hacktivists from
overstepping lines that can escalate the conflict. While it is widely considered benign to
have hacktivists support Ukrainian cyber defense, counter-attacks against Russia can

stretch that understanding.!%4

It is unfeasible to think about creating a formal control mechanism, therefore, the
Ukrainian government should use its public messaging on cyber hacktivism to
emphasize the focus on deterrence and defense instead of on counter-attacks. Informed
by the realization that cyberwarfare does not seem to make a big difference for the war’s
outcome, the Security Service of Ukraine, the country’s Cyber-Security Agency, and the
military’s administrators should formally commit to asking for support of Ukraine’s
cyber defense - and only of that. Leading political officials should use their social media
channels to underline that message. While this move might not fully deliver on the
objective of re-gaining more control of hacktivists, it represents a credible attempt, which
can shield the government from criticism that otherwise bolsters domestic EU and U.S.

groups opposing continued support of Ukraine.

Starting now, the Ukrainian government also needs to actively encourage the buildup of
in-house cyber defense mechanisms of targeted private and public sector organizations.
Immediate steps that the government should take while the war lingers on include
playing a more active role in institutionalizing the in-kind big tech support that it is
receiving, both with the objective of ensuring resilience of Ukraine’s cyber defense and

of creating best practices for targeted governments in the future. As part of ensuring
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the resilience of Ukraine’s cyber defense, the Ukrainian government must think about
alternative, more permanent sources of support beyond big tech contributions. Once
violence and kinetic warfare recedes, the Ukrainian government should create and
enforce mandatory requirements related to minimum levels of in-house cybersecurity

protection of private and public entities operating in Ukraine.

In thinking about a post-war Ukraine, the Ukrainian government should focus on
re-constructing an electricity grid that is less vulnerable to cyberattacks. This can help
improve the resilience of critical infrastructure assets and reduce direct threats to the
well-being of consumers, particularly in face of a kinetic conflict alongside attempts to
destroy life-supporting infrastructure. Some strategies to achieve this objective could
include a security-by-design approach, the utilization of advanced software solutions
with development feedback cycles, and the application of best practices from similar
projects like the U.S. Department of Energy’s investment in next-generation cyber tools
to protect American power supply. However, insights from projects like the latter need to
be taken with the caveat of uncertainty about the extent of Chinese-made components in

the grid.1%°

Recommendations: The European Commission and the U.S. State
Department’s Bureau of Cyberspace and Digital Policy should
facilitate the creation of an international body that institutionalizes
big tech cyber support for nations under adversarial attack. The
EU and U.S. should also create a task force as the basis for deeper
intelligence sharing between ENISA and CISA.

 Facilitate the creation of an international body dedicated to “big tech”
cyber support: Given the important role that big tech support plays in
Ukraine’s self-defense in cyberspace, the European Commission and the
Bureau of Cyberspace and Digital Policy should support Ukraine’s efforts
to create an international institution dedicated to big tech cyber support.
Both actors should leverage their diplomatic relationships and use forums
such as the G7, G20, NATO, and UN to work on building buy-in. Although
the U.S. has traditionally blocked deeper international regulation of and
cooperation on big tech, the war in Ukraine creates unique momentum
for the European Commission to change the U.S’s stance. By reference to

American big techs’ cybersecurity contributions to Ukraine’s self defense and

105 U.S. Department of Energy (2022, August 17). DOE Announces $45 Million for Next-Generation Cyber Tools to Protect the
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the prospect of post-war business opportunities, the Commission should
frame participation in an international institution as conducive to creating
American jobs, tax incentives, and other economic benefits; all of which
would benefit American companies’ international competitive position.
The U.S. State Department’s Bureau of Cyberspace and Digital Policy should
work closely with private sector companies based in the U.S. who have
supported previous information-sharing efforts. These efforts should also

be supported by State’s Bureau of International Organizations.

o Create a task force for deeper ENISA-CISA intelligence sharing: The
transatlantic effort to counter Russia’s gray zone tactics should aim to
outpace Russia’s intelligence capabilities through strategic coordination.
Such coordination should happen on artificial intelligence, where experts
across the EU and U.S. government agencies should work together on
finding meaningful ways to understand attack patterns with Al This
will expand data sets, which can help expand AI capabilities and thus
increase success of existing tools. With the aim of creating a mandate for
greater ENISA-CISA intelligence sharing, a EU-U.S. task force should
be set up to discuss conditions for such an arrangement. The task force
should be created with explicit support of the highest levels of EU and
U.S. authority. It should bring together transatlantic intelligence experts,
policymakers, and cybersecurity specialists and aim for a deepening of
intelligence sharing on cyber by early 2024. Closer cyber coordination
has previously failed due to lack of institutional development on the
European side as a result of underestimation of the challenge. Official
intelligence sharing channels on cyber also remain absent between
NATO and the EU due to differing transatlantic approaches to private
information and cloud computing.!% This has over the years created a
lack of trust, which long disincentivized attempts to achieve progress on
cyber coordination. Therefore, harmonizing standards with regards to
these two issues has to be a key focus area of the task force. With increasing
cyber institutionalization on the European side, and reinforcement of
value-based transatlantic unity in response to Russia’s invasion of Ukraine,

the time is right for the task force to achieve meaningful progress.
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Recommendations: The Ukrainian government should focus
immediate action on better coordinating hacktivist groups

and emphasize that it rejects counter-attacks on Russia. To
ensure continued resilience of cyber defenses in the war, the
government should take steps to institutionalize big tech
support and lead an international movement for the creation
of an international organization that ensures in-kind defenses
for governments under adversarial attack. It should also begin
encouraging the further build-up of in-house cyber defenses of
private and public entities in Ukraine.

o Increase active engagement with pro-Ukrainian hacktivist groups:
The Ukrainian government should position itself as being in favor of
cyber defense but not of counter-attacks. Recognizing that such attacks
could provide arguments to foreign groups critical of the economic
costs of their respective country’s continued support of Ukraine,
the government should use its existing lines of communication with
hacktivist groups to communicate their rejection of counter-attacks.
Government officials like President Zelensky should also use their
public messaging to openly communicate their opposition to cyber
maneuvers that go beyond directly defending Ukraine. While likely not
fully effective in terms of shifting behavior of all groups, these attempts
can shield the government from credible criticism by EU and U.S.

domestic fractions opposed to further support.

o Institutionalize big tech support for Ukraine’s cyber defense: The
Ukrainian government should initiate and lead the campaign aimed
at the creation of an international organization with a cyber mandate.
This organization should encompass support from big tech, which
commits to provide cyber aid to struggling nations under cyberattack.
The Ukrainian government should build on nascent efforts to call
for the creation of a UN-like cyber entity and on the classification of
cyberwarfare as war crimes.!%” Ukraine should emphasize the pressure
that cyberwarfare poses in the war. It should bring up opportunity
costs that come with continuously having to strengthen cyber defenses
while physically defending the country. Relations with big tech should
be leveraged, and the organization should be framed as an opportunity

for big tech to be perceived as corporate citizens. However, reliance
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on corporate goodwill is insufficient. To create conditions that make big
tech companies likely to participate in such an organization, business
incentives need to be created. These include the prospect of for-profit
contracts after in-kind support, and tax benefits for future operations.
During Ukrainian reconstruction, such contracts and benefits should be
given out preferentially to big tech companies that supported the country
during the war. The case should be used to recruit big tech support for an
international organization that institutionalizes big tech cyber support

alongside follow-up business incentives.

o Take initial steps to incentivize domestic entities to build up in-house
cyber defenses: The Ukrainian government should lead by example and
publish information about the far-reaching efforts of public agencies to
meet the cyber threat. This should include greater disclosure about near
misses that the authorities could fend off due to the strength of domestic
and international efforts to shield Ukrainian cyber infrastructure. Such
disclosure could happen through monthly reports. Through this level of
transparency, the cyber threat can be spotlighted, which can increase risk
perception of private entities and contribute to a renewed commitment
to improving existing in-house structures. In being transparent, it is
important to strike a balance between encouraging other organizations
to model cyber defense efforts and not increasing vulnerability to enemy
attacks. Therefore, disclosures should be general instead of technical
and feature data such as number of averted attacks, or overall financial

investment in cyber defense.

Recommendations: In the long-term, the Ukrainian government
should build on its efforts to encourage the creation of in-house
cyber defenses by supplementing them with policies that
mandate minimum cybersecurity standards for Ukrainian public
and private entities. In thinking about post-war Ukraine, the
government should focus on re-constructing an electricity grid
that is less vulnerable to cyberattacks.

o Mandate strengthening in-house cyber defenses for Ukrainian public
entities through policy: To build on efforts to strengthen in-house cyber
defenses during the war, the Ukrainian government should mandate

compliance with a set of minimum cybersecurity standards that all public
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and private entities above a certain size have to fulfill. These standards
should be grounded in research and expert insights on which measures
worked well in fending off Russian cyberwarfare. They should be the
result of a working group’s cross-sector consultations and input from big
tech companies that supported Ukraine’s cyber defense. Compliance with
these standards should be mandated through national policy. To reduce
the risk of non-enforcement, the policy should be supplemented with
complimentary access to public resources that broadly follow the model of

CISA's catalog of free public and private sector cybersecurity resources.

Prioritize a “security-by-design” approach in post-war reconstruction:
After the war, the Ukrainian government should prioritize cybersecure
reconstruction, especially in critical infrastructure. To ensure that all
aspects of infrastructure reconstruction address the aim of increasing

the country’s cybersecurity, the government should pass a law that
mandates a detailed cyber threat assessment and concrete measures to
address these threats for all critical infrastructure projects in the country.
Project approval from the government should be made conditional on
compliance with this law, both nationally, and regionally. The government
should provide guidelines according to which infrastructure projects are
to be set up for built-in cyber defenses, especially in the during the war
particularly targeted energy sector. These guidelines should be the result of
consultations with big tech partners, which wherever appropriate should
be chosen as project partners based on a comparative assessment of the

capabilities concerning a specific infrastructure sector’s cyber protection.
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Policy Challenge 2: Defending the
Transatlantic Partnhers against the
Chinese Cyberwarfare Threat

According to the 2022 U.S. National Security Strategy, Russia continues to pose an
immediate short- and medium-term threat to the U.S. and EU. However, China
poses more of a long-term strategic threat to security and stability in cyberspace. This
dynamic was aptly described by National

Security Agency Cyber Director Rob Joyce, This dynamic was aptly
described by National
Security Agency Cyber
Director Rob Joyce, who
perceives “Russia as the

who perceives “Russia as the hurricane
[that] comes in fast and hard”, while China

resembles “climate change [that represents

a] long, slow, pervasive [threat]”1%8 This hurricane [that] comes in
captures Russia’s use of cyberattacks to fast and hard”, while China
cause sudden and unpredictable damage, resembles “climate change
in comparison to the People’s Republic of [that represents a] long,
China’s (PRC) focus on slowly building slow, pervasive [threat].”

strategic cyber capabilities, like digital data

theft and offensive cyberattacks, as mechanisms for reaching global superpower status.
Therefore, any discussion of addressing the global cyberwarfare challenge would be
incomplete without reference to China’s cyber capabilities and the strategic challenge

they pose to U.S. great power status and Western international leadership.

Even with Russia’s ongoing cyberattacks in Ukraine, it is critical that the partners do
not lose sight of the longer-term strategic threat posed by China’s cyber capabilities.
The transatlantic partners simply cannot afford to be entirely distracted by Russia’s
belligerent actions, while China develops advanced cyber capabilities unchecked.
China’s actions in cyberspace hurt the development of democratic norms and prevent
an open and free internet that the EU and U.S. have long fought for. These efforts

run counter to more collaborative interactions with China in other policy realms
such as addressing the threats arising from climate change. In this context, leveraging
transatlantic partnerships is critical to counter such threats through joint preparedness,
the build-up of response capability, and cost imposition on actors who violate cyber
norms. Given the rapidly evolving threat landscape, deeper coordination, and closer

policy alignment to protect the U.S., EU, and cyberspace is desirable.

108 Langenkamp, A. (2022, May 8). From Russian rain to Chinese storm.
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However, implementing and maintaining a long-term strategic transatlantic

partnership to address China’s activity in cyberspace remains a significant challenge

given the evolving threat environment, differing approaches to data privacy,

and nuanced diplomatic relationships between the U.S., EU, and China. There is

transatlantic tension about how severe the threats posed by China are, and the

EU leans more towards embracing cooperation, over competition; particularly in

economic partnerships and international trade. For example, China overtook the
U.S. as the EU’s largest trading partner in 2020.1% Trade between the EU and China

reached nearly €850 billion in 2022 and
represents €2.3 billion daily in 2023.110 As

a result of this more deeply intertwined
trading and economic relationship, the EU
practices a more collaborative, and at times,
peer-like approach to China. EU leadership
has been hesitant to take the same combative
approach that U.S. policymakers have
embraced over the last five years. Given this
dynamic, it is critical that the U.S. and EU
find ways to institutionalize coordination

on shared priorities that acknowledge the
tensions, but also economic dependencies, of
both the EU and U.S. relationship with China.

Trade between the EU
and China reached nearly
€850 billion in 2022 and
represents €2.3 billion
daily in 2023. As a result
of this more deeply
intertwined trading and
economic relationship,
the EU practices a

more collaborative,

and at times, peer-like
approach to China.

Ultimately, the EU and the U.S. grapple with an ever-changing cyber threat landscape

that targets democratic values and weakens the security of cyberspace. The myriad

of geopolitical challenges and threats to democracy, ranging from Russia’s invasion

of Ukraine to China’s disregard for cyber norms, present a strong imperative for

transatlantic cooperation and norm establishment on cyber defense. If the U.S. and

the EU do not take concerted action to build stronger coalitions for international

norms and to overcome past differences, authoritarian powers like Russia and China

will seek to proliferate offensive cyber capabilities and reshape the international order

through the establishment of authoritarian-inspired cyber norms.

109BBC News (2021, February 17). China overtakes US as EU’s biggest trading partner.

110 European Union External Action Service (2023, April 13). My view: China and EU-China relations.
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The Primary Strategic Threat: The
PRC’s Actions in Cyberspace

As outlined in the new U.S. National Cybersecurity Strategy, the PRC “presents the
broadest, more active, and most persistent threat to both government and private
sector networks”!!! From a transatlantic allied perspective, China’s embrace of cyber
tools for malicious purposes poses a significant and long-term threat to secure and
stable cyberspace. Furthermore, the PRC’s actions in cyberspace run counter to
shared transatlantic international objectives and showcase the critical importance of

building a long-term transatlantic approach to cybersecurity partnerships.

The PRC’s actions in cyberspace, including offensive cyber capabilities and
espionage, cause economic and security damage to the U.S. and EU. In February
2023, ENISA and the Computer Emergency Response Team of the European Union
(CERT-EU) alerted the international community that several Chinese military
hacking groups (including APT27, APT30, APT31, Ke3chang, GALLIUM, and
Mustang Panda) have stepped up targeting of EU businesses and organizations.'!2
Recent operations focused on information theft through establishing persistent
footholds within network infrastructures, and they used content on Russia’s invasion
of Ukraine for phishing lures targeting EU organizations.!!? In the U.S., Chinese
state-backed hacker group APT41, described by researchers as “a prolific Chinese
state-sponsored cyber threat group,” compromised the computer networks of at

least six U.S. state governments between May 2021 and February 2022.114 In 2020,
the U.S. Department of Justice indicted five Chinese nationals (some were part of
APT41), with computer intrusion campaigns that affected over 100 companies in the
U.S. and abroad.!!> The threat is only growing in sophistication. Google’s Mandiant
division recently found that Chinese state-sponsored hackers have developed more
advanced techniques that thwart common cybersecurity tools that allow them to

embed and spy on government and business networks for years without detection.!®

1M The White House (2023, March 1).
112 ENISA, CERT-EU. (2023, February 15). Sustained Activity by specific threat actors.
113 Greig, J. (2023, February 17). Multiple Chinese APTs are attacking European targets, EU cyber agency warns.

114 Kharpal, A. (2022, March 9). China state-backed hackers compromised networks of at least 6 U.S. state governments,
research finds.

115 U.S. Department of Justice (2020, September 16). Seven International Cyber Defendants, Including “Apt41” Actors,
Charged in Connection With Computer Intrusion Campaigns Against More Than 100 Victims Globally.

116 McMillan, R., Volz, D. (2023, March 16). Wave of Stealthy China Cyberattacks Hits U.S., Private Networks, Google says.
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These are only a few, but clear, examples of Chinese APTs attacking both U.S. and
EU targets. As a result of these continuous and growing shared threats, the EU and
U.S. have committed to building “a resilient cybersecurity partnership; an open,
interoperable, secure, and reliable internet; and stability in cyberspace”!1” Even
with these malicious actions, effectively addressing strategic threats to the U.S. and
the EU are complicated by differing relationships with China. Ramping up during
the Trump administration and continuing into the Biden administration, the U.S.
labeled China a strategic competitor and placed more severe trade restrictions and
export controls with Chinese entities to counter China’s influence. By contrast,

the EU-China relationship has only recently begun to deteriorate, with tensions
rising from China’s counter-measures to EU sanctions on human rights, economic
coercion against the EU’s single market, and China’s position on the war in
Ukraine.'!8 Even with these new geopolitical dynamics, the EU has not changed
its view of China as “simultaneously a partner for cooperation and negotiation, an
economic competitor and a systemic rival”!!® This strategic outlook was endorsed
by the European Council in 2020 and has guided the EU’s approach to China.
Conversely, the U.S. has made a far more assertive commitment to “out-compete”

China.120

Despite the complex relationships between Through closer

China, the U.S. and EU, China’s actions in
cyberspace fundamentally threaten global
democratic norms and the open internet,
which is foundational to the transatlantic
partners’ democratic and secure vision for
cyberspace. Through closer partnerships, the
EU and the U.S. can address the three most
significant threats posed by China’s actions
in cyberspace: 1) advanced offensive cyber
capabilities, 2) economic espionage against
both U.S. and EU businesses, and 3) the
weakening of democratic governance norms

in cyberspace.

partnerships, the EU and
the U.S. can address the
three most significant
threats posed by China’s
actions in cyberspace: 1)
advanced offensive cyber
capabilities, 2) economic
espionage against both
U.S. and EU businesses,
and 3) the weakening of
democratic governance
norms in cyberspace.

117 U.S. Department of State (2022, December 21). 2022 U.S.-EU Cyber Dialogue Media Note.

118 European Union External Action Service (2023, April 13).

119 European Commission (2019, March 12). EU-China strategic outlook: A joint contribution by the European Commission
and the High Representative of the Union for Foreign Affairs and Security Policy to the European Council.

120 The White House (2022, October 12). National Security Strategy.
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China’s Advanced Offensive Cyber Capabilities

China is a major peer adversary to the U.S. in cyberspace. The country possesses
offensive cyber capabilities that rival those of the transatlantic partners. The U.S.
intelligence community warns that China “possesses substantial cyberattack
capabilities [and] can launch cyberattacks that, at a minimum, can cause localized,
temporary disruptions to critical infrastructure within the United States.”!2!
Additionally, in its use of its asymmetric capabilities, China is not constrained

by international norms or domestic law like the U.S. and the EU are. China’s
“civil-military fusion” also boosted the nation’s cyber capabilities and its ability to

leverage vulnerabilities reported through Chinese private sector companies.

China’s investments in cyber capabilities, and commitment to civil-military fusion
are paying off. In fact, Beijing exploited six times as many zero-day vulnerabilities

in 2021 as in 2020.!22 In November 2022, Microsoft accused Chinese state-backed
hackers of abusing the PRC's stricter vulnerability disclosure requirements to
develop these valuable, zero-day exploits. The rules that took effect in September
2021 were described by Microsoft as “a first in the world for a government to require
the reporting of vulnerabilities into a government authority for review prior to the
vulnerability being shared with the product or service owner.” China used these
capabilities to conduct global hacking campaigns, with Chinese-based groups
targeting entities in Afghanistan, Kazakhstan, Mauritius, Namibia, and Trinidad and

Tobago - in line with China’s Digital Belt and Road Initiative strategy.'>?

In February 2022, Symantec’s Threat Hunter team reported the discovery of a new
malware called Backdoor, which was described as “exhibit[ing] technical complexity
previously unseen by such actors.”1?# This specific type of malware was used in a
long-running espionage campaign against targets of strategic interest to the Chinese
government, and it presents another example of China’s advanced offensive cyber
capabilities. Specifically, Chinese state and state-affiliated threat actors pursue
government, diplomatic, and NGO sector targets to garner critical insights to drive

Chinese economic espionage or traditional intelligence collection and national

121 U.S. Office of the Director of National Intelligence (2021, April 9). Annual Threat Assessment of the US Intelligence
Community.

122 CrowdStrike (2023). 2023 Global Threat Report.

123 Microsoft (2022, November 4). Nation-state cyberattacks become more brazen as authoritarian leaders ramp up
aggression.

124 Symantec (2022, February 28). Daxin: Stealthy Backdoor Designed for Attacks Against Hardened Networks.
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security objectives. 12> These advanced offensive cyber capabilities already impose
considerable costs on target countries across the EU and in the U.S., but their
costs and damages will likely only grow as Beijing develops its capabilities without

restrictions imposed by a regulator or an international body.

Furthermore, the U.S. intelligence community alleges that the Chinese government
is supporting the Russian cyberwarfare campaign that is targeting Ukraine’s Western
supporters. Given the Chinese governments stated commitment to reunite Taiwan
with mainland China, under the long-proclaimed One China Policy, it will be
important for the transatlantic partnership to prepare for a similar cyberwarfare
campaign against a like-minded democratic system in the region. Since Taiwan has
long been used as a test case for improving the effectiveness of Chinese cyberattack
capability, the likelihood that cyber will play a role in a future cross-Strait conflict
is high.!?® Therefore, any transatlantic effort to prevent cyberwarfare from
becoming an effective war tool of adversaries in the future needs to address the
further progression of Chinas advanced cyber capabilities and how to counter this

dangerous evolution.

Furthermore, deeper coordination between the transatlantic partners must include
more cohesive information and threat sharing. The EU and U.S. can save resources
by jointly implementing critical infrastructure cybersecurity protection or increasing
coordination on open-source threat analysis. Given how many cyberattacks hit
companies that operate in the EU and U.S. markets, information sharing is critical

for getting ahead of threats, and creating more rapid and coordinated responses.

Recommendations: Increase EU and U.S. Cyber defensive cyber
capabilities and workforce development through strategic
coordination and deeper institutional connectivity.

« Establish transatlantic cyber liaison roles: Set up liaison officers at the
Department of Homeland Security, CISA, as well as the European External
Action Service (EEAS) and ENISA. These liaison officers will own the
transatlantic coordination portfolio and be responsible for identifying
opportunities for coordination and to raise concerns to senior leadership at

both agencies in case there are areas of tension.

125 Microsoft (2022, November 4).
126 Hsu, P. (2018, January 23). Chinese Hacking Against Taiwan: A Blessing for the United States?
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Personnel and cyber workforce exchanges: Establish a new EU-U.S. cyber

tellowship to enable EU and US staff to intensify exchanges and strengthen

trust and understanding in cybersecurity.

The EU-UL.S. cyber fellowship would include hands-on experiences
and cyberattack simulations to prepare the U.S. and EU workforce
to more effectively coordinate in the event of a significant and
global cyberattack like NotPetya.

The fellowship will be a critical networking building entity, and
should include an annual summit or meeting for previous and

current cohorts to connect and engage.

Align critical infrastructure cybersecurity standards and best practices
through the U.S.-EU TTC: The U.S.-EU TTC is an important vehicle for

harmonizing transatlantic critical infrastructure cybersecurity standards.

As an entity that was founded with the core mission of strengthening

transatlantic relations, the TTC is a natural vehicle for institutionalizing

transatlantic cyber coordination for critical infrastructure. Alignment

efforts should include:

Both the EU and U.S. name a cybersecurity official from CISA,
ENISA to be a representative at each TTC working group (for

example, the Department of Commerce TTC line of effort).

Launch a TTC working group to focus on establishing tight
coordination and reporting links with CISA and ENISA on securing

critical infrastructure from cyberattacks.

Establish forums for private sector entities to partner with the
Council by creating iterative engagement formats that focus on
non-governmental contributions to cyber defense, which are
portrayed as being in the shared interest due to implications for
social cohesion, risk management, and safeguarding of economic

assets.
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Economic Impacts of China’s Malicious Action in
Cyberspace

The Chinese Ministry of State Security’s economic-driven cyber espionage
represents another significant threat for the U.S. and the EU. China engages
extensively in efforts to acquire technology, which can potentially give the country
access to sensitive trade and proprietary information through cyberattacks. Access
to EU and U.S. technology can also weaken transatlantic innovation and economic
competitiveness in the long-term. China is

estimated to be responsible for 50 to 80% China is estimated to

be responsible for 50

to 80% of cross-border
intellectual property theft
worldwide, and over

of cross-border intellectual property theft
worldwide, and over 90% of cyber-enabled

economic espionage in the United States

alone.!?” The estimated cost to the U.S. 90% of cyber-enabled
economy resulting from this activity is economic espionage in the
estimated to be between $300 billion and United States alone. The
$600 billion annually.!?® Considering the estimated cost to the U.S.
potential harm to competitiveness, the economy resulting from

this activity is estimated to
be between $300 billion
and $600 billion annually.

espionage attacks are likely aimed at helping
support China’s relative competitive and
economic position, thus helping advance

its foreign policy objectives, and providing

intelligence about adversaries.

Increasingly recognized by ENISA as also posing a risk to the European business
community and EU institutions, Chinese cyberattacks and IP theft require
coordinated and strong transatlantic responses.'?° The imperative for such
coordination only becomes stronger when considering the potential compounding
impacts of adversarial cyberattacks resulting from the closely linked nature of the EU
and U.S. economies. To date, the fragmented nature of cybersecurity standards in the
transatlantic area inhibits coordinated responses and security. While it is not possible
to completely align standards, the EU and U.S. should work more closely on defining
economic espionage and creating a coordinated response to secure intellectual

property and protect transatlantic economies.

127 Blair, D.C., Huntsman, J. M. (2013). The Report of the Commission on the Theft of American Intellectual Property.
128 Federal Bureau of Investigation (2019). Executive Summary - China: The Risk to Corporate America.

129 CERT-EU, ENISA (2023, February 15). JP-23-01 - Sustained activity by specific threat actors.
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Public-private partnerships are imperative to comprehensively tackle the
ever-evolving threat posed by cybercrime and China’s economic cyber espionage.
Transatlantic private and government entities must establish trusted relationships for
the real-time, two-way sharing of threat information to be effective. Cybersecurity
entities in the U.S. and EU should more actively facilitate connections between
multinational companies that have more robust cybersecurity capabilities to share
best practices with companies across transatlantic markets. Workforce development
in both the public and private sectors is another critical component of public-private
partnerships and can help protect transatlantic economies from cyber-enabled
economic espionage. The EU and U.S. governments (at both federal and local levels)
need to increase funding for basic cybersecurity education and awareness, starting
in secondary education. Additionally, substantial investments in higher education
programs in cybersecurity and upskilling programs are essential for meeting the

growing demand for cybersecurity professionals.

Although the most recent EU-U.S. Dialogues addressed coordinated responses

to resiliency, there was no explicit mention of workforce development. Given the
deep connectivity between the transatlantic economies, the EU and U.S. must begin
working closely together on workforce development to address the impacts of

China’s cyber activity on EU and U.S. economies.

Recommendations: Strengthen transatlantic public-private
partnerships and private sector engagement in U.S. and EU
cybersecurity efforts:

o Institutionalize public-private partnerships and collaboration during
conflict: Building on the historical engagement of the private sector before
and during the Ukraine War, the U.S. and EU should create a body that
facilitates constant and close coordination between major technology
companies and private cybersecurity firms to communicate threats,
patch vulnerabilities, and respond rapidly to cyberattacks. Similar to
sector-specific ISACs, this new entity would bring together U.S. and EU
companies and key cybersecurity agencies to identify and respond to cyber
threats in a coordinated and streamlined manner. While this effort should
begin with the U.S. and EU, it can be expanded to include cybersecurity

organizations from other allies and partners.
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» Facilitate transatlantic information sharing and analysis centers
(ISACs) coordination: The TTC can invite EU ISACs and the U.S.
National Council of ISACs for a series of roundtable discussions to propose
solutions for stronger information sharing with private sector partners on
transatlantic cyber threats. The roundtable should be tasked with providing

clear recommendations at the end of the series.

o Prioritize transatlantic-specific information sharing in the private
sector: Strengthen open-source analysis of threats and vulnerabilities that
target companies in the EU and U.S. markets. The EU Joint Cyber Unit
should include an initiative that focuses on working with ENISA and CISA
to identify multinational companies with a larger market share and critical
infrastructure that would impact the transatlantic economy for prioritized

threat sharing.

o Joint U.S. and EU commitments on coordinated responses to Chinese
cyber espionage: The EU and U.S. should make a public commitment to
large-scale, coordinated attribution with countries that are impacted by
Chinese commercial cyber theft and that the EU and U.S. will coordinate
on concrete and targeted sanctions on organizations and individuals
caught using cyberattacks to steal EU and U.S. intellectual property. CISA’s
Joint Cyber Defense Collaborative and the EU’s Joint Cyber Unit should
launch a partnership dedicated to coordinating intelligence sharing, threat

identification, and attribution for cyber espionage.

China’s Threat to Responsible and Democratic
Norms in Cyberspace

If the U.S. and the EU fail to take decisive action to build broader coalitions and
institutionalize democratic norms in cyberspace, authoritarian governments

like the PRC can leverage their economic power and cyber capabilities to shape
norms on their own terms. This is particularly concerning as many of the norms
in cyberspace are still developing, and international alignment is needed for their
institutionalization. However, China’s irresponsible behavior in cyberspace also
poses significant risk to maintaining some of the limited norms in cyberspace that

exist.!*® China’s emergence as a peer competitor in cyberspace and its growing

130 U.S.-China Economic and Security Review Commission (2022, February 17). China’s Cyber Capabilities: Warfare,
Espionage, and Implications for the United States.
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presence in global standard-setting bodies showcases the urgency of EU-U.S.

coordination to counter China’s influence.!3!

China declared its intentions of becoming a “cyber superpower” and highlighted

its goal to shape the establishment of global internet governance and standards,
which is inherently related to that objective.!3? To achieve this goal, Beijing focuses
on building influence in multilateral bodies with technology-related mandates

to promote the technical foundations of its market share, cyber sovereignty, and
the Digital Silk Road (DSR). As part of this approach, China aims to use existing
vacuums in cyberspace to mainstream its understanding of which standards should
govern international cyberspace. China views internet infrastructure standards as
central to its own digital foreign policy. As a result, China’s takeover of leadership
positions in international technical standard-setting bodies has become a strategic
foreign policy priority. These actions support President Xi's declaration that leading
and setting internet governance norms is key to making China a great power in

cyberspace.!33

China also seeks to create new bodies to shape technology standards that help
expand China’s global influence. In this context, it is the concept of cyber sovereignty
that represents the cornerstone of China’s internet norms. According to China’s 2017
International Strategy of Cooperation on Cyberspace, the principle of sovereignty
means that “countries should respect each other’ right to choose their own path

of cyber development, model of cyber regulation and Internet public policies, and
participate in international cyberspace governance on an equal footing”!3* Although
this understanding might sound consistent with the international principle of
self-determination, it implies a Chinese rejection of Western-inspired governance
standards in cyberspace. This divergent approach will continue to increase tensions
between democratic allies and China in the long run. It has the potential to
undermine Western efforts to maintain the open internet, alongside the safety of

critical infrastructure assets and intellectual property.

131 Chinese Ministry of Foreign Affairs & Cyberspace Administration of China (2017). International Strategy of Cooperation
on Cyberspace.

132 U.S.-China Economic and Security Review Commission (2022). 2022 Annual Report to Congress.

133 Xinhuanet (2015, December 16). Speech by Xi Jinping at the Opening Ceremony of the Second World Internet
Conference (full text).

134 Chinese Ministry of Foreign Affairs & Cyberspace Administration of China (2017).
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For smaller, less economically affluent countries that are looking for cheaper
digital products and services or that wish to push back on U.S. hegemony, China’s
cyber sovereignty narrative can be compelling. China leverages the DSR as a
norms-promoting vehicle, also supported through various international projects
of the Belt and Road Initiative that are based on cyber sovereignty as a guiding
principle. As a result, China’s approach to cyber governance has proven to be
attractive to several developing countries that prefer the internet to be governed
based on non-Western values. For example, Zimbabwe, Djibouti, and Uganda have
explicitly indicated concerns over joining an internet that they believe to be “just a

gateway” for digital colonization from Western internet companies.!>

Through the DSR, China provides digital infrastructure and software at competitive
prices, with little to no obvious strings attached. This runs counter to many
developing countries’ perceived Western insistence on neoliberal governance
standards, which is usually associated with EU or U.S. infrastructure investments.
The Chinese approach is gaining traction - as of 2019, China signed cooperative
agreements with sixteen countries under the DSR framework.!3¢ DSR represents

a significant tool in China’ efforts to become a “cyber superpower”, and Western
nations need to recognize the urgency of providing a compelling alternative to

China’s version of the internet before it is too late.

The EU and U.S. can push back on this trend by identifying which existing digital
standards threaten democratic and Western strategic interests most and by
leveraging public-private partnerships to develop and implement new standards

to address these challenges.!3” The robust transatlantic innovation and economic
ecosystem is one of the greatest areas of strength to leverage in combating China’s
growing normative influence. Additionally, coordination on the international stage
to leverage the combined economic and geopolitical influence of the EU and USS. is
critical for effectively shaping the global cyber agenda and the cybersecurity rules

and policy responses by other countries.

China does not have the breadth of alliances and integration in the international
community that the EU and the U.S. have together. However, the EU and U.S. can

build more extensive alliances and agreements to promote an open, stable internet

135 Adee, S. (2019, May 14). The global internet is disintegrating. What comes next?
136 Xinhuanet (2019, April 22). Co-construction of the “Belt and Road Initiative”: Progress, Contributions and Prospects.
137 Faaborg-Andersen, S., Temes, L. (2022). The Geopolitics of Digital Standards.
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and cyberspace. Conversely, the transatlantic partners must also coordinate when
imposing economic or diplomatic costs on nation-states restricting access to
information and the internet. Surely, the way the internet and social media are set
up does not just incentivize the spreading of truthful information. The open internet
also provides fertile soil for spreading disinformation and hatred. Therefore, further
progress needs to be made on passing and enforcing internet governance standards.
However, leaving internet governance to authoritarian powers like China is likely

to restrict it in novel ways that stand in conflict with Western liberal conceptions.

In this context, sanctions for states that seek to repress freedoms and human rights

through restricting internet access will be more impactful than unilateral action.

China’s Enabling of the DPRK’s Destructive
Cyber Behavior

The North Korean government’s malicious activity in cyberspace has grown

in sophistication. North Korea (DPRK) is increasingly enabling the disruption

of international cyber and economic security. As the DPRK works through
disaggregated criminal enterprises to support its nuclear ambitions through
ransomware, stealing cryptocurrency, and other deployments of harmful IT, it
represents a significant challenge to the transatlantic partners. According to the
Biden administration’s Deputy National Security Adviser for Cyber and Emerging
Technology Anne Neuberger, North Korea “use[s] cyber to gain [..] up to a third of
[stolen crypto] funds to fund their missile

program.” This appears consistent witha UN ~ Between 2020 and 2021,
Report that estimates that between 2020and ~ North Korean-backed

2021, North Korean-backed hackers stole hacker; _St0|_e m.or.e than
$50 million in digital assets

fund the country’s missile program. In 2019, :ﬁég irl]ed ;rc?gcrgrﬁ:tlrny 2S 019,

the figure stood at $2 billion, all of which the figure stood at $2
went towards the DPRK’s nuclear program. billion. all of which went

Among the targets were at least three towards the DPRK’s
cryptocurrency exchanges in North America,  nuclear program.

more than $50 million in digital assets to

Europe, and Asia.!38

The Lazarus Group, which is linked to the North Korean government, provides

an example of a destabilizing force in cyberspace that has a significant impact

138 BBC News (2022, February 6). North Korea: missile programme funded through stolen crypto, UN report says.
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globally. This North Korean-sponsored hacker group is sanctioned by the U.S.
Treasury Department for targeting critical infrastructure with cyberattacks. The
group is considered responsible for stealing about $620 million in cryptocurrency

in a hack of the virtual game Axie Infinity.!> Furthermore, cybersecurity firms and
research groups have attributed attacks on European defense contractors to Lazarus
sub-groups.'4 Most notably, the U.S. and UK governments attributed the WannaCry
malware attack in 2017 to the Lazarus Group. Described by Europol as an attack of
“unprecedented scale,” WannaCry affected hospitals, businesses, and banks in more

than 150 countries. The malware caused billions in damages.'*!

Many North Korean hacker groups operate out of Russia and China, which makes
attribution challenging. As evidence shows that cyber criminality provides a key
facet of maintaining the DPRK nuclear programs viability, North Korea’s cyber
capabilities present a significant risk for destabilization of the Korean Peninsula and
broader Indo-Pacific stability. North Korea seeks to exercise influence over both
South Korea and its Western allies through cyber provocations, which poses a risk of

escalation to kinetic engagement or possible use of WMDs in a worst-case scenario.

China allows for North Korean hacker groups to operate within their borders,
which enables the destabilization of cyberspace. According to some estimates from
2016, around 600 to 1,000 North Korean

cyberwarfare operatives conducted their ACC.Oi’d ing to some
estimates from 2016,

around 600 to 1,000 North
Korean cyberwarfare

operatives conducted
internet traffic, among that cyberattacks, their activities from

activities from Chinese territory. Since then,
this figure has likely only increased. Beyond
that, most of the very limited North Korean

runs through Chinese internet access Chinese territory.
providers.'? Considering the tight grip the

Chinese Communist Party has on economic activities and people movement in
its country, it is highly unlikely that North Korean cyber activity is being tolerated
without high-level political support. Insofar, China is not just an enabler of North

Korean cyberwarfare, but also an active ally in its perpetuation.

139 Dress, B. (2022, April 15). North Korean group stole more than $600M in Axie Infinity hack, FBI says.

140ESET (2022, June 1). ESET Research: Lazarus attacks aerospace and defense contractors worldwide while misusing
LinkedIn and WhatsApp.

141 U.S. Department of Justice (2018, September 6). North Korean Regime-Backed Programmer Charged With Conspiracy
to Conduct Multiple Cyber Attacks and Intrusions.

142 Young, B., J. (2022, February 9). North Korea Knows How Important Its Cyberattacks Are.
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The EU and U.S. can work together to deter conflict by conveying to North Korea the
costs for any provocations through cyberattacks. Such a joint response from Western
allies is far stronger than a unilateral approach and will help raise costs for North
Korea. Additionally, the transatlantic partners and their government cybersecurity
entities should be more direct in highlighting Chinese support of North Korean
hackers when possible. Building stronger capabilities to counter and attribute attacks

from North Korea is foundational to a transatlantic response.

Recommendations: Expand Cyber Norms and Diplomacy with
the transatlantic partners

o Embed a transatlantic focus in U.S. cyber diplomacy: Appoint a senior
official in the State Departments Bureau of Cyberspace and Digital
Policy to focus on deepening the transatlantic cyber relationship. This
appointment is critical to showcase that the U.S. is committed to pushing
back on Russia’s offensive cyber actions and to establishing norms through
a closer diplomatic partnership with the EU. As opposed to tasking an
existing senior official in the bureau, a new position also symbolizes the
strategic prioritization of transatlantic cyber cooperation in a way that is
otherwise not possible. This is of key importance to institutionalize the
efforts and to signal to the Europeans that the U.S. takes transatlantic
cyber diplomacy seriously. To support this perception among allies and
adversaries alike, the appointment should coincide with the next EU-U.S.

Cyber Dialogue.

o Create an EU and U.S. cyber capabilities fund: Through the EU-U.S.
Cyber Dialogue and the TTC, create a new entity to deliver funding for
cyber capacity-building projects in developing countries and emerging
economies. This entity can also provide expert support and technical
cybersecurity advice for developing robust capabilities. This could include
funding the use of technical tools such as Malware Information Sharing
Platforms (MISP), which allow for easier and standardized sharing of
information between participating countries. One should also build
on existing funding capacity-building programs, such as the European
Neighborhood Instrument and the Instrument of Pre-Accession Finances
Program. Key development agencies to help build the cybersecurity and
development nexus should be included. Along these lines, USAID’s Digital
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Development Program and the European Development Agency should be

engaged for strategic advice and direction.

Increase transatlantic public diplomacy efforts: EU Cyber Direct and
the U.S. State Department Bureau of Cyberspace and Digital Policy should
launch strategic awareness campaigns that build on the EU-U.S. alliance.
The awareness campaigns should emphasize the importance of robust
cybersecurity for the survival of Western democracy. The launch of a
transatlantic advertising campaign highlighting the threat environment
and individual-level action steps that citizens can take to secure their data
should be coordinated. This campaign should focus on the short-term
impact of Russia’s ongoing cyberattacks in Ukraine and integrate the

long-term strategic threats posed by China and other adversaries.

Strengthen international norm building efforts: Leverage efforts like

the OECD Global Forum on Technology and the Paris Call to advance
international norms for responsible action in cyberspace and principles of
non-proliferation of offensive cyber capabilities. For example, both the U.S.
and EU should more actively support the Paris Call and encourage allies,
European countries, and private sector companies to join the call. Through
the EU-U.S. Cyber Dialogue, include a line of effort to begin discussions

for establishing a set of norms for cyber policy and responses to gray zone
tactics that accounts for the domain’s evolving complexity and new threats

from Russia and China.

Recommendations: Coordinate technical standards-based policy
and regulations

Engage the U.S. in the EU Cybersecurity Certification Commission:

The most recent EU-U.S. Cyber Dialogue stressed the need for more
collaboration on technical standards. Even with these public commitments,
technical standards remain disparate and continue to cause friction. There
is a unique window of opportunity with the ongoing creation of the EU
Cybersecurity certification framework for ICT products. CISA, NIST,

and the EU-wide Certification Framework Commission should establish

a working group to integrate transatlantic coordination and provide
recommendations for the EU Commission, prioritizing a security-by-

design approach. Through this initiative, the U.S. and EU can work in

Addressing Russian and Chinese Cyber Threats



tandem to identify areas for coordination in technical standardization, as
opposed to a reactive approach that would take place after the Commission

announces the updated framework.

ENISA transatlantic working group: In tandem with the proactive
coordination with the EU Commission, the ENISA Executive Director
should establish an ENSIA ad hoc Working Group composed of experts
from across the transatlantic cybersecurity community to review and
identify technical regulations that cause the most friction in information
sharing or capability expansion between the U.S. and EU. The final product
of this working group should be a regulatory landscape overview for cyber
policy experts and policymakers to leverage for promoting regulatory
alignment. Additionally, the working group should build more points of
connection between ENISA and U.S. cybersecurity entities. With ENISA’s
new permanent mandate, it is critical for transatlantic coordination to

be institutionalized during the current phase of growth and mandate

expansion.

Engage private sector feedback: Work with the U.S. Chamber of
Commerce and the European American Chamber of Commerce to advocate
for the common interest of establishing the interoperability of respective
digital systems and platforms and cybersecurity frameworks to ensure
that transatlantic trade is not impeded. Invite both organizations to a
roundtable discussion with cybersecurity experts for a listening session
on private sector priorities for technical standards and for implementing

security-by-design efforts.
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Conclusion

Due to the transnational nature of cyberattacks, international cooperation is key to
address the arising challenges to the information landscape, critical infrastructure,
the economy, and overall security. In the context of the war in Ukraine and of
China’s increasingly advanced cyber capabilities, deeper transatlantic cooperation is
important to curtail Russia’s war ambitions and to defend economic, technological,
political, and military infrastructure against adversarial attacks. The current moment
of unmatched transatlantic unity in supporting Ukraine and strengthening cyber
defenses presents a unique opportunity to overcome past political disagreements on

related issues such as the regulation of big tech, data privacy, and cloud computing.

To capitalize on this momentum, the EU and the U.S. should embark on a path of
greater social media regulation related to disinformation, institutionalization of

big tech support in cyber defense, intelligence sharing, standardization of cyber
governance guidelines, embrace of transatlantic public-private partnerships, and
international funding for related endeavors. The transatlantic partners cannot afford
to waste this moment in history; for the sake of the Ukrainian people and all those
that believe in a democratically governed cyberspace. Amid the war in Ukraine, it is
of urgent importance that cyber defenses are lastingly bolstered through continued
transatlantic support. Stronger resiliency and cybersecurity measures can reduce

human suffering, and allow for resources to be focused on Ukraine’s kinetic defense.

At present, there is still time for deterrence as it relates to protecting transatlantic
critical infrastructure. Alongside unprecedented transatlantic unity, this moment
might pass. Considering the potentially increased role cyberwarfare will play in
future conflicts, and given predictions that Chinese cyber capabilities will pose more
far-reaching challenges than those of the Russians, the EU and the U.S. need to

meaningfully increase their cyber cooperation now.
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