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About the Cyber Project:

Forty years ago, an interdisciplinary group of Harvard scholars – profes-
sors,  researchers, and practitioners – came together to tackle the greatest 
threat of the Cold War: the fear of a nuclear exchange between the Soviet 
Union and the United States. Today, we seek to recreate that interdisciplin-
ary approach to tackle a new threat: the risk of conflict in cyberspace.

The problems that confront today’s leaders are substantial and diverse: how 
to protect a nation’s most critical infrastructure from cyberattack; how to 
organize, train, and equip a military force to prevail in the event of future 
conflict in cyberspace; how to deter nation-state and terrorist adversar-
ies from conducting attacks in cyberspace; how to control escalation in 
the event of a conflict in cyberspace; and how to leverage legal and policy 
instruments to reduce the national attack surface without stifling inno-
vation. These are some of the motivating questions that drive the Belfer 
Center’s Cyber Project.

The Cyber Project is pursuing work on how lessons can be learned from 
cyber incidents to better inform defense measures. The focus of this work 
is on expanding the concept of a “Cyber NTSB” and creating a “Near 
Misses” reporting system, both modeled on how safety improvements 
are made following an aviation incident. With support from the National 
Science Foundation and the Hewlett Foundation, the Belfer Center hosted 
a series of workshops in 2021 that culminated in a Final Report and this 
Major Cyber Incidents Investigations Board.
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x How to Stand Up a Major Cyber Incident Investigations BoardThis February 23, 2019, file photo shows the inside of a computer in Jersey City, N.J. The U.S. National 
Security Agency said Thursday, May 28, 2020, the same Russian military hacking group that interfered in 
the 2016 presidential election and unleashed a devastating malware attack the following year has been 
exploiting a major email server program since last August or earlier. (AP Photo/Jenny Kane, File)
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Are You in CRISIS MODE?  
Start Here.
Your organization has experienced a cyber incident, and you have 

been tasked with forming a group of people to conduct an investiga-

tion/review. You’ve come to the right place. Try not to conflate urgent 

incident response with this investigation board if you can help it. 

Incident response is very different than thoughtfully setting up an 

investigation board before you need it, but sometimes that’s not how 

cybersecurity works, and we understand that.

What Is a Major Cyber Incident Investigation Board?
An MCIIB is a group of cybersecurity experts and representatives from 
academic organizations, government, and the private sector who con-
vene after a cybersecurity incident has occured and lead a review into 
the incident. 

How Will This Document Help You?
This document lays out how to form a Board and how to form a team 
with technical skill sets needed to conduct an investigation into why the 
cyber incident occurred, what security systems failed, and what factors 
contributed to the incident’s severity. For now, you just need to read the 
information in the red boxes. Everything you need to know to stand 
up a Board and conduct an investigation quickly is in there. The rest 
of the document goes into details that you don’t need to know right now.

How Does an MCIIB Investigation Work?
There are two components to an MCIIB incident review: the Technical 
Team’s investigation and the Board’s review. The Technical Team is a 
group of professionals with the technical skills to conduct an in depth 
analysis of how the incident happened. The Board conducts a review of 
the incident based on the findings derived from the Technical Team’s 
analysis and will come up with recommendations to prevent a similar 
incident from happening in the future or decrease its negative impact.
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Opening Board Meeting
The Board Members meet virtually to receive the details on the cyber 
incident, select an Investigator in Charge (IIC), and agree on out-
side companies or organizations to invite to serve as Parties to the 
investigation. 

Technical Investigation
Phase I: Collect data and evidence
Phase II: Perform analysis, develop a timeline and discover open 

questions
Phase III: Form and test hypotheses

Closing Board Meeting
The Board Members meet virtually to discuss and vote on findings  
of the technical investigation and recommendations to include in the 
Final Report.

Distribute the Final Report far and wide.

Abbreviations
MCIIB  Major Cyber Incident Investigations Board
POS  Point of Sale
IIC  Investigator in Charge
CFPB  Consumer Finance Protection Bureau
CISO  Chief Information Security Officer
ISAC  Information Sharing and Analysis Centers
ISAO  Information Sharing and Analysis Organizations
NTSB  National Transportation Safety Board 
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Introduction
The goal of this document is to provide guidance for any organization that 
wishes to set up an independent cyber incident review board. The document 
serves as a blueprint for an independent review board which may be needed 
by private or public organizations, such as municipalities, counties, hospitals, 
utilities, or other organizations that anticipate experiencing cyberattacks 
and wish to maximize their learning from them. We offer considerations 
and analysis throughout the document to present alternative options and 
insights. An organization such as a think tank, local or federal government 
agency, university, or other non-profit organization may also set up a MCIIB. 
Such a Board would conduct investigations of major cybersecurity incidents 
and deliver a report outlining the sequence of events, contributing factors, 
and recommendations for security practices. 

There are three major stages of an investigation: Opening, Technical 
Investigation, and Board Review.

This document explains how to stand up a board, the tradeoffs which can 
be made, and the effects of those tradeoffs. We are also aware that investi-
gations are often triggered by crises, and thread guidance for that scenario 
throughout the document.

A Story from the Future

A 2005 breach at a large retailer1 can serve as an example of the application 
of this manual, framing the issues in convening a board, conducting a tech-
nical investigation, and issuing a report that helps people understand the 
attack in future.
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The MCIIB of Arkansas2 becomes aware that a big-box retail store had 
recently been the victim of a point-of-sale (POS) and credit card number 
attack:3

First, the Board convenes for the Opening Board Meeting and agrees 
to initiate an investigation and review of the incident. At the Opening 
Meeting the Board will also designate a Board Member to contact the retail 
company and coordinate the initiation of the investigation. Once the com-
pany has either invited the Board to initiate the investigation and agreed to 
submit evidence, or been compelled to cooperate with the Board’s inves-
tigation by a body with the appropriate authority, the Board will select 
an Investigator in Charge (IIC) who will lead the Technical Investigation 
and determine whether outside organizations should be invited to serve 
as Parties to the Investigation. Parties in this case include relevant labor 
unions, the company’s software vendors, credit card companies, local 
banks, the local government’s consumer protection department, and the 
Consumer Financial Protection Bureau4 (CFPB). 

Second, the IIC will coordinate with the host organization and Parties 
to form the Technical Team and initiate Phase I of the Technical 
Investigation, beginning with the collection of evidence and data. Once 
the Team feels that they have sufficient evidence–such as the malware 
used in the attack, the cybersecurity systems in place at both local stores 
and headquarters, how long it took for the data breach to be detected, the 
vulnerability exploited by the malware– they can move to Phase II and 
begin to analyze the data and evidence that has been collected thus far. 
More evidence may need to be collected to support further analysis. When 
the Team feels that sufficient analysis has been completed, the investiga-
tion enters Phase III, where Team Members may propose hypotheses as 
to contributing factors and the sequence of events that culminated in the 
incident. Following the example of the NTSB, the team has actively avoided 
guessing until now, allowing the evidence to tell the story. Throughout the 
Technical Investigation, a report writer will document the Team’s findings 
and hypotheses and finalize the Findings Report with approval from the 
Team Members. The IIC will then send the Findings Report to the Board 
Members and the Party Representatives. 
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Third, the Final Board Meeting is scheduled two months after the con-
clusion of the Technical Investigation. After reviewing the Findings 
Report in depth, the Party Representatives should submit their Party 
Recommendation Letters to the Board within a month of receiving the 
Findings Report. Ahead of the Final Board Meeting, the Board Members 
familiarize themselves with the content of the Findings Report and the 
Party Recommendation Letters. At the Final Board Meeting, the IIC 
will present the Technical Team’s Findings as an overview for the Board 
and remain for the duration of the meeting to answer any of the Board 
Members’ questions regarding the Technical Investigation’s procedures or 
findings. Following the presentation, the Board Members will open dis-
cussion as to which findings to include in the Final Report. Each finding 
is determined by majority vote before the report writer includes it in the 
Final Report. Once all the findings have been voted on, the discussion 
shifts to recommendations for the targeted organization and the cyberse-
curity community. The recommendations are also decided upon through 
majority vote before they are included in the Final Report. 

The report writer will deliver the Final Report to the Board Members for 
approval no later than two weeks after the Final Board Meeting. Each 
Board Member will add their signature to the Final Report. Should a 
Board Member disagree with a finding or recommendation included in 
the Final Report, they may submit a Letter of Dissent to be appended to 
the Final Report.

Once all Board Members have signed the Final Report or lodged their dis-
sent, the Final Report is sent to all Party Representatives and uploaded to 
the Board’s website for wide, public dissemination. 
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1  Overview of an Independent 
Cyber Incident Investigations 
Board 

1.1  Definition of a “Major Cyber Incident”

Defining a “major cybersecurity incident” may vary depending on the 
organization initiating and hosting the Board. 

Considerations

To determine whether to convene the Board and launch a technical investi-
gation the following factors may be considered:
• Has a similar incident occured before?
• Does a set of standards already exist?
• Would the larger cyber community benefit from an analysis of the inci-

dent or is it specific to one or a select few companies?

Determination

Each independent Board must determine the definition of “major cyber 
incident” for itself for two reasons. One, the cybersecurity field is con-
stantly evolving; a static definition of “major cyber incident” may be 
insufficient and ultimately detrimental to the essential work of an indepen-
dent review board. Two, the host organization’s mission and values may 
influence what an independent review board investigates. Therefore, the 
definition of a “major cyber incident” should be unique to each Board. 

CRISIS MODE

The triggering incident is a major incident, and the definition will be 

refined by the board after delivery of their final report.
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1.2  Purpose and Role of the Board

CRISIS MODE

The Board will be a group of respected individuals with extensive 

experience with cybersecurity issues. The Board you create will con-

duct a review of the facts of the incident and will deliver a report that 

outlines the facts of the case, their hypotheses, and recommendations 

for preventing similar incidents from happening or mitigating the 

impact of such incidents in the future. 

The goal of a Major Cyber Incident Investigations Board must be to 
conduct an independent analysis of a major cyber incident (including 
significant near misses), compile a shared history of what occurred, and 
generate actionable recommendations for cybersecurity actors to execute 
in order to prevent a similar event from happening in the future. The 
cybersecurity industry thus far lacks a reputable record of past cyber inci-
dents from which the industry can collectively draw lessons learned.5 The 
Board can serve as an initial step in creating a shared history of cyber inci-
dents and developing recommendations for best practices. 

The creation of an independent board creates an opportunity to bring 
together respected experts and organizations across the cybersecurity 
industry to lend their expertise and credibility to much needed analysis of 
cybersecurity incidents. An independent board is uniquely valuable, because 
it can develop unbiased analysis of cybersecurity incidents and have a greater 
degree of flexibility throughout the investigative and review processes. 

The Board differs from the Technical Team in that Board Members need 
not necessarily have technical expertise. Individuals who do not hold 
technical expertise but have experience in government regulation or pol-
icymaking or who are well-regarded within the cybersecurity community 
will bring highly valuable experience to the Board. Technical expertise is 
not needed for Board Members, because the Technical Team will conduct 
the Technical Investigation and compile their findings and hypotheses in a 
Findings Report. Thus, Board Members will rely on their experience rather 
than technical skills to fulfill their duties of analyzing the Findings Report 
and generating recommendations. 
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Selecting Board Members

CRISIS MODE

Find 4 people who are qualified to serve as Board Members: 1 indi-

vidual expert, 1 from an academic institution (university, think tank, 

etc.), 1 from a cybersecurity-related corporation, and 1 from a govern-

ment agency (it may be you). 

1. Go to your local or a respected university’s computer science 
department and ask the chair to serve or suggest someone else in 
academia. 

2. For your individual contributor, look for a local chapter of ISSA 
(the Information Systems Security Association), the Cloud 
Security Alliance, Infragard, B-Sides (a security conference 
umbrella), or reach out to the authors of this report online for 
help in rapidly finding someone to serve. You can also look to a 
sectoral resource, such as an information sharing association like 
an ISAC or ISAO.

3. For your government member, if you have not already been 
assigned to be that person, reach to your state CISO office to 
request a person.

4. For your corporate member, ask ten CISOs of respected compa-
nies in your relevant jurisdiction/location/area of impact who do 
not have a vested interest in the outcome of the investigation. 

5. Tell them they are all going to serve for not less than 30 days and 
not more than 90 days.

6. Conduct the investigation according to the guidelines below.
7. Use what you have learned to stand up a skeleton board that can 

rapidly be spun up in future.

There should be a minimum of four people on the board, one from each 
of the following four areas: individuals, companies, governments, and aca-
demic institutions. If the Board needs additional members, people from 
the four categories of organizations should be added as evenly as possible. 
In the authors’ experience, more than sixteen people can be unwieldy for 
an investigation of this nature. The host organization may invite software 
companies, think tanks, cybersecurity firms, major industry players, and 
individual cybersecurity experts and consultants to serve as Members of 
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the Board. Having a Board composed of respected members of the cyber-
security community lends the Board credibility and visibility. Inviting a 
wide range of organizations and individuals incorporates diverse views in 
the discussion over the findings and recommendations derived from the 
investigation and extends the reach of the investigation’s conclusions.

Considerations

Inevitably, the Board will comprise quasi-competing components: govern-
ment agencies; private corporations; individuals; organizations. To strike a 
balance between the various components requires taking into account the 
unique value added by each type of Board Member. 

Primary questions for consideration: 
1. Does the individual or entity hold unique expertise that is not already 

represented in other Board Members?
2. Is the Board as a whole representative of the larger cybersecurity 

community?

In the selection of Board Members, thought should also be given to the 
resulting Board’s diversity including but not limited to racial, ethnic, and 
gender diversity. Not only does diversity bring new experiences, perspectives, 
and ideas but a homogenous Board runs the risk of proposing infeasible rec-
ommendations or overlooking ideas by virtue of its limited perspective.

Individuals: There are individual experts who hold unique experience and 
perspectives separate from any organization or corporation they may be 
affiliated with. It should be noted that these individuals are not limited to 
former government officials. Researchers, consultants, and other experts 
who do not hold government experience are also qualified to serve on the 
Board and would offer perspectives not necessarily represented in former 
government officials. The benefit to including many individual experts is 
that individuals representing themselves are not constrained by corporate 
interests, government policy, or guidelines set by an academic organiza-
tion. On the other hand, individual experts may wield less influence than 
corporations, government agencies, and academic organizations, limiting 
the impact of the final report and recommendations. 
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Corporations: The private sector is one of the largest stakeholders in 
cybersecurity issues, owning a majority of critical infrastructure in the 
country; they have enormous potential to influence markets and set indus-
try standards. Including multiple corporations on the Board could increase 
buy-in from other corporations and increase the rate of adoption of the 
Board’s recommendations. However, the cybersecurity community may 
not trust a majority corporate Board to draw unbiased and effective con-
clusions and recommendations. 

Government Agencies: Federal, state, and local government agencies 
possess useful insights into the regulatory environments and can offer 
guidance as to where recommendations should be targeted to be most 
effective. Government employees can also bring a public-service orienta-
tion. The government perspective is especially valuable when operating in 
a complex regulated environment. 

Academic Organizations: Universities, non-profit, and think tank orga-
nizations house vast expertise across a variety of issues and have already 
established credibility in the cyber field. Their involvement not only lends 
the Board additional expertise but also supports a wide distribution of the 
Final Report and recommendations. Though academic organizations have 
access to a wide range of expertise and typically hold influence to support 
wide distribution of the report findings and recommendations, corpora-
tions may discount conclusions derived by academic organizations who do 
not hold profit interests in cybersecurity measures.

Determination

Invitations to serve on the Board should be extended to individuals as 
well as corporations, government agencies, and academic organizations 
to ensure that the Board consists of diverse perspectives. A Board stacked 
with any one type of Board Member, for example majority corporations 
or majority individuals, risks both being perceived as biased and inad-
vertently exerting bias through the omission of differing perspectives. 
Therefore, representation should be balanced to ensure that no one indus-
try holds a majority on the Board.
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1.3  Structure of the Board

CRISIS MODE

Invite 1 individual expert, 1 government representative, 1 represen-

tative from a corporation, and 1 member of an academic institution 

to serve as Board Members, 4 Board Members in total. Once the crisis 

has ended, you can go through the Considerations to determine how 

many Board Members should be on the Board in the long term. 

The number of Board Members should be between four and sixteen in 
order to keep the discussion streamlined and the Board functional as a 
decision making body. While a larger Board may offer more representation 
of the cybersecurity community and expand the reach of the Board’s con-
clusions and recommendations, allowing too many voices in the discussion 
may drag on discussions and prevent consensus surrounding the investiga-
tion’s findings and recommendations. 

Considerations

A key consideration in determining the size of the board must be main-
taining efficiency throughout the review process and incorporating diverse 
perspectives and developing credibility among the cybersecurity com-
munity. A board with too few members sacrifices diversity of opinion 
and perspective and risks being perceived as serving a particular set of 
interests, losing credibility as a result. Too many members increases the 
logistical complexity of convening the board to review a cybersecurity 
incident and increases the potential for discussions on findings and recom-
mendations being dragged out or diluted beyond useability. The NTSB, for 
example, has a five-member board. 

Determination

The exact number of the Board Members should be determined by the host 
organization. Though the NTSB model operates on a five person board, a 
larger board would be appropriate in this case to accommodate the various 
types of actors in the field of cybersecurity and the competing interests and 
perspectives. Such a board could allow for more than one entity from each 
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of the categories mentioned above, and leaves room for multiple, conflict-
ing voices to be incorporated. The Board can be expanded depending on 
the needs of the host organization, though the two principles, efficiency 
and diversity, must be balanced. 

1.3.1  Board Member Term Length

CRISIS MODE

No need to consider Board Member term length policy now. For now, 

consider Board Member term length to be the duration of the technical 

investigation and Board review. Once the Final Report has been submit-

ted, you can reevaluate Board Members and institute a term length.

A term of two years balances the stagnation caused by long term lengths 
against inefficiency brought on by frequent turnover. At the end of a Board 
Member’s two year term, the organization or individual can be reevalu-
ated to determine whether to extend their seat for an additional term. The 
decision to extend an invitation for an additional term should consider the 
value added by the Board Member in past investigations and deliberations 
and whether the Board would benefit more from a new perspective. 

Considerations

Onboarding new Board Members and integrating them into the review 
processes takes time and resources. It would, therefore, make sense to keep 
Board Members on the Board for as long as possible; it would reduce time 
and resources lost to a new Member’s learning curve. 

It is also true that the cybersecurity field is constantly evolving: cyber vul-
nerabilities permeate to affect new industries, new threat actors emerge, 
and new offensive techniques and strategies are developed. To ensure that 
the Board is always representative of the present state of the cyber field and 
in tune with the concerns and experiences of the cybersecurity community, 
short Board Member terms would be best. A constantly changing Board 
would mirror the constantly changing cybersecurity environment. These 
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two points are in direct conflict on purpose. The host organization may 
decide which is more important.

Determination

The term length is determined in recognition of the constantly changing 
nature of the cyber field and the value gained from having experienced 
Members serve on the Board. Term lengths for Board Members are 
necessary in order to guarantee turnover on the Board and maintain 
opportunities for new expertise and voices to join the Board without con-
stantly increasing the size of the Board. The changing membership keeps 
the Board agile and responsive to industry changes, while the two year 
term preserves a degree of experience in the review process on the Board. 

1.3.2  Conflicts of Interest

CRISIS MODE

When choosing the 4 people to serve as Board Members, ask:

1. Does this person, corporation, academic institution, or govern-
ment agency benefit financially from a particular outcome of the 
investigation? 

2. Would their reputation or that of their employer be impacted 
negatively by a particular outcome of the investigation?

3. Would this person, corporation, academic institution, or gov-
ernment agency serving on the Board call into question the 
impartiality of the Board?

During a Board Member’s term, cyber incidents may arise that present a 
conflict of interest for the individual or organization. To preserve honest 
discussion and preemptively protect the findings from accusations of bias, 
a system should be established such that any Board Member can raise the 
issue of a conflict of interest for themselves or for another Board Member 
at the Opening Meeting. Should new facts emerge during the investigation 
that call into question the impartiality of a Board Member, the Board may 
convene an emergency meeting to determine whether a conflict of interest 
exists and initiate the recusal process if need be. 
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If the Board Member for whom the cyber incident may present a conflict 
of interest does not recuse themselves then the matter can be brought to 
a majority vote, with all Board Members participating. If the majority of 
the Board votes in recognition of a conflict of interest, the Board Member 
should not be involved in the investigation process or deliberations on 
findings and recommendations. The Board may then proceed one member 
short for the duration of the investigation. 

Considerations

Inevitably, in all industries, conflicts of interest result. An investigator 
having a vested interest in the outcome of an investigation is immediate 
cause for concern. In the case of a Major Cyber Incident Investigations 
Board, a conflict of interest could arise in inaccurate findings and insuf-
ficient recommendations. Take for example a Microsoft representative 
serving on the Board during an investigation into a vulnerability exploited 
in Microsoft’s operating system. 

There are already models for ensuring the impartiality of decision-making 
bodies. For example, electing a Board Chair who has the authority to make 
determinations regarding conflicts of interest. A similar role can be played 
by an inspector general. Alternatively, a separate ethics board can make the 
decision for conflicts of interest. 

If all individuals, organizations, agencies, and corporations who could 
potentially be biased in an investigation were excluded from serving on the 
Board, there would be no qualified Board Members. Thus, a case-by-case 
approach rather than a unilateral approach may be needed. 

Furthermore, bringing an outside body up to speed on the facts of the 
case and potential relationship to the Board Member would take time and 
potentially delay the investigation and deliberation. 



15Belfer Center for Science and International Affairs | Harvard Kennedy School

The U.S. Office of Government Ethics offers useful guidance on different 
types of conflicts of interest.6 The National Council of Nonprofits also has 
useful resources on navigating conflicts of interest.7

Determination

Preserving the Board’s independence and credibility is of the utmost impor-
tance if the reports and recommendations are to have the needed impact. 
Conflicts of interest are unavoidable given the diversity of the Board and 
the interconnected nature of the cybersecurity industry. In recognition 
of that fact, there must be a process in place to facilitate the recusal of a 
Board Member from the review and investigation of a cybersecurity inci-
dent where they may be biased. A formal process removes stigma from a 
Board Member recusing themselves in acknowledgement of their potential 
impartiality in that particular case. The voting mechanism through which 
the Board Members can force the recusal of a Board Member should be in 
place to implicitly enforce the recusal process and prevent a Board Member 
from potentially being involved in the review of an incident from which they 
would derive personal or professional gain or loss. 

The voting process cements the egalitarian nature of the MCIIB; all of the 
Board Members are allowed to weigh in, and thus, the decision is represen-
tative of the Board as a whole. This process also saves time by relying on 
the Board Members’ expertise and familiarity with the case. 
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1.4  Board Member Duties

CRISIS MODE

20% of a Board Member’s effort will happen on initiation of the 

investigation, 10% over the course of the actual technical inves-

tigation, and 70% will happen over the week of the review of the 

Technical Report, Board discussions, and preparing the Final Report 

for public dissemination. 

Investigation Initial Stages
Board Members should ensure that they are available to attend Board 
Meetings as needed throughout the investigation. At the start of the inves-
tigation, Board Members will convene to discuss the cyber incident that is 
the subject of investigation and agree upon a schedule for Board Meetings 
once the investigation concludes to discuss and vote on findings and 
recommendations. 

During the Investigation
Board Members will not be directly involved in the day-to-day operations 
of the Technical Investigation but should be responsive to information 
requests from the Technical Team. e.g., consultation requests from expert 
Board Members or software support from a software company representa-
tive. Board Members should use the investigative phase to ensure that their 
schedules can accommodate an intensive period of Board Meetings at the 
conclusion of the investigation.

Review Conclusion Stages
Once the Technical Team has submitted their report outlining their anal-
ysis of the cybersecurity incident, the Board Members will convene for 
the Closing Board Meeting to discuss and vote on the findings that will 
be included in the Final Report. The Closing Board Meeting should be 
scheduled no sooner than two months following the conclusion of the 
Technical Investigation in order to ensure that Board Members have suf-
ficient time to review and understand the investigation and findings. At 
the Closing Board Meeting, Board Members will shape the Final Report 
through their deliberations. Board Members will also propose and vote on 
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recommendations of cybersecurity practices that could be effective in pre-
venting or mitigating a similar incident from happening in the future.

Considerations

Board Members’ time and expertise is extremely valuable. The goal of 
delineating Board Member duties is thus to allocate Board Members’ time 
to where it is most needed and where it will be most effective.

There are two parts to a cyber incident review. The first is the Technical 
Investigation: analyzing reports, interviews, and other materials; general 
fact finding. The second is a higher level analysis of the implications of the 
facts uncovered during the Technical Investigation and identifying poten-
tial recommendations. The question to consider is, therefore, where in the 
review process should Board Members be involved in order to maximize 
the impact of their skills and experience. 

Should Board Members be seen as representatives of a company, or serving 
in a personal capacity? The way in which the Board Members are defined 
and referenced may increase or decrease their credibility in complex ways. 
For example, “the representative from MajorTechCo” probably increases 
technical cachet, at the possible cost of their impartiality being questioned. 

Determination

Having the Board Members be involved only in the review of the Technical 
Investigation findings and the development of recommendations focuses 
Board Members’ skills and experience on implications of what the findings 
of the Technical Investigation mean, rather than the fact finding portion of 
the investigation. The Technical Investigation can be outsourced to skilled 
professionals, instead. 

A secondary benefit to the division of labor between the Technical 
Investigation and the Review is that Board Members will view the Findings 
report provided by the Technical Team with fresh eyes; they will not have 
bias towards findings that they themselves developed. The focus of the 
Board Members, therefore, is to review the facts and develop a narrative 
and set of recommendations based on the Technical Investigation. 
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2  The Technical Team

CRISIS MODE

Consult with the Board Members you have selected and determine 

what technical skills are essential for conducting an investigation. 

First, look into whether those skills are present in your IT depart-

ment. If not, ask the Board Members if there are people at their home 

organizations that can join the Technical Investigation. These people 

will not be needed for the entire review process, only for the Technical 

Investigation. You will also need a report writer. This can be anyone in 

your organization who writes reports that shows critical thinking and 

management of ambiguity. They will be involved in the entirety of the 

review process. 

Examples of technical skills that may be required:

• Malware analyst
• Digital forensics and incident response (DFIR) analyst
• Security architect
• Red team expert
• Human resources expert
• Software engineer
• Insider threat expert
• Operations researcher

2.1  Forming the Technical Team

A general guiding framework for a Technical Team is a malware analyst, a 
digital forensics and incident response (DFIR) analyst, a security architect, 
a red team expert, a software engineer, an insider threat expert, operations 
researcher, software developer, and human resources expert. As needed, 
the team can be expanded to include additional investigators, lawyers 
to help the investigative team navigate intellectual property restrictions, 
attorney-client privilege protected documents, and any other legal gray 
areas, and technical personnel with relevant expertise. A report writer will 
join the team at the start of the investigation. Throughout the investigation 
the report writer will shape the Findings Report, presenting the findings in 
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an impartial manner. All personnel assigned to the investigation should be 
available for a full-time commitment for the duration of the investigation.

In the MCIIB’s nascent stages it may be difficult to compile a list of qualified 
individuals for a complete Technical Team. Initially, the host organization 
may tap into its IT team, Board Members can refer people in their networks, 
and the Board may rely more heavily on lended personnel from Parties to the 
Investigation. As the Board reviews more cases and develops a rhythm, it will 
develop a list of reliable technical experts in various fields that it can consult 
when it needs to assemble a new Technical Team.

Considerations

As mentioned previously a tradeoff exists between the Board Members con-
ducting the investigation themselves from start to finish. Board Members 
could lead both the Technical Investigation and the Review. On the other 
hand, bringing in a Technical Team allows Board Members to focus solely on 
the Review and determining recommendations. The distance from the tech-
nical analysis also serves to preserve bias from the findings. 

Determination

The Technical Team steps in to conduct the technical analysis of the evi-
dence, reserving the Board Members for the analysis of the implications of 
the Findings Report. The skill sets among the Technical Team should be 
diverse enough that there is at least one professional per area of the investi-
gation to ensure that a thorough analysis is conducted. 
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2.2  Goals of the Technical Team

CRISIS MODE

The Technical Investigation’s goal is to determine the facts of the 

incident. At the end of their investigation, the Technical Team will 

turn over a Findings Report to the Board Members. At that point, the 

Technical Team is dissolved. 

The Technical Team is not meant to assign blame to any one 

person or entity, identify who was behind an “attack,” or develop 

recommendations. 

Questions the Technical Team may explore:

• When did the incident occur?
• Who discovered the incident?
• What security systems were in place before the incident?
• What software or hardware vulnerability was exploited?
• What cybersecurity policies were in place in the organization?
• How did the threat actor move throughout the system(s)?
• How long did the vulnerability exist?
• What data was exposed?

The purpose of the technical investigation is not to identify a singular 
cause for the cyber incident or to assign blame to a particular actor, but 
rather to ascertain and document the conditions under which the cyber 
incident occurred, decisions made before, during, and after the incident, 
and various software, systems, personnel, and environmental factors that 
contributed to the incident. At the conclusion of the Investigation the 
Technical Team should compile a report documenting their investigative 
process and outlining the team’s findings. The Findings Report will be the 
foundation for the Board Members’ discussion of the incident and the basis 
for their recommendations. 

Considerations

The question is: how far does the purview of the Technical Team extend? 
Similar to identifying the boundaries of the Board’s responsibilities, we 
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must consider where the Technical Investigation’s time is most valuable 
and the benefits of dividing the review process between the Technical 
Investigation and the Board Members. 

Determination

The Technical Team holds highly technical professional skills that are most 
conducive to analyzing evidence provided to the Team and compiling a 
fact findings report. The fact findings report can then be provided to the 
Board for their review of the cyber incident. Once the Team hands off the 
fact findings report, they are no longer involved in the review process; the 
Board Members are not involved in the fact findings investigation and the 
Technical Team is not involved in the review and recommendations devel-
opment. Again, the division of labor helps preserve unbiased analysis from 
both the Technical Team and the Board Members. 

2.3  Technical Team Structure

CRISIS MODE

Go with the bare minimum of skill sets needed to conduct the 

investigation. 

Should the scope of the incident review necessitate a Technical Team 
of more than 10 experts, the investigator in charge should divide the 
Technical Team into groups and designate Team Leaders who will be 
responsible for collecting the group’s daily factual findings and resolving 
potential conflict within the groups. 

Considerations

Increasing the size of the Technical Team adds essential skill sets that 
will improve the accuracy and quality of the fact findings report, but the 
increase in size also jeopardizes the agility and dynamism that comes from 
a small working group. Avoiding adding additional professionals to the 
team in the name of preserving the small group working environment 
would result in a less effective fact findings report. Enlarging the Team by 
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adding many professionals might impact the IIC’s ability to monitor the 
group’s progress and obstacles and could impede communication among 
Team Members, effectively creating information silos among the team. 

Determination

Dividing the Technical Team into small groups and adding the role of 
Group Leader to the Technical Team dynamic balances the need for 
effective communication amongst Team Members and the IIC and the 
need to be able to add essential technical skill sets to the team. The role of 
Group Leader can be assigned to any of the Technical Team Members. The 
responsibilities include acting as daily point of contact, reporting to the IIC 
regularly regarding progress and obstacles, and resolving conflicts among 
their group members. Group leaders ensure there is sufficient communica-
tion and leadership for the investigation as a whole. 

2.4  Members of the Technical Team

2.4.1  The Investigator in Charge

CRISIS MODE

Name the person with the most experience conducting investigations 

as Investigator in Charge (IIC). This person will serve as the point of 

contact for the Technical Team, guide the direction of the investiga-

tion, and attend the Final Board Meeting. 

After the Board has convened for a cyber incident, an Investigator in 
Charge (IIC) should be selected to lead the technical investigation. The IIC 
should have experience leading a team, conducting independent investiga-
tions, and be familiar with the cybersecurity field. 

Review Initial Stages
Once the IIC has been briefed on the cybersecurity incident that is to be 
the subject of the investigation, the IIC will compile a list of necessary 
technical personnel. At the start of the investigation, the IIC will brief the 
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Technical Team on their respective roles, how the Technical Team func-
tions, the goals of the Technical Team, and security protocols.

During the Review
Throughout the investigation, the IIC’s main task will be to direct the 
review process and resolve interpersonal or structural issues as they arise. 
The IIC will also keep Board Members and Party Coordinators informed 
of the status of the review through a brief weekly memo and periodically 
adjust timeline expectations for the conclusion of the investigation.

Review Conclusion Stages
At the conclusion of the investigation, the IIC and report writer will 
assemble the Technical Team’s findings into a Findings Report and submit 
it to the Board. The IIC will attend the Board meeting to brief the Board 
Members on the investigation and findings and answer any questions the 
Board Members may have throughout their discussions. The IIC cannot, 
however, partake in the discussions except in response to questions, or vote 
on the findings or recommendations.

Considerations

The separation of the technical investigation and the review of the facts 
of the incident has significant value, but the separation may also impede 
communication and cohesion between the two. Furthermore, while there is 
benefit in the horizontal power dynamic for the Team, the lack of a central 
point of contact between the Technical Team and the Board Members or 
outside contacts may affect the progress of the investigation. 

Determination

The IIC, a term borrowed from the NTSB, bridges the gap between the 
Technical Team and the Board, serving as a point of contact for Board 
Members, as well as the targeted organization, and any other parties. The 
IIC also guides the investigation, providing direction to the investigative 
process and coordinating resources needed by Team Members. During 
the Board’s meetings, the IIC will be present to offer an overview of the 
technical investigation and answer any questions about the Team’s process 
and findings. However, to maintain the separation between the technical 
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investigation and the review, the IIC will not partake in the Board’s deliber-
ation or be involved in the development of recommendations. 

2.5  Hierarchy Framework

CRISIS MODE

Other than selecting an IIC, make no other moves to establish a hier-

archy among the Technical Team or the Board Members. Using an 

egalitarian model will help foster collaboration and information 

sharing. 

Unlike other investigative bodies that follow strict hierarchical struc-
tures, the Technical Team will mirror the relative egalitarian, collaborative 
culture of the cyber industry. The pace, direction, and scope of the inves-
tigation is determined by the IIC. Team Members are responsible for 
thoroughly investigating the incident through the lens of their assigned 
role, and collaboration is encouraged. Technical Members should attempt 
to resolve disputes or conflicts among themselves, pulling in other Team 
Members as needed, and only elevate the issue to the attention of the IIC if 
no agreement can be reached. 

In the event that the incident necessitates a larger Technical Team and 
the Technical Team is divided into teams with a chosen Group Leader, 
the Group Leader will hold no authority over team members but will be 
in charge of leading meetings and resolving conflict among team mem-
bers. Should an issue, internal or external, that impedes the progress of 
the investigation arise, the IIC will elevate the issue to the Board who will 
make a determination by majority vote.

Considerations

A hierarchical authority structure would provide direction to the investiga-
tion and ensure that the IIC is apprised of all progress, issues, and findings. 
Hierarchical authority is, perhaps, more traditional for investigations. The 
egalitarian structure more common in tech spaces loses the clear author-
ity of the hierarchical structure, but gains opportunities for collaboration 
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between peers. These are tradeoffs that must be considered when deciding 
which approach to pursue. 

Determination

The success of a cyber incident investigation is dependent on collaboration 
between the professionals that make up the investigative team. Each indi-
vidual pursuing one path of analysis independent of others increases the 
possibility that additional contributing factors are missed because the team 
fails to consider connections between their investigative focuses. Because 
the egalitarian structure encourages collaboration more than the hierar-
chical structure, the Technical Team should be formed without designating 
levels of hierarchy among Team Members, other than the IIC who guides 
the investigation.
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3  Operational Logistics of the 
Investigation

3.1  Board Member Location

CRISIS MODE

Use the encrypted telework software of your choice to facilitate remote 

work for both the Technical Team and the Board. Board Members 

and Technical Team Members may be scattered across the country; 

organizing travel for people to relocate for the duration of the investi-

gation will delay the start of the investigation and present challenges 

that could easily be avoided through remote work options. Debates for 

in-person vs. remote can happen later.

Considerations

Holding meetings remotely would make arranging Board Meetings easier 
since Board Members will not have to travel. Furthermore, many are now 
accustomed to using online tools for virtual meetings, so there should not 
be significant difficulty in carrying out a virtual meeting. 

In person meetings would allow for comfortable conversation without 
the inconvenience of frequently muting and unmuting oneself. However, 
the travel involved would make it more difficult to find a time that works 
with the schedules of all Board Members, and bearing the cost of travel 
can be prohibitive.

Determination

The Opening Board Meeting should be flexible, because it may be held 
immediately after the Board learns of a cybersecurity incident occurring. 
Furthermore, the Opening Board Meeting centers around the logistics 
setting up the Technical Investigation, rather than analytical and philo-
sophical debates over findings and recommendations. Thus, the Opening 
Board Meetings do not lose too much by being held virtually. Closing 
Board Meetings, on the other hand, are dependent on engaged and active 
debates between Board Members. To preserve the spirit of debate, the 
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Closing Board Meetings should be held in person. The scheduling of the 
Closing Board Meeting should begin once the investigation is officially 
opened so as to give Board Members time to manage their schedules and 
arrange travel. 

3.2  Technical Team Location

To avoid limiting access to talent by mandating that they relocate to con-
duct the Technical Investigation in person, the Technical Team should 
operate remotely. The Team can utilize remote work software to ensure that 
communication channels between Team Members remain open and that 
meetings can be held with all Team Members present. 

Considerations

Working in person can foster teamwork among the professionals in the 
Technical Team and facilitate collaboration through proximity. A high 
degree of collaboration is ideal for the investigation where linking different 
components of the investigation, potentially explored by separate profes-
sionals, can yield improved insights. 

Skilled professionals are located across the country and mandating a physical 
relocation for the duration of the investigation may limit the pool of talent 
and negatively impact the diversity of the Technical Team. Professionals may 
exclude themselves from consideration to join the Technical Team due to 
the relocation forcing them to leave family for an extended period of time or 
other obligations that require them to remain at home. 

Determination

Sufficient tools now exist to facilitate comradery and collaboration 
remotely, to share documents, and to co-work. Throughout the COVID-19 
pandemic, most professionals have transitioned to working remotely, at 
least temporarily. The remote nature of the Technical Investigation should, 
therefore, not affect the quality of the investigation. 
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3.3  Compensation

CRISIS MODE

Check your budget to determine the stipend you can give to the 

Technical Team Members and Board Members for their time on the 

investigation. You can determine standard stipends later. 

Because Board Members and Technical Team Members are dedicating 
their time and full attention to the investigation, both should be compen-
sated for their work. In addition, lack of compensation may negatively 
impact the diversity of the Board and Technical Team as potential can-
didates weigh the cost of taking time away from their full time jobs to 
contribute to the investigation. 

Considerations

There are many models for compensation in cases where professionals are 
involved infrequently, two of which will be discussed here. The host orga-
nization could pay the Board Members a stipend when the investigation 
is opened to offset costs from taking time off of work to dedicate their 
attention to the investigation and to thank them for their contributions. 
Alternatively, the host organization could pay Board Members an annual 
salary for their position as Board Members. For investigation boards oper-
ated by governments, there may also be an element of prestige associated 
with service on the board.

Because the Technical Team varies based on the skills needed for each 
investigation, Technical Team Members could be given a stipend based on 
the duration of the Technical Investigation. 

Determination

It is important that both Board Members and Technical Team Members are 
compensated for providing their time and expertise if the MCIIB is to be 
sustainable and effective. The model through which the professionals are 
compensated may be left up to the host organization to select. 
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4  Parties to the Investigation

4.1  The Party System

CRISIS MODE

The priority right now is to move quickly. If there is a company or 

organization that would significantly improve the quality of the inves-

tigation, invite them to be a Party. 

This can be the company that developed the software found on 

exposed systems, unions, etc. Otherwise, proceed without Parties for 

now. Parties should not benefit financially or otherwise from a partic-

ular outcome of the investigation. 

Parties are corporations or organizations who hold technical skills 

that would be helpful for the investigation. Parties assign person-

nel to the Technical Team but do not attend Board Meetings. The 

Findings Report will be sent to the Parties at the end of the Technical 

Investigation, and Parties can present their opinions and recommen-

dations to the Board through a Party Recommendation Letter, which 

will be sent to all Board Members ahead of the Final Board Meeting.

The IIC will consult with the Board at the Opening Meeting to determine 
whether technical expertise held by outside organizations such as a private 
sector software or cybersecurity company, a federal agency, a state agency, 
cybersecurity expert, or a think tank is needed for the investigation. In the 
case that specific technical expertise would significantly improve the capa-
bilities of the Technical Team, an organization can be invited to participate 
in the review as a Party. Lawyers representing victims, insurance companies 
involved in the incident, and representatives of the victims of any resulting 
damage from the cyber incident cannot serve as Parties to the Investigation. 

Though the Parties lend technical assistance to the investigation, the 
Parties are not a part of the Board’s review of the incident. Once the IIC 
assembles the Technical Team’s findings and submits them to the Board, 
the Parties are no longer a part of the review process. The Parties may 
submit a Party Recommendation Letter to the Board that details the Party’s 
perspective on the findings and its recommendations. The Board will read 
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the Party Recommendation Letters along with the Findings Report in 
preparation for the Final Board Meeting.

Considerations

While the professionals that form the Technical Team will no doubt be 
knowledgeable and qualified to conduct the investigation, there may be 
some knowledge or skill sets that would significantly aid the investigation 
which are uniquely held by a certain organization. Some skill sets will be 
needed only for the duration of one particular investigation, so it would 
not be helpful to incorporate them into the Technical Investigative Team 
for any longer than that investigation. For example, if the Team were inves-
tigating a cyber incident that occurred at a university, it would be helpful to 
have the head of IT from another university join the investigation to offer 
insights into the environment of managing a university’s systems. In such a 
case, it would be helpful to have a mechanism through which the IIC could 
incorporate a member of the organization into the Technical Investigative 
Team for the duration of the investigation.

Determination

The NTSB uses the Party System to take advantage of the unique expertise 
held by industry stakeholders such as labor unions, consulting firms that 
have done work with and continue to be interconnected with the targeted 
organization, and local government agencies. The Board could utilize a 
similar model to bring in specific expertise on a case-by-case basis. 

4.2  Role of the Party Coordinator

CRISIS MODE

Ensure that you have a point of contact within any company or orga-

nization invited to be a Party, this will be the Party Coordinator for 

that company or organization. 

Each outside organization will designate a Party Coordinator to be the 
IIC’s main point of contact for the organization. The Party Coordinator 



31Belfer Center for Science and International Affairs | Harvard Kennedy School

may be called upon to support conflict resolution involving their organi-
zation’s personnel. The Party Coordinator should have sufficient authority 
within their organization to preclude the need for significant discussion 
with superiors when making decisions on behalf of the organization as 
related to matters concerning the Technical Team. Party Coordinators 
cannot attend the Team meetings; the IIC will send a bi-weekly summary 
of the team’s progress to all Party Coordinators. 

4.3  Party Coordinator Meeting

CRISIS MODE

Meet with each Party Coordinator individually (rather than working 

around various people’s schedules to schedule a joint meeting). 

Let them know:

1. Personnel will report to the IIC for the duration of the Technical 
Investigation.

2. Party Coordinators will receive a copy of the Findings Report at 
the conclusion of the Technical Investigation.

3. Parties can express their views on the findings and propose rec-
ommendations through the Party Recommendation Letter, which 
will be forwarded to Board Members ahead of the Final Board 
Meeting.

4. Parties will not participate in the Board’s discussions on find-
ings and recommendations. They will receive a copy of the Final 
Report once the Board releases it for publication.

Once the Parties to the Investigation have been confirmed by the Board, 
the IIC will hold a meeting for the Party Coordinators. At the Party 
Coordinator Meeting, the IIC will explain the parties’ roles in the investiga-
tion and the role of the Party Coordinator, and discuss assigning technical 
personnel from Parties to the Technical Team. 

Prior to attending the meeting, each Party Coordinator should review, 
sign, and submit a Party Agreement. In signing the form, the Party agrees 
that for the duration of the review any personnel assigned to the Technical 
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Team will report to the Board, and not to their home organization, that 
the Party will not communicate Board findings or progress to the press or 
the public, and that all findings and recommendations must be considered 
confidential until formally published in the Board’s Final Report. 
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5  Materials for Review

5.1  Materials from Targeted Organization

CRISIS MODE

The IIC acts as the point of contact and initiates requests to the tar-

geted organization for evidentiary materials. The IIC then makes the 

materials available to the Technical Team for analysis. If a Technical 

Team Member would like additional materials, they can request it 

through the IIC. 

Materials may include:

• Systems hardware
• Systems records
• Past threat assessments
• Email correspondence
• Attack assessment report conducted by an outside cybersecurity firm
• Employee interviews

Evidentiary materials will be obtained on a voluntary basis from the tar-
geted organization and any third party cybersecurity firms, law firms, or 
other support, such as public affairs firms and crisis consultants, hired by 
the organization in the aftermath of the attack. Materials may include but 
are not limited to systems hardware, systems records, past threat assess-
ments, email correspondence, attack assessment report conducted by a 
cybersecurity firm, and employee interviews. 

All requests for materials should be facilitated through the IIC to preserve 
a central point of contact for the targeted organization. All Technical Team 
members are able to request additional materials and interviews that may 
be beneficial to their review of the incident through the IIC. 

Considerations

The NTSB has the authority to subpoena evidence or testimony relevant to 
the investigation. Organizations are therefore compelled to cooperate with 
the NTSB. An independent MCIIB does not have the authority of a federal 
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investigative body like the NTSB and therefore cannot mandate that docu-
ments and evidence be handed over to the Board. 

Determination

Instead of relying on authority to require the targeted organization to pro-
vide the Board Technical Investigative Team with documents and evidence 
on which to base their investigation, the MCIIB must rely on voluntary 
cooperation, unless the MCIIB has been granted the authority to subpoena 
documents and information by a government authority. Voluntary coop-
eration has the potential to yield positive results, because the investigation 
into the contributing factors to the cyber incident benefits both the tar-
geted organization and the larger cybersecurity community. 
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6  Investigation Process

CRISIS MODE

Read this section!

Phase I: Collect Data and Evidence
The goal during this phase is to prepare a foundation for analysis. The 
collection of evidence may include but is not limited to compilation of 
internal and third party reports regarding the incident, review of security 
systems, software, and hardware, and interviews of personnel involved in 
the incident or any subsequent internal or third party investigations. 

Phase II: Perform Analysis, Develop a Timeline and Discover  
Open Questions
At its core the investigation is an iterative process. In the development of 
a timeline, new questions may arise that necessitate the collection of new 
data. It is also certain that not all questions derived from the analysis can 
be answered through the obtained evidence. These questions are important 
and should be documented in the Findings Report. 

Phase III: Form and Test Hypotheses
The formation of a hypothesis that identifies the root cause or explains the 
sequence of events is dangerous to thorough and impartial analysis. Thus, 
hypothesis development should be reserved for the final phase of the techni-
cal investigation, after the initial analysis of the evidence has been completed 
and chronicled. Both proven and disproved hypotheses and the evidence that 
supports or negates them should be included in the Findings Report. 
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6.1  “5 Whys” Analytical Framework

CRISIS MODE

Don’t settle for the easy answer, keep asking why. A vulnerability was 

exploited because a software wasn’t updated and patched. Why wasn’t 

the software updated on schedule? The automatic update failed. Why 

did the automatic update system fail? And so on. 

This kind of analysis identifies multiple contributing factors rather 

than placing the blame entirely on one failure. 

The “5 Whys” framework is useful for pushing analysis beyond initial con-
clusions. For example, rather than conclude that a security breach occurred 
due to personnel negligence, question why the negligence occurred; why 
there was not a system in place to prevent one person’s negligence from 
having outsized impact.

Considerations

What is the “5 Whys” Analytical Framework?

To push past preliminary conclusions, continuously ask “why.” For exam-
ple, an organization’s security systems were penetrated. Why was the 
security system vulnerable? Software they used relied on an open source 
library that was exploited by a hostile third party. The answer is not simply 
“avoid using open source libraries in the future.” Why did the software rely 
on an open source library rather than developing everything themselves? 
It is faster and more efficient to use an open source library. Why was speed 
prioritized? Why wasn’t the vulnerability caught before the library was 
operated in the software? The “5 Whys” framework should encourage 
rather than require constant questioning of preliminary findings. 

All investigations benefit from asking deeper and deeper questions, 
working to identify root causes. What kind of guidelines can push an inves-
tigative team to push past primary findings without setting constraints on 
the analysis?
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Determination

The 5 “Whys” analytical framework offers useful guidance for an investi-
gative team. The framework does not prescribe analytical steps that may 
unnecessarily constrain the investigative and analytical process. Instead, 
the framework offers a method of analysis that pushes investigators to con-
tinue asking why even after determining a supposed “root cause.” A useful 
example is to consider human error. A security vulnerability may have 
been exposed by an employee failing to meet security standards, but that 
finding can be pushed deeper. Why was the failing not caught? Why did 
the employee make that choice? 

6.2  Investigative Targets

CRISIS MODE

Set the goal of the investigation as: identify contributing factors. 

Aim to understand under what conditions the cybersecurity incident 

occurred. 

• Environment: How did the cyber incident occur? What conditions 
were in place that facilitated the issue?

• Response: How was the incident discovered? How quickly were 
leadership notified? What decisions were made in the immediate 
aftermath and why? 

• Discovery: How much time elapsed between the initial incident 
occurrence and the discovery?

• Magnitude: Which systems were affected? What data was 
compromised?

Look for evidence regarding the following:

• Computing and organizational systems successes (near misses) and 
failures

• Organization’s security policy and procedures, and their gap with 
identified policies, practices and standards

• Software vulnerabilities and organization’s patch management
• Ease of discovering, prioritizing and applying patches
• Operational demands and complexity of applying updates
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• Software architecture issues that impact security
• Software design issues that made security complex or difficult to 

implement, evaluate or manage
• Software defaults that left systems insecure, especially when prod-

ucts were marketed as “secure.”
• Software or systems that do not appear fit for purpose
• Defensive solutions and their configuration
• Human error 
• Personnel behavior and security awareness
• Hardware weaknesses
• Organization’s protocol and policy shortcomings
• Places where the decision on whether to fix known vulnerabilities 

privatized profit and socialized public harms.

The goal of the investigation is to understand the conditions under which 
the cybersecurity incident occurred and determine what happened, how 
and why. The Technical Team should refrain from crafting narratives 
before all the facts are available, or focusing on identifying one singular 
cause for the incident at the exclusion of anything else. Rather, the investi-
gation should identify contributing factors for the incident. Similarly, the 
investigation should refrain from allocating blame entirely to the end user 
of products and instead explore whether vulnerabilities exist in the product 
itself and the way in which vendors ease or increase the cognitive load.

In analysis of the methodology of the attack, the Technical Team should 
seek to understand the following:

• Environment: How did the cyber incident occur? What conditions 
were in place that facilitated the vulnerability?

• Response: How was the incident discovered? How quickly were lead-
ership notified? What decisions were made in the immediate aftermath 
and why? 

• Discovery: How much time elapsed between the initial incident occur-
rence and the discovery?

• Magnitude: Which systems were affected? What data was 
compromised?
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The Technical Team should explore the following security areas the fol-
lowing categories as they work to identify the underlying causes of the 
incident:

• Computing and organizational systems successes (near misses) and 
failures

• Organization’s security policy and procedures, and their gap with iden-
tified policies, practices and standards

• Software vulnerabilities and organization’s patch management
• Defensive solutions and their configuration
• Human error 
• Personnel behavior and security awareness
• Hardware weaknesses
• Organization’s protocol and policy shortcomings

Considerations

What should the Technical Team be aiming to determine? There is a 
benefit to identifying a singular goal towards which all Team Members 
could work. For example, the Team could work to identify the actions 
the attacker took. The Team could also focus on determining the ini-
tial point of entry and progress from there. In pursuit of a singular goal, 
Team Members can utilize evidence from multiple perspectives. The goal 
could differ between each investigation and vary across host organizations 
depending on organization values. Such insights may be valuable for devel-
oping a plan of action to address the cause of the cyber incident. 

Alternatively, the Team could initiate the investigation without a specific 
goal in mind to prove or identify. Though this track supports uncovering 
findings without bias, it may prove less efficient than the strategy of work-
ing towards a singular goal. Pursuing multiple lines of inquiry could result 
in Team Members spending time on findings that turn out to be minor in 
the context of the larger narrative. 

Determination

The separation of the Technical Team and the Board and their respective 
responsibilities means that the Technical Team is solely focused on fact 
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finding. To continue to preserve the unbiased, fact-oriented nature of 
the Technical Team, the Team should refrain from identifying a singular 
hypothesis and exploring its plausibility through analysis, and instead 
should explore multiple lines of inquiry. The topics and questions above 
may serve as guidelines and starting points for analysis and should not 
exclude other lines of inquiry. 

6.3  Examination of Personnel Actions

CRISIS MODE

It’s tempting to attribute security failures to solely human error. The 

Technical Team and Board Members should explore factors that con-

tributed to the incident in addition to human error, as well as systems 

failures that contributed to human error.

While avoiding attributing the incident solely to “human error,” the 
Technical Team will examine the tasks, goals, and behavior of employ-
ees and management prior, during, and after the incident and compare 
the behavior to the organization’s official security policy and any existing 
state and federal standards. Information regarding employee behavior 
and the security environment can be gathered from personnel interviews 
conducted either by Team Members, or through transcripts of interviews 
conducted by a third party during their investigation. 

Considerations

Personnel, their actions within systems, and their interactions with soft-
ware, are a key component of any cybersecurity environment and will 
undoubtedly be a point of investigation for the Technical Team. 

However, as briefly mentioned previously, attributing a vulnerability to 
“human error” is limiting in terms of the depth of the investigation. The 
NSTB, for example, investigates the actions of pilots and their interactions 
with the plane’s technological systems onboard in their analysis of aviation 
events. Still, the human error component is just one factor in their analysis, 
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and the reports go into detail in the failings of technology in addition to 
the use of technology by pilots.8 

Determination

Here, the implementation of the “5 Why’s” Analytical Framework is help-
ful. Certainly, “human error” should be a component of the Technical 
Team’s investigation, but the analysis should not stop at the attribution of a 
vulnerability or failing to the misuse of a system by organization personnel. 
The Team should also investigate weaknesses of the system in its useability, 
the use of the system in the context of personnel’s daily duties, and more. 

6.4  Identification of Threat Actor and Origin

CRISIS MODE

Avoid attributing blame for the cybersecurity incident to a specific 

organization or entity. Doing so diverts time and resources from the 

identification of contributing factors and invites politicization that 

will increase pressure on the investigation. The investigation findings 

will be valuable without identifying the threat actor.

While the investigation should strive to identify the source of any vulner-
abilities discovered and the actor(s) that instigated the cyber incident, the 
Technical Team will refrain from attributing blame to a singular entity. 

Considerations

Identification of threat actor and origin is certainly useful information to 
know, but does the benefit of information justify the time and resources 
required to pinpoint the threat actor and origin? 

Law enforcement agencies may push for identification of a threat actor for 
the purpose of holding a party responsible for breaking a law or damages 
inflicted on the host organization. In this sense, the analysis conducted 
throughout the technical investigation functions to strengthen grounds for 
holding a party responsible for the incident. 
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Determination

Identifying a threat actor may inadvertently politicize the investigation or 
pull in additional stakeholders from outside the cybersecurity community. 
Extra time and resources would need to be dedicated to verifying the iden-
tity if it turned out to be politically sensitive. Furthermore, such sensitive 
information could inadvertently call the credibility of the rest of the report 
into question if another stakeholder were to refute the identity of the threat 
actor and origin. Ultimately, the value of identifying the threat actor and 
origin does not outweigh the time and resources required.

6.5  Systems and Information Security

The National Institute of Standards and Technology (NIST) publishes a useful 

framework for approaching cybersecurity controls.9 The Data Protection section 

may be particularly useful for a body investigating cyber incidents as data secu-

rity is critical. The NIST Security and Privacy Controls for Information Systems 

and Organizations offers up-to-date controls for protecting data.10 The Center for 

Internet Security’s Critical Security Controls also offers useful guidance.11
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7  Investigation Wrap-Up

7.1  Materials

CRISIS MODE

Before closing the Technical Investigation, make copies of all materi-

als, correspondence, and report drafts. All documentation should be 

archived along with the Findings Report and Final Report. 

Digital copies of all reports, correspondence, and written materials 
should be archived with the Final Report in a library maintained by the 
host organization. Evidence, including that which was collected but not 
used in the investigation, should be cataloged in such a way that supports 
an outside or later reader in understanding the investigation’s process in 
coming to its findings. 

7.2  Hardware

CRISIS MODE

Return all hardware to the targeted organization at the end of the 

Board’s Review.

At the conclusion of the Closing Board Meeting, once the Final Report has 
been finalized, all hardware collected from the targeted organization is to 
be returned to the organization. The return of the hardware must be docu-
mented and acknowledged by both the Board and the entity receiving the 
hardware. All findings gained from the inspection of the hardware should 
be clearly documented in individual Technical Team members’ final find-
ings submissions.
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7.3  Party Recommendation Letter

CRISIS MODE

Parties do not take part in the Final Board Meeting where Board 

Members vote on findings and recommendations. To express their 

views, Party Coordinators submit a Party Recommendation Letter 

within 2 weeks of receiving the Findings Report. The Letters are then 

forwarded to the Board Members to review ahead of the Final Board 

Meeting. 

Party Recommendation Letters may include:

• Support of or disagreement with particular findings included in 
the Findings Report

• Recommendations for cybersecurity practices to prevent a similar 
incident from happening in the future or mitigate the impact of a 
future incident

• Points of consideration for the Board Members

The Parties are not involved in the process of drafting the final report 
and providing recommendations, though they can submit a Party 
Recommendation Letter with their recommendations based on the infor-
mation from the Technical Team’s findings. The Party Recommendation 
Letters are forwarded to the Board ahead of the Board Meeting. The rec-
ommendations included in the Party Recommendation Letters can be 
incorporated into later drafts of the report.

Considerations

A Party is not a Board Member, but neither is it a singular technical pro-
fessional who serves on the Technical Team. Thus, they fall somewhere 
in between Technical Team and Board Member, and their involvement in 
the discussion of the implications of the findings and recommendations is 
unclear. Furthermore, a Party is typically an important stakeholder in the 
industry, such as a nurse’s union when a hospital receives a ransomware 
attack or the EPA when a pipeline experiences a cybersecurity incident, so 
they may want to participate in the development of the Final Report and 
recommendations, but there may be a question as to their bias. 
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Determination

The NTSB Aviation Manual again offers a useful model. The views of Parties 
to the investigation can be incorporated into the discussion of the findings 
and recommendations through a Party Recommendation Letter. In the letter, 
the Party is free to discuss any of the findings and propose their own recom-
mendations. The letter maintains the separation between the Technical Team 
and the Board and preserves the impartiality of the Board.
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8  Preparation of the Final Report

CRISIS MODE

Once the Technical Investigation has wrapped up and the report 

writer has drafted the Findings Report, each Team Member will 

review and sign the report to signify their approval. If a Team Member 

objects to something in the report, the report can be amended.

Once the investigation is concluded, the IIC and the report writer will draft 
a report highlighting the findings, the Findings Report, which will then be 
read and signed by all Team Members. The report should avoid including 
attribution of blame or naming a singular system failure as the probable 
cause for the incident. If a Team Member finds that a significant find-
ing has been excluded from the report, the IIC may amend the Findings 
Report. With approval from the Team Members, the report becomes the 
Preliminary Report and is submitted to the Party Coordinators and the 
Board Members. 

Once the Party Coordinators have responded with their recommenda-
tions and suggested amendments in a Party Recommendation Letter, the 
letters should be forwarded to the Board Members for review ahead of 
the Board Meeting. 
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9  Board Meetings 

9.1  Opening Board Meeting

CRISIS MODE

At the Board’s first meeting (it can be virtual if Board Members are in 

different geographic locations):

1. Hand/send them a copy of this manual, they can read it after the 
meeting

2. Tell the Board Members about the cybersecurity incident they will 
be investigating

3. Explain that the Board Members will review findings and draw 
recommendations and the Technical Team will analyze the raw 
evidence and come up with the findings

4. Select an IIC
5. Ask Board Members for support recruiting technical profession-

als to serve on the Technical Team if the Team is not already filled
6. Establish a timeline for the investigation

At the Opening Board Meeting, the Board Members will designate a 
Board Member to reach out to the targeted organization of the cyberse-
curity incident and propose the initiation of an investigation. The Board 
will also select an investigator to serve as IIC should the organization 
accept the Board’s proposal to conduct an investigation. Board Members 
will also discuss and decide on outside organizations to invite to serve as 
Parties to the investigation. 
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9.2  Closing Board Meeting

CRISIS MODE

Schedule the Closing Board Meeting within 1 month of finishing the 

Technical Investigation. The goal of this meeting is for the Board 

Members to discuss the findings and hypotheses in the Findings 

Report and come up with recommendations to keep an incident 

from happening again in the future or mitigating the effects of a 

similar future incident. The IIC should attend to answer any ques-

tions about the investigation or the Findings Report, and the Report 

Writer should attend to take notes for the Final Report. Findings and 

recommendations are included in the Final Report through majority 

vote. Only the Board Members are involved in the discussions and 

voting on findings and recommendations. The Closing Meeting may 

evolve into multiple meetings.

1. IIC answers questions about the findings and investigation
2. Board opens discussion on findings
3. Board votes on findings
4. Board members propose recommendations
5. Board opens discussion on recommendations
6. Board votes on recommendations

The Board Meeting should be scheduled within two months of the conclu-
sion of the technical investigation. All Board Members must be available 
for the duration of the Board Meeting. The IIC and the report writer will 
also attend.

The IIC will attend the Board Meeting and open the meeting by providing 
an overview of the Technical Team’s process, progress, and findings. At 
the conclusion of the IIC’s presentation, Board Members may ask the IIC 
questions regarding the investigation itself and its findings. The IIC should 
remain for the duration of the Board Meeting to answer any questions 
about the findings and should be comfortable explaining technical con-
cepts. However, the IIC will not be involved in the deliberation.



49Belfer Center for Science and International Affairs | Harvard Kennedy School

Board Members can request to be shown individual pieces of evidence at 
the Board Meeting. The IIC should be prepared to present the evidence 
to the Board Members, explain how the evidence was collected by the 
Technical Team, and detail the insights gained.

Once the Board Members have understood the review process and find-
ings, they can begin voting on the findings to include in the Board’s final 
report. After the findings have been finalized, the Board will discuss the 
addition of recommendations for the cybersecurity community. Board 
Members can propose interventions they believe could prevent similar 
attacks in the future and can discuss the recommendations proposed by the 
Parties in their Recommendation Letters. 

Board Members then vote on the recommendations to include in the Final 
Report. The report writer will update the report to include all findings and 
recommendations approved by the Board Members. 

If needed, the Closing Meeting can be extended to a series of meetings over 
the next few days.

Considerations

What should be included in the final report? Should all of the findings doc-
umented by the Technical Team be included in the final report? How many 
recommendations should be included?

Determination

There is no limit to how many findings or recommendations can be 
included in the Final Report. Ultimately, what is included in the Final 
Report is entirely determined by the Board Members. If a majority of 
Board Members agree on including a finding in the report, then it can be 
included in the final report. The same applies to recommendations.
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9.3  Letters of Dissent

CRISIS MODE

If a Board Member disagrees with a finding or recommendation 

included in the Final Report, they can write a Letter of Dissent specify-

ing what they disagree with and why. The Letter will then be appended 

to the Final Report and included in the distribution of the Final Report. 

In the event that a Board Member feels strongly about a proposed finding 
or recommendation that was not included in the final report or about a 
recommendation or finding that was to their belief mistakenly included in 
the report, the Board Member may write a Letter of Dissent detailing their 
concerns. All Letters will be appended to the final report.

Considerations

Because the Board operates on majority vote, there is bound to be dissent 
among the Board when the final report is determined. It is possible that 
one or more Board Members will disagree with a finding or recommen-
dation. In which case, disagreeing Board Members may wish to publicly 
differentiate their opinion from that of the Board. 

Determination

Because all Board Members are prominent members of the cybersecurity 
community, publicly stating their differing opinion from the Final Report 
may be important. Letters of Dissent offer Board Members the opportunity 
to identify the points on which they disagree and explain their reasons for 
dissent. Appending the Letter of Dissent to the Final Report includes them 
in the lessons-learned narrative. 
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10  Distribution of the Report

CRISIS MODE

Distribute the Final Report far and wide. First, publish the Final 

Report to your website. Next, find a permanent home for a future 

library of archived reports. This could be a separate page on your web-

site or, if you are a government organization, on the public library’s 

website so that the report is available to everyone. 

Wide distribution of the Final Report will benefit the cybersecurity com-
munity at large. A compilation of the facts of what led to the cyber incident 
and contributed to the ensuing damage will make progress towards cre-
ating a collective narrative of the cyber incident. The recommendations 
included in the Report offer the cybersecurity community the opportunity 
to jointly draw lessons-learned from the incident. Although there may be 
some hesitation towards publishing a detailed report of what occurred, 
including failings of trusted systems and software, for the sake of preserv-
ing an image of impregnability or protecting corporate information, the 
Report should be published because the benefits for the community at 
large far outweigh the potential negatives for one entity. 

The Final Report should be published to the Board’s website. A library 
of all of the Board’s past reports should be maintained on the website as 
well. An accessible archive for the public is an important component in 
the development of a shared narrative of cybersecurity incidents. The 
local public library could house the archive of Final Reports and other 
documents. Storing the documents on the public library’s website would 
strengthen the message that the investigations and reviews are providing a 
public good and that the public should have access to the information. 

Considerations

One body of thought holds that the information contained in a report 
compiled by the Board would potentially be too sensitive for public release. 
Such sensitive information may include proprietary information, infor-
mation regarding the attack method, or software vulnerabilities. Another 
asserts that there is immense value in disseminating the report and 
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recommendations as widely as possible. The more people read the report 
and act on it, the safer the cybersecurity community as a whole will be. 

Determination

The benefits of disseminating the report as widely as possible far outweigh 
the potential downsides to publishing potentially sensitive information. 
First, by the time the report will be published, the targeted organization 
will have updated its systems and security protocol in response to the 
cyber incident. Second, the entire cyber community, and even all users, 
stand to benefit from organizations and corporations adapting to the rec-
ommendations included in the report. Lastly, everyone benefits from the 
development of a shared, publicly accessible narrative for cyber incidents, 
from which all can draw lessons learned. 

Additionally, the Board should reconvene, at least virtually, to discuss new 
updates as they arise. The Board can discuss and vote on whether the new 
information necessitates updating the Final Report to include a new find-
ing or recommendation. To ensure that all past cases are monitored for 
updates, the host organization can monitor updates or designate a Board 
Member to do so for each case. 

Conclusion
An MCIIB has immense value for the cybersecurity community as a whole. 
Currently, there is no investigative board that conducts analysis of major 
cyber incidents and delivers recommendations to prevent or mitigate 
damage from a similar incident happening in future. Other industries have 
such an investigative body. The NTSB investigates all major transportation 
incidents including near misses in aviation, and its reports are publicly 
available. As a result, transportation corporations and organizations such 
as the FAA receive recommendations from the NTSB that make the trans-
portation industry as a whole safer. One such improvement is automatic 
brake systems for trains. The NTSB repeatedly recommended railroad 
companies adopt the safety technology and campaigned for legislation on 
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Capitol Hill. In addition, the NTSB’s public library of past investigation 
reports serves as an archive of transportation incidents and safety regula-
tion progress. A shared narrative of past cybersecurity incidents does not 
currently exist. A MCIIB can serve a similar function to that of the NTSB 
for the cybersecurity community.
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