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Introduction

“Fake news” has become a term used by the U.S. President to dis-
credit journalists.1 “Fake news” is becoming a means for governments 
around the world to justify censorship.2 And “fake news” threatened 
U.S. democracy and institutions in the 2016 Presidential election.3 The 
term itself is thrown around more than solutions to the problem, also 
referred to as misinformation (“the inadvertent sharing of false infor-
mation”4) and disinformation (“the deliberate creation and sharing of 
information known to be false”5). I endeavor to change that with this 
article, which focuses on what can be done going forward to prevent 
the spread of mis- and disinformation.

First, I consider potential legislative solutions. Specifically, I advocate 
for legislation that creates more transparency around the use of bots 
and political advertising online. I bring new solutions to the table 
and build off existing legislative proposals. Second, I highlight how 
victims of mis- and disinformation can use the law of defamation to 
discourage bad actors from spreading lies. Third, I explore technology 
solutions that can both be deployed by startups and tech giants to pre-
vent mis- and disinformation from spreading in the digital ecosystem. 
Fourth, I explore a new threat posed by Russian funded news channel 
RT and how it is quietly increasing its ability to spread content via U.S. 
media outlets with a subsidiary in disguise. 

Finally, I explain the relationship between the fake news problem and 
issues of data privacy in the aftermath of the Cambridge Analytica 
scandal that affected 87 million users. I look at what Facebook CEO 
Mark Zuckerberg’s recent testimony on Capitol Hill reveals both 

1 Jones, RonNell Andersen and Sun, Lisa Grow, Enemy Construction and the Press (March 8, 
2017). BYU Law Research Paper No. 17-23 <https://ssrn.com/abstract=2929708>.

2 Marc Lourdes, “Malaysia’s anti-fake news law raises media censorship fears” CNN <https://
www.cnn.com/2018/03/30/asia/malaysia-anti-fake-news-bill-intl/index.html>, April 3, 
2018.

3 Gaughan, Anthony J., “Illiberal Democracy: The Toxic Mix of Fake News, Hyperpolarization, 
and Partisan Election Administration” (April 3, 2017). 12 Duke Journal of Constitutional Law 
& Public Policy 57 (2017).

4 Claire Wardle, “Fake news. It’s complicated.” First Draft, February 16, 2017 <https://firstdraft-
news.org/fake-news-complicated/>. 

5 Ibid.
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about the problems we face and the solutions that lie ahead. I also explain 
the privacy questions that should have been asked by U.S. leaders during 
Zuckerberg’s testimony and what issues should really capture legislators’ 
attention in an emerging data monetization market. 

Policy & legal solutions

Legislative solutions to battle bots

Twitter bots have contributed to the spread of mis- and disinformation. 
They are online accounts that are “either automated or designed to mimic 
or behave like the account of a natural person”.6 They can independently 
tweet, retweet, like, follow, unfollow, or direct message. Between 9 and 15 
percent of Twitter users are bots, according to research from the University 
of Southern California and Indiana University.7 Twitter has around 330 
million users globally.8 Accordingly, there are at least 30 million bots on 
Twitter.

If bots contribute to the problem, one might think that Twitter would be 
willing to take them all down. However, if Twitter admitted that 9 to 15 
percent of its users are fake, its stock price would take a serious hit. Social 
media platform revenue is largely driven by far reach and a significant user 
base. If these figures are inflated, then investors might lose some faith in 
Twitter’s value.

6 SB-1001, “An act to add Chapter 6 (commencing with Section 17940) to Part 3 of Division 7 of the 
Business and Professions Code, relating to”, Hertzberg, Senate, April 26, 2018 <https://leginfo.
legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180SB1001>.

7 Onur Varol et. al, “Online Human-Bot Interactions: Detection, Estimation, and Characterization”, 
Center for Complex Networks and Systems Research, Indiana University & Information Sciences 
Institute, University of Southern California, March 27, 2017

<https://arxiv.org/pdf/1703.03107.pdf%20/t%20_self%20/o%20https:/arxiv.org/pdf/1703.03107.
pdf>.

8 Salman Aslam, “Twitter by the Numbers: Stats, Demographics & Fun Facts” Omnicore, January 1, 
2018 <https://www.omnicoreagency.com/twitter-statistics/>.  
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This scenario creates an unfortunate reality. Twitter won’t crack down on 
bots because it might hurt its bottom line.9 To this end, there are two pos-
sible solutions. First, legislation might target those who are responsible 
for creating bot networks and manipulating accounts (to the extent that 
such actions can be attributed to specific actors). In other words, punish 
the source, not the conduit. Second, legislation might require labelling of 
bots to demonstrate to investors the vast number of fake accounts. Under 
this scenario, the uncertainty as to the prevalence of bots on the platform 
might scare markets more than a firm statement from Twitter announcing 
all the bots and fake accounts they took down. Solutions that expose the 
bot scandal with sufficient evidence that make investors discount Twitter’s 
total user count are key. These approaches remove the primary barrier pre-
venting Twitter from taking tough action to crack down on bots. If Twitter 
can’t hide the exact number of fake accounts (because laws require that 
bots be identified), investors will remove those bots from the Twitter user 
base when assessing the company’s value. Once Twitter can no longer ben-
efit from secrecy around bot numbers, it has no reason but to take them all 
down.

A proposed law in California serves as an excellent example of possible 
legislation that should be adopted at the national level to battle bots. I’ve 
included the draft legislation below to provide potential inspiration for 
national legislators.

9 Mark Kaufman, “Why Twitter is still teaming with bots,” Mashable. October 16, 2017 <https://mash-
able.com/2017/10/16/twitter-bots-here-to-stay/#Wa50AJlalmqK>. 
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SB 1001, Hertzberg. Bots: disclosure. 10

“This bill would make it unlawful for any person to use a bot, as defined, 

to communicate or interact with natural persons in California online with 

the intention of misleading and would provide that a person using a bot is 

presumed to act with the intent to mislead unless the person discloses that 

the bot is not a natural person. The bill would require an online platform to 

enable users to report violations of this prohibition, to respond to the reports, 

and to provide the Attorney General with specified related information.”11

BILL TEXT

17941.

“(a) It shall be unlawful for any person to use a bot to communicate or interact 

with natural persons in California online, with the intention of misleading a 

natural person about its artificial identity. A person using a bot is presumed to 

act with the intent to mislead unless the person discloses that the bot is not a 

natural person.

(b) The disclosure required by this chapter shall be clear and conspicuous to 

all natural persons with whom the bot communicates or interacts.

(c) A statement shall be considered a disclosure that a bot is not a person if it 

includes language stating the bot “is a bot” or is “auto-generated.”12

17944.

[…]

“(c) The duties and obligations imposed by this chapter shall not apply to 

bots to the extent they are communicating on behalf of a corporation, limited 

partnership, limited liability company, or other form of business entity, with 

users or customers of that business, and the user or customer has specifically 

opted in to such communications after clear and conspicuous disclosure 

about their automated nature.

(d) This section does not impose a duty on service providers of online 

platforms, including, but not limited to, Web hosting and Internet service 

providers.”13

The proposed law meets the two criteria I outlined above by (1) punishing 
the source of fake accounts and (2) giving investors more clarity about 
Twitter’s fake account numbers (by exposing bots via required disclosure) 
and thereby removing Twitter’s financial incentive to keep bots alive.

10 SB-1001, supra note 6. 

11 Ibid.  

12 Ibid.

13 Ibid.  
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The main problem with this legislation is that it is proposed at the state, 
rather than the national level. Social media platforms operate across the 
U.S. (and across the world). A solution that is confined to a particular state 
has symbolic importance (and is practically relevant insofar as the tech 
firms are primarily based in California), but a national solution would 
carry much more weight. The U.S. government should follow California’s 
lead and adopt similar legislation. 

Laws to increase transparency of 
political advertising on social media

Russian interference during the 2016 Presidential election highlighted 
the problems around transparency of political advertising on platforms.14 
There are strict advertising rules that require disclosure about sponsors of 
political advertisements on radio, TV and print. Traditionally, these rules 
were not applied to social media companies. However, now that more 
and more people get their news on social media and given that the most 
effective way for political advertisers to reach audience is often on the plat-
forms, there is a significant need to apply political advertising rules on TV 
to the world of social media. 

The Honest Ads Act has been introduced to help prevent foreign interfer-
ence in future elections and improve the transparency of online political 
advertisements.15 U.S. Senator Mark Warner (D-VA), Vice Chairman of the 
Select Committee on Intelligence, U.S. Senator Amy Klobuchar (D-MN), 
Ranking Member of the Senate Rules Committee, and U.S. Senator John 
McCain (R-AZ), Chairman of the Senate Committee on Armed Services 
were responsible for the Act and have been winning support for it ever 
since it was introduced.16

14 Klein, David and Wueller, Joshua, “Fake News: A Legal Perspective” Journal of Internet Law (March 
8, 2017) <https://ssrn.com/abstract=2958790>.

15 Senator Mark Warner, “The Honest Ads Act”, Senate.gov <https://www.warner.senate.gov/public/
index.cfm/the-honest-ads-act?page=2>. 

16 Mary Louise Kelly, “What You Need To Know About The Honest Ads Act” NPR All Things Considered, 
October 19, 2017 <https://www.npr.org/2017/10/19/558847414/what-you-need-to-know-about-
the-honest-ads-act>. 
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The Honest Ads Act seeks to improve disclosure requirements for online 
political advertisements by:

• “Amending the Bipartisan Campaign Reform Act of 2002’s defini-
tion of electioneering communication to include paid Internet and 
digital advertisements.

• Requiring digital platforms with at least 50,000,000 monthly view-
ers to maintain a public file of all electioneering communications 
purchased by a person or group who spends more than $500.00 
total on ads published on their platform. The file would contain a 
digital copy of the advertisement, a description of the audience the 
advertisement targets, the number of views generated, the dates and 
times of publication, the rates charged, and the contact information 
of the purchaser.

• Requiring online platforms to make all reasonable efforts to ensure 
that foreign individuals and entities are not purchasing political 
advertisements in order to influence the American electorate.”17

Facebook CEO Mark Zuckerberg endorsed the proposed legislation in 
April a few days before he testified before Congress.18 In a Facebook post, 
he wrote that “Election interference is a problem that’s bigger than any one 
platform, and that’s why we support the Honest Ads Act”19.

Even though the Honest Ads Act has not yet been passed, Zuckerberg 
also announced several other key changes to the platform in April that it 
has initiated on its own as it relates to political advertising. Specifically, 
Facebook now requires the client verify their identity and location to run 
political or issue ads on the site.20 The platform will also make it manda-
tory for the managers of large pages to be verified as well.21 Precisely how 
large these pages need to be to require verification is not yet clear, but the 
point is that Facebook is trying to implement some of its own transparency 

17 The Honest Ads Act, supra note 14.

18 Taylor Hatmaker, “Twitter endorses the Honest Ads Act, a bill promoting political ad transparency”, 
Tech Crunch, Apr 10, 2018 <https://techcrunch.com/2018/04/10/twitter-honest-ads-act/>.

19 Mark Zuckerberg’s Facebook Post, April 6, 2018, <https://www.facebook.com/zuck/
posts/10104784125525891>.

20 Ibid.

21 Ibid.
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requirements in order to prevent its users from being deceived. Twitter’s 
Public Policy team followed Facebook’s lead on April 10th, announcing that 
it is “pleased to support the Honest Ads Act”.22

While social media companies take some matters into their own hands, 
it is nonetheless important to keep the legislative pressure on. First, this 
ensures that all platforms – not just Facebook – adopt uniform baseline 
standards. Second, this ensures that policies are not reversed without the 
world knowing. Third, it can impose standards that are stricter than what 
social media companies would otherwise hold themselves to.

Meredith McGehee, the Executive Director of Issue One, an American 
nonpartisan, nonprofit organization which seeks to reduce the role of 
money in politics, highlights that despite Facebook’s initial steps in terms 
of political advertising, “the U.S. still needs legislation that clearly states 
obligations placed on the online giants to make sure voters know exactly 
who is speaking to them.”23

The Honest Ads Act is carrying over pre-existing ad transparency rules to 
a social media context. The problem is that social media ads (and online 
ads more broadly) have different characteristics than TV and radio. The 
highly targeted and personalized24 nature of advertising on social media 
might call for even greater standards of transparency than TV or radio 
which serve the same political ad to all viewers watching at the same time. 
Should political ads have to be more transparent around why you are being 
targeted (ie. because you liked community group X or because of profile 
characteristic Y)? This may be impractical and too strict of a requirement, 
particularly given that non-political advertisers are not held to such high 
standards. However, what investigative journalism on Cambridge Analyt-
ica reveals is just how manipulative political ads can be in an age of social 

22 Twitter Public Policy’s tweet supporting “The Honest Ads Act”, April 10, 2018.

23 Evan Ottenfeld, “Here’s what the Honest Ads Act would and would not do”, Issue One, Apr 10th, 2018 

<https://www.issueone.org/heres-what-the-honest-ads-act-would-and-would-not-do/>.

24 Kurt Abrahamson, “Social Media Is the New Television”, AdWeek, May 1, 2017
<http://www.adweek.com/digital/kurt-abrahamson-sharethis-guest-post-social-media-is-the-new-tele-

vision/>.
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media.25 The Honest Ads Act does not take into account the new challenges 
faced by political advertising in an age of social media. 

Furthermore, the proposed Act fails to take into account the fact that view-
ing habits might differ on social media. Some people may only watch part 
of the ad. It might be more common to have the audio on mute and only 
read the text online.

Perhaps it is too much to ask of legislators to, at this point, go above and 
beyond basic guidelines in the world of political advertising on social 
media. It might be easier to keep the same rules and enforce them rather 
than create new ones. Essentially, the Honest Ads Act carries over existing 
prohibitions on foreign spending that exist in law and creates a mechanism 
to “enforce” the prohibition.26 Insofar as it is enforcing an existing law and 
not creating any additional restrictions on advertising, it insulates the bill 
in some respects from criticism for restricting free speech (considering that 
advertising is a form of speech).

Part of the Honest Ads Act involves the creation of a public file of all elec-
tioneering communications purchased by a person or group who spends 
more than $500.00 total on ads published on their platform. This is cer-
tainly important for the public and a step in the right direction, however, 
I question how effective this measure will be in practice. It might be rare 
for users to be willing to consult external databases after seeing a political 
ad. Records that are too far removed from the initial point of contact with 
the user are often ignored. To this end, labelling on the ad itself (which 
is envisioned by the proposed law) will likely do the most to inform the 
consumer.

As the Honest Ads Act is amended, the U.S. should seriously take note of 
what Europe does well and poorly in terms of regulating the tech plat-
forms (Europe is often first out of the gate when it comes to implementing 
regulations and is implementing the General Data Protection Regulation 

25 Dorothy Wickenden, “Cambridge Analytica and the Dark Arts of Voter Manipulation” The New 
Yorker, March 23, 2018 <https://www.newyorker.com/podcast/political-scene/cambridge-analyti-
ca-and-the-dark-arts-of-voter-manipulation>.

26 Ottenfeld, supra note 22 <https://www.issueone.org/heres-what-the-honest-ads-act-would-and-
would-not-do/>. 
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(GDPR)27 on May 25 to protect online privacy). The EU Commission on 
April 26, 2018, called for an EU-wide Code of Practice on Disinforma-
tion with the aim of: “ensuring transparency about sponsored content, in 
particular political advertising”, “restricting targeting options for political 
advertising” and “introducing measures to identify and close fake accounts 
and tackle the issue of automatic bots”28. They too are addressing public 
policy challenges posed by the rapid growth of social media companies. 

Increasing platform responsibility 
for content on their pages

Under section 230 of the Communications Decency Act (“CDA”), online 
platforms generally can’t be sued for content posted by users. 29 As a con-
sequence, platforms generally are immune from liability when users post 
false content.30 This shield has traditionally been essential to social media 
companies. With so much content constantly being uploaded, platforms 
are already tasked with a very serious challenge of monitoring all the time. 
While Facebook, Twitter, YouTube and Snapchat, among others, rely on 
the protection, others think that social media companies are being treated 
unfairly relative to other companies that similarly rely on advertising reve-
nue (ie. publishers), but that are held to a higher standard31.

An op-ed in the Financial Times criticized the provision for being a “loop-
hole”, making the case that platforms “no longer deserve the sort of blanket 
exemptions from liabilities that companies in every other industry incur 
as a cost of doing business.”32 The Economist was equally critical, claiming 
that the provision is an “implicit subsidy” for online platforms and that 

27 The EU General Data Protection Regulation official site, <https://www.eugdpr.org>.

28 European Commission, “Tackling online disinformation: Commission proposes an EU-wide Code of 
Practice” Europa, April 26, 2018 <http://europa.eu/rapid/press-release_IP-18-3370_en.htm>. 

29 Alina Selyukh, “Section 230: A Key Legal Shield For Facebook, Google Is About To Change” NPR, 
March 21, 2018 <https://www.npr.org/sections/alltechconsidered/2018/03/21/591622450/sec-
tion-230-a-key-legal-shield-for-facebook-google-is-about-to-change>. 

30 Ibid.

31 April Glaser, “The Law That Let Silicon Valley Stay Clueless” November 16, 2017  <http://www.slate.
com/articles/technology/future_tense/2017/11/the_law_that_let_silicon_valley_stay_clueless_
made_the_internet_we_have.html>.

32 Rana Foroohar, “Facebook’s self-policing needs an update,” Financial Times (2017), <https://www.
ft.com/content/f5d04d7e-9481-11e7-a9e6-11d2f0ebb7f0>.
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“giving platforms a free pass is increasingly difficult for regulators and 
courts: they simply have become too important for the economy and soci-
ety more generally.”33

Section 230 is compounded by the fact that the incentives do not always 
motivate social media platforms to behave responsibly vis-à-vis fake 
news.34 Google and Facebook monetize content posted online irrespective 
of whether it is true or false.35 They generate revenue based on user engage-
ment. The more eyeballs and clicks, the more money the tech companies 
earn. What the law really needs to do is address this incentive structure. If 
there is some way to require that Facebook were fined every time mis- and 
disinformation spread, it would at least stop profiting from viral content 
that is completely false and misleading. The problem with this approach, 
however, is that any law that attempts to penalize a company for content 
or even force it to take down user generated content could get into issues 
around the suppression of free speech. 

There is some concern that if social media companies get too involved in 
the curation process, they would be undermining free expression that is 
so fundamental to the platform. According to Jeffrey Hermes, the deputy 
director at the Media Law Resource Center, a trade organization for media 
attorneys, “[i]t can be difficult to tell the difference between what is a false 
statement of fact and what is an opinion in terms of what is colloquially 
labeled as fake news.”36 The U.S. Supreme Court has held that “if there [is] 
no specific identifiable concrete harm that flows from it, then the First 
Amendment still protects falsity,” Hermes explains.37

33 “Internet firms’ legal immunity is under threat”, The Economist, 2017  <https://www.economist.
com/news/business/21716661-platforms-have-benefited-greatly-special-legal-and-regulato-
ry-treatment-internet-firms>.

34 Bounegru, Liliana and Gray, Jonathan and Venturini, Tommaso and Mauri, Michele, A Field Guide to 
Fake News: A Collection of Recipes for Those Who Love to Cook with Digital Methods (Chapters 1-3) 
(April 7, 2017). Public Data Lab, Research Report, 2017.

35 Levi, Lili, “Real ‘Fake News’ and Fake ‘Fake News’” 16 First Amend. L. Rev. (January 5, 2018)., Forth-
coming; University of Miami Legal Studies Research Paper No. 18-1. 

36 Rhys Dipshan, “Despite Likely Section 230 Cover, Removing ‘Fake News’ Can be Tricky” Legaltech 
news, March 22, 2018

<https://www.law.com/legaltechnews/2018/03/22/despite-likely-section-230-cover-removing-fake-
news-can-be-tricky/>.

37 Ibid. See also: Garrett Epps, “Does the First Amendment Protect Deliberate Lies?” The Atlantic, 
August 16, 2016 <https://www.theatlantic.com/politics/archive/2016/08/does-the-first-amend-
ment-protect-deliberate-lies/496004/>.
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This makes it very difficult to mandate that platforms remove fake news per se. 
As Facebook’s recently revealed content moderation rules (referred to as “com-
munity standards”) highlight, “there is a fine line between false news and satire 
or opinion” 38. For these reasons, Facebook does not “remove false news” but 
instead, “significantly reduce[s] its distribution by showing it lower in the News 
Feed”.39 A law that mandates platforms to take down fake news would put 
social media platforms in the precarious position of going against free speech. 

Tim Hwang, a fellow with the Knight-Stanford Project on Democracy and 
the Internet, notes that advocates for the modification or removal of CDA 
230 have a strong principled case, but a weak practical one.40 He highlights 
that most concrete proposals would mandate “better signaling” to con-
sumers about the source of content they see on social media.41 However, 
the efficacy of labels and fact checking organizations that challenge content 
is disputed. According to one study, “fake news” headlines can increase 
“user perceptions of accuracy, even when labeled as false or disputed”.42 
Other evidence supports the idea that labelling “fake news” as such reduces 
its perceived accuracy slightly, but significantly increases the perceived 
legitimacy of disinformation which is left untagged.43 Experiments also 
highlight that when a political leader’s own statements turn out to be a 
source of disinformation, there is almost no effect on voting intention.44

If the best proposed modifications to CDA 230 are ineffective at best or 
counterproductive at worst, then maybe the solution lies somewhere else. 
For the time being, CDA 230 is a necessary evil to protect free speech and 
maintain the viability of online platforms.

38 Facebook’s Community Standards, Section 18: “False News” <https://www.facebook.com/commu-
nitystandards/integrity_authenticity/false_news>. 

39 Ibid.

40 Hwang, Tim, “Dealing with Disinformation: Evaluating the Case for CDA 230 Amendment” (Decem-
ber 17, 2017). Available at SSRN: https://ssrn.com/abstract=3089442.

41 See, e.g., Santa Clara University, “Trust Project Launches Indicators” (November 16, 2017) <https://
www.scu.edu/ethics/focus-areas/journalism-ethics/programs/the-trust-project/trust-proj-
ect-launches-indicators/>.

42 Gordon Pennycook, Tyrone D. Cannon & David G. Rand, “Prior Exposure Increases Perceived Accu-
racy of Fake News” Forthcoming in Journal of Experimental Psychology: General (April 25, 2017) 
<https://papers.ssrn.com/abstract=2958246>. See also, Tim Hwang, supra note 36.

43 Gordon Pennycook & David Rand, “Assessing the Effect of “Disputed” Warnings and Source 
Salience on Perceptions of Fake News Accuracy” (December 8, 2017), <https://papers.ssrn.com/
abstract=3035384>.

44 Briony Swire et al., “Processing political misinformation: comprehending the Trump phenomenon” 
4 Royal Society Open Science (March 1, 2017).
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Defamation lawsuits

The primary legal recourse against fake news is a defamation lawsuit. If 
someone published a false fact about you and you’ve suffered damage as 
a result, then you may have a cause of action for defamation.45 The prob-
lem is that not all fake news causes damage that gives rise to a defamation 
claim. Furthermore, a defamation suit is only possible after the damage has 
been done, the falsehoods have been spread (and possibly only after elec-
tion votes have been cast). Defamation liability “isn’t limited to the person 
who first published a fake story—it extends to anyone who republishes it 
on a website or blog.”46

Chobani yogurt filed a defamation suit against Alex Jones and his site, 
Infowars.47 Chobani alleges that Jones’ tweet reading “Idaho Yogurt Maker 
Caught Importing Migrant Rapists”, which led to a boycott of the brand, 
was defamatory.48 While the law should certainly afford remedies to vic-
tims of fake news, what is needed is something proactive, not reactive. The 
threat of a lawsuit may be insufficient to deter bad actors from spreading 
the news, particularly when there is a belief that they can hide behind a veil 
of anonymity. That leaves legislation that increases transparency around 
bots and political advertising as the best legislative solution available.

45 Jane Haskins, Esq., “Fake News: What Laws Are Designed to Protect” Legal Zoom <https://www.
legalzoom.com/articles/fake-news-what-laws-are-designed-to-protect>. 

46 Ibid.

47 Ibid.

48 Rebecca Shapiro, “Chobani Sues Alex Jones For Posting Vicious Fake News Stories” Huffington Post 
(April 25, 2017)

<https://www.huffingtonpost.com/entry/chobani-sues-alex-jones-fake-news_us_58feaec6e4b06b-
9cb9198b65>.
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Technology solutions

Fake news detection

There are a handful of approaches that non-profits, media companies and 
startups have taken to detect mis- and disinformation and prevent it from 
spreading. Several top media companies have begun displaying the Trust 
Project’s Trust Indicators on their news sites.49 The indicators provide 
details on the organizations’ ethics and standards and the journalists’ back-
grounds. Slate has also developed a chrome extension called “This is Fake” 
that helps users identify mis- and disinformation in their Facebook feed.50 
If the content has been debunked, it will be flagged with a red banner over 
the preview image. Slate’s tool shows users the article link from a reputable 
source that debunks the story and encourages users to share it as a com-
ment on the fake post. Sources that Slate recognizes as “serial fabricators” 
will be flagged with a banner noting that they are notorious for spreading 
mis- and disinformation. Finally, Factmata is a startup backed by billion-
aire investor Mark Cuban. It is building a community driven fact checking 
system in which people can correct news articles and identify fallible 
claims. User scoring informs the team’s fake news detection system and is 
giving them the ability to build a “truth score of the internet”.51

Many of the fake news detection services are startups and, as such, there 
often needs to be a viable business model for them to scale and support their 
public service. There are two market opportunities that I’ve identified to be 
the most likely to support fact checking services and fake news detection. The 
first involves brand safety. For example, Factmata is building a brand safety 
product for real time bidding, which prevents advertisers from advertising on 
poor quality information or politically charged content.52 The second involves 

49 Markkula Center for Applied Ethics, “The Trust Project” <https://thetrustproject.org/faq/#indica-
tor>. 

50 Will Oremus, “Only You Can Stop the Spread of Fake News” Slate  <http://www.slate.com/articles/
technology/technology/2016/12/introducing_this_is_fake_slate_s_tool_for_stopping_fake_news_
on_facebook.html>.

51 Factmata, “A fact-checking community, leveraged by artificial intelligence” <https://factmata.
com/>.

52 Ibid.
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finance and understanding how fake news affects markets. In 2013, “$130 bil-
lion in stock value was wiped out in a matter of minutes following an AP tweet 
about an “explosion” that injured Barack Obama. AP said its Twitter account 
was hacked.”53 This shows “how news on social media can be manipulated to 
impact high-frequency trading algorithms that rely on text to make investment 
calls”.54 Fake news detection services can help traders ensure they are not trad-
ing on false information. This is one reason why Factmata notes that its goal of 
building a truth score on the internet has “applications for investment research 
scoring, hedge fund trading and search engines”55.

As it relates to the detection of fake news, there are two key methodologies 
that can be relied on. The first is content analysis that uses key words to rec-
ognize suspect content. One example of a tech startup that uses this approach 
is Storyzy, which focuses on “driving out fake quotes” with its database of 
more than 15 million quotes by 1,500,000 people taken from trusted online 
news articles.56 Its approach relies on natural language processing to identify 
fake news in real-time. 57 However, fake news involves more than just text. 
According to Claire Wardle, who leads First Draft News, a project of the 
Shorenstein Center that fights mis- and disinformation, fake news can also 
be in the form of images or memes.58 Accordingly, it is not enough to simply 
classify fake news on the basis of text. Some things will fall through the 
cracks and ambiguities in language can be exploited to game the algorithms 
that seek to detect mis- and disinformation.

My own work in this arena has focused on methods that seek to under-
stand the ways in which fake news spreads on social media. There are 
distinct trends that emerge in the spread of fake news and using pattern 
recognition is the best way to quickly identify this type of content. If a 
piece of content spreads in a manner that is similar to the way fake news 
spreads, then alarm bells should ring and news organizations, financial 
institutions & the public should be alerted. This method is the fastest and 

53 Kenneth Rapoza, “Can ‘Fake News’ Impact The Stock Market?” Forbes <https://www.forbes.com/
sites/kenrapoza/2017/02/26/can-fake-news-impact-the-stock-market/#4c567f5c2fac> (Febru-
ary 26, 2017).

54 Ibid.

55 Factmata, supra note 51. 

56 Storyzy, <https://storyzy.com/about>.

57 Ibid.

58 Interview with Claire Wardle, First Draft News. 
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most reliable way to detect fake news. Most importantly, it can be used to 
complement human centered approaches to reviewing content. The detec-
tion system can warn humans and they can quickly use multiple sources to 
verify the truthfulness of the claims that are spreading.

No matter what fake news detection system is deployed, there needs to be 
more investment in media literacy.59 Students in high school should learn 
about the difference between newsrooms and newsfeeds. What they see on The 
New York Times is different from what they see on Facebook. Teaching stu-
dents to understand different sources and explore editorial standards is critical. 
When mis- and disinformation slip through the cracks, humans must have the 
good judgment to know that sharing something that sounds fake contributes 
to an unhealthy social media ecosystem. They also need to be aware that bad 
actors may try to leverage the interests that you make public to feed content 
that resonates with you, even if it is not true. Fostering awareness is critical to 
effectively addressing the challenges posed by mis- and disinformation.

Platforms creating more “socially 
responsible” algorithms

Some critics like Oliver Luckett and Michael J. Casey (the authors of The Social 
Organism: A Radical Understanding of Social Media to Transform Your Busi-
ness and Life) call on Facebook and other platforms to make their algorithms 
more transparent.60 The issue, they say, is that Facebook’s financial interests 
force it to offer micro-targeting services so that advertisers can reach precisely 
the audience they want.61 However, political propagandists thrive in the “echo 
chambers” created by Facebook in which supporters will “like” and “share” 
posts that appeal to their worldviews, irrespective of whether it is true or false.62 
This makes it cost effective to spread disinformation, according to the authors.

59 Osborne, Caroline, “Programming to Promote Information Literacy in the Era of Fake News” 
(April 24, 2018) Washington & Lee Legal Studies Paper No. 2018-10 <https://ssrn.com/ab-
stract=3167897>.

60 Michael Casey & Oliver Luckett, “Here’s How to Fix Facebook’s Fake News” The Daily Beast, Novem-
ber 19, 2016 <https://www.thedailybeast.com/heres-how-to-fix-facebooks-fake-news>.

61 Ibid.

62 Ibid.
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They highlight that blockchain technology may hold the key to addressing 
this issue, explaining how its’ “security model is aimed at the very problem 
of keeping all actors in the system honest while preserving anonymity and 
resisting censorship”63. In the blockchain, it is “prohibitively expensive for 
rogue users to deploy enough computing power to overtake more than 
50 percent of the network, the threshold needed to override the ledger 
and validate fake or fraudulent transactions, even if they act anonymous-
ly”64. They say that an honest social media system should be based on this 
framework, making it proportionately costlier to build armies of bots or 
low-paid workers into “fake networks of influence that carry out automated 
replication”65. Their ultimate proposal is to develop a social media algo-
rithm that “tax[es] funds that are spent not on producing or promoting 
a message but on a machine-like network for systematically distributing 
deliberately deceptive information”.66

To the extent this socially responsible algorithm relies on Facebook revealing 
its secret sauce to the public (something its shareholders would likely never 
allow), their plan unfortunately is unlikely to succeed. However, the idea 
of making it costlier to spread mis- and disinformation has potential and 
should be explored. The fact that, as explained earlier, Facebook deprioritizes 
false content in the news feed, suggests that there is a way to make it harder 
for suspect content to spread without banning it outright. This very example 
highlights that the platforms must be involved in any solution. 

Barack Obama’s former Deputy National Security Advisor for Strategic 
Communications, Ben Rhodes, told me at a Harvard IOP Forum event 
that regulation alone won’t be enough to stop the spread of mis- and 
disinformation. He noted that the problem can only be solved through 
“public-private partnerships” that involve regulation and cooperation from 
social media companies.67 He welcomed tech firms being in the “spotlight”, 
emphasizing that public pressure has forced Facebook to take mis- and dis-
information more seriously.68 

63 Ibid. 

64 Ibid.

65 Ibid.

66 Ibid.

67 My question asked to Ben Rhodes during his visit to the Harvard Institute of Politics.

68 Ibid.
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A mis- and disinformation threat 
that has gone under the radar in 
advance of the 2018 midterms

How RT has potentially infiltrated 
US media organizations

Ruptly is a news agency created by Russian funded news channel RT in 
2013 to rival Reuters and AP.69 Based in Berlin, it won the best “B2B News 
Site Award” last year at the Drum Online Media Awards.70  Ruptly’s content 
has been used by CNN, NBC, CBS, Mail Online, VICE, among others.71 
My sense is that RT has successfully created a puppet to infiltrate tradi-
tional media organizations. They’re offering content at a cheaper rate than 
AP and Reuters.

I am surprised to see how many news organizations across the world and 
in the U.S. are relying on an RT subsidiary for video content. Given that, to 
date, no one has written about this issue in the U.S., perhaps RT’s attempt 
to go under the radar has been working. I was first introduced to Ruptly at 
the annual News Xchange Conference (one of the largest news broadcast 
conferences in Europe run by the European Broadcasting Union). They 
had a very large news stand alongside Reuters and AP. It was as if Ruptly 
was treated as an equal to Reuters and AP – two trusted institutions in the 
journalism community.

Ruptly delivers clients “exclusive high impact and viral video, a varied 
selection of daily live feeds, a full range of broadcast services and custom-
ized personal service”72. It is expanding its “growing global network of 

69 Alexander Panov, “RT launches an agency to rival CNN and Reuters” RBTH, 
April 19, 2013 <https://www.rbth.com/international/2013/04/19/russia_today_launches_an_agen-

cy_to_rival_cnn_and_reuters_25225.html>.

70 Sputnik, “RT’s Ruptly Video News Agency Wins Best B2B News Site Award”, February 6, 2017 
<https://sputniknews.com/world/201706021054253990-news-video-ruply-award/>. See also: 
IBC, “Interview: Dinara Toktosunova, Ruptly” September 13, 2017 <https://www.ibc.org/produc-
tion/interview-dinara-toktosunova-ruptly/2261.article>. 

71 Ibid.

72 Ruptly <https://ruptly.tv/about-us>.  
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permanent bureaus and stringers to offer a wide selection of hard-hitting 
stories from the world’s most dangerous conflict zones to viral footage of 
the best light news stories”73. Finally, it is very transparent about following 
the same agenda as RT: “Ruptly builds on and extends the core strengths 
and values of our parent company RT.”74 

If RT, via Ruptly, is able to get its content on U.S. networks and web pages, 
then U.S. audiences should be concerned with the midterms around the 
corner. We are rightfully worried that Russia might covertly try to influ-
ence elections through secretive information operations. However, the 
potential to influence what people see and hear is right before our eyes, 
with RT now potentially having channels to push out white labelled con-
tent on reliable U.S. news sources. Now, the frequency with which US news 
sources rely on Ruptly content is still limited, but the fact that these part-
nerships exist and that it is theoretically possible for Ruptly video shot in 
Syria to be used by U.S. news sources is something too risky to stand by. 

There is a simple private sector solution to this problem. All media compa-
nies in the U.S. should end ties with Ruptly. If not, lawmakers can intervene 
and require all video agency content displayed on U.S. news sources to be 
labelled as foreign produced if the foreign producer is owned or controlled 
partially by foreign state media. These videos might be innocent, but when 
democracy is at stake, it is sometimes better to air on the side of caution. 

73 Ibid.

74 Ibid.
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Relationship between fake 
news & privacy protection 

Zuckerberg Testimony & The 
Cambridge Analytica Scandal 

Problems of fake news and privacy are related insofar as they threaten 
democracies worldwide. Cambridge Analytica was able to harvest data 
from 87 million users and use this data to potentially sway voters.75 They 
took advantage of a platform that collects massive amounts of data to affect 
an election campaign. This type of targeting would not have been possible 
in a pre-social media era. Similarly, the spread of mis- and disinformation 
was only made possible by a vast network of users who are connected and 
can regularly share content. Social media has changed the landscape for 
the consumption of news and information. Privacy breaches similar to the 
one involving Cambridge Analytica can affect democracy as much as the 
spread of misinformation. Efforts to defend democracy from digital threats 
must understand these issues and how they interrelate. Ultimately, Cam-
bridge Analytica targeted users based on political ideology in the same way 
that propagators of disinformation feed off people who are prone to shar-
ing content that echoes their ideological beliefs.

The Cambridge Analytica scandal highlighted once again the issue of infor-
mation asymmetry that has become a prominent feature of the platforms. 
Users did not realize their data was being harvested by a third-party appli-
cation on Facebook in the same way they don’t understand the algorithms 
that decide what content shows up on their news feed.

The notes Zuckerberg used during his testimony reveal a lot about Face-
book. They were exposed to the public after being captured in a picture 
taken by a photojournalist. One of his talking points was: “Let’s be clear: 

75 Nicholas Confessore, “Cambridge Analytica and Facebook: The Scandal and the Fallout So Far,” 
New York Times, April 4, 2018 <https://www.nytimes.com/2018/04/04/us/politics/cambridge-an-
alytica-scandal-fallout.html>.
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Facebook doesn’t sell data. You own your information. We give you 
controls.”76

Facebook doesn’t sell personal data presumably to protect consumer pri-
vacy. It also doesn’t sell it because it is the company’s most valuable asset. 
Moreover, while it is true that you own your information, so too does 
Facebook. That deliberate omission is critical because it begs the ques-
tion as to whether you can in fact be in full control over your information 
when some other company also owns your personal information. Part 
of the problem, which was pointed out during the joint-hearing, is that 
people don’t have the time or knowledge to understand incredibly long and 
complex terms of service.77 The Facebook privacy policy is long, but if the 
company’s lawyers were to cut it down, they might inadvertently lose legal 
protections that were intended to be conveyed to the user. As a result, it 
is important for third parties to, wherever possible, provide services that 
simplify privacy policies for the end user. Companies should also go out of 
their way to make sure people accept key terms by providing pop up con-
sent buttons that simplify what is being agreed to in a bullet point (ie. “are 
you sure you agree to …”).

New U.S. Privacy Bill of Rights 
to regulate tech giants

After the Cambridge Analytica scandal, Senators Ed Markey, D-MA., 
and Richard Blumenthal, D-CT. introduced a privacy Bill of Rights.78 
Formally called the Customer Online Notification for Stopping Edge-pro-
vider Network Transgressions (CONSENT) Act, the legislation would 
require the Federal Trade Commission (FTC) to establish privacy 

76 Alix Langone, “The Photojournalist Who Took a Picture of Mark Zuckerberg’s Notes Reveals Why 
He Did It” Time, April 11, 2018 <http://time.com/5236407/mark-zuckerberg-notes-testimony-pho-
to/>.

77 Chloe Watson, “The key moments from Mark Zuckerberg’s testimony to Congress” The Guardian, 
April 11, 2018 <https://www.theguardian.com/technology/2018/apr/11/mark-zuckerbergs-testi-
mony-to-congress-the-key-moments>.

78 Jason Abbruzzese, “Senators introduce a privacy bill of rights” NBC News, April 10, 2018 <https://
www.nbcnews.com/card/senators-introduce-privacy-bill-rights-n864746>.  
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protections for customers of “online edge providers”.79 Edge providers are 
“websites and other online services that distribute content over consumer 
broadband networks” (ie. tech companies like Facebook and Google)80.

The CONSENT Act:

• “Requires edge providers to obtain opt-in consent from users to 
use, share, or sell users’ personal information

• Requires edge providers to develop reasonable data security 
practices

• Requires edge providers to notify users about all collection, use, 
and sharing of users’ personal information

• Requires edge providers to notify users in the event of a breach

• Requirements are enforced by the FTC.”81

Financial information, health information, information pertaining to 
children, Social Security numbers, precise geolocation information, the 
content of communications, call-detail information, Web-browsing history 
and application-usage history are all examples of personal information 
protected by the opt-in standard envisioned by the legislation.82 The U.S. 
should carefully adapt its legislation based on how users and companies 
react to the implementation of GDPR in Europe.

 In principle, the U.S. Privacy Bill of Rights is a step in the right 
direction. My one concern is that there are too few technologists involved 
in pushing forward this legislation. There’s a need for more engineers on 
Capitol Hill. Certainly, lobbyists from the top tech firms will have their 
perspectives heard and politicians will consult experts as they continue to 

79 Press Release, “As Facebook CEO Zuckerberg Testifies to Congress, Senators Markey and Blu-
menthal Introduce Privacy Bill of Rights” Ed Markey, U.S. Senator for Massachusetts (April 10, 
2018) <https://www.markey.senate.gov/news/press-releases/as-facebook-ceo-zuckerberg-testi-
fies-to-congress-senators-markey-and-blumenthal-introduce-privacy-bill-of-rights>.

80 Jon Brodkin, “As Zuck testifies to Senate, Democrats propose tough opt-in privacy law
Democrats propose opt-in privacy rules for Facebook, Google, and other websites,” Ars Technica, April 

10, 2018 <https://arstechnica.com/tech-policy/2018/04/facebook-would-need-your-consent-be-
fore-sharing-your-data-under-proposed-law/>.

81 Ed Markey, supra note 64. 

82 Jon Brodkin, supra note 65. 
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modify the Bill. However, there is a sense that they might inadvertently 
miss some nuances that someone who has spent years coding might oth-
erwise pick up. What the relatively poor-quality questions asked during 
the Zuckerberg hearings suggest is just how much Congress has to learn 
in the realm of technology. The lack of engineers on Capitol Hill is a long 
term institutional problem that needs to be addressed to ensure that legis-
lation strikes the right balance between protecting the public and enabling 
innovation. 

Public policy teams and political campaigns should increase their recruit-
ment efforts at engineering schools to increase the pool of engineering 
talent in politics. Engineering fellowships on Capitol Hill should also be 
offered. Finally, similar to Europe, lawmakers need to be briefed more reg-
ularly by technologists. Politics often rewards those with experience, but 
the most seasoned officials may have grown up in a different era of tech-
nology. What matters about technology legislation is that it is relevant to 
today’s world, not yesterday’s.

What is missing from the 
privacy conversation

While there was some discussion during the Zuckerberg hearings about 
data harvesting and third-party applications, there was an important 
data privacy issue that went unaddressed. Facebook has acquired over 60 
companies since its inception, spending 23 billion dollars in the process.83 
They have acquired these companies for a variety of reasons, including 
the acquired company’s innovative technology, the perceived threat of an 
emerging social media network that could compete with Facebook, the 
domain name, or even the data. Why does Facebook want more data? In 
part, more data will feed its machine learning. This can help fine-tune 
its algorithms and ad targeting. However, when digital consumers used 
a startup’s application and offered their personal information pursuant 
to that startup’s privacy policy, they never consented to that information 
eventually going to Facebook. Just because a startup’s founders are ready to 

83 Steve Toth, “66 Facebook Acquisitions – The Complete List” Techwyse (January 4, 2018) <https://
www.techwyse.com/blog/infographics/facebook-acquisitions-the-complete-list-infographic/>. 
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join the social media giant, doesn’t mean their users are ready to cede their 
data to Facebook. Congress should have been asking about the 23 billion 
dollars Facebook has spent acquiring companies and what safeguards it has 
in place to protect the privacy of users whose data it acquired as part of the 
transaction.

The misunderstood data 
monetization market

While Facebook does not sell your data, it is leveraging insights from your 
data to refine ad targeting. As Zuckerberg made clear during the hearings 
post Cambridge Analytica scandal, the best way for Facebook to be made 
available to all is by making it free and relying on a business model that 
serves ads.84 Congress almost treated Facebook as if it were a company 
that was in the business of selling personal information. In practice, it’s 
not. It is selling ad targeting services, not raw data. I think Congress needs 
to briefed on the data monetization market and what companies do in 
fact trade your data. To this end, I’ve included a brief overview below for 
consultation that explains how this market works and the privacy consider-
ations involved. 

I make the case that data monetization companies can sometimes be 
empowering. Tech companies have, for years, taken your data, monetized 
it indirectly, but never given you any share of the monetary value they 
derived from it. Although data monetization companies might seem con-
troversial for selling your data, at least they empower users by allowing 
them to see a share of the value that flows from their data. The key is that 
consumers must understand the risks. To ensure that clarity, lawmakers 
should, instead of focusing exclusively on the big tech firms, better under-
stand this market. To protect privacy, it can then consider legislation that 
ensures greater transparency and consumer understanding of the transac-
tions that take place in these markets.

84 Watson, supra note 77.



24 Tech Tock... Time is Running Out to Find Solutions to Mis- and Disinformation and Privacy Problems

There are broadly two types of data monetization companies. The first type 
lets companies (as opposed to individuals) monetize their data, particu-
larly when those companies’ core businesses do not relate to data. It also 
lets companies that are data hungry acquire data to fill gaps in missing 
data sets. One of the best examples is Dawex, a “global data marketplace 
where you can meet, sell and buy data directly”.85 Its goal is to make data 
exchanges “accessible and secure for all economic stakeholders”.86 Mean-
while, companies like DataSift monetize social media data.87 The second 
type of data monetization company does not serve companies, but rather 
serves people. The best examples are Datacoup and Atomite. Datacoup lets 
users create a profile by linking their social media, financial and online 
health accounts and get paid monthly as other firms purchase your data.88 
Atomite lets you earn points for sharing your data that you can trade for 
gift cards and gadgets.89 Its stated goal is to “address the FTC’s mandate 
that businesses interested in redeploying their customers’ personal infor-
mation for marketing purposes should only do so through a market-based 
‘privacy by design’ solution which provides customers with meaningful 
choice and equitable compensation”90. Atomite is positioning its tool (that 
is currently in development) as an equitable form of compensation for a 
user’s data.

It is important for legislators to understand this market context. First, con-
sumers who are monetizing their data need to be doing so in a way such 
that they understand the consequences of their actions. Legislators should 
therefore ensure that data monetization companies are very clear about 
what is being done with someone’s personal information. Second, compa-
nies who are monetizing data via third party platforms must be also held 
to high standards. If a company is selling data it acquired from its users, 
then it has to be crystal clear to those users about the possibility of the data 
going into another company’s hands. In other words, companies have to 

85 Laurent Lafaye & Fabrice Tocco, “Dawex” <https://www.dawex.com/en/lp/sell/mone-
tize-data/?woo_medium=adwords&woo_source=dwx_paid&woo_campaign=s_2017_07&woo_ter-
m=moe&gclid=EAIaIQobChMIjebh6Jb_2gIVjoWzCh3AwAaGEAAYAyAAEgJe_vD_BwE>.

86 Crunchbase: Dawex, <https://www.crunchbase.com/organization/dawex#section-overview>.

87 Datasift <https://datasift.com/platform/>. 

88 Datacoup <https://datacoup.com/>

89 Atomite <http://www.atomite.net/>.  

90 Angel.co: Atomite (Founder: Jon Fisse) <https://angel.co/jon-fisse>.
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be much more transparent about when they are sharing data with third 
parties. 

What Congress expressed concern with during the Zuckerberg hearings 
appears, on its surface, to be much more about data trading rather than 
ad targeting. Insofar as that is the case, I think it needs to better under-
stand data monetization markets and how it can play a role of protecting 
consumers so that data monetization companies seeking to give users full 
control over their personal information are able to empower users in a 
manner that protects privacy. 
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Recommendations

Based on my analysis of mis- and disinformation and data privacy, I 
propose the following recommendations. First, the U.S. needs national 
legislation that increases transparency around bots. The goal of the legis-
lation should be to create strong incentives for platforms to genuinely take 
down fake accounts. Second, the Honest Ads Act must be passed. However, 
instead of simply copying and pasting the rules that govern TV, radio and 
print advertising to social media, more consideration should be given to 
the unique digital dilemmas that exist online. Third, the proposed U.S. 
Privacy Bill of Rights is a step in the right direction, but it needs more 
input from engineers. Drafters of the Bill should make sure to learn about 
emerging data monetization markets and privacy issues that surface when 
tech giants acquire startups.  Fourth, U.S. media organizations must imme-
diately halt all video and content partnerships with RT-owned Ruptly. 
Fifth, more investment is needed in media literacy campaigns to help 
youth understand and assess the reliability of sources. Finally, approaches 
to detecting mis- and disinformation that rely on pattern recognition are 
superior to those that rely on content analysis. To this end, those startups 
that adopt the former approach deserve special attention and resources as 
they are most likely to quickly and reliably detect mis- and disinformation. 
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