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Executive Summary
Cyberattacks have become an increasingly common occurrence with
profound and damaging effects for the public and the private sectors. Much of the resulting attention has naturally focused on how
to prevent such attacks. However, the people and organizations held
accountable for preventing an attack—by a court of law or the court
of public opinion—are not necessarily the same as those that have the
most robust capability to do so. We hypothesize that properly matching accountability with capability can help internalize the growing
externality that cybersecurity incidents represent in an increasingly
networked world.
Our goal in conducting this research was to help policymakers determine where to assign accountability; not necessarily to the party
most proximate to the target of the attack (as has traditionally been
the case) but rather who is structurally empowered and sufficiently
resourced to prevent the attack. We analyzed three cases—the attack
on Sony Pictures by North Korea in 2014, the theft of Target customer
credit card data in 2013, and the WannaCry ransomware attack on
the U.K. National Health Service (NHS) in 2017—to explore who
in the networked environment had the capability to prevent these
cyberattacks, who was held accountable, who could have been held
accountable and finally, who should be held accountable.
We conclude that an incentive structure that motivates action and
encourages not just potential victims but also their service providers
and partners to address cyber risk is required. All parties in the networked environment have an important role to play, from corporate
boards to insurance underwriters to government regulators. Only
when all organizations begin to work together towards common short,
medium and long-term solutions to address cyber risk, will meaningful impact be made.
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Key Learnings from Cases:
•

Sony Pictures: In the Sony case, neither Sony nor any of its service
providers or partners appeared to recognize or believe that they
were either liable for a potential breach or empowered to act to
reduce cyber risk. The resulting collective inaction led to millions
of dollars in IT costs and damages for Sony. A well-resourced and
persistent hacker does not excuse unsophisticated defenses or
poor post-attack actions. Incentives must encourage companies to
implement existing (and future) standards and best practices. Product liability law, clarifying the duty of care standard and SEC or
industry-led reporting requirements may help to hold companies
accountable.

•

Target: Poor contracting and monitoring practices allowed attackers
to use a third party as a backdoor to Target’s corporate network.
Companies must structure contracts with cybersecurity in mind,
clearly assigning cyber responsibilities, risks and liabilities.

•

NHS: Far too many computers are running unsupported and
vulnerable operating systems. Each of these systems is an endpoint
that can potentially spread risk quickly to other computers in
the same network. Software providers must utilize secure coding
practices, consider ways to automate updates where not already
automated and incentivize users to upgrade to the most secure
software where appropriate. Baseline standards must be enforced
through product liability laws and government or industry
oversight.

Policy Proposals:
The challenge of addressing cyber risk is rarely about determining what to
do but rather how to incentivize the implementation of existing strategies,
best practices and guidelines. There are a host of proven strategies, known
best practices and published guidelines (e.g. cyber hygiene, red teaming and penetration testing and the National Institute of Standards and

2
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Technology (NIST) framework) that can help companies and governments
address the vast majority of cyber risk.
These strategies, practices and guidelines are discussed at length in this
report and the authors consider them to be vital components of any plan to
address cyber risk. However, the lack of a strong incentives framework has
limited the adoption of these mechanisms and methods to address cyber
risk. The authors consider the following policy proposals to be the most
powerful means of incentivizing widespread adoption:
•

Establish Cybersecurity Product Liability Law: A framework for
cybersecurity product liability law must be firmly and clearly
established by legal precedent or legislation so that companies
can internalize cyber risks and potential future damages in their
decision-making processes.

•

Expand Corporate Fiduciary Duty and Duty of Care to Include Cybersecurity Risk: Corporate fiduciary duty and duty of care need to be
expanded and clarified by legal precedent or legislation to include
accountability for cyber risk mitigation strategies and actions.

•

Create Comparable Public Signaling Devices for Assessing Cybersecurity Quality: The market needs more information about company
efforts to address cyber risk in order to reward excellence or
alternatively, exert pressure on poor performers to improve. Public
signaling devices that disclose cyber risks and allow companies
to be compared against one another can help educate the market.
These devices could take multiple forms including ranking systems
(e.g. JD Power), product disclosures and company assessments (e.g.
Better Business Bureau ratings), and cyber risk audit requirements
and public filings (akin to current 10-Q and 10-K filings).
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PART I: SCOPING TH E CYBERSECURITY CHALLENGE

1. Introduction
To visualize the importance of properly matching accountability with
capability, imagine a hypothetical future cyberattack in which personally
identifiable information is stolen from a company that has taken industry-leading precautions to protect itself. In such an attack, it may be most
appropriate to assign accountability to a party other than the victim or
perpetrator. There are several scenarios in which a third party in the networked environment could be held responsible:
•

The company’s internet service provider had the capability to detect
a blacklisted internet protocol address and prevent hackers from
reaching the company’s servers but took no action

•

The company’s cybersecurity provider failed to detect the breach or
alert the company

•

The cloud services provider that manages and stores the company’s
data failed to take necessary security precautions to secure that data

In each instance, parties had different capabilities to potentially prevent or
mitigate an attack and, the authors believe, should be held accountable and
bear some degree of liability for exercising or not exercising those capabilities. Traditionally, there are two ways in which an obligation to act arises:
imposition by law or regulation, or contract. Legally imposed obligations
are mandatory while contract obligations are subject to negotiation, limitation and delegation and may also be subject to limitation on liability. It is
the authors’ belief that even though these third parties currently have minimal obligations to act, the nature of the networked environment requires
the understanding of accountability in the cyber context to move beyond
traditional definitions and reflect the capabilities of all parties involved.
Otherwise victims will be left to defend themselves against all cyber
threats.

4
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To help policymakers determine where to assign accountability, we analyzed three cases of cyberattacks—Sony Pictures, Target and the U.K.
National Health Service (NHS). In each case, we explored who in the networked environment had the capability to prevent these cyberattacks, who
was held accountable, who could have been held accountable and finally,
who should be held accountable.

1.1

Case Selection

We selected the cyberattacks at Sony Pictures, Target and the NHS as our
case studies because each provided a unique window into a different component of the networked environment and raised difficult questions about
which party could have and should have been held accountable for the
outcomes of the attack. Specifically, each case provides insights into the different cybersecurity challenges facing policy makers and business leaders:
•

Sony Pictures: The cyberattack on Sony Pictures in 2014 was an
example of an attacker using spear phishing, a common hacking
technique, to gain unauthorized access to a corporate network and
harvest employee credentials. In analyzing this case, we explored
whether Sony’s internet service provider (ISP) had the capability
to prevent the attack by blocking the connection between Sony’s
servers and the hackers.

•

Target: The 2013 cyberattack against Target was the first cybersecurity wake up call for many American corporations. It was also
the highest profile case of hackers gaining access to a company’s
networks through a third-party vendor. In this case, we explored
what capabilities corporations should require of their vendors and
what role contracting plays in managing the relationship between a
company and vendors as it relates to cybersecurity.

•

U.K. National Health Service: Hacker exploitation of a vulnerability
in Microsoft Windows software in 2017 led to the worldwide WannaCry ransomware attack, which affected operations at NHS along
with many other organizations. In this case, we explored the capabilities Microsoft had to design and issue patches to the EternalBlue
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vulnerability and analyzed the impacts to the NHS—one of the
highest profile victims of the attack—and the capabilities of Sophos,
the company hired to provide antivirus and endpoint protection to
the NHS. While the Target case looks at the relationship with third
party vendors generally, Sophos’s contract with the NHS raises the
question of what role contracting plays in managing the relationship between a company and its cybersecurity vendor.
In each of these cases, we also analyzed what responsibility each organization—Sony, Target and NHS—had to maintain adequate cybersecurity
defenses.
When analyzing these events we asked three central questions:
1. What capabilities did each company have to prevent the given
cyberattack?
2. What incentives did each company have to prevent the given
cyberattack?
3. What changes could incentivize the right company to do more to
prevent cyberattacks?
Our goal was to expand beyond a narrow attacker-victim examination and
assess the entire networked environment.

6
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Figure 1: Moving beyond a narrow attacker-victim examination to assess the networked environment

1.2

Methodology

Using these three case studies, we analyzed how the accountability-capability match differed when hackers used a common technique, targeted a
third-party vendor, or exploited a known vulnerability while also exploring
the implications of state sponsorship in cyberattacks. By analyzing what
led to the cyberattacks, the capabilities of the parties involved, the relevant
technical details of the incident, the timeline of events, the responses considered and the actions ultimately taken, we isolated key learnings from
each cyberattack.
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Next, we took those learnings to industry experts—current and former
business executives, executives at cybersecurity companies, insurance
providers and government regulators—to explore what changes could be
made to incentivize all parties in the networked environment to pay more
attention to cyber risks and take action to limit the potential damage of a
successful cyberattack. The input of these industry experts helped us formulate industry, market, technical, legal and regulatory solutions to help
address the growing threat of cyberattacks to the networked environment.

1.3

Lessons Learned

There is no perfect path forward to adequately address cyber risk. What is
clear however, is that maintaining the status quo will not prevent another
Sony Pictures, Target or NHS style cyberattack. Investing in robust cybersecurity is a smart decision for any private or public sector leader, but few
seem to be currently treating it as such. To make an impact, industry and
the government will be forced to cooperate in new ways, adapting existing
frameworks, organizations and tools to meet the cybersecurity challenges
of the future. Our lessons learned from the Sony, Target and NHS cases,
and the resulting recommendations are included in the following table:

8
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Case

Lesson Learned

Potential Solution

Sony

Lack of liability leads to poor cyber
hygiene practices

Consider incentivizing implementation of
industry and government-proposed cyber
hygiene standards through clarification of
product liability law, new company reporting and board expertise requirements.

Sony

A sophisticated hacker does not excuse
unsophisticated defenses or poor post-attack actions

Incentives must encourage companies to
implement existing (and future) standards
and best practices. Increased government
and industry information sharing can
help direct companies to best practices.
Clarifying the duty of care standard and
enforcing SEC or industry-led reporting
requirements may help hold companies
accountable for cyber risk readiness.

Sony

Companies in the networked environment
(ISPs, cybersecurity providers, enterprise
software makers) have little incentive to
help a potential victim

Shifting liability through product liability law and third party contracting may
encourage companies not to be the ‘weakest link in the chain.’

Target

Poor contracting and monitoring practices allows attackers to use third parties
as a backdoor to company networks

Structure contracts with cybersecurity in
mind, clearly assigning cyber responsibilities, risks and liabilities. Limit unnecessary
third-party access to company networks.

Target

Compliance is not proof of protection;
existing industry standards like PCI, do
not meet current cybersecurity challenges

Incentives must be designed to discourage a ‘box-checking’ approach to cyber
risk. Government or industry-led enforcement mechanisms are needed to ensure
implementation.

Target

Alerts from cybersecurity providers are
often ignored or missed. Critical prevention tools like auto-malware removal are
often disabled or misunderstood

Cybersecurity providers must educate
customers about cyber risks and proper
use of cybersecurity tools. Auto-updates,
personalized warnings and other technology solutions should be considered where
appropriate.

NHS

Far too many computers are running
unsupported and vulnerable operating
systems. Each of these systems is an endpoint that can spread risk quickly to other
computers in the same network

Software providers must utilize secure
coding practices, consider ways to
automate upgrades where not already
automated and incentivize users to
upgrade to the most secure software
where appropriate. Baseline standards
must be enforced through product liability laws and government or industry
oversight.

NHS

Delays in reporting a vulnerability in the
Windows operating system and the theft
of an exploit to leverage that vulnerability left many unlicensed Windows users
vulnerable

Governments must facilitate faster information and threat sharing so software
providers have time to patch vulnerabilities. Incentives to encourage private
sector companies to increase information
sharing should be considered.
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1.4

Setting the Context

In an increasingly digitized economy, the world’s institutions are finding
that their most valuable assets are increasingly their information assets:
customer data, intellectual property, business plans, various forms of communication (e.g., internal emails), operating and financial data and a host
of other targets. Cyberattacks are compromising these information assets.
While headlines have focused on a few examples of high profile attacks,
companies must protect themselves from a broad range of threats. The
table below captures only a small portion of the potential range of threats
but illustrates how personal, economic, political, or strategic objectives can
all propel potential attackers to employ cyberattacks.1
Type of risk

Actor

Example Event

Competitive
disadvantage

Business competitor

Steals sensitive business plans to
gain an economic advantage

Foreign intelligence agency

Steals intellectual property for
national advantage

Employee leaving for a new
company

Takes key customer or account
information to work for a
competitor

Regulatory and legal
exposure

Cyber-crime organization

Steals customer data to undertake
identity theft or credit card fraud
or sell to a third party

Reputational
damage

Employee or hacker

Wittingly or unwittingly releases
sensitive documents to the public

Fraud and theft

Cyber-crime organization

Corrupts an online financial transaction to undertake fraud

Cyber-crime organization

Threatens to destroy important
information assets unless paid a
ransom

Employee or hacker

Destroys corporate data

Business disruption

Worse news? The threat is growing. The past few years have been marked
by increasingly ambitious attacks, including virtual bank heists, overt
attempts to disrupt the United States electoral process by state-sponsored
groups and some of the biggest distributed denial of service (DDoS) attacks
ever recorded.2 Numbers from cybersecurity provider Symantec illustrate
the magnitude of the concern: in 2016, there were 1,209 recorded breaches,

10

1

Kaplan, J. M., Bailey, T., Marcus, A., O’Halloran, D., & Rezek, C. (2015). Beyond Cybersecurity.
Hoboken: Wiley.

2

Symantec. Symantec Internet Security Threat Report. April 2017, https://www.symantec.com/
content/dam/symantec/docs/reports/istr-22-2017-en.pdf.
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including 15 in which over 10 million identities were exposed.3 Over 1.1
billion identities were exposed in 2016, a year-over-year increase of more
than 95%.4 In the last eight years alone, successful breaches have exposed
over 7.1 billion identities.5, 6 And these figures include only the attacks that
have been discovered and reported.
While cyberattacks have managed to cause unprecedented levels of disruption to companies, governments and organizations, attackers have frequently
relied on simple tools and tactics to make big impacts.7 Attackers often use
well-known and straightforward approaches, such as spear phishing emails,
to gain access to their targets. And several converging trends have made
those targets even more vulnerable to future cyber activity.

1.5

Major Trends Shaping
Cybersecurity

The digital transformation is continuing—and accelerating. The amount
of data consumed by businesses increases every day and it is increasingly
becoming both more mobile and cloud-based.
> Fixed to Mobile: The shift to mobile platforms has exponentially increased both the number of endpoints that need to be
protected and the number of potential entry points for threat
vectors. This transition extends risk from the enterprise to the
individual, placing an increased burden on individual users to
play a role in supporting cybersecurity.
> On-Premises to Cloud-Based: As companies collect ever-larger
amounts of data, the risk due to the potential severity of a
breach increases. Companies are frequently outsourcing their
3

Ibid.

4

Ibid.

5

Of the 7.1 billion identities exposed, some number of these identities are duplicates for the same
people. (i.e., One person can have multiple digital identities stored in different locations. The
number 7.1 billion includes each individual time an identity was exposed, even if it was for the same
person.)

6

Ibid.

7

Ibid.
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computer services to third party cloud providers as both a
cost-efficient approach for centralized computing and to meet
growing data storage demands. Cloud-based service providers
typically offer better cybersecurity protections than an individual company could implement for itself, thus in theory this
shift to cloud-based services could help improve cybersecurity
overall. With costs to outsource to the cloud continuing to drop
due to rising competition, cloud service providers are increasingly forced to differentiate their products based on additional
factors, including security.
As companies have become more reliant on networks, they have become more
vulnerable. Companies are more reliant than ever on the interconnectivity
of systems and technologies to operate. The continually evolving technology environment has made it more challenging for companies to keep up
with the latest security solutions, leaving them more exposed to potential
threats. However, new technology has armed companies with a variety of
new options to address their cybersecurity needs. At the same time, the
number of reported cyberattacks continues to increase. High profile attacks
(e.g. Target in 2013, Sony in 2014 and the NHS in 2017) have put cybersecurity firmly on the agendas of many corporate boards.
Recognizing the increasing threat, companies are spending more than ever on
information security. Global firms ranked cyber as the 3rd most important
risk in 2017, the last year for which survey data was available, compared
to the 18th most important risk in 2011.8, 9 Business leaders now rank
cyber risk behind only the risk of business interruption (e.g. supply chain
disruption) and major market developments (e.g. new market entrants,
intensified competition)—both risks which can be affected and increased
by cyberattacks.10 Global firms now consider cyber risk to be a greater
threat to their businesses than natural disasters, changes in legislation and

12

8

AON. Global Cyber Market Overview: Uncovering the Hidden Opportunities. June 2017, http://www.
aon.com/inpoint/bin/pdfs/white-papers/Cyber.pdf.

9

Allianz SE. Allianz Risk Barometer Top Business Risks 2017. January 2017, https://www.agcs.allianz.
com/assets/PDFs/Reports/Allianz_Risk_Barometer_2017_EN.pdf.

10

Ibid.
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regulation, major macroeconomic developments and political risks such as
war and terrorism.11
As the risk has increased, so has the spending; Gartner estimates that
worldwide information security spending increased by 7.9% to $81.6 billion in 2016, compared to the 4.7% additional spending observed in 2015.12
The strong growth is driven by companies seeking access to external services to improve their cybersecurity position.13 However, this spending has
been primarily driven by large companies and has done little to incentivize
industry changes that might make all parties more resilient to cyberattacks.
Increased spending on cybersecurity also does not necessarily mean that
the money is being spent effectively. For example, spending millions on a
network operations center without investing in identity management or
cyber hygiene would show high spending levels, but result in an incomplete cybersecurity strategy. Furthermore, different companies have
different needs (based on business model, industry, etc.) that will influence the scope of what the money could be spent on as well as the scale of
spending. For example, an internet service provider and a university can
and will spend money on different things.
Companies are frustrated that few ‘one stop shops’ exist: An AON study of
the 600 most active companies in the cybersecurity space found that few
were able to offer the full range of loss prevention and incident response
services that companies are seeking.14 Many cybersecurity and cyber-related insurance companies focus only on one or two elements of risk
mitigation services and some aspects of data breach support, forcing
companies looking for comprehensive solutions to piece together offerings from several providers. Small and medium enterprises are especially
reluctant to accept the additional cost and complexity that comes with contracting cyber services from multiple parties.

11

Ibid.

12

AON. Global Cyber Market Overview: Uncovering the Hidden Opportunities. June 2017, http://www.
aon.com/inpoint/bin/pdfs/white-papers/Cyber.pdf.

13

Ibid.

14

Ibid.
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1.6

Addressing Risk

The risks posed by cyberattacks are great. How can those risks be managed? In general, there are three main ways to address risk.
•

Risk can be reduced directly (e.g. through regulations, requirements, rules, licenses or limits).

•

Risk can be spread (e.g. through insurance or other means of
compensating victims).

•

Risk can (attempt to) be prevented (e.g. through product liability
law).

The authors’ central thesis is that cybersecurity risk will be broadly
addressed only when accountability and liability are shifted onto those
organizations or companies that are most capable of preventing and monitoring the risk of a cyberattack.
Given the cost and complexity of dealing with an increasingly potent
cybersecurity challenge, the question on the minds of many corporate
and government leaders is simple: Who is responsible for paying? To fully
explore who is, and perhaps more importantly, who should be responsible,
we must be precise in defining what responsibility, accountability and liability mean in the cybersecurity context.

14
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2. Responsibility, Accountability
and Liability in Cybersecurity
For the purposes of clarifying the remainder of the discussion, it is valuable to briefly reflect on the distinction between the words responsibility,
accountability and liability. These words are sometimes used interchangeably and their meanings can blur together. However, despite their
commonalities, in cybersecurity and legal contexts these terms are distinct
from one another and proper word choice has important implications for
any recommendations made to address cyber risk.
Responsibility and accountability are related, but accountability extends
beyond responsibility. Responsibility means to be responsible for a particular task or action, but has a more limited scope than accountability.
Accountability assumes responsibility and goes a step further. To be
accountable means to not only be responsible for a particular task or
action, but to also be answerable for the outcome of that responsibility,
needing to provide an answer, explanation, or response. Liability means
that a person or entity is legally responsible for that action, answer, explanation, or response. For a person to be responsible does not necessarily
imply accountability. For a person to be accountable does not necessarily
mean that they are liable.
Accountability and liability are also closely linked. Realistically, in many
cases accountability is enforceable only through legal liability that will
impose costs through the legal system in response to insufficient action.
There are several mechanisms by which to hold an entity liable, including
contracts, statutory law (i.e., product liability law, new legislation) and
common law tort claims.

2.1

Establishing Liability

Through contracts, parties can delineate who is liable for what and establish a structure of risk allocation. Through statutory law, such as product
liability law, governing bodies can use legislation to establish who is liable

Belfer Center for Science and International Affairs | Harvard Kennedy School
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in which situations. Through common law claims and tort suits, using
common law and court decisions as the basis, parties can sue if a product
or service causes unexpected harm. The bottom line: who is liable and for
what needs to be established through some legal mechanism.
It is important to note that liability can, and commonly is, extended to
include the party that most directly causes the harm. However, cyber is
unique in that the attribution, or determination of causation, of cyberattacks is often difficult, usually unclear, sometimes unknowable and rarely
meets the evidentiary threshold necessary to seek damages in a court of
law. Part of this challenge is inherent in the distributed and decentralized
way the internet works. A person with malicious intent in one country
can conduct an attack against an entity in another using servers and network routers located in a third country. Even in cases where an attack can
be attributed, courts often lack the jurisdiction to compel evidence and
struggle to secure extradition of a suspect. In cases where the hacker is a
state actor, issues of national security and reluctance to publicly expose the
methods used to establish attribution, can further complicate the traditional process of establishing legal liability.15
Given the typical challenges of establishing liability in a cyberattack and
holding a cyberattacker liable, this paper focuses on the potential uses of
liability, and the power of matching liability to accountability and capability, to incentivize the other parties in the networked environment to
prevent, reduce or spread cyber risk. All proposals and recommendations
focus on potential actions these network actors can take to address cyber
risk.
It is possible to hold companies accountable through other non-legal
mechanisms like the court of public opinion. Public information sharing,
awareness and “naming and shaming” campaigns, customer boycotts and
short-seller position-taking are just some of the non-legal mechanisms
available. However, given the potential damages that can be levied by a
court and the sanctioning power of the legal system, liability still stands out
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as the enforcement mechanism with the highest likelihood of grabbing the
attention of public and private sector leaders.

2.2

Liability in the Cyber Context

What makes CEOs especially nervous about liability lawsuits is the suing
party’s ability is to sue along any point in the chain of liability; thus, often
those with the most resources and deepest pockets end up being the target
of liability lawsuits. This ability to sue at any point in the chain makes those
who are best resourced the most vulnerable.
For some perspective, let us consider the example of a nurse. While a nurse
is responsible for particular tasks associated with a patient’s care, if something were to go wrong with a patient’s treatment, the hospital that employs
the nurse is more likely to be held accountable through a liability lawsuit.
Although frequently every party, the nurse included, who participated in
the patient’s care will be named as a defendant in the suit, and even if the
hospital did everything right and the nurse was clearly at fault, if the nurse
was an employee of the hospital, under the legal principle of respondeat
superior (“let the master answer”), it is the hospital, not the nurse personally, that is likely going to answer for the outcome of the patient’s care. Put
simply, the nurse may be responsible, but any sensible aggrieved patient is
going to seek compensation from the much larger, and wealthier, hospital.
There are some clear benefits to this system. In seeking the highest damages, the plaintiff is incentivized to target the best-resourced entity. This
entity is often also the party in the ecosystem most capable of influencing
and preventing future issues. Allowing plaintiffs to sue along the liability
chain implicitly incentivizes those entities that are best resourced to pursue
preventative action because they recognize that they are likely the most
attractive target of a liability lawsuit.
In the hospital example, the hospital not only has more resources than the
nurse, but also has much greater leverage to influence the behavior of all
nurses throughout the entire hospital and greater capacity to spread the
risk through insurance, the cost of which can be factored into its rates and
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charges. In order to prevent future suits, the hospital might be incentivized
to ensure that nurses receive better training and doctors serve as more
careful supervisors. When the system works well, all parties throughout the
liability chain are incentivized to take preventative action so that they avoid
finding themselves as the most legally vulnerable link in that chain.
While our medical example is relatively simple, the case of cybersecurity in
a networked environment is significantly more complex. In the event of a
cyberattack, who is the nurse and who is the hospital? In the event of a data
breach, for example, is it the company or government agency where the
breach occurs that is accountable? Or is it the ISP that enables that entity
to connect to a malicious server? Or is some other party in the networked
environment ultimately liable?
These questions are even further complicated in a contractual situation
by limitations on liability in the “terms of use” agreements imposed by
software makers and by the use of mandatory arbitration clauses that
eliminate consumer access to class action remedies. In these cases, even if
accountability and liability on the part of one networked participant can be
identified, there may be no recovery for other parties because the harm to
each individual consumer is too small to justify the costs of the arbitration
required to pursue a case and individuals cannot band together to pursue
arbitration as a class.
The hospital example points to the importance of considering capability
when assigning accountability or liability to a party. In the cybersecurity context capability means the technical ability to prevent or mitigate
the effects of a cyberattack. Thinking hard about the distinction between
capability, accountability and liability is important when exploring relatively uncharted legal territory like cybersecurity. This paper is primarily
interested in exploring which individuals or entities have the capability to
prevent or mitigate cyberattacks, which should be held accountable, and
which can and should be held liable.
To fully explore the potential answers to these questions we have prepared three extensive case studies, deliberately chosen because assigning
accountability to a single party in each case is not nearly as simple as in our
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hospital example. By examining the roles of each party in the networked
environment in three high profile cyberattacks, we can begin to establish
a framework for assessing accountability, identify common cybersecurity
issues and consider recommendations to incentivize addressing cyber risk
in the future.
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PART II: CONTEMPORARY CASE STUDIES

3. Case Study: Sony Pictures
Entertainment
3.1

Situation

On November 24, 2014, Sony employees who attempted to log into the
Sony Pictures Entertainment (SPE) network were met with the sound of
gunfire, scrolling threats and the looming image of a fiery skeleton on their
screens.16 Before Sony’s IT staff could take the company’s network offline,
hackers’ malware had leaped from machine to machine throughout the
studio lot and across the international Sony network, erasing everything
stored on 3,262 of the company’s 6,797 personal computers and 837 of its
1,555 servers.17 To make sure nothing could be recovered, the attackers,
who identified themselves as the “Guardians of Peace,” used an algorithm
that overwrote the data seven different ways before overwriting the computer’s startup software, rendering the machines brain-dead.18 The studio
was reduced to using fax machines, communicating through posted messages, and paying its 7,000 employees with paper checks.19
Before destroying the company’s data, hackers had stolen much of it.20
Over the next three weeks the hackers dumped nine batches of confidential
files onto public file-sharing sites: unfinished movie scripts, embarrassing
internal emails, salary lists, more than 47,000 Social Security numbers and
five Sony films, four of them unreleased.21 In the aftermath of the hack,
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Sony cancelled the theatrical release of The Interview, choosing instead to
release it online.22
While much of the contemporary media attention focused on the role of
North Korea and the cancelled release of The Interview, the Sony hack is
much more than a geopolitical intrigue. The attack on Sony Pictures is a
story of insufficient malware defenses, failed monitoring, missing audit
logs, lack of encryption, uncontrolled use of administrative credentials, and
poor incident response. More broadly, the case raises important questions
about what responsibilities a company has to prevent an attack by well-resourced, persistent adversaries, such as state actors, and what mechanisms
for addressing this risk could have helped Sony recover.

3.2

Timeline

April 26, 2011:

Sony suffers a breach in its Playstation online network leading to the theft of names, addresses and
other personal information belonging to 77 million user accounts.23

June 17, 2014:

First trailers of The Interview are released online.
Within days a North Korean government
spokesman warns that The Interview’s release
would represent “the most blatant act of terrorism and war,” and threatened “a merciless
counter-measure.”24

August, 2014:

Sony’s first global chief information security officer, former Department of Homeland Security
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cybersecurity czar Philip Reitinger, surprises
studio executives by resigning.25
September, 2014:

Then-FBI director James Comey has said he
believes Sony’s cyberattackers first breached the
studio’s network in September, gaining access
through spear phishing.26

Sept-Nov, 2014:

Hackers steal unreleased films, files, emails and
personal information from Sony’s network.27

November 24, 2014:

Hackers erase everything stored on 3,262 of Sony’s
6,797 personal computers and 837 of its 1,555
servers.28

December 19, 2014:

US-CERT issues an alert describing the primary
malware used by the attackers, along with indicators of compromise.29 The FBI attributes the hack
to North Korea. A public statement from the FBI
National Press Office cites multiple factors influencing its conclusion:30
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Technical analysis of the data deletion malware
used in the attack “revealed links to other
malware that the FBI knows North Korean
actors previously developed” including
“similarities in specific lines of code, encryption
algorithms, data deletion methods and
compromised networks.”31
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3.3



The FBI observed “significant overlap between
the infrastructure used in this attack and other
malicious cyber activity the U.S. government has
previously linked directly to North Korea. For
example, the FBI discovered that several Internet
protocol (IP) addresses associated with known
North Korean infrastructure communicated
with IP addresses that were hardcoded into the
data deletion malware used in the attack.”32



The tools used in the SPE attack had “similarities
to a cyberattack in March 2013 against South
Korean banks and media outlets, which was
carried out by North Korea.”33

Analysis of the Event

Reconnaissance: There is little known about the reconnaissance performed
by the hackers but the custom malware they deployed had a hard-coded
list of machines and administrator credentials.34 This list implies that there
was a significant reconnaissance period before the initiation of the attack
itself.35
Weaponization and Delivery: Then-FBI director James Comey has said he
believes Sony’s cyberattackers first breached the studio’s network in September 2014, gaining access through spear phishing—a popular technique
that lures a targeted victim into clicking on a malicious email attachment
or web link.36 When the Sony employee clicked on the malicious attach32
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ment or link, malware was downloaded onto the employee’s computer.
By altering the signature of the malware used in the attack, the hackers
stumped Sony’s traditional virus-detection programs, which only scanned
for code used in previous attacks.37
Exploitation: Once inside Sony’s network, the attackers’ next step was to
escalate their privileges and increase their access across the Sony network
by stealing the credentials of system administrators. The hackers eventually
collected seven sets of credentials for system administrators and mapped
the studio’s entire network.38
Installation: Hackers used a Server Message Block (SMB) 39 worm containing five components—“a listening implant, lightweight backdoor, proxy
tool, destructive hard drive tool and destructive target cleaning tool”—to
conduct cyber exploitation activities.40
Command and Control: The SMB worm propagated throughout Sony’s network via brute-force authentication attacks—systematically checking every
possible password until a correct one was found—and connected every five
minutes to send data back to the hacker’s command and control infrastructure located on servers in Thailand, Poland, Italy, Bolivia, Singapore and
the United States.41
Actions on Objective: Between the initial breach and the end of November,
hackers succeeded in stealing unreleased films, files, emails and personal
information on Sony employees.42 On Monday, November 24, the attackers unleashed customized wiper malware, known as “igfxtrayex.exe”, into
Sony’s network.43 By hardcoding the stolen credentials into the destructive
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malware, the hackers enabled the wiper to infect all of the computers those
IT managers were authorized to access.44 On each machine the malware
reached, it deleted everything on the hard drive and the software instructions that tell the computer how to operate, installing a threatening web
page in its place.45 Two hours after the attack, any employee who attempted
to restart their computer would be met by the message: “Operating system
not found.”46

3.4

Network Analysis

Sony: While hackers took a number of steps to mask their efforts, including
altering the signature of the malware used in the attack to stump Sony’s
traditional virus-detection programs, which scan for code used in previous
attacks, Sony did little to make itself a hard target.47
With few exceptions, Sony did not segregate or provide extra security for
even its most precious intellectual property, allowing the hackers to roam
freely inside the Sony network for at least two months.48 Sony had erected
few barriers to stop hackers from gaining access across its network—many
sensitive files on the Sony Pictures network were not encrypted internally
or password-protected—allowing hackers to use their stolen credentials
to steal everything from emails of top executives to unreleased movie
files.49 Sony’s carelessness made it easy for hackers to find valuable data;
thousands of company passwords were saved in a file directory named
“password”.50 Finally, Sony executives failed to take proactive responsibility
for the security breach, which resulted in current and former employees’
personal information being leaked in the days and weeks after the attack.51
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Cybersecurity provider: Sony employed traditional signature-based antivirus software, which is effective only for viruses or malware with the same
signature as ones used in prior attacks.52 While many individuals or small
business rely on signature-based antivirus software, it is surprising that a
company as dependent on intellectual property—and as vulnerable to the
electronic theft of that intellectual property—as Sony was did not invest
in more robust cybersecurity options. Several cybersecurity vendors claim
their products would have prevented the hack or mitigated the damage.53
ISP: If the internet protocol address of the server used by the hackers in the
initial spear phishing campaign was among those used in previous attacks
and blacklisted, Sony’s ISP could have blocked the malicious connection. In
its post-breach analysis, the FBI discovered that several IP addresses associated with known North Korean infrastructure communicated with IP
addresses that were hardcoded into the data deletion malware used in this
attack.”54 So why was an active connection allowed to run for up to three
months as the hackers probed SPE’s network?
First, the connection may not have originated from a blacklisted server.
Despite the “similarities in specific lines of code, encryption algorithms,
data deletion methods and compromised networks to a cyberattack in
March 2013 against South Korean banks and media outlets, which was
carried out by North Korea,” the connection may have originated from a
hijacked host.55, 56 If this were the case, any ISP would likely not be able to
determine whether the traffic was malicious based only on the IP address.
Second, Sony’s combative history with ISPs over illegal downloads of Sony
movies and music may have made ISPs less than eager to assist. Title II of
the Digital Millennium Copyright Act (DMCA) limits an ISP from liability
for infringing material that has been uploaded by third-party users to their
systems, provided that the ISP did not have knowledge of the infringement,
52
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has not directly benefited financially from the infringement, and takes
down the infringing material from its service upon receipt of notice of the
infringement.57 Sony was working to change this limited liability and force
ISPs to take action against copyright violators.58 However, while ill-feelings between Sony and the ISPs certainly did not encourage the ISPs to
go above and beyond to assist Sony, it is unlikely that any ISP would have
intentionally allowed a malicious connection to persist.
Finally, Sony’s ISP would understandably be very concerned with what
kind of liability they might assume by attempting to block potentially
legitimate traffic and connections. Since Sony did not identify a problem
or request the ISP to block any connection, the ISP would have had to act
on its own to sever the connection. If hijacked hosts located in countries
where Sony has legitimate business interests were being used, making it
unclear what traffic was legitimate and what was malicious, this would have
been an extraordinary step for an ISP to take.
Industry standards: The FBI has stated that the malware used by the hackers was undetectable by industry standard antivirus software.59 However, as
mentioned previously, several cybersecurity vendors claim their products
would have prevented the hack or mitigated the damage.60 While no broad
obligation to employ intrusion detection software or intrusion prevention
software exists, most corporate networks choose to employ one or both
products. These products are designed to sound alarms about unusual
file transfers (e.g. big files sent to strange places at unusual times) or odd
behavior by system users (e.g. accessing files they do not usually touch)
and (in the case of intrusion prevention software) to prevent and block
suspected intrusions.61 However, hackers took advantage of Sony’s role as a
major media company—one that routinely transferred large files— to cover
their escape.62 To escape detection, hackers patiently moved stolen data out
57
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in chunks over several weeks from different company servers to various
attacker-controlled locations around the world.63

3.5

Lessons Learned

Security culture matters just as much as security improvements. Despite
suffering a large data breach in 2011 that revealed vulnerabilities in Sony’s
efforts to ensure the security of data and to detect anomalies on its network, the security improvements made by Sony Pictures Entertainment
proved to be of little use in preventing or detecting the 2014 breach.
Sony’s attempt to apply security controls without changing the company’s
“long-running lax attitude toward security” provided Sony management
with a false sense of security.64
Failure to take responsibility delays post-breach actions. In the days after the
attack, Sony Pictures executive Amy Pascal told Bloomberg News “I don’t
think that anybody thinks that this was anyone’s fault who works here,
and I think continuity and support and going forward is what’s important
now.”65 Pascal’s comments reflected Sony’s focus on public damage control at the apparent expense of actual damage control, potentially wasting
opportunities to prevent further damaging leaks.
A well-resourced, persistent hacker does not excuse unsophisticated defenses.
Sony’s failure to build adequate defenses despite a decade of hacking
threats, lax attitude towards cybersecurity and disregard for basic principles of cyber hygiene made it an easy target, especially for a well-resourced
and persistent adversary.
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3.6

Who is Accountable?

The cyberattack on Sony Pictures in 2014 was an example of an attacker
using a common hacking technique to gain access to a corporate network and harvest employee credentials. The breach of the Sony network
prompted important questions around the role and responsibility of Sony’s
internet service provider to prevent the attack by blocking the malicious
connection used by the hackers. After careful analysis, we find that Sony’s
level of preparedness, risk assessment procedures and response to the
headline-grabbing cyberattack the company experienced in 2014 was
abysmal.
To be fair, a survey of entertainment companies taken a year after the Sony
breach revealed similarly poor defenses at those companies.66 While Sony
was unprepared, none of Sony’s network partners took any action that
could have prevented or mitigated the effects of the attacks. But the question remains: why was Sony so unprepared in 2014? It appears that no one
from inside the company—at the middle management, the executive or the
board levels—pressured the company to make itself a hard target. Government regulators in both the U.S. and Japan did not instruct the company
to make changes and Sony’s shareholders were not demanding action
either. No party seemed to recognize or believe that it was either liable for
a potential breach or empowered to take action. The resulting collective
inaction led to millions of dollars in IT costs and damages for Sony.67, 68
One of the most important questions from the case was why Sony’s ISP
(who the authors have not been able to identify) did not attempt to block
the connection to what was likely a known North Korean address. Perhaps
no other entity in the case besides Sony itself was better positioned to take
some kind of action to prevent or limit the damage from the attack. Cleary
the ISP felt that it had little to gain and potentially much to lose. With no
66
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legal precedent or regulation encouraging an ISP to take action in a similar
situation, there simply was no positive incentive, and a potential negative
liability, for the ISP to act.
Could incentives be structured to encourage Sony to take pre-emptive
action? What incentives would have encouraged other parties—from
shareholders, to consumers to regulators to put pressure on Sony? Would
those incentives have motivated Sony’s ISP to be more aware of, and potentially attempt to block, a blacklisted connection? Would incentives differ
for a company that was already making itself a hard target and investing
in cybersecurity? Our next case, Target in 2013, looks at this last question
specifically. The Target case is a story of a company that was doing what it
thought was necessary to secure itself but was ultimately exploited indirectly through a third party.
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4. Case Study: Target
4.1

Situation

In December 2013, over 41 million credit cards were stolen from nearly
2,000 Target stores by accessing data on Target’s point-of-sale (POS) systems.69 Hackers used stolen credentials from a third-party vendor to
exploit weaknesses in Target’s system, which allowed the attackers to access
a customer service database and install malware that was used to capture
consumer data, including full names, telephone numbers, email and mailing addresses, payment card numbers, expiration dates, CVV1 codes and
encrypted debit PINs.70 While the Target breach began with a third-party
vendor infected with malware through an email phishing campaign, there
were multiple factors that led to the data loss: vendors were vulnerable to
phishing attacks, network segregation was lacking, point of sale systems
were vulnerable to memory scraping malware71 and the detection strategies
employed by Target failed.
The cost of the breach was far-reaching for Target, customers, employees
and banks. Target’s CEO and CIO both lost their jobs.72 The total cost to
banks after refunding money stolen from customers via their hacked credit
cards and issuing replacement cards totaled over $200 million.73 Identify
theft in the first half of 2014 reached an all-time high, fueled by the sale of
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stolen payment credentials from Target.74 Reduced customer visits during
the critical holiday shopping season reduced profits by 46% in the fourth
quarter of 2013 and continued to affect Target’s sales into 2014.75, 76 In 2017,
Target was forced to settle for $18.5 million in damages, the largest ever
penalty for a data breach at the time, to resolve multistate investigations of
the cyberattack.77

4.2

32

Timeline

Summer, 2013:

Target installs a $1.6 million malware detection
tool from FireEye Inc. on its corporate business
network.78

September, 2013:

Target is certified compliant with payment card
industry security standards.79 Meanwhile, hackers send an email containing malware to Fazio
Mechanical, a Pennsylvania-based heating and air
conditioning contractor hired by Target.80

November 15, 2013:

Attackers break into Target’s network and test malware on POS machines.81
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November 27, 2013:

Attackers begin to collect credit card data from
POS machines.82

November 30, 2013:

POS malware fully installed. Data exfiltration software installed. Target’s security team in Bangalore,
India, receives warnings of the attack from a FireEye Inc. security system and forwards the alerts to
Target headquarters in Minneapolis.83

December 2, 2013:

Hackers begin to remove harvested credit card
numbers.84 Additional FireEye alerts triggered.85
Target’s security team detects the attack for the
first time but takes no action.86

December 12, 2013:

Department of Justice investigators notify Target
of data breach.87

December 15, 2013:

Most malware used in the attack removed from
the Target network and point-of-sale terminals by
FireEye and Target.88

February, 7, 2014:

Fazio Mechanical Services is identified as the conduit through which Target was breached.89

May 23, 2017:

Target announces it will pay $18.5 million in a
multistate settlement, the largest ever for a data
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breach, to resolve state investigations of the 2013
cyberattack that affected more than 41 million of
the company’s customer payment card accounts.90

4.3

Analysis of the Event

Reconnaissance: A Google search in the months prior to the breach would
have supplied information about how Target interacted with vendors,
including a publicly available vendor portal and a list of HVAC and refrigeration companies used by Target.91 An open-source search would have
also revealed a detailed case study on the Microsoft web site that described
how Target deployed security patches and system updates.92 The case study
described Target’s technical infrastructure, including POS system information, in significant detail.93
Weaponization and Delivery: An email containing malware was sent to
Fazio Mechanical, a refrigeration vendor, two months prior to the credit
card breach.94 The malware, a password-stealing program known as
Citadel, stole Fazio’s credentials to Target’s online vendor portal.95 Files
recovered from the Target breach revealed that several additional “publicly available tools used for network maintenance, auditing and database
management, including network scanners, password crackers and several
[database] query tools” were also acquired and utilized to help the hackers
gain access.96
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Exploitation: Using Fazio Mechanical’s credentials to access Target’s vendor
portal, hackers moved laterally through the Target network using the
publicly available network tools they had already acquired to do further
reconnaissance.97 While it remains unclear how exactly the hackers used
this foothold to gain access to Target’s POS terminals, it is likely that the
hackers exploited a gap in Target’s network segmentation to eventually gain
access to the Microsoft System Center Configuration Manager (SCCM)
Target used as an endpoint management service to provide “inventory,
software distribution, settings and security management.” 98, 99
Installation: Once the hackers gained access to the Microsoft System
Center Configuration Manager, they were able to install memory scrapping
malware on the majority of Target’s POS terminals in fifteen days.100 The
malware itself was a “version of the “BlackPOS” malware available on black
market cyber crime forums for between $1,800 and $2,300.”101
Command and Control: Target’s virus scanners failed to detect the installation of the malware on the POS terminals.102 Target’s network forensic tools
also failed to detect any commands sent by the hackers over the Target
network.103
Actions on the Objective: When customers swiped their credit card, the
hackers’ malware gathered the card information during the brief period
of time when the POS terminal communicated transaction data to the
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back-end system.104 Data was then exfiltrated from Target’s network to
hacked servers all over the world.105 While the attack was in progress,
monitoring software from FireEye “alerted Target staff in Bangalore, India
who notified Target staff in Minneapolis. However, no action was taken.”106
Hackers later sold the stolen credit card information on the black market.107

4.4

Network Analysis

Target: While experts disagree on how sophisticated the hackers’ malware
really was, it is clear that Target missed opportunities to prevent or disrupt the attack.108 At least one member of Target’s computer security staff
advised the company to review the security of its payment card system at
least two months before the attack after the federal government and private research firms had distributed memos warning companies about “the
emergence of new types of malicious computer code targeting payment
terminals.”109 Target appears not to have taken any action based on this
warning.110 Implementing two-factor authentication for vendors—requiring both a password and a second step, such as providing a code sent to
the vendor’s mobile phone or answering extra security questions—could
have prevented hackers from using the stolen Fazio credentials to access
the Target network.111 Target’s failure to isolate sensitive areas of its network
allowed hackers to roam freely once inside, using a foothold gained from
104 Krebs, B. “Email Attack on Vendor Set Up Breach at Target.” Krebs on Security, 12 February 2014,
https://krebsonsecurity.com/2014/02/email-attack-on-vendor-set-up-breach-at-target/.
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bloomberg.com/news/articles/2014-03-13/target-missed-warnings-in-epic-hack-of-credit-carddata.
106 Ibid.
107 Krebs, B. “Cards stolen in Target breach flood underground markets.” Krebs on Security, 20 Dec.
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a small vendor to eventually access thousands of POS terminals.112 Target
did not harden its point of sale terminals, allowing unauthorized software
installation onto, and configuration of, these terminals.113 Finally, Target
chose not to investigate the multiple security warnings generated by its
newly-installed security tools and had turned off malware auto-removal
functionalities.114
Cybersecurity provider: Target had installed a new security and malware
detection system from FireEye Inc. in the summer of 2013.115 Three days
after the attack had begun, FireEye alerted Target’s security team in Bangalore, India.116 The FireEye reports indicated malicious software had
appeared in the Target system and labeled the threat with the generic name
“malware.binary.”117 However, security experts who advise organizations in
responding to cyberattacks and have experience using FireEye technology
believe it was likely that Target’s security team received hundreds of such
alerts on a daily basis, and typically do not single out such generic alerts
because FireEye does not provide much information about those threats.118
Industry standards: Target passed Payment Card Industries (PCI) compliance audits prior to the breach, indicating that the company had
implemented the security required by the credit card processing industry.119 Fazio Mechanical has also claimed that the company was compliant
with industry standard information security regulations.120

112 Krebs, B. “Email Attack on Vendor Set Up Breach at Target.” Krebs on Security, 12 February 2014,
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Third-party vendor: Fazio Mechanical’s primary method of detecting malicious software on its internal systems was the free version of Malwarebytes
Anti-Malware.121 The free version of Malwarebytes Anti-Malware has a
positive industry reputation for its scanning and threat elimination capabilities.122 However, the free version is “an on-demand scanner that does
not offer real-time protection against threats” (the paid version of the software does include a real-time protection component).123 The free version is
also made “explicitly for individual users and its license prohibits corporate
use.”124

4.5

Lessons Learned

Third-party risk must be managed: A business must consider what risks
third-parties pose, document requirements and expectations of the relationship in contractual agreements, and monitor or audit the third-party’s
compliance with the agreements.
Structuring third-party contracts with cybersecurity in mind can help: A
well-designed contract serves as a crucial foundation for a relationship
with third-party vendors. Potential contractual protections that could have
helped Target mitigate its third-party cybersecurity risk from Fazio and
other vendors:
•

Extend Target’s own security standards to its third-party vendors
by including provisions requiring vendors like Fazio Mechanical
to comply with specified security procedures. Target could have
demanded that vendors accessing their system use appropriate
anti-malware software or mandate two-factor authentication for
contractors who had internal access to sensitive information.

121 Krebs, B. “Email Attack on Vendor Set Up Breach at Target.” Krebs on Security, 12 Feb. 2014, https://
krebsonsecurity.com/tag/fazio-mechanical-services/.
122 Ibid.
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124 Ibid.
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•

Require vendors to make representations or warranties regarding
its cybersecurity practices and authorizing Target to conduct audits
of the vendor’s ability to meet security expectations.

•

Require that the vendor provide timely notification of any security
incidents it experiences.

•

Require the vendor to destroy copies of Target’s data in a specified
manner based on the age of the data or upon termination of the
relationship.

•

Allocate liability through indemnification provisions based on the
nature of the relationship and the sensitivity of the data involved.

•

If data breaches stemming from third-party vendors fall outside of
Target’s own insurance coverage, require the vendor to maintain
cybersecurity insurance coverage.

Cybersecurity tools must be properly configured and monitored to be effective.
Target’s $1.6 million-dollar investment in FireEye cybersecurity protections
failed to prevent the breach because those protections were not optimally
configured (e.g. malware auto-removal tools were turned off, alerts were
generic and non-descriptive) or monitored (ignoring multiple warnings
from FireEye monitoring teams).125 It remains unclear why Target’s protection were not properly configured; given FireEye’s extensive experience
marketing, selling and implementing the cybersecurity solutions Target
purchased, it is likely that properly configuring protections was not a difficult task for the cybersecurity company. Cybersecurity providers should
educate customers on the optimal implementation of the products and
services they sell and make attempts to warn customers when actions are
taken that could put the customer at risk.
Companies are struggling to isolate the signal from the noise in security
warnings: Target’s mishandling of the warnings and alerts the company
received from FireEye points to a larger issue of how companies are struggling to manage cyber risk alerts.126 The volume of security warnings
that companies receive makes it difficult for companies to decide which
125 “Target data breach timeline.” Star Tribune, 26 March 2014, http://www.startribune.com/targetdata-breach-timeline/252562691/.
126 Kratsas, Gabrielle. “Reports: Target warned before data breach.” USA Today, 14 Feb. 2014, https://
www.usatoday.com/story/money/business/2014/02/14/target-warned-breach/5494911/.
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warnings to take seriously. Target’s cybersecurity intelligence team saw
numerous threats each week, but only had the time and resources to prioritize a limited number.127 As long as FireEye and other cybersecurity
providers issue hundreds of generic alerts that do not provide much information about the nature of the threat, companies like Target will struggle
to identify and act on the truly meaningful warnings.128 Tailored warnings,
adjusted reporting requirements and better training may have helped prevent the FireEye alerts from being buried by less serious warnings.129
Protection strategy matters just as much as cybersecurity tools: A company’s
cybersecurity strategy must identify what the company is trying to protect
and why. A company must also identify what policies, processes and tools
will be used to accomplish the strategy. Target’s security posture, influenced by a Chief Information Officer who had no IT training, background
or experience, took a backseat to making the in-store checkout process for
consumers as quick as possible, leaving thousands of payment terminals,
and ultimately customers, vulnerable.130
Compliance is not proof of protection. Too often, compliance with industry rules and best practices is seen as a box-checking exercise rather than
a baseline standard upon which to build. Despite warnings about the
security of its payment card system at least two months before the attack,
Target’s compliance with PCI mandates appears to have left the company
with a false sense of security.131 PCI standards, which will be explored
in more depth in later sections, were never intended to totally protect a
company like Target from a major cyberattack. Whether the false sense of
security stemming from PCI certification was an error of messaging by PCI
or simply an oversight by Target, it is clear that Target was not focused on
payment terminals as potentially malicious endpoints.132
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4.6

Who is Accountable?

The 2013 cyberattack against Target was the first cybersecurity wakeup
call for many American corporations. It was also the highest profile case
of hackers gaining access to a company’s networks through a third-party
vendor. In many ways, Target was doing what it thought was necessary
to protect itself—it had recently invested in the latest payment processing terminals for its stores, it had contracted with a leading cybersecurity
provider and it was compliant with the requirements identified by the
Payment Card Industries. What initially left Target vulnerable was its lack
of oversight of a third-party vendor. Smarter contracting on Target’s part
and a contractor-network interface design that did not offer more access to
the vendor than the vendor needed, may have helped manage the cybersecurity relationship between the company and its vendors. Beyond smarter
contracting, might there have been incentives for Target to take more
action? Could Target have known about the risk from third party vendors
through better industry information sharing?
In the Sony and Target cases, employees opening malicious emails or clicking on malicious links at the companies or their vendors ultimately proved
to be the opening hackers used to gain access to the companies’ networks.
Action (or inaction) by other actors in the networked environment (e.g.
Sony’s ISP, Target’s case study on the Microsoft website, FireEye’s non-specific warnings to Target security) contributed to the failure to prevent the
attack. But who is accountable in the networked environment for a vulnerability in an operating system? Are the incentives needed to change
behavior in the networked environment different when one of the companies involved is the designer of the world’s most popular operating system?
These are some of the questions that we explore in the next case, the 2017
ransomware attack on the U.K.’s National Health Service.
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5. Case Study: U.K. National
Health Service
5.1

Situation

Early in the morning on May 12, 2017, reports surfaced that Spanish telecommunications giant Telefonica had become the first victim of a global
ransomware campaign.133 By the end of the day, hundreds of thousands
of computers in more than 150 countries were impacted.134 One of the
highest profile victims was the U.K.’s National Health Service which was
forced to divert emergency patients away from 16 hospitals after computer
systems were infected with ransomware, a type of malicious software that
encrypted a victim’s files unless the victim paid for a key to unlock them.135
The strain of ransomware, known as WannaCry, demanded a ransom of
$300 in Bitcoin with the amount doubling to $600 if the victim did not
pay within three days.136 After seven days, WannaCry claimed to delete all
encrypted files permanently.137
The exploit used, known as EternalBlue, targeted a vulnerability in the
Server Message Block (SMB) protocol of the Microsoft Windows operating
system, the world’s most popular computer operating system.138 The U.S.
National Security Agency (NSA) allegedly discovered the vulnerability and
allegedly leveraged it in an exploit designed to gain access to computers
“used by terrorists and enemy states.”139 The exploit was revealed publicly
in April 2017 when a group named “The Shadow Brokers” began exposing
133 Burbage, Paul and Tokazowski, Ronnie. “One Week of WannaCry.” Infosecurity, 19 May 2017, https://
www.infosecurity-magazine.com/opinions/one-week-of-wannacry/.
134 Noerenberg, Erika, Costis, Andrew, and Quist, Nathanial. “A Technical Analysis of WannaCry
Ransomware.” LogRhythm, 16 May 2017, https://logrhythm.com/blog/a-technical-analysis-ofwannacry-ransomware/.
135 Krebs, B. “U.K. Hospitals Hit in Widespread Ransomware Attack,” Krebs on Security, 12 May 2017,
https://krebsonsecurity.com/2017/05/u-k-hospitals-hit-in-widespread-ransomware-attack/.
136 Noerenberg, Erika, Costis, Andrew, and Quist, Nathanial. “A Technical Analysis of WannaCry
Ransomware.” LogRhythm, 16 May 2017, https://logrhythm.com/blog/a-technical-analysis-ofwannacry-ransomware/.
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138 Ibid.
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what they claimed were classified NSA tools to the public.140 Unlike traditional ransomware which spreads via phishing emails (like those sent to
Sony and Fazio Mechanical employees) and relies on unsuspecting users
to click malicious links or attachments, WannaCry was programmed to
distribute autonomously through a network without any user action.141
Because infection required no user action and spread quickly over
networks, nearly every Windows computer142 operating without a Microsoft-issued patch was vulnerable.
WannaCry was not the world’s first ransomware attack but several factors
contributed to its unprecedented spread and effectiveness. Many users had
not installed a patch created by Microsoft before the attack or used versions of Windows for which there was no patch (including pirated copies
of the Windows software).143 An unpatched computer that was connected
to an infected host or an infected computer on the same network could
be infected by WannaCry in a matter of minutes.144 The concentration
of vulnerable systems at organizations like the NHS, where hundreds of
unpatched computers accessed the same network, further enabled WannaCry’s spread.145

140 Ibid.
141 Graham, Chris. “NHS cyberattack: Everything you need to know about ‘biggest ransomware’
offensive in history.” The Telegraph, 20 May 2017, http://www.telegraph.co.uk/news/2017/05/13/
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showed that under certain conditions, this version of the Windows operating system was
vulnerable and recommend a patch. Source: https://threatpost.com/nsas-eternalblue-exploitported-to-windows-10/126087/
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5.2

Timeline

August 15, 2016:

An anonymous group calling itself the Shadow
Brokers claims to have stolen exploits and tools
used by the Equation Group (alleged to be the
NSA).146

February 10, 2017:

First strains of WannaCry ransomware surface.147

March 14, 2017:

Microsoft issues an alert and patch for the EternalBlue vulnerability for Windows Vista, Windows
7, Windows 8.1, Windows RT 8.1, Windows 10,
Windows Server 2008 and 2008 R2, Windows
Server 2012 and 2012 R2 and Windows Server
2016.148

April 15, 2017:

Shadow Brokers releases a trove of alleged NSA
data.149 The data includes information on multiple
Windows exploits.150

May 12, 2017:

WannaCry global ransomware campaign begins,
ultimately affecting more than 150 countries and
infecting over 300,000 systems.151, 152

146 Greenberg, Andy. “Hackers Claim to Auction Data They Stole From NSA-Linked Spies.” Wired,
15 Aug, 2016, https://www.wired.com/2016/08/hackers-claim-auction-data-stolen-nsa-linkedspies/.
147 Symantec, Symantec Security Response. “WannaCry: Ransomware attacks show strong links to
Lazarus group.” 22 May 2017, https://www.symantec.com/connect/blogs/wannacry-ransomwareattacks-show-strong-links-lazarus-group.
148 Microsoft. “Microsoft Security Bulletin MS17-010 - Critical.” 14 March 2017, https://docs.microsoft.
com/en-us/security-updates/securitybulletins/2017/ms17-010.
149 Brown, Rebekah. “The Shadow Brokers Leaked Exploits Explained.” Rapid7, 18 April 2017, https://
blog.rapid7.com/2017/04/18/the-shadow-brokers-leaked-exploits-faq/.
150 Ibid.
151 Noerenberg, Erika, Costis, Andrew, and Quist, Nathanial. “A Technical Analysis of WannaCry
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152 European Union Agency for Network and Information Security. “WannaCry Ransomware Outburst.”
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May 13, 2017:

Microsoft issues a rare update for unsupported
systems, including Windows XP, Windows 8 and
Windows Server 2003.153 A security researcher
manages to constrain the spread of WannaCry by
registering a domain identified in the binary code
of the malware, which had been programmed as a
kill switch.154

June 14, 2017:

The NSA links the creation of the WannaCry
worm with the North Korean government.155

December 19, 2017:

White House Homeland Security Advisor Tom
Bossert announces at a White House press briefing
that “after careful investigation, the United States
is publicly attributing the massive WannaCry
cyberattack to North Korea.”156

5.3

Analysis of the Event

Reconnaissance: There is little known about the reconnaissance performed
by the hackers behind the ransomware campaign. If allegations that the
exploit was stolen from the NSA are true, little further reconnaissance
would likely have been required.
Weaponization and Delivery: While the February 2017 versions of WannaCry relied on phishing campaigns to steal access credentials, the initial
153 Lawler, Richard. “Microsoft patches Windows XP to fight ‘WannaCrypt’ attacks (updated).”
Engadget, 13 May 2017, https://www.engadget.com/2017/05/13/microsoft-windowsxpwannacrypt-nhs-patch/.
154 European Union Agency for Network and Information Security. “WannaCry Ransomware Outburst.”
European Union Agency for Network and Information Security, 17 May 2017, https://www.enisa.
europa.eu/publications/info-notes/wannacry-ransomware-outburst.
155 Nakashima, Ellen. “ The NSA has linked the WannaCry computer worm to North Korea.” The
Washington Post, 14 June 2017, https://www.washingtonpost.com/world/national-security/thensa-has-linked-the-wannacry-computer-worm-to-north-korea/2017/06/14/101395a2-508e-11e7be25-3a519335381c_story.html?utm_term=.97b14177f917.
156 The White House. “Press Briefing on the Attribution of the WannaCry Malware Attack to North
Korea.” The White House, 19 Dec. 2017, https://www.whitehouse.gov/briefings-statements/pressbriefing-on-the-attribution-of-the-wannacry-malware-attack-to-north-korea-121917/.
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means of infection for the May 2017 attack remain unconfirmed.157 The
most likely scenarios are:
•

Attackers used a phishing campaign as an initial attack vector followed by the worm-spreading functionality of the ransomware.158

•

Attackers scanned the internet for systems vulnerable to the
EternalBlue vulnerability and remotely exploited the vulnerable
systems.159

Exploitation: WannaCry’s ability to exploit a vulnerability in the Windows
protocol for file-sharing meant that once a system became infected it no
longer needed human help to propagate.160
Installation: Upon infection, WannaCry installed the “DoublePulsar” backdoor (also part of the ShadowBrokers leak of alleged NSA tools) allowing
the attackers to gain remote access to infected computer system and install
additional malware.161
Command and Control: Following the initial infection, WannaCry connected to a command and control server through the Tor network162 to
transmit encryption keys, allow infected hosts to communicate with the
hackers, and to check the status of ransom payment.163
Actions on Objective: After infecting its host, WannaCry encrypted all files
stored on the computer and then demanded a ransom payment in the

157 Symantec, Symantec Security Response. “WannaCry: Ransomware attacks show strong links to
Lazarus group.” 22 May 2017, https://www.symantec.com/connect/blogs/wannacry-ransomwareattacks-show-strong-links-lazarus-group.
158 European Union Agency for Network and Information Security. “WannaCry Ransomware Outburst.”
17 May 2017, https://www.enisa.europa.eu/publications/info-notes/wannacry-ransomwareoutburst.
159 Ibid.
160 Ibid.
161 Ibid.
162 Tor, an acronym for ‘The Onion Router’, is an open source privacy network that permits users to
browse the web anonymously.
163 Secureworks Counter Threat Unit Research Team, “WCry (WannaCry) Ransomware Analysis.”
Secureworks, 18 May 2017, https://www.secureworks.com/research/wcry-ransomware-analysis.
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form of Bitcoin.164 Unlike other ransomware, WannaCry did not exfiltrate
documents, steal stored credentials, or receive and execute additional
files.165 Like most ransomware, WannaCry boasted strong encryption but
the malware itself was not difficult to remove from infected computers.166
Unfortunately, removing the infection did nothing to restore encrypted
files to their original, unencrypted state.167

5.4

Network Analysis

NHS: Chronic underfunding of IT at the NHS, the highest profile victim
in the attack, left the U.K.’s national healthcare provider relying on a
large number of unpatched (and, at the time, unpatchable) Windows XP
machines.168 A special deal between the U.K. government and Microsoft
had extended Microsoft’s support of the Windows XP operating system but
that deal had ended two years before the WannaCry attack.169 Poor cyber
hygiene practices at NHS trusts170 and clinics meant that many computers running later versions of Windows that could have been patched were
not.171 With no segregation between non-critical and critical systems (e.g.
patient record systems), the NHS was unable to prevent the attack from
spreading and affecting core capabilities and was forced to divert emergency patients away from infected hospitals.172

164 Noerenberg, Erika, Costis, Andrew, and Quist, Nathanial. “A Technical Analysis of WannaCry
Ransomware.” LogRhythm, 16 May 2017, https://logrhythm.com/blog/a-technical-analysis-ofwannacry-ransomware/.
165 Secureworks Counter Threat Unit Research Team, “WCry (WannaCry) Ransomware Analysis.”
Secureworks, 18 May 2017, https://www.secureworks.com/research/wcry-ransomware-analysis.
166 Krebs, B. “U.K. Hospitals Hit in Widespread Ransomware Attack,” Krebs on Security, 12 May 2017,
https://krebsonsecurity.com/2017/05/u-k-hospitals-hit-in-widespread-ransomware-attack/.
167 Ibid.
168 Allan, Alasdair. “Don’t Draw the Wrong Conclusions from the WannaCry Ransomware Outbreak.”
Vice Motherboard, 15 May 2017, https://motherboard.vice.com/en_us/article/vv5x4d/dont-drawthe-wrong-conclusions-from-the-wannacry-ransomware-outbreak.
169 Ibid.
170 A trust is an organization within the NHS serving either a geographical area or a specialized
function (such as an ambulance service).
171 U.K. Department of Health. National Audit Office. Report by the Comptroller and Auditor
General. Investigation: WannaCry cyberattack and the NHS. October 2017, https://www.nao.org.uk/
wp-content/uploads/2017/10/Investigation-WannaCry-cyber-attack-and-the-NHS.pdf.
172 Raywood, Dan. “Massive Ransomware Attack Hits NHS and ISPs.” Infosecurity, 12 May 2017, https://
www.infosecurity-magazine.com/news/massive-ransomware-attack-hits-nhs/.
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Ultimately, at least 34% of the NHS trusts in England were either infected
by ransomware or turned off their devices or systems as a precaution.173 An
additional 603 primary care and other NHS organizations were also infected.174 In total, thousands of appointments and operations were cancelled
and in five areas patients were “forced to travel further to accident and
emergency departments.”175
A year before the WannaCry attack, the U.K.’s National Data Guardian
and the Care Quality Commission warned the NHS that cyberattacks
could “lead to patient information being lost or compromised and jeopardize access to critical patient record systems.”176 In March and April 2017,
the NHS warned its trusts and clinics to patch their systems to prevent
WannaCry.177 However, before 12 May 2017, the NHS “had no formal
mechanism for assessing whether its organizations had complied with its
advice and guidance.”178 Prior to the attack, the NHS conducted on-site
cybersecurity assessments for 88 out of 236 trusts; none passed.179 Despite
the poor performance, the NHS had no authority to “mandate a local body
to take remedial action even if it has concerns about the vulnerability of an
organization.”180
Cybersecurity provider(s): Protection against the EternalBlue exploit
required applying a free Microsoft-issued security patch. Leading cybersecurity companies claim that their products had multiple effective defenses
against WannaCry.181, 182, 183 Until the morning of the attack, Sophos, the
173 U.K. Department of Health. National Audit Office. Report by the Comptroller and Auditor
General. Investigation: WannaCry cyberattack and the NHS. October 2017, https://www.nao.org.uk/
wp-content/uploads/2017/10/Investigation-WannaCry-cyber-attack-and-the-NHS.pdf.
174 Ibid.
175 Ibid.
176 Ibid.
177 Ibid.
178 Ibid.
179 Ibid.
180 Ibid.
181 Baskin, Brian and Viscuso, Michael. “Protect Your Organization From WannaCry Ransomware with
Carbon Black.” Carbon Black, 13 May 2017, https://www.carbonblack.com/2017/05/13/protectorganization-wannacry-ransomware/.
182 Cylance. “Cylance vs. WannaCry-WanaCrypt0r 2.0.” Cylance, 12 May 2017, https://www.cylance.
com/en_us/blog/cylance-vs-wannacry-wanacrypt0r-2-0.html.
183 Symantec. “WannaCry Ransomware.” Symantec, 24 May 2017, https://www.symantec.com/
outbreak/?id=wannacry.
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NHS’ antivirus and endpoint protection provider, advertised what it
claimed to be ‘total protection’ of the NHS:184

Source: The Register: Screenshot taken from Sophos homepage, 15 May 2017.185

Why did Sophos, which at the time of the attack covered 80% of the NHS’
computer systems, fail to stop the attack?186 Sophos claims that in many
cases, its software did prevent the ransomware from spreading.187 The
company points instead to the number of computers not protected by
Sophos sharing the same networks with those protected by the company’s
software as the reason ransomware was able to spread across the NHS
network.188 Sophos attributes this to the NHS’ lack of an overall body governing IT security decisions.189 In response to the attacks, Sophos offered
the NHS its Intercept X and Sophos Exploit Prevention products free of
charge for a limited period.190
Enterprise software provider: It remains unclear when and how Microsoft
was alerted to the existence of the vulnerability (and presumably to the
184 Leyden, John. “Sophos waters down NHS is totally protected by us boast.” The Register, 15 May
2017, https://www.theregister.co.uk/2017/05/15/sophos_nhs/.
185 Ibid.
186 SC Media. “WannaCry in the NHS: who takes responsibility?” SC Media, 15 May 2017, https://www.
scmagazineuk.com/wannacry-in-the-nhs-who-takes-responsibility/article/661492/.
187 Ibid.
188 Ibid.
189 Ibid.
190 Ibid.
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theft of the EternalBlue exploitation tool); estimates range from several
months before Shadow Brokers released the exploit to Microsoft’s own
claims that “other than reporters, no individual or organization…contacted
us in relation to the materials released by Shadow Brokers.”191, 192 Microsoft
issued a patch to fix the EternalBlue vulnerability in March 2017, approximately one month before the Shadow Brokers release and two months
before the WannaCry attack.193, 194 The majority of NHS devices infected
“were unpatched but on the supported Windows 7 operating system.”195
These trusts could have protected themselves against WannaCry by applying the Microsoft-issued patch, as NHS alerts on 17 March and 28 April
warned them to do.196
A second issue was organizations running older, unsupported versions of
Windows were unable to apply the update because Microsoft, as a matter of
policy, no longer supplied security patches for those versions of Windows
(including Windows XP).197 Microsoft’s practice of discontinuing support
for older versions of its operating systems left users still running those versions vulnerable.198 After it became clear that many of the organizations hit
hardest by WannaCry were running older, unsupported versions of Windows, Microsoft made an exception to its policy and issued a patch on the
day following the attack.199

191 Baldwin, Clare. “Hackers release files indicating NSA monitored global bank transfers.” Reuters, 14
April 2017, https://www.reuters.com/article/us-usa-cyber-swift/hackers-release-files-indicatingnsa-monitored-global-bank-transfers-idUSKBN17G1HC?il=0.
192 Schneier, Bruce. “Who Are the Shadow Brokers?” The Atlantic, 23 May 2017, https://www.
theatlantic.com/technology/archive/2017/05/shadow-brokers/527778/.
193 Krebs, B. “Microsoft Issues WanaCrypt Patch for Windows 8, XP.” Krebs on Security, 13 May 2017,
https://krebsonsecurity.com/2017/05/microsoft-issues-wanacrypt-patch-for-windows-8-xp/.
194 Nakashima, Ellen. “The NSA has linked the WannaCry computer worm to North Korea.” The
Washington Post, 14 June 2017, https://www.washingtonpost.com/world/national-security/thensa-has-linked-the-wannacry-computer-worm-to-north-korea/2017/06/14/101395a2-508e-11e7be25-3a519335381c_story.html?utm_term=.97b14177f917.
195 U.K. Department of Health. National Audit Office. Report by the Comptroller and Auditor
General. Investigation: WannaCry cyberattack and the NHS. October 2017, https://www.nao.org.uk/
wp-content/uploads/2017/10/Investigation-WannaCry-cyber-attack-and-the-NHS.pdf.
196 Ibid.
197 Krebs, B. “Microsoft Issues WanaCrypt Patch for Windows 8, XP.” Krebs on Security, 13 May 2017,
https://krebsonsecurity.com/2017/05/microsoft-issues-wanacrypt-patch-for-windows-8-xp/.
198 Dunn, Jeff. “A huge number of PCs still use ancient Windows software that puts them at risk.”
Business Insider, 15 May 2017, http://www.businessinsider.com/how-many-people-use-windowsxp-chart-2017-5.
199 Krebs, B. “Microsoft Issues WanaCrypt Patch for Windows 8, XP.” Krebs on Security, 13 May 2017,
https://krebsonsecurity.com/2017/05/microsoft-issues-wanacrypt-patch-for-windows-8-xp/.
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ISP: Once the WannaCry attack was underway, ISPs may have been able
to actively block network connections when any of the URLs embedded in
the WannaCry malware was contacted to prevent WannaCry from spreading further. At the time of the attack, 70% of the computers in the U.S. that
were vulnerable to WannaCry were hosted by just 35 ISPs, leading some
to suggest that if even a few ISPs had acted, the effect could have been significant.200 While there is no known instance when ISPs took this kind of
action, some cybersecurity researchers and cybersecurity firms claim to
have done so.201, 202
Industry standards: It is widely accepted that using an unsupported operating system that no longer receives security updates entails high operational
risk for individuals and organizations. The European Union’s General Data
Protection Regulation requires that the NHS (and all organizations subject
to the E.U.’s jurisdiction) analyze their digital functions, including “processes for ensuring the security of patient data.”203 While the exact meaning
of that requirement is unclear, it could force NHS to upgrade from unsupported operating systems and develop a process for applying critical
patches in a timely and responsible manner.204 However, enforcement of
the GDPR begins in May 2018 so it was unlikely to have changed behavior
at the time of the WannaCry attack.205

5.5

Lessons Learned

Patches and patch application are critical. Individuals and organizations
whose systems were up to date with the latest Microsoft patches were
200 Neubecker, Lee. “70% of US Wanna Cry Malware Exposure Linked to 35 ISPs.” Lee Neubecker, 17
May 2017, https://leeneubecker.com/majority-exposure-wanna-cry-35-isps/.
201 Ibid.
202 Symantec Security Response Team, “What you need to know about the WannaCry Ransomware.”
Symantec, 17 Oct. 2017, https://www.symantec.com/blogs/threat-intelligence/wannacryransomware-attack.
203 European Union. Regulation (EU) 2016/679 of the European Parliament and of the council on
the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation).
EU Publications, 27 April 2016, https://publications.europa.eu/en/publication-detail/-/
publication/3e485e15-11bd-11e6-ba9a-01aa75ed71a1/language-en.
204 Ibid.
205 Ibid.
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immune to WannaCry.206 Although Microsoft issued a patch for the software vulnerability for most versions of Windows two months before the
attack, many users and companies failed to update their machines and
remained exposed to the vulnerability.207 Timely and responsible patch
application is just as critical as the creation of the patch. The NHS’ own
investigation specifically cited the “failure to maintain good cyber-security
practices… including maintaining up-to-date firewalls and antivirus software, and applying patches (updates) in a timely manner” as a major factor
in the severity of the attack.208
Legacy users are especially vulnerable. As a matter of policy, Microsoft stops
providing support for legacy versions of Windows. However, many users
never update to a newer operating system despite the age and obsolesce of
their operating system. As part of its marketing campaign for the release of
Windows 10—two years before the WannaCry attack—Microsoft offered
(and continued to offer until August 2016) free upgrades for those users
operating on Windows 7 or 8.1.209 Microsoft later expanded the potential avenues for a free upgrade to include all users operating a Windows
system.210 Even after Microsoft removed cost as a potential excuse for not
upgrading, the 15-year-old Windows XP operating system that Microsoft
stopped updating in 2014 was still used by more than 7% of PCs around
the world at the time of the attack—far too many users for an unsecure,
outdated system.211 While free upgrades may not have directly applied to
large organizations like the NHS, clearly Microsoft was eager to encourage
legacy users to upgrade. Two years later, those users with legacy systems,
like the NHS, were especially vulnerable to the WannaCry attack.
206 Stone, Steve. “How Similar Are WannaCry And Petya Ransomware?” Forbes, 5 July 2017,
https://www.forbes.com/sites/quora/2017/07/05/how-similar-are-wannacry-and-petyaransomware/#3fbee73546eb.
207 Nakashima, Ellen. “The NSA has linked the WannaCry computer worm to North Korea.” The
Washington Post, 14 June 2017, https://www.washingtonpost.com/world/national-security/thensa-has-linked-the-wannacry-computer-worm-to-north-korea/2017/06/14/101395a2-508e-11e7be25-3a519335381c_story.html?utm_term=.97b14177f917.
208 U.K. Department of Health. National Audit Office. Report by the Comptroller and Auditor
General. Investigation: WannaCry cyberattack and the NHS. October 2017, https://www.nao.org.uk/
wp-content/uploads/2017/10/Investigation-WannaCry-cyber-attack-and-the-NHS.pdf.
209 Kelly, Gordon. “Why Windows 10 Is Now ‘Free’ For Everyone [Update: Microsoft Speaks Out!].”
Forbes, 23 June 2015, https://www.forbes.com/sites/gordonkelly/2015/06/22/why-windows-10upgrade-is-free-for-all/#3af58d0f4e0e.
210 Ibid.
211 Dunn, Jeff. “A huge number of PCs still use ancient Windows software that puts them at risk.”
Business Insider, 15 May 2017, http://www.businessinsider.com/how-many-people-use-windowsxp-chart-2017-5.
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Disabling unnecessary protocols can help. The SMB file transfer setting is
enabled on many machines but is only rarely used.212 Disabling SMB and
other communications protocols that are not commonly used can help
reduce the attack surface and could have helped stop the rapid spread of
WannaCry.213 There are several ways for users to disable SMB; once of the
simplest methods for Windows users requires navigating to the “Windows Features” menu and then to the “Turn Windows Feature on and off ”
sub-menu.214
Network segmentation is vital to protecting core operations. Properly segmenting networks can prevent outbreaks like WannaCry from spreading
to other systems and networks, thus reducing exposure of important systems.215 With no segregation between non-critical and critical systems,
the NHS was unable to prevent the attack from affecting its ability to treat
patients at infected hospitals.216
Hoarded exploits can be particularly damaging. However Microsoft came to
learn of the vulnerability to its Windows operating system, it was not able
to issue the patch that fixed the EternalBlue vulnerability until two months
before the WannaCry attack, meaning that many computers had not installed
the patch by the time the exploit was released on the internet.217 Under a
process established by former President Obama, “companies were usually
warned about dangerous flaws” known to the federal government.218 Given
that Microsoft issues regular Windows updates, would have recognized
the seriousness of the vulnerability and likely immediately begun work
on a patch, it can be presumed that Microsoft was not made aware of the
212 McNeil, Adam. “How did the WannaCry ransomworm spread?” Malware Bytes Labs, 19 May 2017,
https://blog.malwarebytes.com/cybercrime/2017/05/how-did-wannacry-ransomworm-spread/.
213 Ibid.
214 Ganorkar, Shaunak. “How to Disable SMB on Windows Machines to prevent WannaCry
Ransomware.” VinRansomware, 15 May 2017, http://www.vinransomware.com/blog/how-todisable-smb-on-windows-machines-to-prevent-wannacry-ransomware.
215 McNeil, Adam. “How did the WannaCry ransomworm spread?” Malware Bytes Labs, 19 May 2017,
https://blog.malwarebytes.com/cybercrime/2017/05/how-did-wannacry-ransomworm-spread/.
216 Raywood, Dan. “Massive Ransomware Attack Hits NHS and ISPs.” Infosecurity, 12 May 2017, https://
www.infosecurity-magazine.com/news/massive-ransomware-attack-hits-nhs/.
217 Titcomb, J. “Microsoft slams US government over global cyberattack.” The Telegraph, 15 May 2017,
https://www.telegraph.co.uk/technology/2017/05/15/microsoft-slams-us-government-globalcyber-attack/.
218 Baldwin, Clare. “Hackers release files indicating NSA monitored global bank transfers.” Reuters, 14
April 2017, https://www.reuters.com/article/us-usa-cyber-swift/hackers-release-files-indicatingnsa-monitored-global-bank-transfers-idUSKBN17G1HC?il=0.
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vulnerability until well after it was allegedly stolen from the NSA.219 Had
the company been made aware of the vulnerability sooner, and been able
to develop and release a patch more quickly, it is possible that many more
computers would have been patched prior to the WannaCry attack.
Earlier versions of WannaCry relied on stolen credentials gleaned from
phishing campaigns to propagate.220 The leak of the EternalBlue exploit
allowed hackers to turn WannaCry into a far more potent threat than previous ransomware attacks, since it bypassed many of the steps the attackers
previously had to take, removing both the need to steal credentials and rely
on user actions.221 Following the WannaCry attack, Microsoft president
Brad Smith called on nations to not stockpile flaws in computer code that
could be used to craft digital weapons.222

Who is Accountable?
NHS became a high-profile victim of the WannaCry attack because it
ignored warnings, failed to apply patches and updates in a responsible and
timely manner and relied on unsupported operating systems for critical
functions. Poor network segmentation allowed what was already a serious
problem to potentially turn into an issue of life and death. While the NHS’
cybersecurity provider should not have made claims it could not support,
it was ultimately decisions made by those responsible for NHS’ IT procurement and management that left the NHS particularly vulnerable to
ransomware.
Microsoft appears to have worked quickly to create a patch for most of
its operating systems and broke with its policy not to support outdated
operating systems when the scale of the attack became clear. While the
company could have taken steps to encourage users to be more proactive
219 Greenberg, Andy. “Hackers Claim to Auction Data They Stole From NSA-Linked Spies.” Wired,
15 Aug, 2016, https://www.wired.com/2016/08/hackers-claim-auction-data-stolen-nsa-linkedspies/.
220 Symantec, Symantec Security Response. “WannaCry: Ransomware attacks show strong links to
Lazarus group.” 22 May 2017, https://www.symantec.com/connect/blogs/wannacry-ransomwareattacks-show-strong-links-lazarus-group.
221 Ibid.
222 McNeil, Adam. “How did the WannaCry ransomworm spread?” Malware Bytes Labs, 19 May 2017,
https://blog.malwarebytes.com/cybercrime/2017/05/how-did-wannacry-ransomworm-spread/.
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about patch application there was no precedent for an attack like WannaCry and Microsoft had only just begun to experiment with automatic
updates.
The NHS case points to failings across the networked environment but in
many ways, like the Sony and Target cases, it is really a case about the need
for incentives to act. What incentives might have made the NHS, and Windows users everywhere, less reliant on unsupported, unpatched software?
Could Microsoft have been incentivized to do more to ensure its patches
were being downloaded? How can users be incentivized to treat patch
management seriously and responsibly?
In each case, similar questions to the ones raised above have been posed.
The next section begins to explore potential answers by examining various
methods of creating an incentive structure to manage cybersecurity risk.
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PART III: INCENTIVIZING A BRIGHTER
CYBERSECURITY FUTURE

As the Sony, Target and NHS cases suggest, given the immense challenges
in securing information assets in the digital economy, and the rapid rate
at which technology changes both reduce some vulnerabilities and create
additional vulnerabilities, no single perfect policy or market solution
exists. However, a combination of efforts from industry-led initiatives, to
technology changes to legal updates can help incentivize companies and
individuals to take much needed steps to become harder targets. In pursuit
of the most effective incentives possible, the authors drew on the lessons
learned from the Sony, Target and NHS cases and looked for both ‘carrots’ and ‘sticks’ to encourage individuals and companies to take action to
address cyber risk.
Broadly speaking, there are three main ways to deal with risk. First, risk
can be reduced directly (e.g. through regulations, requirements, rules,
licenses or limits). Next, risk can be spread (e.g. through insurance or other
means of compensating victims). Finally, risk can (attempt to) be prevented
(e.g. through product liability law).
The authors’ central thesis is that change will happen only when accountability and liability is shifted onto those organizations or companies that
have the best ability to prevent and address the risk of a cyberattack. Shifting liability implies leaning heavily on options focused on prevention.
However, the cases the authors have analyzed illustrate the need for solutions that address all three ways of reducing risk.
In Sony’s case, a company cannot reasonably be held responsible for total
prevention against a well-resourced and persistent adversary. Even if Sony
had taken all conceivable steps to reduce or prevent this type of attack,
Sony could not have reduced the probability of a successful attack to zero.
Because any company is potentially vulnerable to a similarly well-resourced and persistent attack, mechanisms of spreading risk are necessary.
In the Target case, where a failure of contracting and monitoring of a thirdparty service provider allowed hackers to gain access to Target’s network, a
more direct approach to reducing risk appears to be more appropriate.
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Naturally, striking a balance of government-led and industry-led solutions
that appeals across the political spectrum is difficult to achieve. Each of
the CEOs, government officials and cybersecurity experts that the authors
interviewed had different opinions on how involved the government
should be in addressing cyber risk. In exploring the potential role and
power of government in addressing cyber risk, four particular areas or
issues were frequently raised:
Government mandates: One of the most potent tools of government is
its power to mandate action. There are many different ways, degrees of
involvement, and levels of specificity that can be used to mandate action
on the part of companies or private individuals. The potential use of government mandates to address cyber risk raised many questions during the
authors’ interviews. Some of the most frequent questions were:
•

Should the government use its power to mandate at all in the case
of cybersecurity?

•

Should the government consider mandating cyber insurance as a
required means of sharing risk?

•

Should companies be required to incorporate specific, known
tactics like cyber hygiene and penetration testing into their cybersecurity strategy?

Moral hazard: Whenever government becomes involved in standard-setting or in the regulation of a particular issue, there exists some risk of
creating a moral hazard. In the process of setting a standard of behavior,
providing a safety net, or establishing a guarantee, there is a risk that
impacted parties feel relieved of responsibility and become complacent.
Any government action must be carefully designed to avoid unintentionally encouraging or incentivizing the behavior it is intended to curb.
Critical infrastructure: Protecting critical infrastructure is one area in
which many seem to agree that government has an important and necessary role. Presidential Policy Directive 21 (PPD-21): ‘Critical Infrastructure
Security and Resilience’ identified 16 critical infrastructure sectors “whose
assets, systems and networks, whether physical or virtual, are considered
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so vital to the United States that their incapacitation or destruction would
have a debilitating effect on security, national economic security, national
public health or safety, or any combination thereof.”223 Given the economic
importance, the potential for widespread damage in the event of a cyberattack, and the government’s existing role in regulating these sectors, it seems
natural that government-led solutions would play a key role in addressing
cyber risks to critical infrastructure. Though industry-led solutions are
possible, critical infrastructure is one area where the small margin for error
and urgent need for action appear to demand government involvement.
Political realities: Government action and legislation is challenging and
potentially unrealistic in the current political climate. The current administration’s focus on deregulation combined with legislative gridlock at both
the state and national levels make significant government action in the
near future unlikely. However, with time and the evolving awareness of
cyber risks, government action could become more likely.
None of the government-led or industry-led approaches the authors consider are perfect. Each of the proposals explored in the following sections
have advantages and drawbacks. Any approach, led by government or
industry, can be vulnerable to a box-checking mentality where companies
seek to meet only the minimum possible requirement. Improper or careless
implementation of these proposals also risks reducing well-intentioned,
substantive initiatives into little more than the appearance of security. That
said, the authors consider the following recommendations with these challenges in mind to help build towards a brighter cybersecurity future.

223 US Department of Homeland Security. “Critical Infrastructure Sectors.” Department of Homeland
Security, 11 July 2017, https://www.dhs.gov/critical-infrastructure-sectors.
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6. Directly Reducing
Risk: Regulations,
Requirements and Rules
6.1

Government-Led Options

During the authors’ conversations, several government-led solutions were
proposed and debated. The proposals—adjusting the make-up and requirements of corporate boards, creating new reporting and audit standards
for publicly traded companies, introducing consumer cybersecurity disclosures on software and hardware products, and incentivizing increased
information sharing—target different elements of the networked ecosystem
but align in a common goal to use regulatory and legal power to directly
address cyber risk.
Change the makeup of corporate boards. While many responsible corporate
boards have already awoken to the risks of cyberattacks, as the Sony and
Target cases illustrate, much more can be done to hold boards responsible
for the oversight of cybersecurity and empower corporate boards to satisfy
their fiduciary duties.
The duty of care principle requires directors and officers of a corporation,
when making all decisions in their capacities as corporate fiduciaries, to
act in the same manner as a reasonably prudent person in their position
would.224 A board member that violates their fiduciary duty can be held
personally liable by a company’s shareholders.225 Given that no prudent
person would ignore the cyber risk to a company, the threat of personal
liability would perhaps be assumed to be a strong incentive for board
members to address cybersecurity issues.
In Delaware however, where most public companies in the U.S. are registered, there are very few historic instances when a board was found to be
224 Cornell Law School. Legal Information Institute. “Duty of Care.” Legal Information Institute, 19 Aug,
2010, https://www.law.cornell.edu/wex/duty_of_care.
225 Ibid.
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grossly negligent in exercising its duty of care. Under Delaware law, corporations may include exculpatory language in their charters which relieves
directors of liability for monetary damages for breach of the duty of care.
Many corporations also carry directors and officers (D&O) liability insurance to further protect board members and executives.
Despite these challenges, clarifying what actions a board must take to fully
address cyber risks (e.g. quarterly briefings by the CISO, cyber risk assessment audits) would help set a clear standard for professional conduct and
ensure that fiduciary responsibility, in terms of addressing cybersecurity,
is understood by all board members. The Delaware courts, legal reviews
and the National Association of Corporate Directors are all well-placed to
explore and potentially clarify exactly what the duty of care means in the
context of cyber risk.
A more direct approach to address the general lack of cybersecurity
sophistication on corporate boards would require at least one member
of a corporate board to have cybersecurity expertise. There is precedent
for such a requirement: in 2003, the SEC adopted rules implementing the
Sarbanes-Oxley Act of 2002 that requires a public company to disclose
whether at least one audit committee financial expert serves on its audit
committee or to disclose the reason for not having such an expert.226
Implementing a similar requirement for cybersecurity risk committees
would help to ensure that at least one board member has the technical
sophistication and experience to both ask the right questions of key executives (e.g. the CSO and CISO) but also to accurately and strategically
interpret the results of cyber risk assessments and audits.
However, requiring a board to find a director with cybersecurity expertise
may not be realistic or meaningful for certain companies. A director with
cybersecurity expertise might have a much larger impact at a company
like Target, where the size and scale of the company’s data processing and
network operations make it an attractive target for hackers, than the same
director might have at a regional chain of bakeries. There is also a question
226 Afterman, Allan. “SEC | The Audit Committee Financial Expert.” CPA Journal, 12 July 2017, https://
www.cpajournal.com/2016/06/12/sec-audit-committee-financial-expert/.
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of how feasible it is to find and hire a director with cybersecurity expertise
in the near-term. While this may be easier for large, well-resourced companies like Target, for small companies like Fazio Mechanical Services, the
task may be extremely difficult.
One alternative for companies that cannot find or afford a director with
cybersecurity expertise could be to hire an outside cybersecurity advisor or
consultant to provide similar cyber risk guidance. Whether the expertise
comes in the form of a board member or not, the Sony and Target cases
both illustrate the importance of having a person with cyber risk literacy
empowered to advise on cyber risk planning and decision-making within a
company.
Creating a cyber audit requirement. U.S. federal securities laws require
publicly held companies to submit financial statements to the Securities
and Exchange Commission that are “accurate, truthful and complete” and
prepared according to a set of accounting standards known as Generally
Accepted Accounting Principles (GAAP).227 Companies must verify their
compliance by hiring an independent, certified public accountant to examine the financial statements that a company’s management has prepared.228
Creating a similar audit requirement for cybersecurity, and using National
Institute of Standards and Technology (NIST) standards or industry-developed standards as the cyber equivalent of GAAP, could introduce a regular
reporting period, support established audit procedures and bring cybersecurity from a CISO issue fully into the boardroom—all under a framework
that publicly traded companies are already used to. The implementation of
such a requirement could lead to more boards adopting a cyber risk committee and formal processes around addressing cyber risk. Had the Sony
board been incentivized to take cybersecurity audits as seriously as they
took the audit of their company’s financial statements, then these corporate
overseers may have exerted pressure to enforce sustainable cybersecurity
practices.

227 US Securities and Exchange Commission. “All About Auditors: What Investors Need to Know.” US
Investor Publications, 24 June 2002, https://www.sec.gov/reportspubs/investor-publications/
investorpubsaboutauditorshtm.html.
228 Ibid.
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As with changing the nature of corporate boards, this proposal would be of
limited benefit to companies that are neither publicly traded nor the size of
Sony and Target. At a minimum, establishing the cybersecurity standards
by which a company is to be audited will require rules being passed by a
federal agency if not legislation. To be effective, those standards must be
shaped and agreed upon by the government and the private sector—something that was not easy in the case of GAAP and is likely to be even more
difficult in the case of cybersecurity. Further, while the NIST standards are
a good starting point, it is important to recognize that they alone would
likely not have completely prevented the Sony, Target or NHS attacks.
Create a cyber vulnerability risk reporting requirement. A cyber vulnerability
risk report that seeks to assess whether a company is meeting basic cyber
hygiene practices and identify what cyber risks the company faces could
help change how companies communicate and manage cybersecurity
issues, serve as a critical tool for regulators to monitor performance, and
provide cybersecurity information to investors. Had Target investors had
access to such a cyber risk report in 2013, they may have been empowered
to demand that the company limit its third-party risk from vendors like
Fazio Mechanical.
Adding a cyber vulnerability and risk reporting requirement for publicly
traded companies could build upon the SEC’s 2011 decision to require
companies to address whether they were the target of a successful data
breach.229 Updated SEC guidance in 2018 that required companies to “take
all required actions to inform investors about material cybersecurity risks
and incidents in a timely fashion, including those companies that are subject to material cybersecurity risks but may not yet have been the target of
a cyber-attack.”230, 231 While the guidance in both decisions was full of “good
advice,” the SEC has yet to institute “any direct measures to compel companies to reveal the nature and scope of a cybersecurity breach.”232 In the
229 US Securities and Exchange Commission. Commission Statement and Guidance on
Public Company Cybersecurity Disclosures. February 2018, https://www.sec.gov/rules/
interp/2018/33-10459.pdf.
230 Ibid.
231 Korolov, Maria. “SEC’s New Cybersecurity Guidance Falls Short.” CSO, 5 March 2018, https://www.
csoonline.com/article/3260006/data-breach/secs-new-cybersecurity-guidance-falls-short.html.
232 Henning, Peter. “S.E.C.’s New Cybersecurity Guidance Won’t Spur More Disclosures.” The New York
Times, 5 March 2018, https://www.nytimes.com/2018/03/05/business/dealbook/sec-guidancecybersecurity.html?dlbk=&emc=edit_dk_20180306&nl=dealbook&nlid=72780165&te=1.
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absence of a credible enforcement mechanism, companies “rarely provide
differentiated or actionable information for investors.”233
Including a cyber vulnerability risk report, prepared by a CISO and certified by a board’s cyber risk committee, with regular SEC filings, including
filings for an initial public offering, may create a report that could be
audited in accordance with the audit requirement and standards discussed
in the previous recommendation (see: Creating a cyber audit requirement).
Cyber vulnerability risk reports could eventually be useful not only for
auditors and regulators, but also for investors seeking information on a
company’s cyber risk. Just as investors today scour a company’s 10-Q and
10-K statements to add to their understanding of a company’s financial
performance, investors could one day do the same for cyber vulnerability
risk reports.
There is evidence that investors and potential acquirers are clamoring for
this kind of information; more companies are “intensifying due diligence
of acquisition targets to avoid costly cybersecurity surprises, particularly
when intellectual property, such as software code or customer data drive
the deal.”234 By creating meaningful cyber risk disclosure requirements, and
insisting on a standardized reporting and disclosure procedure, the potential exists to bring cyber risk from the server room to the trading floor.
Once there, market pressures, in the form of activist investors and those
specializing in taking short positions, may serve as a more dogged and
effective identifier of at-risk companies than even the most ardent government regulator.
For a cyber vulnerability risk reports to be fully trusted and utilized by
investors, there must be a requirement for independent audit and review
and the vulnerability assessment needs to be comparable across companies
(just as the 10-K is now). Realizing any impact from a cyber vulnerability
risk report also requires some education of the market. While investors
appear to be interested in more cyber risk information, given the general
233 Korolov, Maria. “SEC’s New Cybersecurity Guidance Falls Short.” CSO, 5 March 2018, https://www.
csoonline.com/article/3260006/data-breach/secs-new-cybersecurity-guidance-falls-short.html.
234 Nash, Kim and Minaya, Ezequiel. “Due Diligence on Cybersecurity Becomes a Bigger Factor
in M&A.” The Wall Street Journal, 5 March 2018, https://www.wsj.com/articles/companiessharpen-cyber-due-diligence-as-m-a-activity-revs-up-1520226061?te=1&nl=dealbook&emc=ed
it_dk_20180305.
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lack of cyber literacy, there may be a long learning curve before that information is particularly meaningful or useful.
Setting agreed-upon standards of measurement and methods of evaluation for cyber risk is another key challenge that needs to be resolved for
the cyber vulnerability risk report or the cyber risk auditing requirement
to be truly impactful. Finally, if either requirement is to have a meaningful
impact on the companies preparing the cyber vulnerability reports, and
avoid the inaction stemming from its prior decisions, the SEC must have
some kind of enforcement mechanism in place.
Require a cyber risk disclosure on software and hardware products. The NHS
case illustrates the general lack of consumer awareness of the potential
vulnerabilities and risks associated with commonly used software and
internet-connected hardware products. One potential solution to address
this lack of awareness can be found in the appliance industry.
Any American consumer that has shopped for appliances is familiar with
the ubiquitous yellow-and-black EnergyGuide label. The small labels
help consumers comparison shop for energy-efficient appliances, lighting
and plumbing products by providing an estimate of the products’ energy
consumption or energy efficiency.235 Manufacturers of most major home
appliances are required to attach the labels to their products under the Federal Trade Commission’s Appliance Labeling Rule.236 The labels show the
highest and lowest energy consumption or efficiency estimates of similar
appliance models.237
Requiring a similar disclosure for the cyber risks associated with software
and hardware products could allow consumers to make more informed
choices and incentivize companies to work harder to design, build and ship
with security in mind. However, designing a quantifiable measurement
of vulnerability is not only a challenge but potentially impractical. Thus,
instead of using a specific numeric metric, the benchmark could be based
on whether the software or hardware was produced in accordance with a
235 US Federal Trade Commission. “EnergyGuide Labels.” US Federal Trade Commission, 24 Oct. 2017,
https://www.ftc.gov/news-events/media-resources/tools-consumers/energyguide-labels.
236 Ibid.
237 Ibid.
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set of cybersecurity best practices. These best practices would likely have
to be determined and agreed on by industry and government; this is not
an easy task, but NIST is an obvious starting point from which to build on.
Best practices could potentially include whether the software or hardware
(or its maker):


Provides customers automatic, free software updates



Incorporates cybersecurity and secure coding practice from the
beginning of product development



Closely manages internal network access controls (e.g., restricts
administrative access, requires two-factor authentication as default
settings)



Acquired industry certifications or awards (e.g., Information
Security Management System 27001)

Such a system could be akin to Better Business Bureau approval, which
attempts to assure customers that a business conducts itself ethically and in
accordance with best practices.
However, best practices are difficult to agree on and subject to evolving
threats; Microsoft may have scored a high rating before the EternalBlue
vulnerability was exposed. Even if best practices were agreed upon, there
might have to be a further requirement that each company perform due
diligence on its supply chain, its interoperability partners and its distribution chain to ensure that all parts of its network complied with best
practices. Additionally, best practices might initially favor large established software and hardware companies at the expense of small and
medium enterprises if factors such as industry certifications and awards are
over-indexed.
Besides the challenges with finding agreed upon best practices, it remains
to be seen whether consumers would value having such information when
making a software or hardware purchase or would act on it. Advocates of
EnergyGuide labels and similar disclosure labels like the Environmental
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Protection Agency’s fuel economy label (or window sticker) on all new cars
and light trucks, point to the labels’ popularity with consumers but there is
little evidence to support that such labels significantly influence consumer
behavior.238 Many software users already click through terms of service and
disclosures without paying much attention to them.
Sweeten incentivizes for companies to share vulnerabilities and known incursions: Cyber risk information sharing is the U.S. is primarily done through
the United States Computer Emergency Response Team’s (US-CERT)
incident reporting system and vulnerability database, and industry
Information Sharing and Analysis Centers (ISAC). The value of timely
information sharing can be seen in both the NHS and the Target cases.
In the NHS case, NHS trusts were warned before the WannaCry attack
about the importance of applying a critical Microsoft issued patch.239 In
the Target case, government warnings prompted a member of the Target
security team to warn the company about a potential threat to point-of-sale
terminals.240 While the warnings in both cases went unheeded, incentivizing companies to share information by limiting liability and providing
access to additional government resources or rewards could potentially
create more opportunities for similar timely warnings.241, 242
The platforms for cyber threat information sharing platform have developed significantly since Presidential Directive 63 in 1998 and Homeland
Security Presidential Directive 7 in 2003 mandated that the public and
private sectors share information about cybersecurity threats and vulnerabilities to protect critical infrastructure.243 Sector-specific ISACs have
emerged to facilitate collaboration and sharing. The Financial Services
238 Panassie, Yann. (The EPA Matters: Evidence from the 2013 Update to Fuel Economy Labels(Tech.).
University of California San Diego, December 2017, http://econweb.ucsd.edu/~ypanassi/
pdfs/2013labels.pdf.
239 U.K. Department of Health. National Audit Office. Report by the Comptroller and Auditor
General. Investigation: WannaCry cyberattack and the NHS. October 2017, https://www.nao.org.uk/
wp-content/uploads/2017/10/Investigation-WannaCry-cyber-attack-and-the-NHS.pdf.
240 Kratsas, Gabrielle. “Reports: Target warned before data breach.” USA Today, 14 Feb. 2014, https://
www.usatoday.com/story/money/business/2014/02/14/target-warned-breach/5494911/.
241 U.K. Department of Health. National Audit Office. Report by the Comptroller and Auditor
General. Investigation: WannaCry cyberattack and the NHS. October 2017, https://www.nao.org.uk/
wp-content/uploads/2017/10/Investigation-WannaCry-cyber-attack-and-the-NHS.pdf.
242 Kratsas, Gabrielle. “Reports: Target warned before data breach.” USA Today, 14 Feb. 2014, https://
www.usatoday.com/story/money/business/2014/02/14/target-warned-breach/5494911/.
243 Financial Services Information Sharing and Analysis Center. “About FS-ISAC.” FS-ISAC, No Date.
https://www.fsisac.com/about.
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Information Sharing and Analysis Center (FS-ISAC), created by financial
services providers as member-owned nonprofit organization to facilitate
cyber and physical threat intelligence analysis and sharing, is one example
of the potential value that ISACs can add to collective industry cybersecurity through public-private partnerships.244 Working closely with the U.S.
Treasury and Department of Homeland Security, FS-ISAC both alerts the
federal government of threats its members encounter and facilitates the
dissemination of critical information from the federal government to the
financial services sector in times of crisis.245
The National Council of ISACs (NCI) counts 24 sector-specific ISACs
among its members and serves as a forum for information and threat
sharing.246 Combining the information already circulating within the NCI
with other existing private sector efforts including the Verizon Business
Data Breach report, Identity Theft Resource Center reports, Facebook’s
ThreatExchange and cybersecurity and white-hat hacking blogs (e.g. Krebs
on Security, etc.) and the robust US-CERT database helps to break down
information silos to facilitate the flow of information between public and
private sector entities.
The Cybersecurity Information Sharing Act (CSIA) provides incentives
to companies, including some liability protection, to share information
about breaches with each other and with the government and allows the
government to share unclassified information with the private sector.247
However, as seen in the WannaCry case, the government does not always
quickly declassify known vulnerabilities and has been accused of hoarding
exploits.248 Since the Edward Snowden revelations, trust between some
technology companies and the government has been damaged.
To further expand fraud and cyberattack information sharing and begin
to rebuild trust, the government should support the development of
244 Ibid.
245 Ibid.
246 National Council of ISACs. “About NCI.” National Council of ISACs, 2018, https://www.nationalisacs.
org/about-nci.
247 Swiss Re Institute. Cyber: Getting to Grips with Complex Risk. March 2017, http://www.swissre.
com/library/sigma_01_2017_en.html.
248 McNeil, Adam. “How did the WannaCry ransomworm spread?” Malware Bytes Labs, 19 May 2017,
https://blog.malwarebytes.com/cybercrime/2017/05/how-did-wannacry-ransomworm-spread/.
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additional industry intelligence-sharing cooperatives beyond the existing
ISACs and encourage additional cross-industry partnerships that increase
cross-sector information flows and strengthen the collective defense. In the
aftermath of the WannaCry attack, the government should reassess how
quickly known vulnerabilities are declassified and addressed to ensure software makers have ample time in the future to design and issue patches.
To incentivize increased sharing a “good contributor” list that identifies
companies and organizations that have contributed valuable information
to the US-CERT database and shown a willingness to communicate what
steps they have taken to improve security could be created. Such a list
would allow those entities that are new to addressing cyber risk (especially
SMEs) to quickly identify some best practices worth emulating. Sweetening
the benefits of disclosing information, including by expanding the potential limitations on liability for valuable or timely disclosures and offering
limited rewards (e.g. “bug bounties”) as many private sector companies do,
could further incentivize additional information sharing.
However, any limitations on liability must be considered in the context of a
broader discussion of the applicability of product liability laws in the cyber
context (discussed in Section 8). Rewards and incentives must also be carefully structured to prevent gaming or box-checking by companies.
While increased information sharing alone would likely not have prevented
the Sony, Target or NHS attacks, the government is uniquely positioned to
aggregate and disseminate current threat information. Warnings like the
ones Target and NHS received offer valuable opportunities for preventing
cyberattacks.

6.2

Industry-Led Recommendations

In the authors’ conversations with business leaders and industry experts
support for an industry-led solution was broad. Industry-led solutions offer
the advantage of addressing specific industry challenges with the kind of
inside knowledge that comes easily only to those entities within an industry. Where many in the private sector see government regulation as often
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blunt, overly broad and slow-moving, industry-led proposals are perceived
to be sharp, directed and fast instruments.
Two potential industry-led solutions emerged from conversations with
industry experts and CEOs: a cybersecurity ranking and the formation of
industry compliance organizations. While neither solution is perfect, both
offer useful perspectives on ways to incentivize industry organizations to
adopt and maintain better cybersecurity practices.
Cybersecurity rankings: The Sony and Target cases illustrated that investors
and managers have few available tools to assess how a company’s cybersecurity practices and readiness compare to industry peers. Rankings,
whether through independent organizations like J.D. Power or Consumer
Reports, or through industry trade groups, have long been both a formidable tool to encourage positive company behavior as well as a valuable
marketing differentiator for highly-ranked companies. In many industries,
especially the airline and automobile industries, rankings are believed to
drive significant consumer behavior and companies in those industries
are incentivized to score as highly as possible on their respective industry
benchmarks.
The establishment of a widely-circulated cybersecurity ranking could drive
similar consumer behavior, rewarding companies for investing in cybersecurity and nudging consumers towards more secure offerings. As a pure
“carrot” incentive, companies would not be required to participate. However, as companies that already enjoy robust cybersecurity practices would
have little reason not to participate, the market implications for those companies that do not participate will likely be negative.
Using the NIST framework as a starting point, industry groups with a
deeper understanding of the exact security requirements for their industry
could develop their own more robust standards from which to rank, much
like the major credit card companies developed the Payment Card Industries (PCI) compliance rules. Had an entertainment industry group ranked
member companies on their cybersecurity practices in 2014, it is likely that
someone at Sony would have paid more attention to the company’s cybersecurity practices.
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However, a public ranking only encourages firms to compete against each
other if they believe that a good ranking will drive enough market behavior
to be worth the cost of achieving it. This has yet to be proven in the cybersecurity space. Ranking are also not immune to gaming and improperly
designed formulas can lead to counterproductive behavior. Inevitably,
firms are highly motivated to figure out what drives the rankings and focus
solely on the items that are either most impactful to their ranking, cost the
least to achieve, or both.
Industry compliance organizations: Target’s efforts to achieve PCI compliance demonstrate that industry compliance organizations could be an
effective model to incentivize companies to address cyber risk. Many in
the private sector welcome the opportunity to pursue higher standards
without the introduction of new government regulations. Several industries, including the financial services and retail industries, already have
organizations in place to facilitate information sharing and cross-industry
communication. Twenty-four industry-specific Information Sharing and
Analysis Centers (ISAC) now collaborate and share information on cyber
risks and threats.249 In addition to supporting the development of intelligence-sharing cooperatives and cross-industry partnerships to increase
information flow and strengthen the collective defense, these existing
organizations could serve as the foundation for industry-specific cyber
compliance regimes.
Certain industries, notably the financial services and payments industries,
already have robust industry-wide organizations that occasionally set
their own industry compliance rules. The most notable example of this is
the PCI compliance rules. In response to rapid increases in cybercrime in
2001, the five major credit card brands joined together to create a comprehensive standard for every merchant in the payments cycle.250 Merchants
were expected to meet the minimum security standards set and audited
by the Payment Card Industry Security Standards Council. If merchants

249 National Council of ISACs. “About NCI.” National Council of ISACs, 2018, https://www.nationalisacs.
org/about-nci.
250 3 Delta Systems. “The History of PCI Compliance.” 3 Delta Systems, 23 jan. 2014, https://www.3dsi.
com/blog/history-of-pci-compliance.
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did not meet standards, they risked being cut off by the major credit card
brands from accepting credit payments.251
By jointly asserting their collective industry power, the major credit card
companies succeeded in changing merchant behavior and raising the
minimum requirements to combat fraud.252 However, the road to PCI
compliance has not been smooth; merchants have criticized the lack of
consistency in audits and questioned the qualifications of service assessors.253 Security experts have also questioned the effectiveness of the
mandated security procedures.254 Many companies continue to treat PCI
compliance as an annual end goal rather than treating it as part of a continuous risk management effort.255
To avoid becoming another box-checking exercise for companies, industry
organizations must be thoughtful about how cyber compliance is structured. Performance-based steps (e.g. setting target performance levels) as
opposed to prescriptive steps (e.g. setting specific goals) can help avoid
box-checking behavior. However, as with rankings, compliance rules can
be gamed and poorly designed rules can lead companies to manage only
to the minimum possible requirement. Inadequate compliance rules can
also lead to a false sense of security; Target was certified as PCI-compliant
before its 2013 data breach.
As with cyber rankings, the standards adopted by industry-led solutions
like compliance organizations must be robust enough to keep members
safe and the incentives used to ensure compliance must be powerful
enough to hold members accountable. In practice, there are few examples
of industry-led efforts achieving this difficult balance.
One potential model is the Institute of Nuclear Power Operations (INPO),
a not-for-profit organization that was established by the nuclear power
251 Ibid.
252 Ibid.
253 Ibid.
254 Ibid.
255 Vijayan, Jaikumar. “Maintaining PCI compliance is a big challenge for most companies.” Computer
World, 7 Feb. 2014, https://www.computerworld.com/article/2487457/malware-vulnerabilities/
maintaining-pci-compliance-is-a-big-challenge-for-most-companies.html.
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industry after the 1979 Three Mile Island nuclear accident.256 INPO rigorously reviews the performance of U.S. nuclear facilities, identifies and
disseminates best practices, analyzes incidents, drafts lessons learned, and
inspects to see how well plants are implementing the lessons learned.257
INPO’s incentive for compliance involves “linking its evaluation of nuclear
power plants to the ability of plant owners to obtain liability insurance.”258
If a plant receives a low rating, its plant leadership are called before the
INPO to explain what steps have been taken to correct deficiencies.259
Plants that receive a high rating are “eligible for a discount on their liability
insurance provided by an industry insurance organization.” 260
As an alternative to government regulation or rule-setting, industry-led
standards created and enforced by industry-led organizations have potential advantages (e.g. inside information, pre-existing frameworks) and
challenges (e.g. incentivizing compliance). When smartly designed, industry-led solutions have the potential to exert enormous influence in the
form of market pressures and market access.

6.3

Technology-Based Options

Many of the people interviewed by the authors advocated for a technology
solution to a technology challenge. Specifically, simple technical changes
in how automatic updates and patches are implemented and how vulnerability is communicated could have sweeping impacts on the rate at which
critical patches are adopted. More complex and controversial changes
include limited forced obsolescence for operating systems and software.
Make automatic updates opt out instead of opt in: As identified in the NHS
case, patch management—literally “patching” a vulnerability—is a practice
256 National Academy of Sciences. Lessons Learned from the Fukushima Nuclear Accident for
Improving Safety of U.S. Nuclear Plants. National Academies Press, 2014, https://www.ncbi.nlm.nih.
gov/books/NBK253947/.
257 Ibid.
258 Ibid.
259 Ibid.
260 Ibid.
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designed to proactively prevent the exploitation of vulnerabilities. Effective patches reduce the time and money spent dealing with vulnerabilities
and their exploitation. Taking a proactive approach to patch management
reduces or eliminates the potential for exploitation and involves considerably less time and effort than responding after a vulnerability has been
exploited. Traditionally, when companies like Microsoft create and push a
patch to individual users, the default settings require users to take action to
initiate the download and installation the patch.261
Much research has been conducted about the effectiveness and social benefits of making certain decisions opt out instead of opt in. A famous case
investigates the effect of such a process change on the rate of organ donations. In countries such as Austria, where laws make organ donation the
default option and people must explicitly opt out of organ donation, more
than 90% of people donate their organs.262 In countries such as U.S., where
people must explicitly opt in if they want to donate their organs when they
die, fewer than 15% of people donate their organs at death.263
Applying the same logic to patch updates could achieve a similar effect. If
Apple, Google, Adobe, Oracle and other service providers chose to make
automatic updates and patches the default, opt out, setting, it may help
reduce the 7.5 percent of users in the U.S. who have unpatched Microsoft
Windows operating systems and the approximately 50 percent of average
PC users who run unpatched vulnerable versions of the top four most
exposed applications: Apple iTunes, Oracle Java, VLC Media Player and
Adobe Reader.264 Some companies are already doing this; with Windows
10, Microsoft made automatic updates opt out.265

261 Kelly, Gordon. “Windows 10 Hack: 3 Ways To Stop Forced Updates.” Forbes, 27 Aug. 2015,
https://www.forbes.com/sites/gordonkelly/2015/08/26/windows-10-how-to-stop-forcedupdates/#20aa474d46f6.
262 Davidai, Shai, Gilovich, Thomas, and Ross, Lee. “The meaning of default options for potential organ
donors.” Proceedings of the National Academy of Sciences, 15201-15205, http://www.pnas.org/
content/109/38/15201.
263 Ibid.
264 Kerner, Sean “Unpatched and End-of-Life Software Remains a Risk, Report Says.” Eweek, 27 Feb,
2017, http://www.eweek.com/security/unpatched-and-end-of-life-software-remains-a-risk-reportsays.
265 Kelly, Gordon. “Windows 10 Hack: 3 Ways To Stop Forced Updates.” Forbes, 27 Aug. 2015,
https://www.forbes.com/sites/gordonkelly/2015/08/26/windows-10-how-to-stop-forcedupdates/#20aa474d46f6.
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There are some downsides to automatic updates. First, any system that
automatically installs software on a device would be a prime target for
hackers. Second, despite the best intentions and efforts of even the most
talented programmers, software can be a buggy thing. There are numerous
cases where Microsoft’s automatic updates launched users into “endless
crash loops” where computers started, crashed and re-started endlessly
due to an error in the update’s code until a new update could be created.266
While that scenario is annoying for average users, as the NHS case illustrates, the loss of critical computer systems in other environments, like a
hospital, is potentially life threatening.
Microsoft and other developers could find a middle ground by making
automatic updates that are deemed critical (e.g. the patch that made computers immune to WannaCry) opt out and less critical updates opt in. To
address potential vulnerabilities, software developers would have to carefully guard against and quickly address issues with the automatic update
process.
Finally, automatic updates will not help those users running pirated or
bootleg software which is, understandably, not supported by software
developers. This is a particular problem in China where an estimated 70%
of the software running on computers is pirated and Russia where the
number of users running pirated software is estimated at 64% (compared
to 17% in the U.S.).267 These countries were particularly hard hit in the
WannaCry attack and long after NHS had patched its systems with Microsoft-issued patches, the ransomware attack continued to reverberate across
both countries.268
Make vulnerability reports clear and personalized: Microsoft’s security
update severity rating system classifies four vulnerability levels from low
to critical. Microsoft describes a vulnerability as critical if its “exploitation could allow code execution without user interaction…including
266 Ibid.
267 Richter, Wolf. “China’s use of pirated software left it vulnerable to the WannaCry ransomware
attack.” Business Insider, 16 May 2017, http://www.businessinsider.com/wannacry-ransomwareattack-china-2017-5.
268 Mozur, Paul. “China, Addicted to Bootleg Software, Reels From Ransomware Attack.” The New
York Times, 15 May 2017, https://www.nytimes.com/2017/05/15/business/china-ransomwarewannacry-hacking.html.
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self-propagating malware or unavoidable common use scenarios where
code execution occurs without warnings or prompts.”269 Despite the severity of a critical vulnerability, when Microsoft prompts users to patch their
systems, users see a standard warning alert with little context or personalized detail to effectively communicate that severity.
Behavioral economics, however, suggests that taking steps to add context and detail can help nudge consumers into action. Simply changing a
“download this critical update” message to something like:
“Mary, your computer is critically vulnerable to the EternalBlue
exploit. Currently, given the software you are running, you are in
the top 5% most vulnerable devices worldwide. If you download this
patch now, you will significantly reduce your vulnerability.”
is much more likely to elicit the desired behavior than the standard, boilerplate warning.
A similar problem applies to companies. Target’s mishandling of the
warnings and alerts the company received from FireEye illustrated how
companies are struggling to manage the volume of cyber risk alerts.270 Target’s cybersecurity intelligence team saw numerous threats every day, but
only had the time and resources to prioritize a limited number.271 FireEye
labelled the critical alert with a generic name and Target failed to identify
and prioritize the threat.272 As long as cybersecurity providers issue a high
volume of generic alerts that do not provide much information about the
nature of the threat, companies like Target will struggle to identify and act
on the truly meaningful warnings.273 Tailored warnings that apply the same
behavioral economics principles discussed above may help prevent future
critical alerts from being buried by less serious warnings.274

269 Microsoft. “Security Update Severity Rating System.” Security TechCenter, No Date, https://
technet.microsoft.com/en-us/security/gg309177.aspx.
270 Kratsas, Gabrielle. “Reports: Target warned before data breach.” USA Today, 14 Feb. 2014, https://
www.usatoday.com/story/money/business/2014/02/14/target-warned-breach/5494911/.
271 Ibid.
272 Ibid.
273 Ibid.
274 Ibid.
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Such personalized warnings would certainly require more work on the part
of companies like Microsoft and FireEye but if successful in encouraging
consumers and customers to download patches, update operating systems
and heed critical warnings, would almost certainly pay for itself in both
time and expense.
Consider limited forced obsolescence: One of the lessons learned from the
NHS case was that old operating systems abound and can be found in
organizations where system continuity could literally mean the difference
between life and death. Historically, Microsoft and other software providers have tried numerous tactics, inducements and incentives to encourage
users to update to the most current and most secure versions of software.
However, given the large numbers of worldwide users still relying on
outdated and vulnerable software, in limited cases Microsoft and its competitors might consider coding and shipping products with phased, forced
obsolescence. A collective industry agreement to build in such phased,
forced obsolescence protocols could potentially eliminate the network
vulnerabilities created by the presence of old operating systems and free
Microsoft, Apple, Google and others to focus attention and resources on
the most current versions of software.
There are several issues with forced obsolescence that would have to be
carefully navigated for this technical remedy to do more good than harm.
No one wants critical systems to commit virtual suicide in the middle of
important tasks; losing its computers in the middle of surgery when support for Windows XP was discontinued would have been just as harmful
for NHS as the WannaCry attack. As the NHS case illustrates, legacy users
often are budget-restricted people and organizations trying to make do
with the equipment and software that they can afford. Building in forced
obsolescence without realistic on-ramps for regular upgrades would likely
disproportionately affect those in developing countries and those with little
to no income (e.g. students).
To overcome these challenges, developers must create clear pathways to
upgrades and incentives to users to take those pathways. Microsoft’s 2015
introduction of Windows 10 offers one potential starting point. To encourage users to upgrade, Windows users were given a one year period in
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which they could upgrade for free.275 In the case of Windows 10, Microsoft
likely decided that forgoing the potential revenue from selling the operating system to all users was offset by the savings gained from converting
users of legacy systems to a modern system and eventually reducing the
time, resources and attention spent on legacy systems. As the NHS case
demonstrated, however, even when presented with a free offer, far too
many users did not upgrade; at the time of the WannaCry attack more than
7% of PCs around the world were using Windows XP, an unsecure, unsupported, outdated system.276
In addition to providing upgrades for free, software providers could consider making upgrades automatic. Considering a similar process to the
automatic update proposal described above could help to nudge users to
update. Apple has moved in this direction with updates to its mobile operating system, iOS, with great success—close to 80% of users have updated
to the latest version iOS and over 99% of users have updated to one of three
most recent versions of iOS.277 While Apple does not explicitly force users
to upgrade, it makes it difficult to avoid upgrading by peppering users with
messages like this:

Source: Lucy Hattersley, Macworld 278

275 Kelly, Gordon. “Why Windows 10 Is Now ‘Free’ For Everyone [Update: Microsoft Speaks Out!].”
Forbes, 23 June 2015, https://www.forbes.com/sites/gordonkelly/2015/06/22/why-windows-10upgrade-is-free-for-all/#3af58d0f4e0e.
276 Dunn, Jeff. “A huge number of PCs still use ancient Windows software that puts them at risk.”
Business Insider, 15 May 2017, http://www.businessinsider.com/how-many-people-use-windowsxp-chart-2017-5.
277 Apteligent Data. “iOS Distribution and iOS Market Share.” Apteligent Data, 3 March 2018, https://
data.apteligent.com/ios/.
278 Hattersley, Lucy. “ How to stop iPhone from asking to update to the latest version.” Macworld, 6
July 2016, https://www.macworld.co.uk/how-to/iphone/how-stop-ios-nagging-you-update-latestversion-3641478/.
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However, in addition to annoying users with such prompts, Apple has been
accused of deliberately slowing down older devices, a practice the company
vigorously denies.279, 280 The controversy points to a critical problem facing
software and hardware developers: the fixed performance limitations of
hardware (e.g. lithium ion battery life) and the increasing demands of
regularly updated software (e.g. higher peak-performance demands for
applications like GPS) eventually leave users who do not upgrade both
their software and their hardware with either a secure but slow device or a
fast but potentially unsecure device.
With no easy answers to this problem, developers must consider forced
obsolescence by itself as a blunt tool that can disproportionately affect
some users. In some cases, like with industrial control systems that were
never designed to be updated, forced obsolescence should be avoided. In
other cases, the potential exists for combining the “stick” of forced obsolescence with “carrots” such as free upgrades to shift consumer behavior.
In search of an effective package of sticks and carrots, software developers should continue experimenting with incentives to encourage users to
upgrade, seek opportunities to make critical upgrades automatic where
appropriate and design practical pathways for even low-budget users to
participate.
Secure coding: The same WannaCry ransomware attack that made it
impossible for NHS to call up critical patient records and dispense medicine also disabled radiology equipment and other internet-connected
devices.281 The attack illustrated the vulnerability of internet-connected
devices, like radiology equipment, that are not traditionally designed with
secure coding practices in mind. Secure coding is the “practice of writing
programs that are resistant to attack by malicious or mischievous people
or programs.”282 Software development has traditionally been an iterative
279 Apple. “A Message to Our Customers about iPhone Batteries and Performance.” Apple, 28 Dec.
2017, https://www.apple.com/iphone-battery-and-performance/.
280 Toh, Michelle, Geier, Ben, and Kottasová, Ivana. (2018, February 01). “Global backlash spreads
over Apple slowing down iPhones.” CNN Money, 1 Feb 2018, http://money.cnn.com/2018/01/12/
technology/apple-iphone-slow-battery-lawsuit/index.html.
281 Fox-Brewster, Thomas. “Medical Devices Hit By Ransomware For The First Time In US Hospitals.”
Forbes, 18 May 2017, https://www.forbes.com/sites/thomasbrewster/2017/05/17/wannacryransomware-hit-real-medical-devices/#1fda7b07425c.
282 Apple. “Apple Secure Coding Guide.” Apple, 13 Sep. 2016, https://developer.apple.com/library/
content/documentation/Security/Conceptual/SecureCodingGuide/Introduction.html.
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process where vulnerabilities are addressed as they are identified. The
practice of secure coding emphasizes proactive de-bugging by encouraging
coders to think of ways in which their code can fail or create a vulnerability
as they write it.283
The main tradeoff in coding securely is speed; coders used to a culture
of focusing narrowly on achieving functional goals and striving to meet
tight development timelines will likely find pro-active debugging a tedious
process. However, coding with a security mindset can help make software
more resilient and catch vulnerabilities before products are released to the
public.
The mindset of secure coding applies beyond just personal computers
and software. The authors’ analysis to this point has focused exclusively
on computers and the networks that connect them. Perhaps a far greater
security challenge lies in the billions of internet connected devices collectively known as the internet of things (IoT).284 In October 2016, hackers
used almost 100,000 IoT devices to launch the largest distributed denial of
service attack of its kind in history, temporarily hobbling the company that
controls much of the Internet’s domain name system infrastructure.285, 286
Many IoT devices are built as cheaply as possible, without security in mind
nor any plan for how to patch vulnerabilities.287 As seen in the NHS case,
when WannaCry affected versions of Windows that Microsoft no longer
supported, the company broke with policy and released a patch for those
older systems.288 But Microsoft had both the engineering talent and the
283 Ibid.
284 Gartner. “Gartner Says 8.4 Billion Connected “Things” Will Be in Use in 2017, Up 31 Percent From
2016.” Gartner, 7 Feb. 2017, https://www.gartner.com/newsroom/id/3598917.
285 In a distributed denial of service (DDoS) attack, a network of computers infected with special
malware, known as a “botnet”, are coordinated into bombarding a server with traffic until it
collapses under the strain. Source: https://www.theguardian.com/technology/2016/oct/26/ddosattack-dyn-mirai-botnet
286 Woolf, Nicky. “DDoS attack that disrupted internet was largest of its kind in history, experts say.”
The Guardian, 26 Oct. 2016, https://www.theguardian.com/technology/2016/oct/26/ddos-attackdyn-mirai-botnet.
287 Schneier, Bruce. “The next ransomware attack will be worse than WannaCry.” The Washington
Post, 16 May 2017, https://www.washingtonpost.com/posteverything/wp/2017/05/16/the-nextransomware-hack-will-be-worse-than-the-current-one/?utm_term=.b79ac8d0164c.
288 Krebs, B. “Microsoft Issues WanaCrypt Patch for Windows 8, XP.” Krebs on Security, 13 May 2017,
https://krebsonsecurity.com/2017/05/microsoft-issues-wanacrypt-patch-for-windows-8-xp/.
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money to support that decision; many of the companies that make IoT
devices do not have “dedicated teams of security engineers ready to craft
and distribute security patches.” 289
Few IoT hardware manufacturers make the process of alerting users to
an update or updating devices simple and easy.290 Some devices cannot
be updated at all.291 Unless a deliberate effort is made to code future IoT
devices with security and ease of updating in mind, these devices will continue to serve as vulnerable network endpoints.
Beyond the challenge of shifting the prevailing coding and development
mindset is the difficulty in coming to an agreement on what standards
should be applied to IoT devices and the software that runs them. A starting point may be the 2016 NIST-issued guidelines on cybersecurity for
Internet-connected devices, which stress a secure coding approach (NIST
uses the term “engineering-based approach”) that builds security systems
directly into IoT technology.292 The Department of Homeland Security
(DHS) also recently released its own cybersecurity policy for IoT devices,
delineating six strategic principles that it believes will help stakeholders
stop unauthorized intruders from tampering with connected devices.293
Together, these standards and principles could serve as the starting point
for a broader industry and government conversation on combating cyber
risk directly through secure coding.

289 Schneier, Bruce. “The next ransomware attack will be worse than WannaCry.” The Washington
Post, 16 May 2017, https://www.washingtonpost.com/posteverything/wp/2017/05/16/the-nextransomware-hack-will-be-worse-than-the-current-one/?utm_term=.b79ac8d0164c.
290 Krebs, B. “Who Makes the IoT Things Under Attack?” Krebs on Security, 3 Oct. 2016, https://
krebsonsecurity.com/2016/10/who-makes-the-iot-things-under-attack/.
291 Ibid.
292 National Institute of Standards and Technology. Systems Security Engineering: Considerations for a
Multidisciplinary Approach in the Engineering of Trustworthy Secure System, NIST Special Pub. 800160. November 2016, https://doi.org/10.6028/NIST.SP.800-160.
293 US Department of Homeland Security. Strategic Principles for Securing the Internet of Things (IoT),
Version 1.0. November 2016, https://www.dhs.gov/securingtheIoT.
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6.4

Bridging Government-Led
and Industry-Led Options
to Address Risk

Proponents of industry-led options commonly cite the perceived increase
in speed, greater flexibility, reduced costs and lower risk to innovation of
such solutions as advantages over government-led solutions. Given industry resistance to anything that looks like regulation and the time and cost
(both real and political) associated with passing and implementing legislation, these arguments for industry-led solutions are likely to be strong
relative to government-led solutions. (Section 10 of this paper specifically
addresses the risk of stifling innovation.)
However, even if the dominant approach to combating the growing cybersecurity challenge is to be industry-led, the government will still desire, as
former FCC Chairman Tom Wheeler puts it, “to inspect what it expects.”294
Cooperation between industry and government in some form is inevitable
and our cases illustrate that even when the victim of a cyberattack is not a
government entity like the NHS, the government is involved in the investigation and aftermath of the event.
Many of the business leaders the authors spoke with believe that significant
impact on addressing cyber risk will only be made with industry and the
government working together. One area that exemplifies both the challenges and opportunities for public-private partnership is in combating
non-routine risks, the subject of our next section.

294 Interview with Tom Wheeler. 7 Feb. 2018. Harvard Kennedy School of Government. Cambridge, MA.
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7. Spreading Risk: CyberRelated Insurance
The potential solutions explored in the previous section focused on combating cyber risk directly by avoiding or reducing it. This approach can
work effectively against the kind of cyber risks that are increasingly becoming routine, like data theft. However, as the Sony case illustrates, sometimes
the risks go well beyond what can be considered routine. To address the
threat of catastrophic risks—cyber risks that could be classified as data
destruction, extreme data theft (e.g. stolen intellectual property like source
code) and physical destruction—a different strategy must be used when
avoidance and prevention fail.
In Sony’s case, while the company was not a model of cybersecurity preparedness, it appears unreasonable to expect any company to fully defend
itself indefinitely against a well-resourced and persistent adversary. While
North Korea’s actions did not cripple Sony, they did cause significant reputational damage, forced the company to pay millions of dollars in fines
and damages and cost Sony millions of dollars more in lost profits on The
Interview.295, 296 Damages of this kind could potentially be realized by any
company or organization that finds itself the target of a well-resourced,
persistent threat.
Traditionally, when risk cannot be avoided or reduced, attempts are made
to spread the risk to limit the potential damage. A classic way to spread
risk is through insurance and so it should be of little surprise that a fledgling cyber-related insurance market has begun to develop. However, to
fully realize the potential collective risk-management benefits of a thriving
cyber-related insurance marketplace, government and industry must cooperate in a myriad of ways over the short-, medium- and long-term. A deep
dive into the opportunities for public-private partnership to realize the

295 Richwine, Lisa. “Cyberattack could cost Sony studio as much as $100 million.” Reuters, 9 Dec. 2014,
https://www.reuters.com/article/us-sony-cybersecurity-costs/cyber-attack-could-cost-sonystudio-as-much-as-100-million-idUSKBN0JN2L020141209.
296 Raymond, Nate. “Sony to pay up to $8 million in ‘Interview’ hacking lawsuit.” Reuters, 20 Oct. 2015,
https://www.reuters.com/article/us-sony-cyberattack-lawsuit/sony-to-pay-up-to-8-million-ininterview-hacking-lawsuit-idUSKCN0SE2JI20151020?feedType=RSS&feedName=internetNews.
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benefits and overcome the challenges of the cyber-related insurance market
is the subject of this section.

7.1

Introduction to CyberRelated Insurance

In the authors’ conversations with CEOs and cyber experts, cyber-related
insurance was identified as one of the most promising market-based solutions for incentivizing companies to build resilient networks as well as a
potentially effective tool to spread risk. In the relatively immature cyber
market, the term “cyber insurance” can and does mean different things to
insurers and non-insurers. In general, cyber-related insurance offerings
are typically forms of property and theft (first-party protection) insurance
or liability (third-party protection) insurance.297 In the cyber context,
property and theft insurance is used to protect against damages from data
theft, data destruction and property destruction.298 Liability insurance
policies are often designed to protect businesses from lost income or liabilities related to business interruptions, network security, internet liability,
electronic communications, intangible assets and web-content liability.299
Those who offer cyber-related insurance policies underwrite (or assume
risk in exchange for premiums) these first-party or third-party protection
products.300 The table below illustrates and describes some of the potential
cyber-related loss categories.

297 IBISWorld. Cyber Liability Insurance in the US: Market Research Report. May 2016, https://www.
ibisworld.com/industry-trends/specialized-market-research-reports/advisory-financial-services/
specialist-insurance-lines/cyber-liability-insurance.html.
298 Ibid.
299 Ibid.
300 Ibid.
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Source: Marsh, UK Cybersecurity Report, 2017301

There are many ways in which a mature insurance market could change
the risk landscape for companies and be a significant step in normalizing
their treatment of cyber risks. Simply pricing the risk of a cyberattack via
insurance could help senior executives engage more effectively on cybersecurity issues; the debate about whether a company should buy $100 million
or $200 million of liability coverage would provide a useful framework for
discussing the overall cyber risks to the company.302 Arming executives
with data on how insurance is priced and the cost of potential damages
301 HM Government and Marsh. U.K. Cybersecurity: The Role of Insurance in Managing and Mitigating
the Risk. March 2015, https://www.gov.uk/government/publications/uk-cyber-security-the-role-ofinsurance.
302 Kaplan, J. M., Bailey, T., Marcus, A., O’Halloran, D., & Rezek, C. (2015). Beyond Cybersecurity.
Hoboken: Wiley.
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could also help information security officers make a strong case that
spending on reducing cyber risk is worthwhile. As facilities managers often
justify investments in fire suppression systems based on reducing insurance
premiums, CISOs could justify spending on cyber protections to reduce
exposure and risk in order to reduce future insurance premiums.303
More robust insurance markets could also help put a price on cyber risk,
significantly clarifying the contract components the authors proposed after
the Target case. For example, many potential purchasers of IT outsourcing
services ask for unlimited liability related to loss of customer data, which
outsourcing providers are understandably reluctant to provide. Making
the cost of liability explicit can help IT outsourcing executives do business more effectively; if potential customers want IT services suppliers to
assume liability, the IT company could buy the appropriate insurance and
price it into the deal.304 Pricing transparency of this kind could have helped
Target structure a contract with Fazio Mechanical that accounted for and
addressed cyber risk.
Small and medium-sized enterprises (SME) could be even bigger beneficiaries of a more mature cyber-related insurance market. Typically, SMEs
cannot support the same level of investment in cyber expertise and risk
reduction, and generally do not enjoy the same cyber protections as their
customers.305 While retail banking customers are reimbursed for any losses
caused by cyber-fraud, the same protections do not extend to small businesses, who are forced to carry the losses themselves.306 Verizon’s 2017 Data
Breach Report found that 71 percent of cyberattacks targeted companies
with 100 employees or less.307 Despite this threat, AON, an insurance provider, estimates that the penetration of cyber-related insurance products
among small and medium businesses is less than five percent.308

303 Ibid.
304 Ibid.
305 Ibid.
306 Ibid.
307 Ibid.
308 AON. Global Cyber Market Overview: Uncovering the Hidden Opportunities. June 2017, http://www.
aon.com/inpoint/bin/pdfs/white-papers/Cyber.pdf.
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With data breach legislation taking effect in all but two states and several
highly-publicized data breach incidents at major companies (including
Target in 2013, Sony in 2014) over the past five years, boardroom-level
awareness of the threat from cyber incidents has created significant interest in the cyber-related insurance market. Currently, 178 companies offer
some form of cyber-related insurance product in the U.S.309 These insurers
are undoubtedly attracted by the estimated 30% year-over-year growth of
some cyber-related insurance products—a bright spot in an industry used
to single digit yearly growth rates.310, 311 However, most of these insurers
are small players operating in niche areas that cater to only a few market
segments.312 The five largest insurers wrote almost 60% of the standalone
cyber premiums in 2015.313 Several of these insurers have been writing
cyber-related policies since the 1990s and their “longstanding position in
this emerging market has allowed them to accumulate years of underwriting data, further enhancing their dominant position.”314
Despite promising growth in cyber-related liability and property and theft
insurance, the difficulty in overcoming several key challenges has meant that
few insurers have been willing to make cyber-related insurance a core business.

7.2

Key Challenges

Several key challenges remain before the cyber-related insurance market
can fully mature into a systemic solution for spreading cyber risk and
a fundamental driver towards a more secure networked environment.
Historically, insurance has been designed and sold to cover two types of
problems: frequent, low-damage events and infrequent, high-damage
events. The inherent difficulty with cyber-related insurance is that it is both
309 IBISWorld. Cyber Liability Insurance in the US: Market Research Report. May 2016, https://www.
ibisworld.com/industry-trends/specialized-market-research-reports/advisory-financial-services/
specialist-insurance-lines/cyber-liability-insurance.html.
310 Ibid.
311 AON. Global Cyber Market Overview: Uncovering the Hidden Opportunities. June 2017, http://www.
aon.com/inpoint/bin/pdfs/white-papers/Cyber.pdf.
312 IBISWorld. Cyber Liability Insurance in the US: Market Research Report. May 2016, https://www.
ibisworld.com/industry-trends/specialized-market-research-reports/advisory-financial-services/
specialist-insurance-lines/cyber-liability-insurance.html.
313 Ibid.
314 Ibid.
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frequent and potentially high-damage. Accurately determining how damaging a cyberattack is adds additional complexity. For instance, if a hacker
steals millions of identities, including valuable personally identifiable information, but does not use those identities right away (or ever), an insurer
would struggle to accurately quantify the damage done. Such scenarios also
raise questions about where coverage begins and liability ends. If stolen
identities are used to obtain credit in another person’s name, the insurer
could potentially be responsible for covering credit monitoring for the
victims, refunding merchants for fraudulent purchases, paying damages to
payments providers and covering regulatory fines.
For cyber-related insurance to become a necessary, and useful, incentive
for companies to adopt top cybersecurity practices these challenges will
eventually need to be overcome.
Limited coverage: When it comes to pricing cyber risk, insurers face two
main challenges: cyber remains a relatively unpredictable threat and insurers lack the robust data and models they have relied on for decades in
underwriting other types of risks.315 Unlike destructive natural phenomena
like tornadoes, which, except for climate change, are likely to follow similar patterns from one year to the next, cyber threats are evolving in often
unpredictable ways as intelligent adversaries adapt, learn and change.
Transferring risk through insurance requires an agreed methodology for
measuring and pricing that risk.316 For cyber-related insurance providers, this means collecting lots of data about the frequency and costs of
cyberattacks. With many companies reluctant to share details of a breach,
collecting enough data to develop effective models to measure cyber risk
is challenging.317 Though many insurance companies are refining their
models, determining how to weigh the risk of a loss of customer data or
intellectual property against the risk of more intangible cyber activity (such
as the release of embarrassing emails from a company executive, like in the
Sony case) has left insurers with more questions than answers.318
315 Kaplan, J. M., Bailey, T., Marcus, A., O’Halloran, D., & Rezek, C. (2015). Beyond Cybersecurity.
Hoboken: Wiley.
316 Ibid.
317 Ibid.
318 Ibid.

Belfer Center for Science and International Affairs | Harvard Kennedy School

87

Insurance providers have mostly focused their efforts on the cyber risks for
which they have the most data. This focus has created a gap between what
companies would like to have covered and what insurers are currently willing to insure. Insurance providers have demonstrated a willingness to cover
notification costs, legal defense, forensics and remediation costs but most
providers are reluctant or unwilling to cover third-party liability, reputational damage, or theft of intellectual property or trade secrets.319 Those
providers that do offer coverage typically limit it to $25 million, meaning
some companies will recoup only a small percentage of the cost of a breach
even when they have purchased coverage.320 The table below illustrates why
companies are interested in expanding coverage as traditional insurance
policies can often lack cyber protections:

Source: Marsh: UK Cybersecurity Report, 2017321

319 Ibid.
320 Ibid.
321 HM Government and Marsh. U.K. Cybersecurity: The Role of Insurance in Managing and Mitigating
the Risk. March 2015, https://www.gov.uk/government/publications/uk-cyber-security-the-role-ofinsurance.
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Limited, hard-to-place liability: Another key challenge is establishing liability in a cyberattack. Carrying cyber-related insurance should not make
companies or organizations complacent or be viewed as a substitute for a
comprehensive security and risk-reduction program. However, the challenges of assigning theoretical liability in the NHS, Target or Sony cases
illustrates how decisions about liability can incentivize or disincentivize
companies from taking action to address cyber risks.
In the NHS case, if a software provider like Microsoft were to be held
liable for all of the damages caused by vulnerabilities like EternalBlue, it
could greatly limit the ability of companies without significant resources to
handle the risk of entering or staying in the business of developing widely-used software. If Microsoft was not held liable at all, it could greatly limit
the incentive for companies to both invest in designing their software to be
secure and buy insurance against the risk that it is not secure. Similarly, if
FireEye was to be held liable for the damages of the Target breach, it may
greatly limit companies’ willingness to provide cybersecurity services. If
FireEye was not held liable at all, it may limit the incentive for cybersecurity service providers to make sure their services are high quality. While
cyber-related coverage could have been a big help after the fact for Sony,
it might have further limited the company’s already low level of interest
in putting effort into finding and fixing security vulnerabilities. Given the
lack of legal precedents for assigning cyber liability, if insurers did assign
liability to any of these companies, it would almost certainly be challenged
in court.
As courts explore assigning liability in the many cyber-related suits that
are currently pending, including those related to the 2017 Equifax breach,
precedents may be established that can help guide insurers. Until clear
precedents are established, it remains to be seen how well insurance companies would be able to motivate their customers to invest in security, keep
their technology updated, and be prepared for hackers and cybercriminals
through insurance mechanisms alone.
It is important to note that the Equifax cases could have additional important outcomes for cyber-related insurance. Equifax first offered affected
individuals remediation measures but conditioned those measures on
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agreement to an arbitration clause.322 When faced with public outrage,
Equifax dropped the arbitration requirement.323 It will be important to
determine whether and to what extent current insurance premiums would
increase if arbitration were not permitted in cybersecurity breach cases,
one potential outcome of the Equifax case.
Limited demand: While many of the companies the authors spoke with
appeared to be interested in ways to transfer cyber risks through insurance, market and survey data indicates that demand for such products
has not been strong. Total cyber-related insurance premiums amount to
only about $2 billion out of a total market of $4.9 trillion across insurance
products globally.324 Only about a third of companies find it “worthwhile”
to buy cyber-related insurance.325 Penetration levels are low; less than 15
percent of companies in the U.S. and less than one percent in other regions
of the world have coverage and these rates vary significantly by industry
and company size.326 AON estimates that over 75% of financial institutions,
retail, healthcare and hospitality companies with revenues over $1 billion
purchase some form of cyber-related insurance while less than 5% of SMEs
have purchased coverage.327
Two factors appear to be limiting demand for cyber-related insurance;
high priced, low coverage policies and the lack of a mandate or industry
pressure to hold coverage. As discussed in the section on limited coverage,
many insurers have been reluctant to provide coverage for the cyber risks
that companies are most interested in protecting against. Additionally, even
though no insurer has yet had to pay out on big cyber-related losses, pricing for cyber-related insurance is expensive and subject to rapid change.328
Companies looking for significant coverage ($100 million-plus a year) can
322 Gajanan, Mahita. “Equifax Walks Back Controversial Hack Arbitration Clause.” Time, 11 Sep. 2017,
http://time.com/4936081/equifax-data-breach-hack/.
323 Ibid.
324 IBISWorld. Cyber Liability Insurance in the US: Market Research Report. May 2016, https://www.
ibisworld.com/industry-trends/specialized-market-research-reports/advisory-financial-services/
specialist-insurance-lines/cyber-liability-insurance.html.
325 Ibid.
326 AON. Global Cyber Market Overview: Uncovering the Hidden Opportunities. June 2017, http://www.
aon.com/inpoint/bin/pdfs/white-papers/Cyber.pdf.
327 Ibid.
328 Lifshitz, Lisa. “Is Cyber-Liability Insurance the Answer to Data Breaches?” Canadian Lawyer
Magazine, 27 April 2015, http://www.canadianlawyermag.com/author/lisa-r-lifshitz/is-cyberliability-insurance-the-answer-to-data-breaches-2871/.
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expect to pay in the five to six figures annually.329 Some organizations that
have previously been affected by cyberattacks receive much worse terms.
For example, after a breach in 2012, the state of Utah pays $230,000 a
year for $10 million in cyber coverage and has a $1 million deductible.330
Finally, terms that are offered in one year by an insurer may not be available in another year and some providers have already left the market.331
In general, demand for commercial insurance products is driven either by
government mandates (as in the case of vehicle insurance for drivers or
employee health insurance for businesses of a certain size) or industry best
practices and norms. The U.S. federal government’s current focus on deregulation makes the introduction of an insurance mandate unlikely in the
near-term and no industry groups appear to be requiring members to hold
cyber-related insurance. In the absence of a mandate or prevailing industry
norms to carry cyber-related insurance, many companies have chosen to
forgo it, pointing to a failing of the insurance industry to educate business
owners on the dangers posed by cyber risks.
As the statistician Nate Silver once said, “We ignore the risks that are
the hardest to measure, even when they pose the greatest threats to our
well-being.”332 In the world of insurance, the probability of any particular
building burning down is significantly lower than one percent.333 However, most organizations spend more on fire-insurance premiums than on
cyber-related insurance despite recognizing that in many cases their most
valuable assets—intellectual property, business plans, customer data—are
intangible and vulnerable to cyberattacks.334 While most small business
owners understand the risk that fire damage poses to their business, few

329 Ibid.
330 Bergal, Jenni. “Worried About Hackers, States Turn to Cyber Insurance.” Insurance Journal, 13 Nov.
2017, https://www.insurancejournal.com/news/national/2017/11/13/470991.htm.
331 Lifshitz, Lisa. “Is Cyber-Liability Insurance the Answer to Data Breaches?” Canadian Lawyer
Magazine, 27 April 2015, http://www.canadianlawyermag.com/author/lisa-r-lifshitz/is-cyberliability-insurance-the-answer-to-data-breaches-2871/.
332 Silver, N. (2013). The Signal and the Noise: The Art and Science of Prediction. London: Penguin.
333 Kaplan, J. M., Bailey, T., Marcus, A., O’Halloran, D., & Rezek, C. (2015). Beyond Cybersecurity.
Hoboken: Wiley.
334 Ibid.
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appear to be worried about cyber risks despite the increasing number of
cyberattacks on SMEs.335
Many corporate boards appear to be minimizing cyber risk as well. Most
boards of U.S. companies engage in a similar risk-mitigation process: the
boards consider the various risks to their business, determine which risks
are best transferred to third parties (e.g. insurance providers) or partners
(e.g. suppliers, subsidiaries) and which are best kept on the firm’s own
books, or “self-insured”. Given that spending on all segments of cyber
services crossed the $100 billion mark for the first time in 2016, but the
insurance and reinsurance markets were estimated to account for just 2%
of that spending, it is clear that many boards, whether they realize it or
not, are self-insuring cyber risks.336 The board of Yahoo recently realized
how much this self-insurance could cost when Verizon reduced its offer for
the company by $350 million because of “the severity of cyber incidents
in 2013 and 2014.”337 As the Yahoo, Sony and Target cases illustrate, with
potential exposure in the millions, if not billions, for many large companies, self-insuring against a cyberattack is a giant risk. However, few
companies seem to either realize the risk or to be actively seeking mechanisms to transfer it.
Nascent reinsurance market: To fully unpack the low limits on coverage
and the limited size of the cyber-related insurance market, it is important
to understand the role that reinsurance companies play in the insurance
market. The basic function of insurance is to protect the insured against
potential heavy losses that might incur. Reinsurers provide a similar
protection to the insurers by offering insurance to insurers and helping
insurance underwriters manage the risk in their portfolios. Without a
robust reinsurance market, where risks can be transferred if needed, insurance underwriters will naturally limit the risk that they are willing to take
on.
Given the unpredictable spread of a large, networked attack (like the
WannaCry event), insurers have understandably remained cautious about
335 AON. Global Cyber Market Overview: Uncovering the Hidden Opportunities. June 2017, http://www.
aon.com/inpoint/bin/pdfs/white-papers/Cyber.pdf.
336 Ibid.
337 Ibid.
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holding too much cyber risk on their balance sheet and have looked for
simple reinsurance mechanisms to offload some of the exposure. In the
networked environment, however, the traditional methods insurers relied
on to diversify risk, primarily geography and industry, are non-existent. In
the past, an insurance company would limit its exposure to certain geographies or industries by limiting the size of the policies it wrote in those
areas, relying on the simple assumption that an insurance event (like a hurricane making landfall) in Florida would not directly affect a company in
California. As the WannaCry case makes clear, however, cyber risks recognize no geographic or industry boundaries.
If the cyber-related insurance market is in its infancy, then the cyber reinsurance market has just been born; prior to 2015, few reinsurers were
willing to consider taking on any cyber risk.338 Currently, more than fifteen
companies offer cyber reinsurance, however they remain conservative
about their overall exposure to cyber risks and often require low loss
caps.339 The cyber reinsurance market faces some of the same challenges as
the cyber-related insurance market: the lack of suitable data and modeling
capabilities to evaluate aggregate exposure and the “lack of underwriting
talent with the expertise required to develop and make the market.”340
Difficulties in qualifying for insurance. Even if a company wants cyber-related insurance and has identified providers willing to offer the coverage
the company seeks, qualifying for coverage can remain a daunting challenge. The cyber-related insurance application forms the authors viewed
are not standardized, and vary in length from a few pages to several dozen,
depending on the provider. In many cases companies seeking coverage
are required to disclose technical information that may not be clear to
the owners or managers of businesses, especially small and medium businesses. In general, insurance providers sought information across three
categories: people, process and data.341

338 Ibid.
339 Ibid.
340 Ibid.
341 Ibid.
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The people part of the application seeks answers to questions about a company’s organizational structure and security posture.342 Insurers seek to
identify how developed the information security team is, who in an organization is responsible for responding to a cyberattack, what regulatory or
compliance frameworks are used by the company, and how often employees are “trained on evolving IT threats.”343 In the aftermath of the Target
case, most insurers also want to know what vendors a company uses, from
internet service providers to credit card processors.344
The process part of most applications seeks information on how secure a
company’s network and IT processes are and whether the company handles
these processes internally or chooses to outsource them.345 Typically questions seek information on a company’s process for actively managing its
network including, but not limited to: 346
•

Process for upgrading, replacing, updating and patching software
and hardware

•

Process for user account management and management of
permissions

•

Process for and frequency of vulnerability assessments

•

Process for identifying and mitigating critical vulnerabilities

•

Process for and frequency of third-party vendor relationship audits

The data part of most applications request information on the types of
records that a company retains, including: Payment card information, personal health information (e.g. HIPAA-protected data), employee benefits
and any other personally identifiable information that could potentially
be monetized by cyber criminals.347 In addition, insurers will want to
know how long this information is archived for and what processes are in

342 Ibid.
343 Ibid.
344 Ibid.
345 Ibid.
346 Ibid.
347 Ibid.
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place to eliminate unused data (like the kind that was exposed in the Sony
breach).

7.3

Making Cyber-Related
Insurance an Effective RiskSpreading Mechanism

If cyber-related insurance is to become an effective risk-spreading mechanism in the future, several actions must be taken. Alone, the actions listed
below will not turn the cyber-related insurance industry into a thriving
marketplace. However, these steps can help establish a foundation from
which insurance providers and potential customers can build and may
serve as a potential bridge over some of the obstacles currently limiting
further market development.
Develop comprehensive data sets about cyberattacks. Companies are obviously reluctant to disclose breaches unless they absolutely must, but more
openness to sharing data, even in disguised form, will greatly help the
development of insurance markets.348 The more insight underwriters have
into historical losses, the more willing they may be to underwrite policies.
Companies may be tempted to keep their proprietary models to themselves, but there would be enormous collective benefits to sharing at least
the components of such models.349 Companies that collectively develop
best practices and standardized models could help rapidly accelerate the
emergence of a robust cyber-related insurance market.350
Develop common measurement models: Creating models that are common
enough to be able to share risk information between organizations and
across markets can help facilitate the exchange of data between companies
and insurers and between insurers themselves.351 Developing common

348 Kaplan, J. M., Bailey, T., Marcus, A., O’Halloran, D., & Rezek, C. (2015). Beyond Cybersecurity.
Hoboken: Wiley.
349 Ibid.
350 Ibid.
351 Ibid.
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models is challenging but some organizations are already engaging in
informal dialogue and basic model sharing.352
Consider becoming a one stop shop: AON’s 2016 study of the 600 most active
companies in the cybersecurity space found that few offered the full range
of services and risk transfer solutions that customers were looking for.353
Risk mitigation and post-incident services are particularly valued by SMEs
which do not have the scale to develop in-house capabilities and are wary
of the increased complexity and cost of contracting piecemeal solutions
from multiple providers.354
Insurers that offer or provide access to risk mitigation and post-incident
services as part of their cyber-related insurance products are well-placed
to both differentiate and strengthen their cyber risk offerings. Smart insurers also recognize that providing clients with support in assessing their
network security, reducing their exposure to potential attacks, and forming breach response teams to coordinate services could likely serve as an
effective means to contain the losses resulting from a breach. If insurers
feel that robust partnerships with cybersecurity service providers have
helped companies strengthen security practices and mitigate the potential
consequences of a cyberattack, they may begin to consider covering what
companies seem most interested in protecting against: third-party liability,
reputational damage and loss of intellectual property or trade secrets.
Consider alternative approaches to transferring risk: While insurers wait
for a robust cyber reinsurance market to emerge, alternative models for
transferring risk exist. One model that could potentially be adapted to
address cyber risks is the catastrophe bond. Catastrophe bonds allow
insurers to protect themselves against high costs from catastrophic events
and for investors to bet on earning a steady return if those disasters do not
happen.355

352 Ibid.
353 AON. Global Cyber Market Overview: Uncovering the Hidden Opportunities. June 2017, http://www.
aon.com/inpoint/bin/pdfs/white-papers/Cyber.pdf.
354 Ibid.
355 Basak, Sonali and Kochkodin, Brandon. “Even 2017 Couldn’t Crack the $90 Billion Disaster-Bond
Market.” Bloomberg, 4 Jan 2018, https://www.bloomberg.com/news/articles/2018-01-04/even2017-couldn-t-crack-the-90-billion-disaster-bond-market.

96

Incentivizing Comprehensive Cybersecurity Solutions by Matching Accountability to Capability

The mechanics of such a bond are relatively simple: If an insurer wants to
protect itself against insurmountable losses it can issue a catastrophe bond
to investors. The proceeds of the sale are set aside for future disasters. If
there is no disaster, the bondholders receive interest payments and their
principal back when the bond matures. However, when a catastrophe
occurs, the bond issuer can use the principal to pay for damages and investors are forced to assume the cost in the form of a lower payout.
The $90 billion catastrophe bond market in the U.S. already helps insure
against major hurricanes and floods and has shown growth and resilience
despite recent turbulent weather years.356 While there are clear challenges
in applying a bond currently used for infrequent, high-damage natural
disasters to routine, unknown damage cyber risks, there appears to be
demand for risk-transfer bonds and it cannot hurt to explore opportunities
to use a similar risk-transfer mechanism until a cyber reinsurance market
is fully established.

7.4

Can Cyber-Related
Insurance Incentivize Good
Security Practices?

Up to this point, the discussion of cyber-related insurance has focused
on its potential for spreading risk that cannot be avoided or reduced. As
general awareness of cyber risk grows, it seems likely that responsible corporate leaders will increasingly focus on, and devote resources to, effective
solutions to managing cyber risk. As the cyber-related insurance market
develops, increased interest in engaging experts to secure specialized
cyber-related insurance coverage, with language tailored to address company-specific exposures and spread risk, appears likely.357 However, as with
any insurance product, cyber-related insurance carries a certain moral
hazard risk if insured companies become complacent about cyber risk.
As was discussed in the section on the difficulty of assigning liability, the
356 Ibid.
357 Kalinich, Kevin. Network Security and Privacy: Risk Management and Insurance to Address Legal
Exposures and Financial Statement Protection. AON, 2013, http://www.aon.com/france/produitset-services/risques/pdf/Privacy-Update-Cyber.pdf.
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incentives (or disincentives) of the process of assigning liability can lead to
companies to invest less time and fewer resources in managing cyber risk.
Combating this moral hazard risk requires insurance providers to contribute to the management of cyber risk by promoting awareness, encouraging
improved standards, identifying best practices and by providing incentives
for risk reduction. The process of underwriting insurance policies provides
several opportunities for insurance providers to promote better cybersecurity practices:
•

When determining the appropriate amount of coverage, prospective policyholders must identify and quantify the risks that they
face, providing an opportunity for insurers to help companies
understand potential vulnerabilities and educate company leaders
on threats.358

•

An assessment of risk management and security practices is a key
component of the underwriting process, offering an opportunity
for insurance providers to recommend preventative measures that
could be taken and educate company leaders on best practices.359

•

The pricing of risk provides natural incentives to companies to
reduce their cyber risk in order to secure reductions in future
premiums.360

Advocates of cyber-related insurance point to the virtuous cycle that
can develop when insurance providers take these opportunities in the
underwriting process to promote more robust cybersecurity practices.
Proponents imagine that eager prospective policyholders will strive to
meet the standards set by insurance providers in order to secure coverage.
As companies adopt cybersecurity best practices, they become less risky
to insure. As the overall market becomes less risky, insurers may become
more comfortable underwriting policies to cover more expansive risks,
attracting more potential policyholders and continuing the cycle.
358 OECD. Supporting an Effective Cyber Insurance Market: OECD Report for the G7 Presidency. May
2017, https://www.oecd.org/daf/fin/insurance/Supporting-an-effective-cyber-insurance-market.
pdf.
359 Ibid.
360 Ibid.
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Tapping into the expertise of insurance inspectors and leveraging the
incentives of insurance providers to identify, price, diversify and reduce
risk appears to be an attractive way to encourage companies to adopt
robust cybersecurity practices and an alternative to government imposed
standards. However, there is little evidence that insurance companies are
actually motivating better cybersecurity practices through any of these
means. With little evidence that companies are acting on their own to
implement basic cyber hygiene practices (something that is explored in
depth in Section 9 and illustrated in the Sony case) it appears that insurers
would have a lot of work to do to help companies address even the most
basic cyber risks.
For insurance to have a significant impact on cyber risk reduction,
insurance providers must address the key challenges constraining the
cyber-related insurance market and take consequential steps to reduce the
risk of moral hazard. Only when a material level of coverage is offered to
a large share of at-risk companies that have adopted robust cybersecurity
practices will cyber-related insurance begin to serve as an effective way to
spread cyber risk.
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8. Preventing Risk:
Product Liability Law
Beyond the options already presented to directly mitigate and spread risk,
it is also possible to try and prevent risk through cybersecurity product
liability law. By clearly establishing who is liable for cybersecurity failures in products, a product liability law regime for cybersecurity could
put legal pressure on companies to act more cautiously and responsibly
vis-à-vis cybersecurity and could give consumers a more direct path for
legal recourse. This section will explore the following key questions: What
is product liability law and how has it evolved in the modern era? What
impact would product liability law have had on the cases studied in this
report? What features should a potential cybersecurity product liability law
include?

8.1

Evolution of Modern
Product Liability Law

Product liability is the “liability of any or all parties along the chain of
manufacture of any product for damage caused by that product.”361 Product
liability law is rooted in a long history and tradition, but modern product liability law in the U.S. dates to the early 20th century. Historically, an
important component of product liability law was the doctrine of privity
of contract, which essentially meant that consumers who were injured by
a product were only able to seek legal recourse against those with whom
they had entered into a contractual relationship.362 This typically meant that
consumers could only bring a claim against the “retailer but not the manufacturer” because consumers usually made purchases through retailers as
opposed to having a direct relationship with the product manufacturer.363

361 Cornell Law School. Legal Information Institute. “Products Liability: Overview.” Legal Information
Institute, No Date, https://www.law.cornell.edu/wex/products_liability.
362 The Hanover Insurance Group. “Introduction to Product Liability Law.” Hanover Risk Solutions,
2003, https://www.hanover.com/linec/docs/171-1748.pdf.
363 Ibid.

100

Incentivizing Comprehensive Cybersecurity Solutions by Matching Accountability to Capability

Privity of contract as a condition for liability claims was effectively “abolished” with the case MacPherson v. Buick Motor Co., 217 N.Y. 382 (1916).364
This case is “widely seen as the start of ‘modern’ product liability law.”365
The next major development was the “adoption of strict liability in tort for
product liability by the California Supreme Court” in Greenman v. Yuba
Power Products, Inc., 59 Cal. 2d 57 [1963].366 Strict product liability means
that the “product manufacture and seller [can be held] responsible for all
defective products that unreasonably threaten the personal safety of a consumer or the consumer’s property, without regards to fault.”367 This is the
prevailing product liability theory in the U.S. today.368

8.2

Product Liability Law in
the Cyber Context

In the same way that product liability law has sought to assign liability
for product defects to manufacturers of products like cars, home appliances, food and pharmaceuticals, product liability law could potentially be
extended into the cybersecurity context to protect the interests of consumers. Traditionally the application of product liability law has focused on
promoting physical security and preventing physical harm to consumers.
However, as the Sony, Target and NHS cases illustrate, the negative impacts
of cybersecurity failures (e.g. stolen data, damaged computer systems, business disruption) can be significant and may deserve the same kind of legal
incentives provided by product liability law to encourage product manufacturers to address cyber risk.

364 Ibid.
365 Ibid.
366 Ibid.
367 Ibid.
368 Ibid.
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8.3

Cybersecurity Product Liability
Law: What Should It Include?

It is not possible to expect products or services to provide perfect cybersecurity. Given the pace of technological change and the cybersecurity
threat landscape, it is unrealistic to expect companies to prevent every
attack, especially when well-resourced, persistent adversaries are involved.
An approach to applying product liability law in the cyber context that
accounts for this fact could seek to potentially hold companies liable for
products based on the quality of their development process and the inclusion of features that can decrease cybersecurity risk rather than simply on
the initial product specifications alone. For example, a company should
have the means to identify vulnerabilities, respond to vulnerabilities and
update software and patch vulnerabilities in a timely, responsible manner.
Cybersecurity product liability law may be able to help clarify liability and
incentivize preventative action in many scenarios, including:


A data breach at a cloud service provider



A vulnerability in enterprise software is exploited (like in the NHS
case)



A company hires a third-party vendor to provide cybersecurity
products and services but suffers a cyber incident (like in the Target
case)

8.4

Implication of Product Liability Law
for Sony, Target and NHS Cases

The power of product liability law to clarify and incentivize liable parties
can be seen in the Sony, Target and NHS cases, but particularly the NHS
case. Applying hypothetical product liability law requirements to these
cases will help show how product liability could make a difference in the
future.
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•

Sony Pictures: In the case of Sony, product liability law could have
clarified the liability of vendors providing products and services to
Sony such as its ISP and any antivirus and anti-malware software
providers. Clarifying which parties were liable for damages could
have incentivized more thoughtful and robust security procedures
to prevent or mitigate this type of event. More specifically, if
product liability law clearly stated that ISPs were liable for damages
incurred by customers using their service by accessing known,
malicious IP addresses, then ISPs would likely have taken more
direct action to prevent Sony from connecting to a malicious IP
address.

•

Target: Product liability law could have clarified the liability of
vendors providing products and services to Target as well as the
liability of Target in its provision of products and services to its own
customers. With a clearer delineation of liability, Target’s vendors
or Target itself may have been incentivized to adopt more robust
cybersecurity practices.

•

NHS: In a case that hinged on a Microsoft software vulnerability,
product liability law could have had a significant impact in clarifying liability and incentivizing actions. As an enterprise software
provider, should Microsoft be held liable for the defect? Could
product liability laws have encouraged Microsoft to do more to
incentivize NHS and other users of outdated software to upgrade?

These cases show that clear assignment of liability through product liability law could potentially have helped incentivize action to prevent or
mitigate the outcomes experienced. There is room for debate in each case
as to exactly which companies should be held liable by law, but establishing liability could create a direct legal incentive to improve cybersecurity
practices.
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8.5

Shortcomings: Why
Cybersecurity Product Liability
Law Might Not Work

While product liability law has been able to change behavior in the past
and in different contexts, there are some aspects of this option that could
make it suboptimal for addressing cybersecurity.
To put forth product liability law as a solution and means to incentivize
better corporate behavior assumes that individuals will be willing and able
to seek legal recourse for cyber-related harms. For this to be a realistic
path to recourse, sufficient numbers of consumers need to be organized,
motivated and willing to participate in potentially long, costly lawsuits.
However, individuals are unlikely to sue unless the potential damages and
the likelihood of success justify the cost of litigation. Thus, the most likely
vector for a product liability lawsuit would be class action suits. Mandatory
arbitration clauses in many software user agreements may further limit the
ability for many individuals to pursue legal recourse.
Further complicating the application of product liability law in the cyber
context is uncertainty about the standards to which cyber product or service providers should be held and whether multiple failures by all parties in
the networked environment relieve some parties from liability. For example, a hypothetical product or service provider to Sony in 2014 is likely to
argue that off-the-shelf products or services should not be found at fault
when the adversary is a well-resourced, persistent state actor. Similarly,
the anti-malware product used by Fazio Mechanical was a highly-rated,
respected consumer product. However, it was never designed for use by
commercial entities. Should the anti-malware provider be liable for an
un-advertised use of its product? Even if Fazio Mechanical had upgraded
to the commercial version of the anti-malware, should the anti-malware
provider be held responsible for poor cybersecurity practices at Target? As
the Sony, Target and NHS cases illustrate, pointing to the critical failure in
a series of lapses or mistakes is often difficult.
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Another issue is whether cyber-related issues could be treated as product
liability cases under current law. A representative for a consumer whose
data was stolen would likely argue that the primary problem lies with the
product or service because as a result of poor development, design, or
security, the company in question effectively put a big sign on consumer
data saying “please steal me.” Under the current understanding of product
liability law however, the intervention of a third party (e.g. a hacker) may
render whether a company provided a bad product or service a secondary
issue. Which argument is legally compelling is unclear. The role of a third
party in the cyber context could make a plaintiff ’s ability to successfully
pursue a product liability lawsuit more difficult.
Further, strict liability under current legal interpretation only applies to
products, not services. Software, particularly in the commercial arena, can
frequently be characterized as a service rather than a product or a hybrid
combination of product and service. Thus, applying product liability law in
the cyber context may necessitate the reclassification of software as a product for legal purposes through court decision or legislation.
Finally, software user agreements typically include binding arbitration
clauses and limits on liability. Sometimes these user agreements are negotiated agreements but more commonly they are click-through agreements.
The user agreements typically contain what are believed (at least by the
companies preparing the user agreements) to be binding limitations on
liability. Legal professionals and policymakers will have to decide whether
it is realistic to assume that because a company requires users to blithely
click-through terms of use that those users have absolutely no claim when
their personal data may be stolen in the future. To ensure potency of product liability law in cybersecurity, there must be a means to manage these
types of terms in user agreements such that arbitration is not the only
option available and liability cannot simply be waved away with a single
click.
Because these cases do not neatly fall into traditional concepts of product
liability law, they could ultimately require a new framework, potentially
through legislation, to address the lack of clarity. In the meantime, how
courts apply both product liability law and address issues of fiduciary duty
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in the case of Equifax will likely set important precedents for cyber-related
lawsuits.

8.6

Equifax: Future Impact of
Class-Action Lawsuits?

In September 2017, Equifax, a US-based credit reporting firm, experienced
a data breach that resulted in the theft of personal information from over
145 million Americans.369 The data stolen has already been used in fraudulent activity such as “apply[ing] for mortgages, credit cards and student
loans and tapping into bank debit accounts, filing insurance claims and
racking up substantial debts.”370 In the aftermath of the theft, Equifax has
now become the subject of a national class-action lawsuit filed on behalf of
consumers. The suit, Allen et al v. Equifax, “alleges violations of federal and
state laws and cites claims by more than 50 individual plaintiffs,” from all
50 states, “whose information was hacked that significant financial damage
already is occurring.”371
The primary allegation of the suit is that Equifax failed “in its legal responsibilities to protect consumers’ confidential data.”372 According to the suit,
Equifax allegedly “failed to take steps to upgrade its security protocols,
such as installing a remedial patch provided by a software maker, and then
delayed informing consumers about the breach, thereby preventing them
from taking steps to minimize the damage.”373 The suit includes several
specific instances that suggest negligence on the part of Equifax such as:
“In April 2017, […] cyber-risk analysis firm Cyence rated the probability
of a security breach at Equifax at 50 percent in the next 12 months. Credit
analytics firm FICO gave Equifax low marks on data protection: an enterprise security score around 550 on a scale of 300 to 850. In 2014, Equifax
369 Harney, Kenneth. “Data breach at Equifax prompts a national class-action suit.” The Washington
Post, 22 Nov. 2017, https://www.washingtonpost.com/realestate/data-breach-at-equifax-promptsa-national-class-action-suit/2017/11/20/28654778-ce19-11e7-a1a3-0d1e45a6de3d_story.
html?utm_term=.3e7f619a1762.
370 Ibid.
371 Ibid.
372 Ibid.
373 Ibid.
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“left private encryption keys on its server,” potentially allowing hackers to
decrypt sensitive data […].”374
Did Equifax leadership violate their fiduciary duty or duty of care (a concept explored in-depth in Section 6) by not taking sufficient action to
bolster cybersecurity defenses and protect its consumers? Will plaintiffs
use product liability law arguments to try to hold Equifax accountable? The
outcome of the Equifax case is likely to have a powerful impact in terms
of legal precedent regarding whether the duties of corporate leadership
extend to adequate data protection for consumers and whether product
liability laws can be extended to cover cyber-related events under current interpretations of the law. If the plaintiffs are successful, it will send
a strong signal to all companies about their liabilities as a collector and
holder of consumer data.

374 Ibid.
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9. Tactical Options: Cyber
Hygiene, Red Teaming
and Penetration Testing
The previous three sections explored potential solutions to prevent, directly
reduce, or spread cyber risk. Many of these potential solutions require
significant changes—in mindset, rules, and technology—to be effective in
reducing cyber risk. Even in the best circumstances, such changes cannot
be expected to happen overnight. Given the immediacy of the cybersecurity challenge, what can be done right now to make a difference?
Thankfully, there are known tactical options that address many basic
cybersecurity vulnerabilities by changing behavior and probing the limits
of corporate networks. These options include cyber hygiene regimens,
red teaming and penetration testing. Each option already exists and best
practices for each have been identified.375 It is important to note that none
of these proposals alone would have prevented the intrusions in the Sony,
Target or NHS cases. However, implementing these best practices would
have made the targeted companies and organization significantly harder
targets.
Where the previous three sections focused on what to do to address cyber
risk, the growing acceptance of the tactical options presented in this section as the basic elements of cybersecurity poses two additional questions:
should certain organizations be held accountable when they do not implement these practices? Should these basic practices be mandated?

9.1

Cyber Hygiene

Despite rapid increases in the variety and quality of cybersecurity products available, the reality is that often humans remain the weakest link
in cybersecurity defenses. Even if a company has significantly invested
in its cybersecurity infrastructure, poor user practices can increase the
375 Center for Internet Security. CIS Controls Version 7. March 2018, pp. 8-26, 69-72, https://learn.
cisecurity.org/20-controls-download.
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company’s cyber risk. Are only authorized devices and software on the network? Are software updates being installed? Are strict controls being used
to manage administrate privileges and network access? These are the kinds
of questions that cyber hygiene practices try to answer in order to mitigate
common cybersecurity vulnerabilities due to human-related risks.
Cyber hygiene refers to a series of relatively simple, low-cost cybersecurity
practices that can be implemented to prevent common gaps in security
that could be exploited. While low-cost, cyber hygiene requires broad
implementation across an enterprise including “hardware, software and IT
infrastructure, continuous network monitoring and employee awareness
and training” to be effective.376 Some examples of common cyber hygiene
practices include regularly patching and updating software (an issue in the
NHS case), requiring stronger passwords (an issue in the Sony case) and
two-factor authentication (an issue in the Target case). For perspective, “it
is estimated that roughly 80 percent of exploitable vulnerabilities in cyberspace are the direct result of poor or nonexistent cyber hygiene.”377
Several institutions, such as the Center for Internet Security (CIS), have
published recommended cyber hygiene practices and other guidance is
available through the NIST framework, Payment Card Industry Data Security Standards (PCI DSS) and Federal Risk and Authorization Management
Program (FedRAMP).378 CIS maintains “The CIS Critical Security Controls
for Effective Cyber Defense,” a set of 20 standard security controls freely
available to the public.379 The 20 standard security controls are prioritized,
“starting with the most essential tasks and progressing to more sophisticated techniques.”380 CIS identifies the first 6 controls as cyber hygiene: 381

376 InfoSec Institute. “The Importance of Cyber Hygiene in Cyberspace.” InfoSec Institute, 30
April 2015, http://resources.infosecinstitute.com/the-importance-of-cyber-hygiene-incyberspace/#gref.
377 Dix, Robert. “5 strategies for addressing cybercrime.” GCN, 11 Jan. 2017, https://gcn.com/
articles/2017/01/11/strategies-addressing-cybercrime.aspx.
378 Sager, Tony. “Developing a Culture of Cybersecurity with CIS Controls.” Center for Internet Security,
https://www.cisecurity.org/developing-a-culture-of-cybersecurity-with-the-cis-controls/.
379 Ibid.
380 Ibid.
381 Center for Internet Security, CIS Controls Version 7, March 2018, p. 5, https://learn.cisecurity.
org/20-controls-download.
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Source: CIS Controls Version 7 382

9.2

Penetration Testing
and Red Teaming

Penetration testing and red teaming are the practice of actively trying to
simulate an attempted cyberattack to expose existing vulnerabilities so
that they can be addressed before a malicious actor seeks to use them.
Penetration testing and red teaming appear as number 20 on the list of
CIS Controls.383 While penetration testing and red teaming are similar
in the goals they are trying to achieve, there are specific nuances to their
execution.
CIS explains the penetration testing process as “[starting] from the identification and assessment of vulnerabilities that can be identified in the
enterprise,” then “designing and executing tests that demonstrate specifically how an adversary” could “subvert the organization’s security […]” or

382 Ibid.
383 Sager, Tony. “Developing a Culture of Cybersecurity with CIS Controls.” Center for Internet Security,
https://www.cisecurity.org/developing-a-culture-of-cybersecurity-with-the-cis-controls/.

110

Incentivizing Comprehensive Cybersecurity Solutions by Matching Accountability to Capability

meet “specific adversarial objectives.”384 In other words, penetration testing
involves “testing to find as many vulnerabilities and configuration issues as
possible in the time allotted, and exploiting those vulnerabilities to determine the risk of the vulnerability.”385
In Red Team: How to Succeed by Thinking Like the Enemy, Micah Zenko
defines red teaming as “a structured process that seeks to better understand
the interests, intentions and capabilities of an institution—or a potential
competitor—through simulations, vulnerability probes and alternative
analyses.”386 Red teaming has been adopted across a variety of industries
and in the government as a way of seeking out contrarian views and finding potential blind-spots.387
In the cyber context, red teaming encourages team members to think
and act like hackers in order to test an organization’s cybersecurity capabilities.388 According to CIS, “Red Team exercises take a comprehensive
approach at the full spectrum of organization policies, processes and
defenses in order to improve organizational readiness, improve training for
defensive practitioners and inspect current performance levels.”389 Cybersecurity vendor Rapid7 further explains that rather than finding “as many
vulnerabilities as possible,” the goal of red teaming in the context of cybersecurity “is to test the organization’s detection and response capabilities”
and is usually a more involved process, taking “3-4 weeks or longer” compared to 1-2 weeks for penetration testing.390
Together, penetration testing and red teaming can help organizations keep
up with persistent adversaries in a rapidly changing threat environment by

384 Center for Internet Security, CIS Controls Version 7, March 2018, p. 69, https://learn.cisecurity.
org/20-controls-download.
385 Hayes, Kirk. “Penetration Test vs. Red Team Assessment: The Age Old Debate of Pirates vs. Ninjas
Continues.” Rapid7 Blog, 23 June 2016, https://blog.rapid7.com/2016/06/23/penetration-testingvs-red-teaming-the-age-old-debate-of-pirates-vs-ninja-continues/.
386 Zenko, Micah. Red Team: How to Succeed by Thinking Like the Enemy. Basic Books, 2015. p. xi.
387 Ibid.
388 Center for Internet Security, CIS Controls Version 7, March 2018, p. 69, https://learn.cisecurity.
org/20-controls-download.
389 Ibid.
390 Hayes, Kirk. “Penetration Test vs. Red Team Assessment: The Age Old Debate of Pirates vs. Ninjas
Continues.” Rapid7 Blog, 23 June 2016, https://blog.rapid7.com/2016/06/23/penetration-testingvs-red-teaming-the-age-old-debate-of-pirates-vs-ninja-continues/.
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constantly probing for vulnerabilities, gaps in security and organizational
blind-spots.

9.3

Implementation Challenges: Why
Isn’t This Happening Already?

Despite the low cost and relative ease of implementation of cyber hygiene,
many in the private sector continue to fail to sufficiently invest in these
measures. Why are these known tactics not universally adopted and
implemented?
Underinvestment can partially be attributed to lack of awareness and
personal bias.391 In a recent Harvard Business Review article, Alex Blau
investigates the behavioral economics at play when executives choose to
underinvest in cybersecurity.392 Blau argues that one aspect of the issue
is that some executives are operating from mental models that suggest
cybersecurity is a “finite problem” rather than an “ongoing process.”393 If an
executive views cybersecurity as a finite problem, then the obvious solution could be to invest in new technology, fortify defenses and “check the
box”.394 However, in reality cybersecurity is much more of a process than a
finite purchase of equipment or products.395 It is dependent on continuous
vigilant cyber hygiene practices to manage the human element of networks
as well as penetration testing and red teaming to regularly probe network
capabilities and vulnerabilities.396

391 Blau, Alex. “The Behavior Economics of Why Executives Underinvest in Cybersecurity.” Harvard
Business Review, 7 June 2017, https://hbr.org/2017/06/the-behavioral-economics-of-whyexecutives-underinvest-in-cybersecurity.
392 Ibid.
393 Ibid.
394 Ibid.
395 Ibid.
396 Ibid.
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9.4

Implications for Sony, Target
and NHS Case Studies

Cyber hygiene is a powerful tool that is readily available, but what does it
look like in practice? Applying basic cyber hygiene practices to the Sony,
Target and NHS cases can help illuminate how cyber hygiene might have
made a difference in the outcome of each case.
•

Sony Pictures: Cyber hygiene would not have necessarily stopped
the North Korean cyberattack on Sony, but these practices could
have potentially mitigated the damage. By making the attack more
difficult for North Korea to execute, Sony might have had more
time or more opportunities to notice the unusual activity on its
network. For example, having a more formal structure for managing passwords and network access could have prevented or at least
made it more challenging for North Korea to gather user credentials and escalate privileges. At the time, Sony had a spreadsheet
titled “Passwords” that contained usernames and passwords on its
network.397 Following the cyber hygiene best practice of deleting
data that is no longer needed could have prevented the theft of
social security numbers of former employees.

•

Target: Target may have been better protected if it had implemented
common cyber hygiene tactics like network segmentation,
password and network access management and two-factor authentication. In this case, hackers were able to access Target’s networks
by compromising the portal used by Fazio Mechanical, one of Target’s third-party HVAC and refrigeration contractors.398 Had Target
required Fazio Mechanical to have two-factor authentication to
access the Target supplier portal, it would have made it harder for
hackers to gain access using stolen credentials.399 Stronger password
and network access management could have led to more careful
and thoughtful distribution of access to the Target network. Target

397 Curtis, Sophie. “Sony saved thousands of passwords in a folder named ‘Password’.” The Telegraph,
5 Dec. 2014, http://www.telegraph.co.uk/technology/sony/11274727/Sony-saved-thousands-ofpasswords-in-a-folder-named-Password.html.
398 “Target data breach timeline.” Star Tribune, 26 March 2014, http://www.startribune.com/targetdata-breach-timeline/252562691/.
399 Ibid.
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should have thought carefully about whether it was necessary or
wise to allow third-party contractors to have the level of access
that they enjoyed to the Target network. Finally, even if third-party
contractors must have access, network segmentation to put barriers
between different assets and data sets could have limited the extent
of the data theft. Customer credit card data, for example, should
have been stored in a network segment that was not accessible to
unrelated third-party contractors.
•

NHS: Perhaps no case speaks to the necessity of basic cyber hygiene
better than NHS. The importance of updating and applying critical
patches to software is a basic tenet of cyber hygiene. By relying
on outdated and unpatched operating systems and ignoring
alerts to apply a critical software patch, NHS hospitals and clinics
were vulnerable to severe disruption.400 Had NHS followed cyber
hygiene principles and adopted modern operating system software,
increased cybersecurity awareness and training to ensure users
understood the need for software updates and responsible patching,
and considered implementing automatic software updates, the
damage from the WannaCry attack could potentially have been
mitigated.401

These three cases alone show the potential impact of adopting basic cyber
hygiene practices and how known, relatively simple tactics could have been
implemented to prevent or significantly reduce the damage from cyberattacks. In each case, red teaming or penetration testing may have been
effective at exposing the exact vulnerabilities that hackers exploited.

400 U.K. Department of Health. National Audit Office. Report by the Comptroller and Auditor
General. Investigation: WannaCry cyberattack and the NHS. October 2017, https://www.nao.org.uk/
wp-content/uploads/2017/10/Investigation-WannaCry-cyber-attack-and-the-NHS.pdf.
401 Ibid.
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9.5

Should Cyber Hygiene, Red
Teaming and Penetration
Testing Be Mandated?

In the authors’ interviews with government officials and cybersecurity experts, a common question was posed: If accessible and effective
cyber hygiene practices are known but the private sector is not currently
sufficiently incentivized to implement them, should these practices be
mandated to ensure adoption?
Many of those interviewed by the authors supported some form of a cyber
hygiene mandate as a necessary step to ensure more rapid and universal
adoption of cyber hygiene practices. While many of the cybersecurity
industry executives could be expected to support measures that would
increase business opportunities for them, support for a mandate seems to
be growing among other parties as well. There is evidence of new appetite
at the state and federal level for broader use of cyber hygiene tactics as a
means of defense.402 For example, in February 2016, then-California Attorney General Kamala Harris released a report that effectively endorsed CIS’s
20 controls stating:
“The 20 controls in [CIS’s] Critical Security Controls identify a
minimum level of information security that all organizations that
collect or maintain personal information should meet. The failure to
implement all Controls that apply to an organization’s environment
constitutes a lack of reasonable security.”403
In June 2017, House and Senate bills promoting cyber hygiene were introduced.404 The bills task NIST along with the Department of Homeland
Security and Federal Trade Commission, to identify a streamlined set
of cyber hygiene guidelines for use by the public and business.405 These
402 Harris, Kamala. California Department of Justice. California Data Breach Report. February 2016, p.
v., https://oag.ca.gov/sites/all/files/agweb/pdfs/dbr/2016-data-breach-report.pdf.
403 Ibid.
404 Waterman, Shaun. “Bipartisan bill tells NIST to develop ‘cyber-hygiene’ guide for public,
businesses.” CyberScoop, 30 June 2017, https://www.cyberscoop.com/bipartisan-bill-tells-nistdevelop-cyber-hygiene-guide-public-businesses/.
405 Ibid.

Belfer Center for Science and International Affairs | Harvard Kennedy School

115

proposals have received substantial criticism from industry, which has
argued that the bills are redundant and that best practices are already
known, like the CIS 20 controls.406
Even though these bills have achieved little traction, they point to an
acknowledgement by lawmakers that cyber hygiene is important and
may require legislative action to properly incentivize implementation.
The broad impact and public outcry stemming from recent high profile
cases like the 2017 Equifax data breach may be the necessary impetus for
renewed interest in cyber hygiene legislation.407

406 Ibid.
407 Gressin, Seena. US Federal Trade Commission. ”The Equifax Data Breach: What to Do.” US Federal
Trade Commission, 8 Sep. 2017, https://www.consumer.ftc.gov/blog/2017/09/equifax-databreach-what-do.
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10. Incentivizing Cybersecurity
Without Stifling Innovation
Regulating a complex, rapidly evolving new technology is hard. A concern
the authors heard repeatedly during interviews with business leaders was
that government involvement and regulation risked “stifling innovation.”
Executives were worried that meeting the demands imposed by cyber regulations or standards could slow down the product development process,
increase costs and cause firms to lose market share to rivals.
A 2016 survey conducted by The Economist found that “45 percent of top
corporate managers (i.e., CEOs, CFOs and COOs) asserted that cyberattacks and efforts to mitigate them impede their product launches.” 408
However, only “20 percent of top IT security professionals (CIOs and
CISOs) felt this was true,” reflecting diverging perceptions of the impact
of practices to improve security on business performance and innovation
between corporate managers and IT professionals.409
This survey shows that in the midst of diverging opinions, it can be difficult
to determine what is reality. What would the impact of regulation be on
a fast-moving, technology-based industry? Does regulation stifle innovation? In this section, the authors look to history and academic research for
insight as to what the expected impact of cybersecurity regulation on innovation could be.

10.1 Turning to History: The
Seatbelt Debate
The argument that regulation will stifle innovation and should be avoided
or approached with a light touch is one that has been made by the business community repeatedly over the course of recent history. Some safety

408 Barth, Bradley. “Innovation versus cybersecurity: survival hangs in the balance.” The Cybersecurity
Source, 31 May 2017, https://www.scmagazine.com/innovation-versus-cybersecurity-survivalhangs-in-the-balance/printarticle/665348/.
409 Ibid.
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measures that we now take for granted, like seatbelts in cars, were once a
topic of heated debate and controversy.
In the buildup to the passage of the National Traffic and Motor Vehicle
Safety Act, major U.S. auto makers argued that “the public would not wear
seatbelts, and that making them mandatory would ruin the styling of
their vehicles and reduce sales” and “Americans were not ready for seatbelts and would resent having something they did not want, and the costs
for it, imposed upon them.”410 Henry Ford II went so far as to say “we’ll
have to close down” in response to the new requirements.411 Contrary to
industry warnings, the imposition of seatbelt requirements “[…] did not
cause a reduction in sales nor make people fear automobile use […] auto
makers did not experience a decline in sales as a result of this legislation.”412
Instead, attitudes shifted and safety became a key point of differentiation
for auto makers, encouraging even more safety innovation. As a result of
the policy change, seatbelts have been responsible for saving approximately
345,000 lives since 1975.413
The seatbelt example both warns policymakers to take industry warnings
about the dangers of common-sense regulation with some degree of historical skepticism and demonstrates that regulation can help spur creativity
and new features. Regulators should certainly not use this as a license to
over regulate, but should consider the role that rule-making, standard-setting and regulations can play in improving consumer and public safety.
After all, if policymakers had heeded Ford’s warning, how many of the lives
saved by seatbelts would have been lost?

410 Brown, Betty, Macnabb, Michael J. and Waters, Wendy. New Directors Road Safety Institute and
Insurance Corporation of British Columbia. “A Half Century of Attempts to Re-Solve Vehicle
Occupant Safety: Understanding Seatbelt and Airbag Technology.” 1998, p. 1338, https://www.nrd.
nhtsa.dot.gov/pdf/esv/esv16/98S6W24.pdf.
411 Lubetsky, Jessica. “Industry Opposition to Government Regulation.” The Pew Environment Group,
Oct. 2010, http://www.pewtrusts.org/~/media/assets/2011/03/industry-clean-energy-factsheet.
pdf.
412 Brown, Betty, Macnabb, Michael J. and Waters, Wendy. New Directors Road Safety Institute and
Insurance Corporation of British Columbia. “A Half Century of Attempts to Re-Solve Vehicle
Occupant Safety: Understanding Seatbelt and Airbag Technology.” 1998, p. 1338, https://www.nrd.
nhtsa.dot.gov/pdf/esv/esv16/98S6W24.pdf.
413 US Department of Transportation. National Highway Traffic Safety Administration. “Seat belt use
in U.S. reaches historic 90 percent.” National Highway Traffic Safety Administration, 21 Nov. 2016,
https://www.nhtsa.gov/press-releases/seat-belt-use-us-reaches-historic-90-percent.
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10.2 Academic Research: Learning from
Other Highly-Regulated Industries
There is currently limited academic research about the impact of regulation on innovation in the cybersecurity context. However, there is a larger
body of research that has studied the impact of regulation on innovation in
industries such as manufacturing, automobiles, chemicals, healthcare and
finance. Academic research in these industries suggests that the impact of
regulation on innovation is not clearly negative or positive, but rather is
very dependent on the company, industry and individual case.414
How do we define innovation? Economist Joseph Schumpeter, author
of the ‘creative destruction’ theory of capitalism, defines innovation as
the “commercially successful application of an idea.”415 One high-level,
multi-industry historical review of the impact of regulation on innovation
in the U.S. identifies two types of innovation: circumventive innovation
and compliance innovation.416
Circumventive innovation “occurs when the scope of the regulation is
narrow and the resulting innovation allows the firms to escape the regulatory constraints.”417 In contrast, compliance innovation “occurs when
the scope of the regulation is broad and the resulting innovations remain
within the scope of the regulations.”418 The innovation that occurs in either
case can be classified as incremental or as radical.419 Incremental innovation occurs when “minor improvements” are made to “existing products
and processes,” while radical innovation involves outright “[replacing]
existing products or processes.”420

414 Blind, Knut. “The Impact of Regulation on Innovation: Compendium of Evidence on the
Effectiveness of Innovation Policy Intervention.” University of Manchester, Manchester Institute of
Innovation Research, January 2012.
415 Stewart, Luke. “The Impact of Regulation on Innovation in the United States: A Cross-Industry
Literature Review.” Information Technology & Innovation Foundation, June 2010, p. 1, https://www.
itif.org/files/2011-impact-regulation-innovation.pdf.
416 Ibid, p. 2.
417 Ibid, p. 2.
418 Ibid, p. 2.
419 Ibid, p. 2.
420 Ibid, p. 2.
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The review’s author, economic analyst Luke Stewart, suggests that “regulation that does not require innovation for compliance will generally stifle
innovation. […] For regulation that does require compliance innovation,
the impact on innovation is nuanced.”421 Stewart suggests that “regulations
that are most effective at stimulating innovation will tend to require compliance innovation and, and the same time, will minimize the compliance
burden and mitigate the risks of producing ‘dud’ inventions,” as illustrated
in the graphic below.422

Source: Stewart, Luke A., “The Impact of Regulation on Innovation in the United States: A
Cross-Industry Literature Review” 423

10.3 Lessons for Regulating
Without Stifling Innovation
Though the overall impact of regulation is mixed in Stewart’s assessment,
there are some general lessons that can be drawn from the historical performance of regulated companies. In Stewart’s view, regulations that seek to
do the following tend to be the most successful in not stifling innovation424:

421 Ibid, p. 23.
422 Ibid, p. 3.
423 Ibid, p. 3.
424 Ibid, p. 3.
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•

Incorporate Flexibility: Flexibility in regulation is key to allow “the
firm and the market to decide the optimal path to implementation.”425 If one assumes that the firm is a “more effective decision
maker than the regulator,” then this is a good attribute.426 For this
reason, “incentives-based regulations” and performance standards
are generally preferred over “command-and-control regulations”
and technical standards.427 “Incentives-based regulations make a
particular behavior more profitable,” allowing the firm to “weigh
the regulatory incentives” against the “market incentives” to make
business decisions.428 According to Stewart, “the greater flexibility
afforded by incentives-based regulation can minimize the compliance burden for the industry as a whole.”429 Similarly, performance
standards put more decision-making flexibility in the hands of the
firm by “[setting] a benchmark for the performance of the product
or process” rather than a specific technical standard.430

•

Promote Complete Market Information: Stewart’s analysis suggests
that the government should leverage its influence to reduce “information asymmetry in the market.”431 As a general principal, “more
complete information aids innovation.”432 Regulation to promote
more complete information and correct information asymmetry
typically attempts to provide information to a party that otherwise
would have limited access.433 While not always the case, this type of
regulation is intended to benefit consumers, who otherwise might
not have full information about products or services.434 For example, the Food and Drug Administration (FDA) certifies the safety
of different products, providing valuable information to consumers
who otherwise do not have the resources or capability to determine

425 Ibid, p. 23.
426 Ibid, p. 5.
427 Ibid, p. 5.
428 Ibid, p. 5.
429 Ibid, p. 5.
430 Ibid, p. 5.
431 Ibid, p. 23.
432 Ibid, p. 6.
433 Ibid, p. 6.
434 Ibid, p. 6.
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the safety of products on their own.435 However, such a process can
introduce uncertainty for producers who will naturally wonder
how, when and if a product will be approved.436 If the process is
too cumbersome, opaque, or complex, efforts to promote market
information could also result in compliance burden, negatively
impacting innovation.437
•

Leverage Stringency for Compliance Innovation: Stewart defines
stringency as “the degree of change required for compliance
innovation or of the change in ‘essential’ compliance burden of
the regulation […].”438 Stewart’s historical analysis suggests that by
creating stringent regulations, a regulator encourages compliance
innovation and stands a better chance of encouraging innovation.439
The full scope of the stringency can be imposed gradually, with
more incremental impact, or all at once, with a more radical
impact on innovation.440 Stewart suggests that regulators need
to be conscious of the trade-offs between stringency, timeline of
implementation and compliance burden and mindful not to veer
into innovation stifling actions.

10.4 Challenges of Regulating
in the Cyber Context
It is important to remember, as demonstrated in the seatbelt example, that
if designed carefully, regulations can encourage innovation, potentially
providing a competitive advantage and first-mover advantage to certain
industry players. In the 1990s, Harvard Business School professor Michael
Porter drew significant attention with an alternative take on environmental
regulation.441 Porter argued that “social regulations […] not only induce
innovation but also often enhance the competitiveness of the regulated
435 Ibid, p. 6.
436 Ibid, p. 6.
437 Ibid, p. 6.
438 Ibid, p. 4.
439 Ibid, p. 4.
440 Ibid, p. 4.
441 Ibid, p. 8.
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firms” and “early regulation that spurs compliance innovation can provide
the regulated industry with a first-mover advantage, thereby capturing
market share from competitors […].”442 Porter and his co-author Claas van
der Linde further argue that:
If environmental standards are to foster the innovation offsets that
arise from new technologies and approaches to production, they
should adhere to three principles. First, they must create the maximum opportunity for innovation, leaving the approach to innovation
to industry and not the standard-setting agency. Second, regulations
should foster continuous improvement, rather than locking in any
particular technology. Third, the regulatory process should leave as
little room as possible for uncertainty at every stage.443
Using the same logic, improved cybersecurity in products and services
could potentially be a strategic advantage relative to other competitors in
the market if smartly designed to adhere to Porter’s criteria.
There are, however, difficult realities of the innovation race in the cyber
context. There is significant competition to be the first to market with a
new product to take advantage of network effects444. There is also competition for the type of engineers and software developers that can keep pace
with talented hackers. As one cybersecurity company put it; “today, intense
pressure is placed on organizations to stay on top of new technology
without slowing daily operations […] as rapid implementations of these
technologies continue, security measures and risks that tend to cause vulnerabilities in the IT environment are overlooked.”445 It is understandable
in this competitive environment that technology-focused businesses would
be reluctant to support anything that might risk stifling innovation.
442 Ibid, p. 8.
443 Porter, Michael E. and van der Linde, Claas. “Toward a New Conception of the EnvironmentCompetitiveness Relationship.” Journal of Economic Perspectives, Volume 9, Number 4, Fall 1995, p.
110.
444 A network effect (also known as a network externality) exists when a product’s value to the user
increases as the number of users of the product grows. In cybersecurity, the more users protection
software has, the more threats the software sees and (presumably) can learn to protect against,
increasing its value to the user. Source: “Definition of Network Effect.” Financial Times, http://
lexicon.ft.com/Term?term=network-effect.
445 SentinelOne. “PRACTICE THESE 10 BASIC CYBER HYGIENE TIPS FOR RISK MITIGATION.”
SentinelOne, 4 May 2017, https://www.sentinelone.com/blog/practice-these-10-basic-cyberhygiene-tips-for-risk-mitigation/.
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An MIT Sloan School of Management study titled “Trade-offs between digital innovation and cyber-security,” provides some insight into the practical
realities of what increased cybersecurity means for innovation. The study
surveyed a set of 54 participants (identified through distribution of surveys
through professional and academic networks) on several topics about the
“relationship between the technology-enabled innovations and cyber-security concerns.”446 Though the sample size is relatively small, the survey still
presents some interesting trends for consideration.
The survey specifically asked the respondents about the impact of cybersecurity on innovation, posing questions about the percentage of projects
“delayed due to cybersecurity,” “cancelled due to cybersecurity,” and projects “where scope was reduced due to cybersecurity concerns.”447 Based on
the survey results, “the majority of the negative impact on projects comes
from delays and scope changes […] and very few related to actual cancellations.”448 This finding highlights the fact that regulation will have to manage
the inherent tension between profit-seeking and the need for cybersecurity
as companies attempt to manage the challenges and frustrations of unexpected delays and scope changes.
Crafting regulation in a way that achieves a societal benefit without stifling
innovation is challenging. Regulation that is too impotent risks becoming
a box-checking exercise. Regulation that is too burdensome imposes high
costs on innovators and slows innovation. Evidence suggests that leaning
on the best practices described above can help to develop a new regulatory,
rule-making or standard-setting regime that would not necessarily stifle
innovation and could in fact spur new competition and value creation
through new products. While research indicates that success is not guaranteed, contrary to the beliefs of many business leaders, regulation does not
always diminish innovation and in many cases, can instead have a positive
effect on innovation.

446 Madnick, Stuart and Nelson, Natasha. “Trade-offs between digital innovation and cyber-security.”
MIT Sloan School of Management, March 2017, p. 8, http://web.mit.edu/smadnick/www/wp/201703.pdf.
447 Ibid, p. 16.
448 Ibid, p. 18.
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PART IV: CONCLUSION

11. Evaluating and Benchmarking
Potential Solutions
Evaluating proposed solutions can be a challenge in any context. Evaluating potential fixes to cybersecurity challenges can be even more difficult.
In the Sony, Target and NHS cases there are many cybersecurity issues that
were common but equally as many that were unique to each case. No onesize-fits-all solution could have avoided or mitigated the cyber risk in each
case. Even if a single solution did exist for companies the size of Sony or
Target, its applicability to small and medium sized business and to government entities like the NHS, could limit its effectiveness.
A thorough analytical analysis of each proposed solution would also
require data that was simply not publicly available to the authors. Even if
the data existed, any estimates of the cost or time to implement a solution
are inevitably shaped by the resources and will of the organization implementing it. While Target could afford to hire FireEye as a cybersecurity
service provider, it is unlikely that many SMEs, including Fazio Mechanical, can afford to do the same. While Sony’s leadership may decide to
update its cybersecurity posture and expect that it will be done quickly, it
is unlikely that the NHS has the authority or resources to move nearly as
quickly.
In evaluating the proposals put forward, the authors sought to promote
options that were likely to grow and adapt to changing cyber risk. Recommended solutions sought to leverage the best of behavioral economics
research and carefully designed incentives to encourage sustainable and
productive behavior that would be impactful not only today, but in the
networked environments of the future. Solutions that would be rendered
technologically obsolete by changes in software or hardware have little
value when facing hackers that are constantly searching for new vulnerabilities. In recognition of the current legislative gridlock and the Trump
administration’s focus on deregulation, the authors focused on solutions
Belfer Center for Science and International Affairs | Harvard Kennedy School
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that could be implemented without government involvement, with minor
government involvement (e.g. public-private partnerships) or outside of
the legislative process (e.g. agency rule setting).
As Sony, Target and NHS case studies revealed, all parties in the networked
environment can have an important role to play in addressing cyber risk.
There are many promising government-led and industry-led solutions to
begin to address cyber risk but it is the authors’ belief that only when all
parties are incentivized to work together towards common short, medium
and long-term solutions, will meaningful and sustainable impact be made.
To evaluate the proposed government-led and industry-led solutions, we
analyzed each proposal according to the following criteria:
•

Impact on cybersecurity

•

Time to implement

•

Cost to implement

•

Political feasibility

•

Risk of stifling innovation

•

Historical precedent for action

This analysis was intended to be a preliminary assessment and will require
more detailed cost-benefit analysis by parties seeking to implement any
or all the proposals. For the purposes of benchmarking the proposals, however, the estimations provide a starting point for making useful
comparisons between benefits and tradeoffs. Assessed collectively, the proposals can be grouped into short-, medium- and long-term steps to address
cyber risk.
The assessment of all recommendations can be found in the appendix.
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12. Conclusion
Fundamentally reducing, preventing or spreading cyber risk will not
happen overnight. As the government, industry and technology challenges
standing in the way of reform are gradually overcome, it is unfortunate but
likely that there will be more cases of high profile breaches to join the ranks
of Sony, Target and the NHS.
Recognizing that while cyber risks have evolved quickly but so far governments and industry have not, the authors place critical importance on the
first few steps taken to address cyber risk. Setting a positive foundation
and establishing mechanisms and patterns of public-private cooperation
through small but important steps can help to move all parties closer to
long-term solutions to address cyber risk. Building momentum in the
near-term can also position both policymakers and industry leaders to
take advantage of trends that may remove some of the obstacles preventing
action on long-term solutions to address cyber risk.
However, it is a tired axiom that the first step is always the hardest. To
make the first steps in addressing cyber risk slightly easier for policymakers and business leaders, the authors’ have prepared prioritized guides for
short-term actions. These guides do not pretend to do more than begin to
move leaders in the public and private sectors in the direction of reducing,
spreading and preventing cyber risk.
Following the public and private sector guides, the authors offer recommendations for near-term and long-term steps that policymakers and
private sector leaders should consider to address cyber risk.
Finally, as discussed throughout this paper, cyber risk is constantly evolving and changing. The authors briefly explore four major trends that are
currently shaping or have the potential to shape the discussion on reducing
cyber risk in major ways.
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12.1 What to Prioritize: A
Policymaker’s Guide to Timely
Actions on Cybersecurity
“Never let a good crisis go to waste.”
– Rahm Emmanuel
The 2017 Equifax breach exposed more than 145 million sets of personally
identifiable information to hackers, resulting in lifetimes of consumer risk
and exposure.449 Over 240 individual class-action lawsuits, including a rare
50-state class-action suit, are pending against the company, with potential
damages in the billions of dollars.450, 451
Policymakers should recognize that this event—one in which nearly every
American old enough to have a credit score may have been compromised—could be a foundational catalyst for addressing cyber risk. With
ongoing investigations by the Federal Trade Commission, more than 60
government entities from U.S. state attorneys general, federal agencies
and the British and Canadian governments generating weekly headlines,
the Equifax breach has helped put cyber risk in the public consciousness
in a giant and unprecedented way.452 A wise policymaker could leverage
this window of opportunity to enact the following steps, all of which do
not impose new laws on the free-market, but rather help to organize and
disseminate critical information and educate the market to identify those
organizations that generate the least risk because of their deployment of
best practices.
These steps all involve some form of public-private partnership to succeed.
However, the government is uniquely suited to take an important first step
in each of the proposals. Taken collectively, these steps can help address
449 Gressin, Seena. US Federal Trade Commission. ”The Equifax Data Breach: What to Do.” US Federal
Trade Commission, 8 Sep. 2017, https://www.consumer.ftc.gov/blog/2017/09/equifax-databreach-what-do.
450 Ibid.
451 Swaminatha, Tara. “Equifax now hit with a rare 50-state class-action lawsuit.” CSO, 22 Nov. 2017,
https://www.csoonline.com/article/3238076/data-breach/equifax-now-hit-with-a-rare-50-stateclass-action-lawsuit.html.
452 Swaminatha, Tara. “Equifax now hit with a rare 50-state class-action lawsuit.” CSO, 22 Nov. 2017,
https://www.csoonline.com/article/3238076/data-breach/equifax-now-hit-with-a-rare-50-stateclass-action-lawsuit.html.
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key issues in the short-term while laying the foundation for to build a
robust cybersecurity framework in the medium- to long-term.
1) Add teeth to the SEC’s existing cybersecurity disclosure requirements
by developing a credible enforcement mechanism.

Adding enforcement mechanisms alone will not adequately address cyber
risk but they can empower the SEC to potentially make requirements that
have already been established significantly more meaningful (see Section
6 for an in-depth discussion of the SEC’s history of addressing cyber risk.)
Current SEC enforcement mechanisms that could potentially be adapted
to cybersecurity include monetary penalties and the barring of officers and
directors from holding those positions again.453
2) Aggregate and promote security best practices through expanded
public-private cooperation

Best practices are important because policymakers will likely never be able
to point all companies and organizations to a single set of cybersecurity
standards. With such a wide range of issues and risks across industries,
pointing to a single standard will inevitably be too strict in some cases and
too lax in others. Such a standard, even if achievable and adopted, would
likely prove difficult to make changes to (as some industries resist) and lead
to difficult questions about who has the authority to make those changes. A
standard that cannot keep up with ever-changing cyber threats risks obsolescence. A single standard also runs the risk of enticing companies to treat
it as the upper limit for their efforts; serving as just another regulatory box
to check.
The NIST Cybersecurity Framework, a voluntary framework consisting
of standards, guidelines and best practices to manage cybersecurity-related risk has wide applicability and can serve as the basis for a discussion
between the government and industry about what best practices are

453 Commissioner Aguilar, L. US Securities and Exchange Commission. “Taking a No-Nonsense
Approach to Enforcing the Federal Securities Laws.” US Securities and Exchange Commission, 18
Oct. 2012, https://www.sec.gov/news/speech/2012-spch101812laahtm.
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recommended and what practices should be required.454 NIST alone cannot
fully address cyber risk; the standards would likely not have prevented any
of the attacks addressed in the case studies.
With NIST serving as the floor upon which to build however, government
could seek opportunities to identify and champion industry best practices
as they emerge. Each industry sector can build on the NIST framework,
tailoring specific requirements to their individual needs and circumstances.
Existing government organizations with regular contacts with the private
sector including the Chamber of Commerce, the Consumer Financial Protection Bureau and the Better Business Bureau may be well-positioned to
help publicly identify and spread best practices. Regulators, including the
Securities and Exchange Commission, the Federal Reserve and the Federal
Communication Commission could potentially further incorporate the
task of identifying best practices while crafting regulation.
However, based on performance to date, promoting best practices without
an enforcement mechanism like the SEC’s disclosure requirement discussed above is an incomplete solution.
3) Consider cross-government cybersecurity councils

Consistency and uniformity in regulation and rule setting generally leads
to less industry confusion and more effective societal outcomes. One way
to achieve this consistency in government is by uniting regulators in councils like the Federal Financial Institutions Examination Council (FFIEC).
The FFIEC is a government interagency body composed of five banking
regulators that is empowered to prescribe uniform principles, standards
and report forms to promote uniformity in the supervision of financial
institutions.455 The FFIEC includes five banking regulators; the Federal
Reserve Board of Governors, the Federal Deposit Insurance Corporation,
the National Credit Union Administration, the Office of the Comptroller of

454 National Institute of Standards and Technology. “Cybersecurity Framework.” NIST, 26 Feb. 2018,
https://www.nist.gov/cyberframework.
455 Federal Financial Institutions Examination Council, “FFIEC Home Page.” FFIEC, No Date, https://
www.ffiec.gov/.
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the Currency and the Consumer Financial Protection Bureau.456 Creating a
similar interagency body to assess cybersecurity risks, identify and evaluate
risk mitigation approaches and assess risks by business sector can help to
organize and facilitate the discussion around the creation of uniform minimum standards and principles for cybersecurity.
During former FCC Chairman Tom Wheeler’s tenure, an informal working
group of the heads of independent agencies (e.g. FAA, FDA) chaired by
Wheeler, convened regularly to coordinate cybersecurity efforts. While legislation is likely required to provide resources to such a group, resurrecting
and formalizing Wheeler’s model would be a helpful start.

12.2 What to Prioritize: A CEO’s Guide to
Timely Actions on Cybersecurity
“Until you have experienced something like this, you don’t realize just
what can happen, just how serious it can be. I had no intuitive idea
on how to move forward.”457
– Soren Skou, Maersk CEO
Outside of illegal behavior, perhaps nothing is a greater threat to a CEO’s
job today than cyber risk. The breaches at Sony Pictures Entertainment
and Target both resulted in the termination or resignation of the company’s
leader.458 A wise CEO should recognize that she ignores cyber risks at her
own (and her company’s) peril.
Unfortunately for the state of cybersecurity, but fortunately for a company
looking to make itself a hard target for hackers, the bar for addressing the
clear majority of cyber risk is relatively low. The following are three actions
that every CEO should consider implementing.

456 Ibid.
457 Milne, Richard. “Maersk CEO Soren Skou on surviving a cyberattack.” Financial Times, 13 Aug. 2017,
https://www.ft.com/content/785711bc-7c1b-11e7-9108-edda0bcbc928.
458 “Ex-Sony Chief Amy Pascal Acknowledges She Was Fired.” NBC News, Feb. 12. 2015, https://
www.nbcnews.com/storyline/sony-hack/ex-sony-chief-amy-pascal-acknowledges-she-wasfired-n305281.
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1) Seek Brilliance in the Basics: Cyber Hygiene

Reducing cyber risk requires all organizations, including small and medium-sized enterprises to consider their potential exposures and prepare for
a cyber incident. First, businesses must know their assets and how to properly prepare and protect data.459 Next, as the Sony, Target and NHS cases
illustrate, a company must segment critical data from the rest of the company’s network and should consider backing up such data offsite.460 Finally,
as demonstrated in the Target case, companies must be careful to grant no
more data access to employees or third parties than they absolutely need to
effectively do their jobs.”461 Implementing such basic cyber hygiene protocols “would prevent half the losses I see” says the global head of cyber risk
at one major insurer.462
As the Sony, Target and NHS cases illustrate, adopting cyber hygiene best
practices alone would not have prevented the attacks. However, adopting
basic cyber hygiene practices can significantly reduce cyber risk by making
a company a harder target. Cyber hygiene practices can also make it more
likely that a company both quickly discovers an intrusion and can potentially mitigate the effects.
While not all the 20 controls in CIS’ Critical Security Controls may be
appropriate for every business, these acknowledged best practices for
cyber hygiene, red teaming and penetration testing (addressed in depth in
Section 9 of this paper) should be implemented immediately for any company similar in size to Sony or Target. Small and medium sized enterprises
should consider what cyber hygiene practices may benefit their businesses
and seek to implement those as quickly as possible.
2) Make Reducing Cyber Risk a Holistic Effort

One of the common lessons learned from the Sony, Target and NHS cases
was that a siloed approach to addressing cyber risk often leaves a company
459 Allianz SE. Allianz Risk Barometer Top Business Risks 2017. January 2017, https://www.agcs.allianz.
com/assets/PDFs/Reports/Allianz_Risk_Barometer_2017_EN.pdf.
460 Ibid.
461 Ibid.
462 Ibid.
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vulnerable. Given the thousands of potentially vulnerable entry points
(such as laptops, phones and payment systems) at many companies, seriously addressing cyber risk will never be something that can be outsourced
and forgotten. Only when everyone from frontline employees to the company’s board members treats cyber risk seriously will a company effectively
marshal its human resources to address cyber risk comprehensively.
Reducing cyber risk holistically will require educating and holding employees and officers at all levels accountable for practicing good cyber hygiene.
It will also require a mindset shift so that security is not just an IT issue.
Employees must be taught how to identify fake emails and not to click
suspicious links. Managers must be encouraged to disseminate cyber risk
alerts and report suspicious cyber activity quickly. Board members must
insist on regular cyber risk briefings by the CISO and CIO. Investors must
be educated on the benefits and future cost-savings of smart investments in
reducing cyber risk.
Implementing a company-wide mindset shift is never easy nor done
quickly. However, taking steps now to educate everyone from the newest
hire to the most senior board member is an important first step if future
investments in addressing cyber risk are to be taken seriously and executed
successfully.
3) Sharing Makes All Parties Stronger

Sharing information on attempted and successful intrusions can help make
everyone more secure. As the Target case illustrated, the weakest link in
the networked environment is often the one most likely to be exploited
by attackers. Addressing cyber risk in a holistic way means sharing information so that all parties in the network environment can be prepared to
address cyber risk.
Regularly addressing cyber risks with industry partners, suppliers, service
providers and government regulators will help identify new threats and
promote best practices. Any company that is not currently a member of
one of the National Council of ISACs’ 24 sector-specific ISACs should seriously consider joining. Companies that are currently engaged in regular

Belfer Center for Science and International Affairs | Harvard Kennedy School

133

information sharing should consider structuring contracts to incentivize
and encourage their partners and suppliers to do so as well. All companies should report discovered vulnerabilities and emerging threats to the
United States Computer Emergency Readiness Team’s national database.
Information sharing alone will certainly not adequately address cyber risk
but it is a critical step to begin engaging with the other members of the networked environment.

12.3 Medium- and Long-term Steps
Collectively, the actions described above amount to a series of ‘quick wins’;
small-scale changes that would have immediate impact and lay the foundation for more significant changes in the years ahead. Importantly, these
actions can also buy time for near- to long-term changes to be enacted.
To begin to systematically and comprehensively address cyber risk, the
authors recommend that, where appropriate, policymakers, private sector
leaders, software makers, insurance providers and government regulators:
1) Consider increasing cyber risk-related disclosure requirements for public
companies. The SEC has issued several rounds of guidance on cyber risk
disclosure (see Section 6) but SEC Commissioner Kara M. Stein recommends potentially introducing further requirements including:
•

“A company’s protocols relating to, or efforts to minimize, cybersecurity risks and its capacity, and any measures taken, to respond to
cybersecurity incidents;

•

Whether a particular cybersecurity incident is likely to occur or
recur; or

•

How a company is prioritizing cybersecurity risks, incidents and
defense.” 463

463 Commissioner Stein, K. US Securities and Exchange Commission. “Statement on Commission
Statement and Guidance on Public Company Cybersecurity Disclosures.” US Securities and
Exchange Commission, 21 Feb. 2018, https://www.sec.gov/news/public-statement/statementstein-2018-02-21.
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The authors’ list of tactical options can serve as an additional base for
reporting requirements from which regulators like the SEC can build when
crafting the exact requirements that public companies will have to meet.
While reporting requirements will only affect public companies and must
be structured to encourage companies to go beyond simple box-checking,
they are an important early step in nudging companies to begin addressing
cyber risk.
2) Consider requiring public companies to verify that at least one member
of a company’s board of directors has “experience, education, expertise, or
familiarity with cybersecurity matters or risks”464 Despite lingering questions about how fiduciary duties apply in the cyber context (see Section 6),
it may still be helpful to require companies to show how cyber risk is being
managed. This includes, but is not limited to, having a cybersecurity expert
on a company’s board. If a company does not have such a director (or it
would be too costly or otherwise inappropriate for the company to have
one), the company could still be required to disclose “why the company
believes that board-level resources are not necessary for the company to
adequately manage its cybersecurity risks” or show that outside advisors or
consultants are better able to perform the same functions as a director.465
3) Begin a serious discussion about a public-private partnership to set
common-sense rules, requirements and regulation to address cyber risk.
There are several areas identified in this paper (see Section 6) where rules,
requirements and regulations could potentially have an impact on reducing or preventing cyber risk. These areas include, but are not limited to,
enforcing basic cyber hygiene practices, encouraging public disclosure of
vulnerabilities and incentivizing cyber risk and cyberattack information
sharing. As addressed in previous sections, any rules, requirements or regulation must be carefully crafted to both avoid stifling innovation and to
encourage companies to go beyond minimum standards or requirements.
It is the authors’ belief that the best hope to achieve this delicate balance is
through public-private partnership. Both the information sharing partnership proposed in this section and the ongoing conversations taking place

464 Ibid.
465 Ibid.
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in cyber-related industries detailed in the ‘Trends to Watch’ portion of this
section, can potentially serve as models for this partnership.
4) Adopt a cybersecurity mindset when developing software, hardware and
other products potentially vulnerable to cyber risk. Technology makers
should consider secure coding where appropriate. Where the benefits of
implementing solutions like automatic updates and limited forced obsolescence clearly outweigh the costs (see Section 6), such solutions should be
considered.
5) Leverage opportunities to promote better cybersecurity practices in the
process of underwriting cyber-related insurance policies. As Section 7 of
this paper identified, insurance providers have the potential to incentivize
better cybersecurity practices by helping companies understand potential
vulnerabilities, educating company leaders on threats and best practices,
recommending preventative measures and promoting reductions in future
premiums for companies that reduce their cyber risk. There is little evidence that insurers are currently using these opportunities to promote
better cybersecurity practices.
6) Implement product liability law to incentivize addressing cyber risk. Section 8 of this paper outlines the potential of product liability law to become
a means of incentivizing better corporate behavior by clarifying where
liability lies for products and services that fail to have adequate cybersecurity protections. Product liability law can be established through legal
precedent or legislative action. Legal precedent could be set by rulings in
upcoming class action suits like the Equifax case, Allen et al v. Equifax.
Legislative action is also a possibility, and could be preferable because
these cases may not fit into traditional concepts of product liability law
and would benefit from using legislation to establish a new cyber-oriented
framework. However, like all other legislative options, this will continue to
be a challenging path in the current political climate.
Trends to Watch
There are several trends with the potential to significantly impact how
cyber risk is addressed going forward. How policymakers and industry
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leaders respond to the coming enforcement of the European Global Data
Protection Regulation, calls to regulate cryptocurrency, the challenge of
securing the fifth generation (5G) wireless network and the internet of
things and the need to address cyber risk in autonomous vehicles, could
have important implications—and set notable precedents—for broadly
addressing cyber risk.
GDPR represents one regulatory model designed to address cyber risk
that may have serious implications for business leaders and policymakers
around the world. Cryptocurrency, 5G, IoT and autonomous vehicles are
developing in industries that have pre-existing standards, rules-making
bodies and regulators. How existing regulations and standards adapt to
accommodate and address these new technologies may point to solutions
that can be ported to other industries facing cyber risk. Finally, what unites
these trends is the momentum behind them: looming deadlines and public
calls for action will likely make it increasingly difficult for government and
industry to do nothing.
GDPR Enforcement: What to Watch For
The European Global Data Protection Regulation (GDPR), to be enforced
starting in May 2018, imposes a number of new requirements intended to
strengthen privacy protections for E.U. citizens. For example, GDPR stipulates strengthened user consent rules (including the “right to be forgotten”)
and will require all companies doing business in the European Union to
notify the regulator and individuals in the event of a breach of personally
identifiable data.466 Additionally, GDPR has extra-territorial applicability,
meaning that GDPR firmly establishes that organizations must abide by
its provisions “regardless of whether the processing takes place in the E.U.
or not,” eliminating ambiguity about compliance that made it easier for
companies to avoid full compliance with past E.U. data protection laws and
expanding the impact beyond the E.U.467

466 AON. Global Cyber Market Overview: Uncovering the Hidden Opportunities. June 2017, http://www.
aon.com/inpoint/bin/pdfs/white-papers/Cyber.pdf.
467 “GDPR Key Changes,” EU GDPR Portal, https://www.eugdpr.org/key-changes.html, accessed
December 2017.
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GDPR incentivizes compliance through massive financial penalties. Specifically, if companies do not comply with the new regulations, they could be
fined massive financial penalties, up to the greater of €20 million or 4% of
their annual global revenue, depending on the type of activity and subject
to monetary caps.468 Areas of GDPR’s implementation with the potential to
affect how cyber risk is addressed include:
How the First Penalties are Imposed
•

Reactions from industry, investors, global markets and the public

•

Size of penalties (will regulators make an early statement by imposing the maximum penalties?)

•

Impacts of the threat of enforcement action on business operations
both inside and outside the E.U.

Cost of Compliance
•

What are the operational costs required to comply with the
regulations?

•

What are the resulting financial costs?

•

Is GDPR changing cybersecurity behavior for the better?

Impact on Products and Innovation
•

How has GDPR impacted products and services offered? (e.g. how
have companies adapted?)

•

Has the rate and nature of product development changed under
GDPR?

•

Are companies engaging in compliance innovation? Or circumventing regulations?

468 AON. Global Cyber Market Overview: Uncovering the Hidden Opportunities. June 2017, http://
www.aon.com/inpoint/bin/pdfs/white-papers/Cyber.pdf.; Khan, Mehreen. “Companies face high
cost to meet new EU data protection rules.” Financial Times, 19 Nov. 2017, https://www.ft.com/
content/0d47ffe4-ccb6-11e7-b781-794ce08b24dc.
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Public Interest and Engagement
•

How has the public reacted to implementation of GDPR? Supportive or not?

•

How has the public taken advantage of new consumer rights
granted by GDPR? Are these rights being exercised? (e.g. are
consumers requesting their data from private companies?)

Potential effects on cyber-related insurance
The potential promises and current limitations of cyber insurance as both a
mechanism to spread risk and a method to encourage better cybersecurity
risk management practices were addressed in depth in Section 7. However,
glimpses of the future of cyber-related insurance may lie in Europe where
traditionally most cyber-related insurance protection was purchased by
large companies and mainly covered issues of extortion and business interruption.469 The combination of increased awareness of exposure to cyber
vulnerabilities, rising concerns about the impact a cyberattack could have,
and especially the coming enforcement date of the GDPR is contributing to
accelerated growth in sales of new cyber-related insurance products across
the European Union.470
The unprecedented size of the potential penalties for non-compliance with
GDPR regulations has seen E.U.-based companies of all sizes rush to adopt
cyber-related coverage and has forced an immature E.U. cyber-related
insurance market to grow up quickly.471 Demonstrating the transatlantic
ramifications of the GDPR, questions around the extent to which U.S.based firms doing business in the E.U. are subject to the regulations is
driving concern on this side of the Atlantic about generating insurance
solutions to cover potential liability. While we will have to wait to see
how the global cyber-related insurance market stabilizes after the GDPR
enforcement date passes, it is clear that the GDPR’s strict set of regulations

469 AON. Global Cyber Market Overview: Uncovering the Hidden Opportunities. June 2017, http://www.
aon.com/inpoint/bin/pdfs/white-papers/Cyber.pdf.
470 Ibid.
471 Ibid.
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and powerful enforcement mechanisms have jolted the European cyber-related insurance market.
Regulating Cryptocurrency: A Backdoor to Cybersecurity Regulations?
The recent surge in interest in cryptocurrency has forced governments,
markets and regulators to play catch up. Digital currencies have largely
operated in a regulatory vacuum since bitcoin’s debut in 2009, but recent
scams and thefts have forced governments and central banks to pay closer
attention. The rise in initial coin offerings (ICO), which work similarly
to an initial public offering but instead of offering shares in a company,
offer digital assets called “tokens,” has drawn the attention of the SEC and
international exchange regulators.472 International Monetary Fund chief
Christine Lagarde believes it’s “inevitable” that cryptocurrencies come
under government regulation.473
The attention garnered by cryptocurrency has the potential to affect the
debate around combating cyber risk in several ways. First, fast-moving
cryptocurrency developments have forced regulators and markets to
become cyber literate in order to keep up. Increased cyber literacy has
the potential to lead to more educated conversations about addressing all
forms of cyber risk, not just those exclusive to cryptocurrency. Regulations
that are adopted with cryptocurrency in mind may lay the groundwork for
similar steps in addressing cyber risk, especially as regulators increasingly
see the issues of securing cryptocurrency and reducing cyber risk as linked.
Some of the same threats to cybersecurity—including state actors like
North Korea—are accused of using similar tactics to those seen in the Sony
and WannaCry cases to steal cryptocurrency.474 Methods and mechanisms
developed to limit the threat of cryptocurrency theft could lead to learnings that apply to broadly reducing cyber risk.

472 Alkhalisi , Zahraa, “IMF chief: Cryptocurrency regulation is ‘inevitable’,” CNN Money, February 11,
2018, http://money.cnn.com/2018/02/11/investing/lagarde-bitcoin-regulation/index.html.
473 Ibid.
474 Kharpal, Arjun. “North Korea government-backed hackers are trying to steal cryptocurrency
from South Korean users.” CNBC, 18 Jan. 2018, https://www.cnbc.com/2018/01/17/north-koreahackers-linked-to-cryptocurrency-cyberattack-on-south-korea.html.
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5G Wireless and the Challenge of Securing the Internet of Things
The technology research firm Gartner estimates that the number of internet connected things will reach 20 billion by 2020.475 Even if policymakers
and industry leaders adopted every recommendation in this paper, ignoring IoT devices risks leaving an ever-expanding number of vulnerable
endpoints exposed to cyber risk.
As the next evolutionary step in wireless communications, fifth generation
(5G) wireless technologies and networks are widely expected to be used
to connect the myriad devices, sensors and other elements that form the
Internet of Things (IoT).476 The ongoing development of these technologies
and the future transition from existing networks to a 5G dominated communications network has raised important questions on combating cyber
risk.477 In a 2016 Notice of Inquiry, former FCC Chairman Tom Wheeler
invited public comment on many 5G questions, including:
•

“Who should be responsible for cyber protections for a device,
or should responsibility be shared in some recognizable manner
across the 5G ecosystem?”478

•

“Do questions about the cyber protections of 5G networks inherently implicate the other networks associated with them?”479

•

“Where should the lines between networks be drawn relative to
responsibility for 5G cybersecurity?”480

•

“How are equipment developers considering security in the design
of 5G equipment?”481

475 Gartner. “Gartner Says 8.4 Billion Connected “Things” Will Be in Use in 2017, Up 31 Percent From
2016.” Gartner, 7 Feb. 2017, https://www.gartner.com/newsroom/id/3598917.
476 Federal Communications Commission. Public Safety and Homeland Security Bureau. Notice of
Inquiry in the Matter of Fifth Generation Wireless Network and Device Security. December 2016,
http://transition.fcc.gov/Daily_Releases/Daily_Business/2016/db1216/DA-16-1282A1.pdf.
477 Ibid.
478 Ibid.
479 Ibid.
480 Ibid.
481 Ibid.
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•

“How are service providers considering security in the planning
of 5G networks and ensuring end-to-end security where 5G
technology is integrated with prior generation technology in
heterogeneous networks?”482

•

“How should service providers, device manufacturers, standards
bodies and the Commission coordinate their efforts?”483

•

“How can the [government] support and enhance this work?”484

As the FCC notice articulates, securing future 5G networks will involve
addressing issues of authentication, encryption, physical security, device
security, patch management and risk segmentation.485 These issues, and the
questions posed by the FCC, should look familiar to the ones raised in the
Sony, Target and NHS cases.
How the government and industry answer the FCC’s questions and the
solutions and standards that are collectively devised are likely to have
broader applications for addressing cyber risk and may set useful precedents that apply beyond securing the 5G network.
Addressing Cyber Risk in Autonomous Vehicles
Proponents of autonomous vehicles promise a revolution in mobility.486 But
making autonomous vehicles secure and resilient requires tackling a range
of cybersecurity issues, as innovations “expose automakers, providers and
passengers to potential data breaches and worse.”487
Some of the “first order cybersecurity challenges” that autonomous vehicles present go beyond just the possibility of hackers remotely crashing

482 Ibid.
483 Ibid.
484 Ibid.
485 Ibid.
486 Nash, Leon, Boehmer, Greg, Wireman, Mark, and Hillaker, Allen. (2017, July 4). “Securing the Future
of Mobility: Addressing cyber risk in self-driving cars and beyond.” Deloitte Insights, 4 April 2017,
https://www2.deloitte.com/insights/us/en/focus/future-of-mobility/cybersecurity-challengesconnected-car-security.html.
487 Ibid.
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vehicles.488 Shared vehicles could hold data from hundreds of unique users,
making them as ripe a target for digital thieves as companies like Target
are today.489 Autonomous vehicles that receive updates and instructions
via the internet may provide new opportunities for failures in patch management or exploitation by malicious ransomware like the kind seen in
the NHS case.490 As the private sector and governments work to make the
future of mobility a reality, the extended global auto industry faces what
many consider “an urgent need to establish cybersecurity standards to
create current baselines for today’s needs—as well as to prepare for future
software development and distribution.”491
Some progress is already being made: In 2015, the Automotive Information
Sharing and Analysis Center (another example of the many ISACs that
have been forming throughout different industries and are a component
of the proposals in Section 6) formed to “enhance cybersecurity awareness, share information about threats and improve coordination across
the global auto industry.”492 The Alliance of Automobile Manufacturers
and the Association of Global Automakers, an industry association, also
developed and released a “Framework for Automotive Cybersecurity Best
Practices.”493
Government appears to have recognized the cyber risk as well. In 2016,
the FBI and the National Highway Traffic Safety Administration (NHTSA)
issued a public warning to manufacturers of vehicles, vehicle components
and aftermarket devices to “maintain awareness of potential issues and
cybersecurity threats related to connected vehicle technologies in modern
vehicles.”494 Also in 2016, the NHTSA convened representatives of 17 automotive equipment manufacturers, 25 government entities and 13 industry

488 Ibid.
489 Ibid.
490 Ibid.
491 Ibid.
492 Ibid.
493 Ibid.
494 Shepardson, David. “FBI warns automakers, owners about vehicle hacking risks.” Reuters, 17 March
2016, www.reuters.com/article/us-fbi-autos-cyber-idUSKCN0WK0BB.
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associations to discuss combating vehicle cybersecurity risks and potential
industry cyber standards.495
While American regulators have opted for issuing guidelines and warnings, other governments have taken a more “hands on approach.”496 In
Singapore, authorities have embedded minimum standards for safety and
security, including cybersecurity, in a “driving test” that autonomous vehicles must pass before they are allowed on the road.”497
Standards alone are likely not enough to protect the future of mobility;
automakers and component manufacturers “will still need to build secure
components and provide for their safe interactions.”498 How automakers,
component manufacturers and government regulators meet these challenges may have broader implications for addressing cyber risk beyond
autonomous vehicles.

12.4 Closing Thoughts
As acknowledged at the outset of this paper, there is no perfect path
forward to adequately address cyber risk. What is clear however, is that
maintaining the status quo will not prevent another Sony, Target or NHS
style cyberattack.
Addressing risk with a complex and rapidly evolving technology is hard.
Stop-gap solutions that work today are rendered irrelevant by technological advancements, improved hacking techniques and the exposure
of new exploits tomorrow. Consumer awareness and demands, traditionally among the most powerful drivers of change, have yet to reduce
495 Beene, Ryan. “NHTSA chief vows action this year on cybersecurity.” Automotive News, 19 Jan.
2016, www.autonews.com/article/20160119/OEM06/160119727/nhtsa-chief-vows-action-thisyear-on-cybersecurity.
496 The Economist. Special Report. “Rules of the Road: The success of AVs will depend on sensible
regulation.” The Economist, 1 March 2018, https://www.economist.com/news/specialreport/21737423-smart-regulation-and-smart-technology-must-go-hand-hand-success-avs-willdepend.
497 Ibid.
498 Nash, Leon, Boehmer, Greg, Wireman, Mark, and Hillaker, Allen. (2017, July 4). “Securing the Future
of Mobility: Addressing cyber risk in self-driving cars and beyond.” Deloitte Insights, 4 April 2017,
https://www2.deloitte.com/insights/us/en/focus/future-of-mobility/cybersecurity-challengesconnected-car-security.html.
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cybersecurity threats or lead to a meaningful increase in demands for
improved security standards.
The good news is that public and private sector leaders increasingly appear
to recognize the need to address cyber risk. In a recent global survey of
over 1,200 companies of all sizes, the risk posed by cyber incidents was
ranked as the top emerging risk for the long-term (10+ years) future, ahead
of traditional risks including the emergence of new technologies and new
market developments.499 How governments and companies address this
risk will determine whether the benefits of an increasingly networked
world continue to exceed the cyber risks posed by digital innovation.
Of the twelve technologies identified by The McKinsey Global Institute
(MGI) as potentially economically disruptive on the scale of the personal
computer or the internet, nearly all “require strong cybersecurity to unlock
the benefits and avoid significant, perhaps catastrophic costs.”500, 501 These
technologies include mobile internet, IoT, cloud technology, advanced
robotics, autonomous and near-autonomous vehicles, automation of
knowledge work, next-generation genomics, energy storage, 3D printing,
advanced materials, advanced oil and gas exploration and recovery and
renewable energy.502 The first five technologies are “especially vulnerable
to cyber risk.”503 Failing to address cyber risk in these five areas potentially

499 Allianz SE. Allianz Risk Barometer Top Business Risks 2017. January 2017, https://www.agcs.allianz.
com/assets/PDFs/Reports/Allianz_Risk_Barometer_2017_EN.pdf.
500 McKinsey Global Institute. Disruptive Technologies: Advances That Will Transform Life, Business,
and the Global Economy. May 2013, https://www.mckinsey.com/~/media/McKinsey/Business%20
Functions/McKinsey%20Digital/Our%20Insights/Disruptive%20technologies/MGI_Disruptive_
technologies_Full_report_May2013.ashx.
501 Healey, Jason and Hughes, Barry. Risk Nexus: Overcome by cyber risks? Economic benefits and
costs of alternate cyber futures. The Atlantic Council and Zurich Insurance Group, 2015, http://
publications.atlanticcouncil.org/cyberrisks//risk-nexus-september-2015-overcome-by-cyber-risks.
pdf.
502 McKinsey Global Institute. Disruptive Technologies: Advances That Will Transform Life, Business,
and the Global Economy. May 2013, https://www.mckinsey.com/~/media/McKinsey/Business%20
Functions/McKinsey%20Digital/Our%20Insights/Disruptive%20technologies/MGI_Disruptive_
technologies_Full_report_May2013.ashx.
503 Healey, Jason and Hughes, Barry. Risk Nexus: Overcome by cyber risks? Economic benefits and
costs of alternate cyber futures. The Atlantic Council and Zurich Insurance Group, 2015, http://
publications.atlanticcouncil.org/cyberrisks//risk-nexus-september-2015-overcome-by-cyber-risks.
pdf.
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jeopardizes what MGI estimates could be between $13 trillion and $36 trillion in global economic impact by 2025.504, 505
If that kind of economic incentive alone is not enough to motivate action,
the authors hope that this paper raises awareness about the need for public
and private sector leaders to work together to address cyber risk.

504 McKinsey Global Institute. Disruptive Technologies: Advances That Will Transform Life, Business,
and the Global Economy. May 2013, https://www.mckinsey.com/~/media/McKinsey/Business%20
Functions/McKinsey%20Digital/Our%20Insights/Disruptive%20technologies/MGI_Disruptive_
technologies_Full_report_May2013.ashx.
505 Healey, Jason and Hughes, Barry. Risk Nexus: Overcome by cyber risks? Economic benefits and
costs of alternate cyber futures. The Atlantic Council and Zurich Insurance Group, 2015, http://
publications.atlanticcouncil.org/cyberrisks//risk-nexus-september-2015-overcome-by-cyber-risks.
pdf.
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APPENDIX

Table 1: Government-led option assessment
Government-led option

Impact on
cybersecurity

Time to
implement

Cost to
implement

Political
feasibility

Risk of
stifling
innovation

Require corporate boards
to include a member with
cybersecurity expertise (or
hire an outside advisor to
provide similar cyber risk
guidance for SMEs)

Medium

1-2 years

Medium

Low

Low

Expand corporate fiduciary duty and clarify duty
of care requirement to
include cybersecurity

High

1-2 years

Low

Medium

Low

Create a cyber audit
requirement for public
companies using standardized cybersecurity
benchmarks

High

1-2 years

Medium

Medium

Low

Require a cyber vulnerability risk report for public
companies

High

< 1 year

Medium

Medium

Low

Medium

1-2 years

High

Medium

Medium

Require cyber risk disclosure on software and
hardware products (e.g.
cyber consumer safety
sticker)

Table 2: Industry-led option assessment
Industry-led option

Impact on
cybersecurity

Time to
implement

Cost to
implement

Political
feasibility

Risk of
stifling
innovation

Establish a cybersecurity
performance ranking
system (e.g. system similar
to J.D. Power or Consumer
Reports)

Medium

1-2 years

Medium

Medium

Low

Create industry compliance
organizations to audit and
enforce compliance with
agreed upon standards (e.g.
similar to Payment Card
Industry Security Standards Council)

Medium

1-2 years

Low

High

Low

Leverage the cyber-related
insurance underwriting
process to incentivize adoption of cybersecurity best
practices and support the
development of a robust
cyber-related insurance
market to spread cyber risk

High

> 2 years

Medium

High

Low
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Table 3: Industry-led, Technologybased option assessment
Technology-based option

148

Impact on
cybersecurity

Time to
implement

Cost to
implement

Political
feasibility

Risk of
stifling
innovation

Make automatic software
updates opt out instead
of opt in to proactively
patch vulnerabilities (like
Microsoft has done with
Windows 10)

High

< 1 year

Low

High

Low

Clarify and personalize vulnerability reports, warnings
and alerts to nudge consumers to act in a timely
and responsible manner

High

< 1 year

Low

High

Low

Consider limited forced
obsolescence to phase out
old operating systems and
encourage use of updated
software

High

1-2 years

Medium

Medium

Low

Institute secure coding
practices to ensure products are developed from
the beginning with cybersecurity best practices in
mind

High

1-2 years

Medium

High

Medium
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