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Abstract 
The 2010-2016 nuclear security summit process focused leaders’ attention on nuclear 

security and preventing nuclear terrorism. Momentum has waned since the final summit in 
2016.  Despite continuing nuclear security improvements in some countries, and ongoing efforts 
to maintain or strengthening the international nuclear security framework, serious vulnerabilities 
still exist in nuclear security systems around the world. Many nuclear facilities are not protected 
against all of the plausible threats adversaries might pose—especially in the case of threats from 
insiders. Nuclear materials remain unnecessarily vulnerable in too many locations. The culture 
within many nuclear organizations is insufficiently focused on security. Many nuclear security 
systems are not being exposed to sufficiently in-depth, creative, and realistic vulnerability 
assessments and testing.  This paper will summarize the post-summit evolution of nuclear 
security efforts and offer recommendations for regaining international nuclear 
security momentum through combating complacency, improving implementation on the 
ground, strengthening frameworks for international cooperation, and maintaining nuclear 
security leadership. 
Introduction 

Over the past quarter century, countries around the world have made major, even 
dramatic, improvements in nuclear security.  In some cases, facilities that once had gaping holes 
in fences and weapons-usable nuclear materials left out on working tables at night are now 
equipped with modern fences, intrusion detectors, barriers, and substantial guard forces – and the 
weapons-usable nuclear materials are monitored, secure vaults.  The recent nuclear security 
summit process led to significant additional progress, focusing political leaders’ attention on 
nuclear security and preventing nuclear terrorism. 

Some efforts to reduce the risk of nuclear terrorism have continued after the summits 
ended. Countries are strengthening national regulations, enhancing security culture at nuclear 
facilities, and furthering their understanding of threats. Support for international legal 
instruments underpinning the global nuclear security regime continues to grow. Overall, 
however, momentum has waned since the final summit in 2016.  Without substantial action, 
nuclear security momentum could grind to a halt and even reverse. 

Yet serious vulnerabilities still exist in nuclear security systems around the world. In 
some countries, nuclear security systems are not designed to handle some of the capabilities and 
tactics that thieves and terrorists have already shown they can bring to bear to defeat security 
systems in non-nuclear heists and attacks – let alone those that are plausibly just around the 
corner.  For protecting against insider threats, many nuclear operators place too much reliance on 
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measures such as background checks or portal monitors and lack a truly comprehensive 
approach.  Similarly, many nuclear operators lack a focused program to strengthen their 
organization’s security culture – a crucial element of security.  And weapons-usable nuclear 
materials continue to exist at far more locations than genuinely need them. There is limited or no 
international engagement with countries that face some of the largest risks. The regime 
underpinning global nuclear security efforts remains weak, with few specific commitments. 
Addressing these problems is becoming more difficult, as political interest in nuclear security is 
waning, and complacency is growing.  

The threat of nuclear terrorism, however, remains very real.  Though the Islamic State’s 
geographic caliphate is now defeated, the jihadist terrorist movement continues in many 
countries. The Islamic State’s rise in 2014 from a little-known fringe group in Iraq to seizing 
much of Iraq and Syria and declaring a global caliphate, like Aum Shinrikyo’s nerve gas attacks 
in the Tokyo subways in 1995, reminds us that major terrorist threats can arise with little 
warning.  The risk of nuclear terrorism will be with us as long as nuclear weapons and the 
materials needed to make them coexist in the world with high-capability, high-ambition terrorist 
groups.  

This paper, which is a summary of a larger forthcoming report, will summarize the post-
summit evolution of nuclear security efforts and offer recommendations for 
regaining international nuclear security momentum through combating complacency, improving 
implementation on the ground, strengthening frameworks for international cooperation, 
and maintaining nuclear security leadership. 
Combatting Complacency 

Complacency about nuclear terrorism threats – and about the adequacy of existing 
nuclear security measures – is widespread, and growing.  With the defeat of the Islamic State in 
Iraq and Syria, little sign of large-scale activity by “core” al Qaeda, and recent major incidents 
tending to use knives or trucks rather than sophisticated weaponry, many believe the nuclear 
terrorism threat is no longer significant (if it ever was).  Others look at nuclear security systems 
that feature many defenses, from alarms and cameras to impressive-looking barriers, and 
conclude that defenses are already sufficient – even when many of those systems have never 
been tested by an intelligent team genuinely trying to find ways to defeat the security system.  
Such complacency remains the biggest barrier to additional nuclear security action. 
Effective and Sustainable Nuclear Security Measures on the Ground 

An effective nuclear security system includes many elements.  But effective approaches 
in five key areas are especially central:1  

• Designing nuclear security systems to protect against the full spectrum of plausible 
adversary capabilities and tactics; 

• Establishing comprehensive programs to protect against insider threats;  

• Implementing targeted programs to strengthen security culture; 

• Conducting realistic performance testing and vulnerability assessment; and 

• Consolidating nuclear weapons-useable material to the minimum number of locations. 
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Each of these key areas is already the subject of IAEA recommendations or international 
commitments.  If countries achieved strong performance in each of these five areas – which 
inevitably also require strong performance in areas such as regulation and training of nuclear 
security-related personnel – they would have made major progress toward an effective and 
sustainable nuclear security system. 

Protecting against the full spectrum of plausible adversary capabilities and tactics 
A key nuclear security challenge is ensuring that stocks and facilities are protected 

against all the really plausible threats, without wasting money defending against imagined armies 
of 10-foot-tall terrorists. States need processes for determining what threats nuclear operators 
must protect against, often referred to as the design-basis threat (DBT). Most nations with 
nuclear weapons-usable material have some kind of DBT that they protect against, but there is no 
international agreement on the minimum level of threat that all nuclear materials and facilities 
should be protected against.2 

Several countries have strengthened their DBTs in recent years. At the 2016 nuclear 
security summit, Finland announced it was revising its national DBT to include cyber threats; 
Hungary announced that it had done the same; the Netherlands announced that it was 
implementing a new DBT, and would update its DBT for cyber threats; Nigeria, Ukraine, and 
Switzerland all announced that they were updating their DBTs; and Poland announced that it was 
updating its regulations related to its DBT, which were expected to enter into force in 2017.3 
While these announcements highlight progress toward covering the full spectrum of plausible 
threats, the scale of progress is unclear.   

Establishing comprehensive programs to protect against insider threats  
Insider threats are the gravest risk to nuclear facilities and require special attention in a 

nuclear security system. Nearly all of the nuclear theft and sabotage incidents that have occurred 
in which the circumstances are known were perpetrated by insiders in the nuclear organizations, 
or with the help of insiders.4 Truly effective protection against insiders is difficult to achieve – 
particularly if the possibility of multiple insiders conspiring together is considered (something 
that occurs regularly in non-nuclear thefts).  In some organizations, even the most alarming “red 
flags” can go unreported and unaddressed.5 Effective mitigation of the insider threat requires a 
comprehensive, multi-layered set of defenses that includes trustworthiness programs, monitoring 
of the material or vital areas to be protected, monitoring of staff, limiting access to the material 
or vital areas, effective approaches to investigation, strong security culture, and more.  A truly 
effective nuclear security system must be able to protect against sophisticated, knowledgeable 
individuals in any position, multiple insiders working together (a particular challenge), or 
insiders working with outsiders. 

At the 2016 Nuclear Security Summit, more than two dozen nations, including more than 
half the countries with weapons-usable nuclear material on their soil, signed onto a “Mitigating 
Insider Threats” commitment, now formalized as International Atomic Energy Agency (IAEA) 
Information Circular (INFCIRC) 908.6 Particular steps countries have taken to mitigate insider 
threats in recent years include major new requirements in Belgium after an insider sabotage and 
other threats there, including steps on access control, two-person rule, and monitoring of vital 
areas; amended regulations in Spain; training courses in Egypt, Finland, and Israel (among 
others); and new background checks for security-relevant nuclear employees in Japan.7 
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Nevertheless, it is clear that significant gaps still must be addressed. Serious incidents involving 
insider threats at nuclear facilities continue to occur.8 

Realistic vulnerability assessment and performance testing 
Realistic performance testing and vulnerability assessments, followed by action to 

address weaknesses identified, are critical components of an effective nuclear security system.  
Many systems appear highly secure – with fences, barriers, armed guards, and the like – but in 
fact can be readily defeated by intelligent adversaries who study the system to find its 
weaknesses. 

Key elements of such vulnerability assessment and testing programs should include: 
regular, realistic force-on-force exercises that probe the system’s ability to defend against 
intelligent adversaries (insiders and outsiders) trying to find ways to defeat it; “red teams,” 
including people with a creative, “hacker” approach, whose job is to find security vulnerabilities 
and propose solutions; and “tabletop” exercises, computer simulations, and brainstorming 
workshops to identify and assess tactics adversaries might use. 

Most countries have been slow to adopt force-on-force exercises as a tool, but there has 
been some limited progress in recent years. Slovenia conducted unannounced—rarely done 
because of safety concerns— force-on-force exercises in 2014 at its nuclear power plant.9 It then 
conducted an announced force-on-force in 2015. These tests identified seven areas of 
improvement and fourteen recommendations, resulting in a new security training program. In 
2015, South Korea began conducting force-on-force exercises at its nuclear power plants.10 At 
the 2016 Nuclear Security Summit, the Netherlands and Austria mentioned force-on-force 
exercises in their progress reports. These are positive indicators, but there is a great deal still to 
be done to ensure that all relevant countries are regularly carrying out in-depth vulnerability 
assessments and genuinely realistic performance testing. 

Security culture 
Nuclear security systems are only as effective as the people implementing them.  If staff 

are complacent about security, even extensive technological systems will not provide effective 
nuclear security.  Hence the culture of the organization, and the priority it convinces its staff to 
place on security, is critical to success. 

INFCIRC/225/Rev. 5 recommends that “all organizations involved in implementing 
physical protection should give due priority to the security culture, to its development and 
maintenance necessary to ensure its effective implementation in the entire organization.”11 To 
achieve this “due priority,” every organization handling nuclear weapons or weapons-usable 
nuclear material, or managing a major nuclear facility, should have in place a targeted program 
to (a) assess their security culture regularly; and (b) seek to strengthen their security culture over 
time. 

There have been indications that countries with nuclear facilities and weapons-usable 
materials are making progress towards achieving this goal.  

• Japan’s Nuclear Regulation Authority (NRA) has made strengthening nuclear security 
culture a priority in recent years. Japanese regulations now require operators to support 
nuclear security culture within their organizations. In January 2015, the NRA developed a 
“Code of Conduct on Nuclear Security Culture” for NRA staff.12 
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• South Korea established policies and guidelines on nuclear security culture.13 

• In 2014, China issued a policy statement on security culture, which called on the nuclear 
industry to strengthen security culture.14 
Despite this progress, there is significant work to be done to strengthen nuclear security 

culture around the globe. Even in the United States, for example, nuclear operators are not 
required to have programs to strengthen security culture, and there have been obvious lapses at 
U.S. facilities.  

Consolidating weapons-usable nuclear material 
States can achieve stronger security at lower cost by protecting fewer places. Every 

location where nuclear weapons, HEU, or separated plutonium are located is a potential target 
for theft, adding to the risk that adversaries will exploit a vulnerability that defenders failed to 
notice. Hence, consolidating nuclear weapons and weapons-usable material to the minimum 
number of locations required for ongoing military and civilian missions is a key part of nuclear 
security.15 

Indeed, efforts to consolidate nuclear weapons and weapons-usable nuclear material have 
been underway for some time, with many countries participating, and have made substantial 
progress.  More than half of all the states that once had HEU or separated plutonium on their soil 
(33 of 57) have chosen to eliminate it;16 all weapons-usable nuclear material has been eliminated 
from scores of sites around the world; and the number of locations where nuclear weapons exist 
has been greatly reduced since its Cold War peak. 

Since 1991, the United States has supported approximately 300 removals of HEU and 
plutonium from than 47 countries, including nearly 5 metric tons of nuclear material.17  Both the 
Bush and Obama administrations made significant progress in this area, with the United States 
supporting removals of more than 1.5 metric tons of weapons-useable nuclear material from 
countries around the world during the Bush administration, and approximately 2.6 metric tons 
during the Obama administration. Nevertheless, the number of locations with nuclear weapons, 
HEU, or separated plutonium remains far larger than needed, creating unnecessary risks and 
costs.  

The United States planned to remove large quantities of fresh HEU from Belarus in 2017 
and to remove more than 100 kilograms from South Africa in 2018.  As a result of political 
challenges, the removals from Belarus did not occur and it is extremely unlikely that any HEU 
will be removed from South Africa this year.18 Tons of U.S. origin fresh HEU and HEU in spent 
fuel remain abroad, mostly in Europe, outside the scope of current U.S. nuclear material removal 
programs.19 
Bolstering Frameworks for Nuclear Security Cooperation 

Each country with nuclear weapons, weapons-usable nuclear materials, dangerous 
radiological materials, or nuclear facilities that might be sabotaged bears a fundamental 
responsibility for ensuring that these items are effectively secured.  Indeed, that is a fundamental 
responsibility of Presidents and Prime Ministers that cannot ever be fully delegated. 

But a variety of mechanisms for international cooperation and governance can contribute 
to achieving this objective.  Nuclear security can be achieved more effectively working together 
than working in isolation.  International agreements and initiatives are not ends in themselves, 
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however; their purpose is to contribute to nuclear security improvements on the ground, and 
progress should not be measured solely by the number of countries that join an initiative but by 
how much real difference the initiative makes in reducing the risks of nuclear theft and sabotage. 

The nuclear security summits helped to strengthen international legal frameworks, 
organizations, and voluntary initiatives supporting nuclear security. For example, by the 2016 
summit, enough countries ratified the amendment to the Convention on Physical Protection of 
Nuclear Material that it went into force soon after the meeting, and support for it has continued 
to grow. The 2016 summit also produced “action plans” describing steps the summit participants 
would advocate for international organizations to take to support nuclear security after the 
summits ended. Plans were developed for the IAEA, the United Nations, Interpol, the Global 
Partnership Against the Spread of Weapons and Materials of Destruction, and the Global 
Initiative to Combat Nuclear Terrorism.  

Unfortunately, however, these action plans have not led to much action.  Few of the 
specific items mentioned in the action plans have in fact been implemented. Few additional 
countries have joined on to the summit commitments that have been opened to all states, only 
modest visible implementation activity has taken place, and no new initiatives have been 
undertaken. There appears to have been little preparation for upcoming international meetings 
focused on nuclear security. Finally, the IAEA, which was supposed to play the most significant 
role in a post-summit world, has been constrained by reluctance from some member states, and 
its ministerial gatherings have not made substantive progress on nuclear security issues. 

Sustaining Nuclear Security Leadership 
For decades, each important step forward in nuclear security has occurred because some 

leader focused in a sustained way on making it happen.  Ongoing leadership is needed to 
generate ideas for next steps, to organize and finance nuclear security activities, and to muster 
incentives and diplomatic muscle to convince states and organizations to act. 

Overwhelmingly, most past international nuclear security initiatives have relied on 
leadership from the United States.  While the U.S. role is changing in the Trump administration, 
and other countries have been increasing their leadership roles in nuclear security, there is still a 
clear need for U.S. leadership.  The Trump administration has offered strong rhetorical support 
for nuclear security, but there are signs the U.S. leadership role is slipping.  

First, there is no doubt that with the end of the summits and difference in personal 
attention to the topic between President Obama and President Trump, there is less high-level 
attention to nuclear security in the United States than there was in recent years.  Second, U.S. 
budgets for international nuclear security programs are being cut sharply.  While this is partly the 
logical result of completing some projects and others (particularly cooperation with Russia) 
being cut off, the reductions in budget and personnel have reached a level that constrains the 
ambition of the effort.  The Obama administration’s last budget request proposed cutting the 
National Nuclear Security Administration (NNSA) International Nuclear Security budget by 
two-thirds, bringing it to the lowest level since its nascent days in the 1990s. The Trump 
administration has continued requesting cuts to nuclear security programs, proposing to slash 
them even further in 2018 and in 2019, while also not envisioning any return to higher budgets in 
the outyears.  Overall, the Trump administration is proposing cutting the International Nuclear 
Security Program by 60% and the amount of money spent on removing nuclear weapons-usable 
material by 64% over the next three years. 
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Third, in several areas the United States is not practicing what it preaches.  Most U.S. 
nuclear operators have no targeted, focused program to assess and strengthen their organization’s 
security culture. HEU-fueled research reactors regulated by the U.S. Nuclear Regulatory 
Commission (NRC) are exempt from the NRC’s most important physical protection rules, and 
NRC requirements for security for radiological materials are quite weak.  The NRC is debating 
rule changes that would drastically weaken protection for plutonium-uranium mixed oxide fuel, 
and make force-on-force exercises less challenging and realistic.  The U.S. House of 
Representatives has proposed cutting funds for converting the Department of Energy’s high-
power HEU-fueled research reactors.  
Recommendations 

As the nuclear security summits recede into the rear-view mirror, nuclear security 
progress is slowing, despite the substantial work yet to be done.  The international community 
needs to take steps to regain the momentum – or face a risk of nuclear and radiological terrorism 
that could begin to rise again.  As with nuclear safety, nuclear security efforts must focus on 
continuous improvement in pursuit of excellence, not just compliance with a particular set of 
nuclear security rules. This section will offer recommendations in each of the four areas outlined 
above: combatting complacency, strengthening on-the-ground implementation, bolstering 
international cooperation frameworks, and sustaining nuclear security leadership.20 

Recommendations for combatting complacency 
Several steps should be taken to address complacency about nuclear terrorist threats and 

nuclear security vulnerabilities: 

• Prepare detailed reports and briefings on the nuclear terrorism threat and the need for 
additional improvements in nuclear security. 

• Have intelligence agencies discuss the threat with foreign counterpart agencies (since 
most countries rely on their intelligence agencies to inform them about key national 
security threats) 

• Encourage more countries to conduct realistic, challenging force-on-force exercises 
(since seeing security systems defeated can be a powerful motivator for additional 
action to strengthen them) 

• Organize an “Armageddon Test” – a team of intelligence agents tasked with 
proactively going out and trying to get information related to nuclear material 
available on black markets. 

Recommendations for strengthening nuclear security implementation  

 Here, the main recommendation is a simple but fundamental one.  All countries with 
nuclear weapons, HEU, separated plutonium, or major nuclear facilities that might be 
sabotaged should put in place nuclear security programs targeted on continuous improvement 
toward the goal of excellence in nuclear security performance – with a particular focus on 
effective implementation in each of the five key areas of nuclear security outlined above.   



 8 

Recommendations for strengthening international nuclear security frameworks 
 Steps to strengthen international frameworks for cooperation in nuclear security should 
include: 
• Create a nuclear security working group within the Global Initiative to Combat Nuclear 

Terrorism, or create a nuclear security working group of the G-20, to have a focused 
forum for discussing next steps in improving global nuclear security.   

• Encourage India to move forward with its proposed summit on nuclear, chemical, 
biological, and other mass destruction terrorism, which would offer renewed high-level 
attention to these issues.  

• Seek to make the upcoming review conference of the amended physical protection 
convention as focused and action-oriented as possible.   

• Work with the IAEA to revise the approach to its nuclear security conferences so that 
there is actual discussion of proposed next steps to strengthen nuclear security at the 
ministerial meetings.   

• Launch a new initiative in which the U.S. and other interested states commit to 
implement a range of key nuclear security steps, while continuing to work to expand 
participation in existing agreements and commitments and ensure they are implemented 
effectively.21 

• Find a path to renewed, reformed nuclear security cooperation between the United States 
and Russia, including best practice exchanges and joint R&D on improved nuclear 
security technologies.22 

• The United States should pursue bilateral cooperation with all willing states with nuclear 
or radiological materials and facilities whose security affects U.S. interests, focused on 
convincing countries to do more themselves and advising them on how best to do it.  

• The United States and other interested states should establish an experts’ group to work 
out approaches to providing information about nuclear security progress that would build 
real confidence without unduly compromising sensitive information. 

Recommendations for sustaining nuclear security leadership 

• The United States and other interested countries should focus sustained, high-level 
attention on strengthening nuclear security. 

• The U.S. government should develop a comprehensive plan for achieving effective and 
sustainable security for nuclear stocks worldwide and should assign a senior official to 
take full-time charge of the effort. 

• The U.S. government, under the comprehensive plan just described, should revitalize its 
international nuclear security programs.  These programs should seek to work with as 
many as possible of the countries with nuclear weapons, HEU, separated plutonium, or 
major nuclear facilities that might be sabotaged to convince them to take action in each of 
these five key areas of nuclear security, and advise them on how best to do so.  This 
could include workshops, best practice exchanges, training, diplomacy, and briefings on 
adversary capabilities and potential responses to them, among other steps. 

• In particular, the United States should convince states to minimize the use of fissile 
material, the bulk processing, transport, and stocks of such material, and the number of 
locations where nuclear weapons or fissile material exist. The United States should have 
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a policy that it will take back, arrange for the elimination of, or assist in providing 
effective and sustainable security for all plutonium and HEU anywhere in the world. 

• The U.S. government should provide the budgets and people needed to implement the 
nuclear security plan, so that improvements that could significantly reduce the risk of 
nuclear terrorism are never slowed for lack of money or people. 

• The United States and other countries seeking to improve nuclear security around the 
world should implement themselves the measures they are seeking to convince other 
countries to take, to increase their ability to convince other countries to take action.  
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