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Executive Summary 
 

extremely important, does not 
rise to the level of a first-­order national security challenge as countering 
nuclear proliferation and defeating al Qaeda because most threats to 

Most challenges to cyberspace such as cybercrime, cyberespionage and 
cyberterrorism can be ably handled by domestic law enforcement and 
intelligence services.  The exemption to this assessment would be so-­called 

, serious digital 
attack on the US would likely be attributable and carried out by states in 
concert with conventional kinetic options acts of war that would provide 
the US the legal, moral, and military authorities to respond.   
 

and commerce, we detail five ways that the US can better protect 
cyberspace: establish a comprehensive strategy, maintain strong 
deterrents, strengthen public-­private partnerships;; avoid bureaucratic 
overreach;; and forge an international consensus.  By doing so, 
policymakers can make better-­informed decisions about how to properly 
defend the country from threats . 
 

 
The US government has recently concluded that protecting cyberspace is critical 
to national security, and that challenges to the American digital infrastructure 
are threats of the first order.  Various strategic US documents, such as the 

Quadrennial Defense Review (QDR), the White 
60-­Day Cyberspace Policy Review, the Office of the Director of 

National Intelligence Strategy  and the 
Department of Homeland Security (DHS) 2009 National Strategy to Secure 
Cyberspace all concur that protecting cyberspace the globally-­interconnected 
digital information and communications infrastructurei has become an urgent 
priority.  
 
To this effect, the Obama Administration in May 2010 released its National 
Security Strategy (NSS), a document that for the first time included 

vital national interest.ii  Although the NSS provided little further 
guidance on the topic, the President in a subsequent press conference deemed US 
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iii 
iv 

 
rise to 

the level of first-­order national security challenges as countering nuclear 
proliferation, fostering peace in the Middle East and defeating al Qaeda.  Instead, 
most th such as cybercrime, 
cyberespionage and cyberterrorism do not undermine core security interests, and 
can be ably handled by domestic law enforcement and intelligence services.  The 
exemption to this assessment would be so-­called full-­scale cyberwar  between 
nations;; however, cyberwar should be considered a subset of conventional war, 

 could be 
interpreted as an act of war.   A true cyberwar situation, then, would most likely 
cause the US to respond as if it were attacked by conventional means.   
 
We reached a set of conclusions by first identifying what indeed are vital 
national interests;; second, by establishing what are (and are not) the first-­order 
cyberspace challenges facing the nation;; third, by determining the most effective 
means to defend and protect US assets;; and finally by analyzing how 
international treaties may provide the best protection possible in cyberspace.   
 

 National Interests? 
 
The defensive security interests of a nation-­state generally include the ability to 
overcome adversaries, maintain territorial integrity and prevail in physical 
conflict.  definition from Imagined Communities of a nation 
works well, as it is  and imagined as both 

v and is constrained by certain physical and 
 limited, sovereign abilities to control much less 

govern cyberspace then proves to be problematic.  A discussion of American 
national security interests in cyberspace namely, a specific nation-­
interests in an ungoverned virtual space with no borders, no government and 
few regulations poses numerous philosophical and political quandaries such 

-­of-­the-­jungle digital environment;; and so on.  
 
These questions (and answers) impact US security requirements.  From the US 
defense perspective, equally fundamental queries arise: who  how 

individual or group is worthy of national-­level efforts.  Complicating matters is 
that since much of the global economy is now Internet-­based, most major actions 
undertaken by a nation-­state in the digital realm will have long-­lasting economic 
and political ramifications.  
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Despite these nagging questions, nations are bound to act when their national 
interests are at stake even in the nebulous world of cyberspace.  This then raises 
the larger question: what indeed are vital national interests? 
 
In 2000, the bipartisan  tried to provide 
an answer.vi  

-­being in a free 
vii  In the decade that followed, the Bush and Obama 

Administrations have produced numerous strategic documents that reflect upon 
presumed vital national interests, with varying degrees of specificity.viii  After 
examining these strategic national security documents produced during this 
time, three overall themes emerged:  
 

 Defeat adversaries, win conflicts, and defend US citizens;; 
 Prevent enemies from acquiring and using Weapons of Mass Destruction;;  
 Prepare for emerging threats and plan for contingencies. 

 
Whether these overall themes encompass all vital security threats is subject to 
debate;; afte
challenge have changed over time and circumstance.  For example, bootlegging 
and bank robberies were considered to be national security threats in the not-­too-­
distant past.  Nonetheless, the aggregated wisdom of current government 
documents suggests these topics are the most important issues facing the US 
today.  
 
Protecting Cyberspace as a Vital National Interest? 
 

 Cyberspace and 
 as an emerging issue  critical 

infrastructure [should] be reasonably resistant to concerted, sophisticated cyber-­
ix T

which American financial, energy, transportation, defense and 

systems, and the existing vulnerabilities are so pervasive, that enhancing 
resilience of American infrastructure information systems is a vital national 

x 
 
Numerous intelligence and defense organizations have agreed with this  line of 

A failure by 
the Department to secure its systems in cyberspace would pose a fundamental 
risk to One 
high-­ranking Pentagon official noted in recent Congressional testimony:  
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information networks provide command and control of our forces, 
the intelligence and logistics on which they depend, and the 
weapons technologies we develop and field. In the 21st century, 
modern armed forces simply cannot conduct high-­tempo, effective 
operations without resilient, reliable information and 
communication networks and assured access to cyberspace.xi  
(italics added) 

 
Along similar lines, the ODNI in August 2009 argued: 
 

largely upon the Internet, is neither secure nor resilient. Nation-­
states and non-­governmental entities are compromising, stealing, 
changing, or destroying information, and have the potential to 
undermine national confidence in the information systems upon 
which our economy and national security rests.xii  
 

DoD and ODNI officials are correct in stating that protecting cyberspace is 
important to the functioning of their bureaucracies.  However, based on core 
national security requirements, critical national interests in cyberspace are only 
threatened when an actor has or uses the ability to launch a comprehensive, 
civilization-­changing attack on the US or our allies that can kill many Americans, 
or severely impact the ability of major global systems to function for an extended 
period of time.  Otherwise, the US will not react with a national-­level response. 
 
As of now, nation-­states remain uniquely capable of executing a comprehensive 
cyberattack against the US because only nations have the resources and trained 
personnel that can be directed to overwhelm American defenses.  While popular 
perceptions remain that individuals can commit damage in cyberspace on a 
massive scale, the reality is that striking the US in a coordinated, strategic 
manner is an extremely complicated endeavor without state sponsorship.  This 
complexity drives the risk of such attacks to low levels, low enough to avoid 
deeming such events vital national security threats. Hence, a sophisticated, 
systemic attack on the US via cyberspace will likely be carried out by nation-­
states in concert with conventional kinetic options acts of war that would 
provide the US the proper legal, moral, and military authorities to respond.  A 
massive cyberattack could then be considered a prelude to conventional war.   
 
Nonetheless, countries rarely launch large-­scale attacks without some larger 
national goal in mind;; thus far, this presumption has held true in cyberspace.  
For example, during the mid-­2008 Russia-­Georgia conflict, attacks on Georgian 
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government and civilian digital infrastructure occurred while Russian military 
forces simultaneously penetrated Georgian territory.  Similarly, the late-­2007 
cyber-­jamming of Syrian radar installations a vignette that opened Richard 

Cyberwar happened just as Israeli warplanes streaked across the 
border and bombed a suspected nuclear facility.  Thus, a comprehensive 
cyberattack against the US will be clearly attributable to another country, as 
nations acting with hostile intent will first signal their intentions through overt 
military or diplomatic means. 
 
Secondary Challenges in Cyberspace  
 
This is not to say that other challenges in cyberspace are not serious.  They 
certainly are and should be treated as such.  Reporting as far back as the late 

 shows that the DoD recognized the threats and have worked to prevent 
aspects of it coming to fruition.  In 1967, the DoD created a task force to study 

Computer S
classified information on military systems.xiii  In 1990, the National Research 
Council published an updated report, stating, 

 may be able to do more damage with a 

xiv  A 1997 report for the White House reiterated 
Today, a sustained attack on the Internet can have a 

to take steps now to ensure that the US can resist Internet attacks and that the 
Internet can continue to perform critical functions in the face of an attack. xv   
 
This begs the question: if digital infrastructure has had serious 
vulnerabilities for at least forty years, why is protecting cyberspace only now 
considered a vital national security interest?   
 
One argument is that the ever-­expanding number of Internet users an 
estimated two billion people will be online by 2013xvi increases potential 
challenges to national security.  Indeed, infected, compromised computers 
remotely controlled by a third party called botnetsxvii have proliferated, wreaking 
havoc on individuals, companies and governments.  Another argument is that 
cyber-­criminality and espionage have markedly increased in recent years, 
harming the US economy and defense structures and therefore must be part of a 
h   Certainly, the amount of US electronic data stolen by outside 
actors has reached significant proportions;; for example, someone in 2009 pilfered 
several terabytes of design and electronic system-­related data from the 

on Joint Strike Fighter program.xviii   
 



Protecting Cyberspace and the US National Interest  

Aki J. Peritz & Michael Sechrist      September 2010 6  

While these arguments underscore the fact that the US faces serious threats, 
st 

century urgency.  In every other vital interest listed or categorized by the latest 
NSS, it is clear that the US would wage war or at the very least commit to wide-­
scale, long-­lasting violence in pursuit of the objective.  In terms of the vast 
number of challenges to protect cyberspace, however, it remains doubtful that 
the US would launch a full-­scale military operation such as Operation Enduring 
Freedom or Operation Iraqi Freedom to defeat the threat.  In fact, no U.S. official 
has yet to confirm that a conventional attack might follow a significant cyber 
attack;; for now, no declaratory cyber-­policy has been made, leaving only 
outsiders to speculate. 
 
For example, it would be extremely unlikely that US will go to war or commit 
large-­scale forces to thwart cybercrime.xix  
cybe
threat the cybercrime threat in all of its varied aspects. xx  So far, the US has 
approached this problem as a law enforcement challenge, and not as a first-­order 
national security issue for the country.   
 
This criminal activity is indeed profitable the FBI recently determined that US 
industry lost some $400 billion to computer-­based crime.xxi Other analysts 
estimated cybercrime has cost global industry some $1 trillion in intellectual 
property violations and data loss.xxii  Moreover, most cybercriminals escape 
punishment the General Accountability Office recently estimated that only 5% 
of these individuals are ever arrested and convicted.xxiii   However, it is not 
evident that this highly lucrative and often unpunished activity is actually a 
national security threat.  
 
Cyberespionage is another security concern, but only as a tool employed by nation-­
states in a larger effort to steal secrets.  Using the Internet is merely an updated 
versio  through clandestine means.  
 
Just as cyberwar is a subset of physical warfare, cyberespionage is an expanding 
digital wrinkle in long-­established international relations between countries.  As 
such, some officials do not seem to believe this is a fundamental threat facing the 
US.  For instance, former NSA Director Michael Hayden recently noted that 
cyberspying is a 

xxiv With cyberespionage, however, terabytes of information can be 
extracted almost overnight. In fact, several agencies, including the Department of 
State, have lost several terabytes of information.xxv  But in the vast majority of 
these cases, it appears unclassified networks are the main targets.  In at least one 
instance, intruders accessed the Secret Internet Protocol Router Network 
(SIPRINET), the network that houses Secret-­level information.xxvi  There has been 
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no reporting of cyberespionage on the Joint Worldwide Information 
Communication System (JWICS), special access programs (SAP) or other 
compartmented information networks, where many of the nation
sensitive intelligence and defense information reside.  What is left unsaid is that 
the US also engages in espionage through digital means, so it is doubtful that the 
US will go to war to end the practice. 
 
Furthermore, the NCIX) judges 
spies working inside the intelligence system are the real threat, far more so than 
those who commit espionage from faraway computer terminals. xxvii  This is 
because the truly important government secrets only exist on closed, classified 
networks, where only traitors within the system can extract them.  The NCIX 
recently assessed, Insiders have caused grave, long-­term damage to national 
security. History has demonstrated the intent of foreign intelligence services and 
entities to penetrate the Intelligence Community and extract information through 
the use of a trusted insider  xxviii  The most significant, 
long-­lasting espionage damage in recent times have resulted from moles like 
Aldrich Ames, Robert Hanssen, and John Walker all individuals who worked 
from within the US intelligence structure.  Thus, the inside threat will likely 
remain the primary concern nterintelligence professionals, not 
the so-­called cyberspy. 
 
Cyberterrorism is, as of now, negligible as an Internet phenomenon.  Depending 
on how the term is defined,xxix 
occurred to date.  Of course, terrorist groups use the Internet to disseminate 
propaganda, recruit followers and communicate among themselves,xxx but few if 
any actually carry out attacks via a computer system.   
 
Even some counterterrorism experts outside the US believe the threat from 
cyberterrorists is overblown.  
claimed retired Russian general Vladislav Sherstuyuk in April 2010.  Sherstuyuk, 
who sits on s Moscow State 

 further noted, 
problem] is more about information that you can get from Internet information 
about forthcoming terrorism attacks, so we can watch airport and railway 

xxxi 
 
For now at least, the US remains alert for the potential of cyberterrorism.  Much 
like how the US Coast Guard patrols the physical shoreline, well-­funded 
intelligence and military mechanisms attempt to defend the US digital coast.  For 

the FBI and DHS, has significant resources directed to frustrate this potential 
threat.  
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Finally, apolitical attacks upon the American digital infrastructure cybotage, as 
coined by one 1996 studyxxxii pose challenges to the US.  Cybotage can cause 
damage because national infrastructure components such as electrical grids are 
connected to the Internet via smart grids and supervisory control and data 
acquisition (SCADA) connections, and interrupting their inner workings can 
have negative effects.  One example of such an attack occurred when hackers 
d cal grids in 2005 and 2007, although it remains unclear 
who carried out the attacks, or why they did it.xxxiii  Malcontents have also 
disrupted local emergency response systems, caused gas pipelines to 
malfunction, and vandalized government and commercial websites.xxxiv 
 
Still, the impact of such attacks is usually relatively contained;; US civilization 
will not crumble due to these attacks, nor will it likely even be significantly 
degraded over an extended period of time.  Of course, large-­scale destruction 
affecting the well-­being of civilians could occur should attackers continue to 
penetrate infrastructure systems such as in the Brazilian power outage case.  
But these blackouts did not cause the fall of the Brazilian government, nor did 
they cause the Brazilian economy one of the largest in the world to collapse or 
even experience long-­term difficulties. 
 
In any case, the US has much larger infrastructure problems to contend with 
beyond hacker attacks.  One expert recently noted that any of the great public 
works projects of the 20th century dams and canal locks, bridges and tunnels, 
aquifers and aqueducts, and even the Eisenhower interstate highway system

xxxv  A 2009 American Society of Civil 

stated that $2.2 trillion in investment will be needed over the next five years to 
xxxvi  With nearly $82 billion 

spent in FY10 on information technologyxxxvii and an estimated $20 billion spent 
by the US government to secure cyberspacexxxviii, it pales in comparison to any 
figure in the trillions. So, while protecting US digital infrastructure has become a 
major concern for national policymakers, protecting the physical infrastructure 
that would undoubtedly cause civilian and military damage due to their 
malfunctioning or destruction -­mile interstate highway 
system, 80,000 dams, 104 commercial nuclear plants, 5,400 power plants and 
600,000 bridgesxxxix  should perhaps be just as urgent a priority for 
policymakers.  
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To Defend and Protect 
 
Protecting -­related 
challenges, but also fragmented economic, political and social ones.  A heavy-­
handed approach to securing cyberspace relying primarily upon increased 
numbers of cybergates, cyberguards and cyberbureaucracy would likely be 
counterproductive national adversely 
affect US business and entrepreneurship, possibly more so than the threats itself.  
This approach would also freeze the free-­flow of creative ideas that have brought 
so much prosperity to millions of Americans.  
 
Unfortunately, the federal government cannot provide total security to all places 
on the Internet.  The US is an open, imperfectly networked country of 300+ 
million citizens who conduct business and personal interactions on both 
domestic and foreign servers.  Even if the US was willing to clamp down on the 
free-­flow of digital information
which filters electronic data through computer programs and human reviewxl

security threats and digital vulnerabilities would still exist.  One would not have 
to search long to find that political dissidents, criminals and even American 
intelligence agents remain on the Chinese network, despite the best efforts of the 
local security services.  
 
Hence, the US must strike a balance between the need for security and the need 
to maintain an open virtual world.  T Effectively 
addressing the fragmentary and diverse nature of the technical, economic, legal, 
and policy challenges will require a leadership and coordination framework that 

xli  How then can the 
US government reasonably protect cyberspace without compromising its 
economic competitiveness and political values along the way?  We have five 
recommendations to keep in mind when forging a long-­term solution to these 
concerns: 
 
Establish a Comprehensive Strategy: Effectively protecting US interests in 
cyberspace will only work as an integrated, whole-­of-­government strategy and 
not as a hodgepodge of delinked initiatives
new Office of the Cybersecurity Coordinator, informally referred to 

crafting a better organizational structure than what is 
currently in place, so long as the appropriate civilian cyber-­related organization, 

National Cybersecurity and Communications Integration Center and 
CYBERCOM are equal partners in protecting cyberspace.  However, in many 
ways the directive to work together has been difficult to implement;; as CIA 
Director Leon Panetta reflected wistfully in an interview earlier this summer, 
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xlii 
 
The US government will have to make some difficult choices in terms of what 
indeed are and are not national-­level cyber assets, based on a firm understanding 

 Given finite resources, 
vast swaths of American financial enterprise and government will not receive 
much federal assistance during a cyberattack, as protecting only the most critical 
digital infrastructure will take priority in the event of an emergency.  This would 
be analogous to determining who would first receive inoculations during a 
pandemic topping the list would be critical government workers, medical first-­
responders, law enforcement etc. If more time and resources become available, 

 During a systemic cyberattack, 
-­critical actors various governmental 

command-­and-­control structures, first-­responders, etc. but other entities may 
not receive assistance for a long time after a crisis occurs.  
 
Doomsday scenarios aside, appropriate authorities should continually address 
and attempt to minimize obvious digital vulnerabilities.   
Comprehensive National Cybersecurity Initiative (CNCI) provides the first steps in 
the right direction to reduce these types of weaknesses.   
Trusted Internet Connections capability seeks to identify users in cyberspace;; 
should this system work, unauthorized users will have a much more difficult 
time penetrating SCADA systems.  This policy is one among many that should 
mitigate the threat to civilian computer systems.  
 
Finally, just as regular law enforcement and not the US military combats 
ordinary street crime, local and state law enforcement officials should take the 
lead in thwarting threats to their  digital infrastructure.  If the 
challenge remains beyond the abilities of local and state enforcement, or cuts 
across jurisdictional lines, robust and well-­resourced federal law enforcement 
should take charge.  Whether the FBI or similar law enforcement organizations 
are up to the challenge remains a question mark, but this is more an issue of 
resource, manpower and bureaucratic constraints, than it is a critical national 
security problem. 
 
Maintain Strong Deterrents:  Since legitimate, first-­order challenges to digital 
infrastructure are a subset of war between sovereign nations, the US should 
maintain both overt and covert capabilities to establish that severe consequences 
will result if the US is seriously threatened.  
 
Deterring potential aggressors in cyberspace through political signaling is also 
effective.  Just as the US military invites countries to participate in military 
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exercises in order to deter potential hostile behavior, and just as certain countries 
still parade their latest military hardware on the boulevards in their capital cities, 
political signaling can indicate that the US is at least publicly serious in thwarting 
real and potential challenges in cyberspace.  
 
Since foreign policymakers ultimately decide whether or not to engage in 
cyberwar, they can also be deterred by American warfighting capabilities.  Other 

 would not tolerate real threats to its core 
national interests.  Hence, any considerable, systemic attack in cyberspace that 
might be considered an act of war will most likely result in a devastating 
counterattack by American conventional and unconventional forces.  Therefore, 
deterrence remains particularly relevant international relations concept, even in 
the ungoverned political space of the Internet.  
 
Since full-­scale conflict has yet to break out between nations with significant 
cyber capabilities, it remains unclear what, exactly, would happen in the event of 
major hostilities.  Despite one former top intelligence official that the US 
is already unseen cyberwar,xliii the actual outcome of such a conflict 
is still very much in doubt since -­related offensive and 
defensive abilities remain classified.  In any case, cyberwar would not just entail 
attacking US digital infrastructure, but also striking US interests, taking US 
territory, and killing US citizens, which would undoubtedly lead to a violent, 
real-­world counter-­reaction.  
 
Strengthen Public-­Private Partnerships:  The government has long worked with 
private industry on digital infrastructure issues, and this recommendation flows 
from this historical relationship.  Public-­private partnerships have been the 
cornerstone of the digital age;; the DoD may have established the foundations of 
the Internet, but it has been private industry that harnessed, expanded and made 
it what it is today.  In February 2010, cybersecurity specialist David Bodenheimer 
testified to Congress that 
major review has reached the same conclusion  public-­private partnerships are 

xliv 
 
One government analyst suggested that the private sector owns some 85-­95% of 
the US digital infrastructure.xlv  It is reasonable then to assume that private 
companies will defend their parochial patch of cyberspace from malicious 
endeavors.  If the government provides incentives for industry to collaborate in a 
cyberspace security framework in order to protect their bottom line, private 
industry will likely take up the plan with gusto.  
 
Furthermore, the US can further protect its government and military 
infrastructure by harnessing private d of corporate and 
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informational security.  In a way, the US government has little choice in the 
matter
programs are purchased from private companies, and will be so for the 
foreseeable future.  In any case, the US is better served if there is a fruitful 
relationship between the public and private spheres;; a heavy-­handed approach 
by the US government to secure cyberspace will hamper the capitalist and 
entrepreneurial notions of companies and could cause public outcry and long, 
costly battles in the judicial system. 
 
Avoid Bureaucratic Overreach:  Bureaucratic overreach is a natural occurrence 
when the US government confronts an emerging but undefined security 
challenge.  In the past, such situations have led to cascading reactions across the 
government, as each department and agency rushed to exploit newly available 
money and resources.  Even now, all US intelligence agencies and branches of 
the armed forces are  of protecting US 
interests in cyberspace.  
most vital national security interests has given all agencies a green light to fund 
all forms of cyber-­related projects, whether or not it fits into a larger national 
strategy.  
 
Unfortunately, the behavior of officials and agencies over the years suggest the 

surveillance, free speech and 
cyberspace can be exploited for political gain.  For example, a 1975 Congressional 
probe discovered that US intelligence agencies and law enforcement routinely 
abused their powers and illegally wiretapped various Americans for political 
reasons, including Members of Congress, Supreme Court justices, church 
officials, union leaders, journalists, Martin Luther King, Jr., and even Eleanor 
Roosevelt.xlvi  Concerns about intrusive government monitoring of private 
citizens during the 1990 s similarly 
encrypted telephone calls via the Agency-­designed Clipper computer chip.  The 
post-­9/11, White House-­authorized electronic surveillance program that 
sidestepped explicit legislation on the topic further raised questions about the 

ent efforts, 
Perfect Citizen program, which 

theoretically scrutinizes critical infrastructure such as power plants against 
attacks emanating from cyberspacexlvii gave 
checkered history of intrusion into domestic affairs pause.   
 
Whether or not the NSA or any other organization routinely performs its mission 
adequately and legally is immaterial;; so long as insular government 
organizations are subject to minimal oversight and less-­than-­intrusive audits, the 
public will often assume that excesses will inevitably occur.  Government secrecy 
is important in many respects, but when agencies with secret mandates intersect 
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with the daily life of ordinary citizens, it usually leads to degraded public trust in 
overall government security efforts, or an environment that is not conducive to 
business and entrepreneurship. 
 
One way that the US can limit the possibility of potential overreach by 
government bureaucracies is for Congress to become much more aggressive and 
effective in its oversight responsibilities than it has in the past.  Despite this 
simple Constitutional purpose, this mandate is not without complications, as 
overlapping oversight responsibilities, partisan sniping and inconsistent 
direction inevitably leads to gridlock and sub-­optimal security results.   A more 
effective solution would be for the legislative branch to create two committees  
one in the House and one in the Senate  dedicated to protecting cyberspace, 
akin to Congre  
 
The 9/11 Commission termed Congressional oversight for intelligence and 
counterterrorism prior to 2001 
of the past by taking a proactive role in the emerging issue of protecting 
cyberspace.  By streamlining the process, Congress can not only play a muscular 
role in protecting cyberspace, but also can show that the body is not so 
hopelessly gridlocked as to be unable to provide a critical role on such an 
important topic. 
 
Forge an International Consensus:   Since safeguarding cyberspace cuts across 
national boundaries, the challenges to protecting digital infrastructure are global 
and require international solutions.  Protecting cyberspace will ultimately require 
an international regulatory framework to effectively achieve US national security 
goals.  Therefore, an international consensus on cybersecurity is necessary.  After 
all, it is better to determine solutions that allow for the buy-­in of the major 
nation-­states on this complicated topic before an actual shooting war breaks out.   
 
C -­interest. 
Much like fighting pandemic flu and international terrorism, the US requires the 
assistance of other nation-­states to create the appropriate global legal architecture 
to achieve better outcomes in cyberspace.  International rules of war do constrain 

so provide increased 
legitimacy when the US commits to large-­scale combat.  They also bind other 
nations to behave in a certain way, as well as inoculate the US from threats from 
other nation-­states and perhaps some sub-­state actors.  Thus, in order to protect 
its own parochial interests, the US should take the lead in crafting binding 
international cybersecurity treaties through appropriate international political 
bodies.   
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Crafting international solutions to protect cyberspace is in other networked 
nati -­interest as well even those not always aligned with the US.  In the 
event of a major cyberattack, international treaties would provide some degree of 
protection from possible cyberspace backlash that will result from a systemic 

s digital infrastructure.  For instance, if US markets were 
disrupted in such a way that caused the US Treasury securities to decline, 

threatened.xlviii  Thus, it would be -­term economic interest to work 
with the US on establishing a framework to protect cyberspace and vice versa.  
 
International solutions will also lend legitimacy to cyberspace challenges that do 
not immediately affect any 
cybercrime or cyberterrorism.  An attack on, say, Wall Street will have unknown 
worldwide financial repercussions, so it would be in the economic interest of all 
nations linked together by fiber-­optic cables and other physical infrastructure to 
the Internet to create mutually beneficial understandings that would not disrupt 
the ebb and flow of world commerce.  
 
Of course, these international agreements are subject to parochial 
understandings of what 
Great Britain and other countries voted in April 2010 against a Russian-­backed 
UN treaty on cybercrime in favor of previous legislation that would improve 

 The 2001 EU Convention on Cybercrime, 
while considered by some to be a gold standard on this issue, neglects issues 
outside the realm of criminalizing this sort of behavior;; moreover, 30 nations 
have yet to ratify it.  Still, there remains hope that the international legal impasse 
can eventually be overcome, as countries come closer to understanding that 
protecting cyberspace is an issue, like disease and the weather, that can affect 
almost anyone.  
 
Final Thoughts 
 

-­
 the 9/11 

attacks forced a radical evolution of the way the US dealt with the threat of  
global terrorism, but in the hurried race to protect the nation from another attack, 
policymakers made decisions that were in hindsight ill-­advised.  By exaggerating 
the threat   the US 
is creating an all-­powerful cyber-­bogeyman that may only exist in the world of 
fiction.   
 
Protecting be a complex but ultimately 
manageable task, since not every threat is an existential one.  Therefore, it is 
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unwise for US leadership to couch the cyberspace debate in the language of war 
and warfare, as this type of rhetoric not only oversimplifies a complicated topic, 
but also fans popular fears among the citizenry.  Reclassifying the threat, which 
is continually trumpeted most recently on the covers of the Economist and 
elsewhere, is needed to relax public concerns.  By approaching the protection of 
cyberspace in a comprehensive, level-­headed manner, and by discerning what is 
a vital national security interest and what is not, US policymakers can make 
more informed decisions about the challenges facing digital 
infrastructure.  
 
We do not deny that protecting US interests in cyberspace is complicated that 
needs to be discussed on international, national and local levels.  This challenge 
will require a degree of education of both the political and bureaucratic classes, 
and these efforts will require time, money and persistence.  However, we believe 

reevaluate its priority status against other actual threats to the US.  By doing so, 
policymakers can make better-­informed decisions about how to properly defend 
the country from foreign and domestic threats.  
right decisions, the emerging digital century will be a relatively safe and secure 
one.   
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